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The Void Above
The Future of Space Warfare and
a Call to Update the Rule of International Space Law

Alan Cunningham

Abstract: In an age where space warfare is becoming more likely and a militarized
space is already a reality, it is imperative to develop a strong legal framework to
try and prevent nation-states from engaging in warfare. By implementing legal
standards, improving on the existing legal framework, and taking input from
outside legal sources, outer space can be made safer and the potential for armed
conflict more protected against.

Keywords: outer space, international security, international law, space law, in-
ternational relations, military affairs

Introduction

yberattacks, network intrusion, and other forms of electronic based war-

fare are becoming the way in which the military forces and intelligence

services of the world conduct their operations to gain the upper hand
on adversaries. The 2014-15 hack by Chinese intelligence of the Office of Per-
sonnel Management (OPM) remains one of the most serious data breaches in
U.S. government history while the Chinese intrusion of the National Oceano-
graphic and Atmospheric Administration’s (NOAA) network and the ongoing
Russia-Ukraine conflict shows how war will be waged in a new, highly techno-
logically advanced digital age.'

Cyberattacks are becoming the name of the game, for both intelligence
operatives and legitimate military states. And nowhere will this kind of warfare
be waged more stringently and actively than in outer space. As such, with a new
front growing in a geopolitical sense, it is important to examine the current
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legal governance of space and how it can be updated or otherwise more readily
relevant to current issues.

Warfare on the Final Frontier

What was once the final frontier for humanity is now the last true battleground
in the cyberwar. For many hackers, with the development of privatized space
travel and the creation of an entirely new Service branch for the U.S. armed
forces, outer space has become a battleground with a growing sense of worry
and fear regarding cyberattacks by nonstate actors disrupting internet access,
interfering with the Global Positioning System (GPS), and turning “satellites
into weapons.” Not only is the threat from nonstate actors growing, the greater
level of concern is from state actors, like Russia and China, for strategic domi-
nance in outer space.

Russia
Russia clearly is a significant geopolitical threat to the United States, easily one
of the greatest foreign threats to American national security in the twenty-first
century.

While their military may not be as strong as previously thought thanks to
their lackluster performance in the Ukraine-Russia conflict, their cyber capabil-
ities still rank highly among foreign adversaries and, if anything, have become
more competent in their cyberattack abilities since the invasion.? Historically,
Russia has been excelling in codebreaking, computer network intrusion, and
waging warfare online since the downfall of the Soviet Union in 1991, do-
ing so through the proliferation of “private cyber companies,” some of which
were started by former KGB (Committee for State Security) officers and fur-
ther expanded by Vladimir Putin’s oligarchs.” The state’s cyberattack activities
in Ukraine certainly, but also across Europe, Asia, and the Western Hemisphere
show a highly capable and effective apparatus.’

The U.S. intelligence community (IC) has repeatedly identified Russia as
a key cyber actor. Their 2022 annual threat assessment stated that the Russian
Federation would “remain a top cyber threat [with a focus] on improving its
ability to target critical infrastructure . . . in the United States as well as in allied
and partner countries” while also using these cyber operations “to attack enti-
ties it sees as working to undermine its interests or threaten the stability of the
Russian Government.”®

The 2023 annual threat assessment reiterated this, in addition to highlight-
ing Russia’s commitment to warfare in space. The IC concluded that, in spite
of the country’s massive foreign and internal struggles during the past year, that
Russia “is capable of employing its civil and commercial remote sensing satel-
lites to supplement military-dedicated capabilities that reduce the U.S. ability
to perform sensitive military activities undetected” while also “prioritizing and
integrating” different highly technical capabilities (e.g., geolocation, advanced
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GPS, intelligence, surveillance, and reconnaissance) to bolster their total space

capabilities.”
The assessment goes into further detail, stating:
Russia continues to train its military space elements, and field new
antisatellite weapons to disrupt and degrade U.S. and allied space ca-
pabilities. It is developing, testing, and fielding an array of nondestruc-
tive and destructive counterspace weapons—including jamming and
cyberspace capabilities, directed energy weapons, on-orbit capabilities,
and ground-based [antisatellite weapon] capabilities—to try to target
U.S. and allied satellites . . . Russia is investing in electronic warfare
and directed energy weapons to counter Western on-orbit assets. These
systems work by disrupting or disabling adversary C4ISR [command,
control, communications, computers, surveillance, and reconnais-
sance] capabilities and by disrupting GPS, tactical and satellite com-
munications, and radars.®

Already, the United States has seen Russia’s spatial capabilities in action.
On the eve of Russia’s invasion of Ukraine on 24 February 2022, exactly an
hour before Russian troops moved into Ukraine, Russian hackers “launched
destructive ‘wiper’ malware called AcidRain against Viasat modems and rout-
ers, quickly erasing all the data on the system” and, after being rebooted, these
systems and “thousands of terminals . . . were permanently disabled.” Victor
Zhora, the deputy chairman and chief digital transformation officer of the State
Special Communications Service of Ukraine, stated that this cyberattack in the
early hours of the conflict was “a really huge loss in communications in the
very beginning of war” while others throughout Europe were affected by the
cyberattack."

By May 2023, it was the consensus of the U.S. intelligence community,
the United Kingdom, and the European Council that Russian hackers were
behind the downing of these key communications services, resulting in “tens of
thousands of internet connections in at least 13 countries were going dead . . .
making it much tougher for the [Ukrainian] military and intelligence services
to coordinate troop and drone movements in the hours after the invasion.”"!

In December 2022, it was reported that the Cybersecurity and Infrastruc-
ture Security Agency (CISA) of the U.S. Department of Homeland Security
(DHS) found that “the Russian military group known as Fancy Bear, or APT28
... [were] lurking inside a U.S. satellite . . . communications provider with cus-
tomers in U.S. critical infrastructure sectors,” this having gone on for months.'?

In addition, Russia is also engaging in antisatellite weapons (ASAT) tech-
nology in support of their strategic and tactical goals. Having developed an-
tisatellite weapons since 2007, Russia increased their abilities in November
2021 by launching a “PL19 Nudo! interceptor [at] the now-defunct Soviet-era
COSMOS 1408 satellite” resulting in a debris field “of at least 1,500 trackable

pieces of debris in low orbit” causing immense geopolitical concern and threat-
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ening any kind of military and spaceflight operations."® This can be seen as the
culmination of decades-long desires for Russian aerospace superiority, which
were steeped in the 1991 Persian Gulf War and the 1999 North Atlantic Treaty
Organization (NATO) bombing of Yugoslavia.'*

Russia’s motivation behind this test was likely twofold, according to Deg-
anit Paikowsky with Hebrew University of Jerusalem’s Department of Interna-
tional Relations, as it signified to the international community that Russia is
using antisatellite weapon technology to reassert its status as a superpower in
space and “enhance . . . its defense and deterrence capabilities.”"

Russia’s capabilities for warfare in space are steadily increasing, having a
robust cyberwarfare apparatus while also continually developing their ASAT
competences for total acrospatial domination.

China

China, in many ways, surpasses Russia in terms of spatial domination. The IC’s

2023 annual threat assessment made numerous assessments of China’s abilities

and capabilities, finding
China’s space activities are designed to advance its global standing and
strengthen its attempts to erode U.S. influence across military, techno-
logical, economic, and diplomatic spheres [by way of continuing] to
integrate space services—such as satellite reconnaissance and position-
ing, navigation, and timing—and satellite communications into its
weapons and command-and-control systems in an effort to erode the
U.S. military’s information advantage. . . . Counterspace operations
will be integral to potential [People’s Liberation Army] PLA military
campaigns, and China has counterspace-weapons capabilities intend-
ed to target U.S. and allied satellites [already fielding] ground-based
counterspace capabilities including electronic warfare systems, directed
energy weapons, and ASAT missiles intended to disrupt, damage, and
destroy target satellites.'®

From an ASAT and counterspace weapons standpoint, China surpasses
Russia in these threats. China first tested an ASAT-level weapon in 2007, de-
stroying “an aging Chinese weather satellite” and has advanced their technology
and capabilities steadily.'” Due to this establishment of outer space as a military
domain and solidifying their national space program under military control,
China now “has an operational ground-based anti-satellite missile capability”
and are testing scavenger satellites “which use grappling arms to capture other
satellites” alongside having their satellites orbit “the geosynchronous belt . . . to
sidle up to other satellites in space.”'®

China’s development of hypersonic missile technology also has been assist-
ing its rise in space dominance. In August 2021, China “launched a rocket that
carried a hypersonic glide vehicle [through] low-orbit space before . . . [missing]
its target by about two-dozen miles” in a test that caught the IC by surprise."”
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Such developments of ASAT technologies and continued hypersonic missile
development have resulted in the Pentagon announcing that China’s military
and defense posturing poses “the most consequential and systemic challenge
to U.S. national security,” essentially confirming what some have suspected.

The IC found that China intends “to match or surpass the United States
by 2045” and likely aims by 2030 to “achieve world-class status in all but a
few space technology areas.””' Based on the publicly available information and
recent developments, it stands to reason that China, as in all other areas of
military and national defense, will be a peer competitor to the United States for
the next few decades.”

A Response from the U.S. Armed Forces

In response, the U.S. Department of Defense (DOD) aims to make space a pri-
ority alongside their adversaries. While most understand the “space race” of the
Cold War to be an effort to beat the Soviet Union in scientific achievement, it
also included developing intercontinental ballistic missile (ICBM) technology,
unmanned aerial systems (UAS), and gaining an upper hand on U.S. adversar-
ies by way of intelligence gathering and removing any first strike capabilities.”
And to a large degree, the United States has never stopped innovating in space,
continuing to be on the cutting edge of space warfare and innovating all man-
ner of technologies originally meant for space operations.** With the growing
militarization of space by Russia and China, the United States has engaged in
many actions to combat this militarization, the most important of these being
the creation of the U.S. Space Force.

With the creation of the Space Force in December of 2019, the culmina-
tion of decades of policy planning and theory, their entire goal is to protect and
defend “U.S. interests in space from potential adversaries” strictly focusing on
training troops in peacetime for spatial combat operations.” Since their cre-
ation, the Space Force has endeavored to make space a priority. This is evident
in their policy and budget statements while they are also creating an entirely
new unit “dedicated to targeting other nations’ satellites and the ground stations
that support them.””® Coupling this with the U.S. Army’s recent development
of an office “to manage the portfolio of capabilities . . . [including] intelligence,
electronic warfare and sensor,” the DOD has substantially stepped up and rec-
ognized the growing trend of space militarization currently underway.”

From a policy standpoint, the Joseph R. Biden administration, in March
2023, released their National Cybersecurity Strategy, which called for “[rebalanc-
ing] the responsibility to defend cyberspace” toward larger federal institutions
and private businesses as opposed to local governments and individuals along-
side “[realigning] incentives to favor long-term investments” by recommitting
the United States to international and industrial partnerships. This policy has
been praised by many for seemingly calling for more tech and software regula-
tion and reform, but also for helping to better define and outline what kinds
of “offensive cyber operations” the Pentagon could undertake, which became
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clearer when the Pentagon’s own cyber strategy was released in May 2023. This
policy called for financial and physical investment in cyber capabilities, aligning
with international and private partners on direct operations, and better train-
ing/equipping forces for cyber missions.?®

While this very real threat has been recognized by the United States as a
serious and pressing issue, the matter of ensuring any kind of retaliatory or pre-
ventive action abides by and is enshrined in law, however, is another matter that
must be readily addressed before any further action is taken.

Abiding by the Rule of Law

One of the main challenges to any U.S. outer spatial defense strategy comes
from the lack of a clear and detailed international legal framework governing
national security missions in space. Currently, “neither international law nor
diplomacy has grappled effectively with space cybersecurity.”

Instead, there are manuals that offer guidance on space legal affairs to the
international community and individual nation-states, though they are not le-
gally binding nor official. The 7allinn Manual 2.0 addresses the applicability of
international law in cyberwarfare while both the Woomera International Law of
Space Operations (a.k.a. 7he Woomera Manual) and the Manual on Internation-
al Law Applicable to Military Uses of Outer Space (MILAMOS) “provide guid-
ance on the international law applicable to space warfare.”® It must be noted
that these documents are largely theoretical in nature, not being produced by
governments or any international legal or policy body, rather scholars and aca-
demics in the field. As such, while these are quite beneficial, there are challenges
to their implementation given no governmental body or legally authoritative
entity has embraced these works.

The current legal framework for global space governance is embodied with-
in five United Nations treaties: the Outer Space Treaty (OST, or formally, Trea-
ty on Principles Governing the Activities of States in the Exploration and Use
of Outer Space, including the Moon and Other Celestial Bodies) of 1967, the
Rescue Agreement (formally, Agreement on the Rescue of Astronauts, the Re-
turn of Astronauts and the Return of Objects Launched into Outer Space) of
1968, the Convention on International Liability for Damage Caused by Space
Objects of 1972, and the Convention on Registration of Objects Launched
into Outer Space of 1976, all of which more represent the time period they
were created in rather than addressing the current state and developing a frame-
work for any future issues.’’ For example, the OST, while it does address a
variety of issues in relation to proliferation, is only rather specific in principle
as it addresses the use, placement, and control of weapons of mass destruction
(WMDs) and nuclear weapons in space resulting in the difficult question of
“what constitutes a weapon and [whether] its placement in space breach the
requirement that outer space be used exclusively for peaceful purpose” in addi-
tion to failing to “provide any concrete rules that states must abide by in testing

conventional weapons.”
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Clearly, the international legal framework concerning military capabilities
in space needs an update. Cyberattacks, antisatellite weaponry, and devices
by which a foreign state could be able to neutralize another state’s ability to
engage in spatial warfare are no longer constrained to academic journals and
conferences but are a current reality for governments, private corporations, and
everyday civilians. The OST is still important and serves as an effective frame-
work; however, its wide mandate has resulted in difficulty with it being the
sole measure to “adequately govern space” and failing to consider more newer
technologies.** Having a more robust, complete, and articulated rule of law for
what military activities are and are not allowed in space would be the first step
to secure space from such threats like China and Russia.

The unofhicial or legally binding manuals (e.g., Zallinn Manual 2.0,
Woomera Manual, MILAMOS) are all useful places for the international com-
munity to consult with and advise in developing laws necessary to safeguarding
space; however, some experts caution they should not be implemented without
extensive revisions or alterations. Some practitioners of space warfare have criti-
cized the manuals for being “too-focused on legal theory, rather than real-world
cases” while some authors of the manuals have openly stated that their work
does not define what law “is should and ought to be” when it comes to space.’
A thorough and complete analysis of these manuals, seeing what aspects of
them are practical to real-world affairs and ensuring complete compliance with
existing treaties, should be the first step for the international community in
updating the world of space law for the modern, cyber age.

These new and more current updates to the current manuals and policies
in place would not only help allied governments, nonstate actors, and civilian
organizations in space travel and operations, but would also work to limit Chi-
nese and Russian militarism in space as well as American militarization of this
new strategic region. Some may argue for a ban of all weapons and the complete
demilitarization of space; however, this is quite unrealistic as the issue of weap-
onry in space is already at hand, making any banning of conventional weapons
or offensive operations problematic.?® Surely this would assist in halting future
militarization of space. Going forward, a more conciliatory effort should be
applied instead to nation-states that work to militarize space.

This conciliatory view has been recommended by a multitude of individ-
uals with experience in both space law, national security/defense, and in the
space domain. Daryl G. Kimball, an executive director of the Arms Control
Association, suggested as far back as 2007 the establishment of “stronger norms
against dangerous activities in space, including flight tests that simulate hostile
attacks against satellites and the deployment of anti-satellite and space weap-
on.”*® Others, including a former deputy director at the National Reconnais-
sance Office (NRO), a former undersecretary of energy for nuclear security,
and a former senior diplomat working disarmament, all of whom are fellows
with the Rand Corporation, argue for “deterrence . . . the capability to respond
with overwhelming force to aggression . . . [pursuing] arms control agreements
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as a complementary approach to enhancing stability, bolstering deterrence and
p y app g Y g

avoiding costly arms races.””’

David C. DeFrieze, then chief counsel for the U.S. Army Research Devel-
opment and Engineering Command, wrote in 2014 that
a standing committee is needed to provide a credible, knowledgeable,
and equitable forum for regulating, monitoring, and adjudicating
claims and disputes relating to the damage caused by objects launched
into space, whether they are designed for destruction or not.. . . [as well
as] using the current economic deterrence and enforcement capability
of the World Trade Organization to address and collect on unresolved

adjudicated state liabilities. . . . A logical place for this committee
would be the United Nations.*

It is important to note that some of this has already been undertaken by
Western nations, including the United States, when developing ways to counter
such space threats but also through the United Nations Open-Ended Working
Group (OEWG) on Reducing Space Threats Through Norms, Rules, and Prin-
ciples of Responsible Behavior.”

Nonetheless, some are hesitant to further codify space law. Laura Grego,
a research director in the global security program at the Union of Concerned
Scientists, detailed in a 2020 interview with the Scientific American that these
“unofficial norms of behavior . . . registering new satellites sent into orbit, deor-
biting their dying ones to avoid creating debris, not testing [direct ascent] DA-
ASATs on their own satellites and not destroying another country’s satellites”
advocate, in the event a binding set of rules is unable to be articulated, for “a
nonbinding international agreement based on current norms.”* This interview
was conducted prior to Russia’s 2021 ASAT missile test and the Russian inva-
sion of Ukraine, so it shows that such unofficial norms can be blatantly violated
by nation-states with little to no repercussion.

Having these unofficial norms codified in law and using these, alongside
the various manuals developed by legal practitioners, as a starting point for a
more modern, internationally respected, and legally valid treaty is one of the
best practices in ensuring the halting or pathway toward the demilitarization
of space.

A diplomatic solution toward halting a further militarized outer space, in
many cases, will be far more effective than an outright military solution. While
a military solution would be on hand in the event there is a pressing matter
that cannot be resolved diplomatically, the Department of Defense and U.S.
armed forces can counteract some offensive operations in a way that would not
be overly aggressive by using maneuverable satellites or engaging in jamming
of enemy space equipment.”’ But diplomacy is and should remain the primary
solution to any developments that occur in space to avoid a full on space race or
any further debilitating and harmful activity using such weapons.

The research presented here suggests that addressing, redeveloping, and re-
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organizing the legal framework currently in place by the international commu-
nity into a codified, official legal treaty dictating what kind of military action is
appropriate and what is not allowed in space would result in better outcomes
for space. As mentioned above, the unofficial norms and the prior treaties all
in place should be collectively considered in total and improved on or updated
to reflect the current time. The more scholarly suggestions contained within
the manuals should also be consulted and implemented on a case-by-case basis
to adapt to the changing methods of warfare and plan for any potential, more
theoretical issues that could arise.

Strengthening the international community’s response to such spatial
threats is imperative and essential in order to keep space as free of harmful con-
ventional and unconventional weaponry as possible, ensuring militarism is kept
to a limited manner in space.

Conclusion

Limiting the number of conventional weapons in space should be of utmost
importance to the United States and the rest of the international community
alongside lessening the impact of offensive cyber operations on Russia and Chi-
na’s part. Research and expert opinion have shown that diplomacy is by far one
of the most assured measures by which the international community can be
kept safe from man-made threats by way of space.*> The United States should
invest in their offensive capabilities, but also should make a strong push for dip-
lomatic avenues and negotiations as a method of resolving the issues at hand.

The rule of law governing space must be updated, expanded, and developed
to fully adapt to this modern, cyber age in which highly advanced technological
weapons are becoming the primary way in which nation-states commit espio-
nage and warfare against their adversaries.

Outer space offers many opportunities for humanity, namely deepening the
understanding of our galaxy, the universe around us, and the origin of life as
well as offering people the ability to explore and potentially find new planets in
which to colonize. Placing conventional and unconventional weapons and al-

lowing unfettered offensive cyber operations in space are not one of those uses.
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