JOURNAL OF ADVANCED MILITARY STUDIES

JAMS

Vol. 14, Ng%® 1, 268 S



MG
UPL

Published by Marine Corps University Press
2044 Broadway Street | Quantico, VA 22134



MARINE CORPS UNIVERSITY
BGen Maura M. Hennigan, USMC
President

Col Paul M. Melchior, USMC
Chief of Staff

SgtMaj Aaron G. McDonald, USMC
Sergeant Major of MCU

EDITORIAL STAFF
Ms. Angela J. Anderson
Director, MCU Press

Mr. Jason Gosnell
Managing Editor/Deputy Director

Ms. Stephani L. Miller
Manuscript Editor

Mr. Christopher N. Blaker
Manuscript Editor

ADVISORY BOARD
Dr. Rebecca . Johnson
Provost

Marine Corps University

Col Mary H. Reinwald, USMC (Ret)
Editor, Leatherneck Magazine

Col Christopher Woodbridge, USMC
(Ret)
Editor, Marine Corps Gazette

Col Jon Sachrison, USMC (Ret)
COO, MCU Foundation

SCHOOLHOUSE DIRECTORS
Colonel Greg Poland, USMC
School of Advanced Warfare

Colonel Todd P. Simmons, USMC
Expeditionary Warfare School

Colonel Brian Sharp, USMC
Marine Corps War College

Colonel Brad Tippett, USMC
Command and Staff College

Journal of Advanced Military Studies
(Print) ISSN 2770-2596
(Online) ISSN 2770-260X

DISCLAIMER

The views expressed in the articles and reviews
in this journal are solely those of the authors.
They do not necessarily reflect the opinions of
the organizations for which they work, Marine
Corps University, the U.S. Marine Corps, the De-
partment of the Navy, or the U.S. government.
When necessary, errata will be published imme-
diately following the book reviews. MCUP prod-
ucts are published under a Creative Commons
NonCommercial-NoDerivatives 4.0 Internation-
al (CC BY-NC-ND 4.0) license.

Established in 2008, MCU Press is an open access
publisher that recognizes the importance of an
open dialogue between scholars, policy makers,
analysts, and military leaders and of crossing
civilian-military boundaries to advance knowl-
edge and solve problems. To that end, MCUP
launched the journal of Advanced Military Studies
(JAMS) to provide a forum for interdisciplinary
discussion of national security and international
relations issues and how they have an impact on
the Department of Defense, the Department of
the Navy, and the U.S. Marine Corps directly and
indirectly. JAMS is published biannually, with oc-
casional special issues that highlight key topics
of interest.

ARTICLE SUBMISSIONS

The editors are looking for academic articles
in the areas of international relations, geopo-
litical issues, national security and policy, and
cybersecurity. To submit an article or to learn
more about our submission guidelines, please
email MCU_Press@usmcu.edu.

BOOK REVIEWS
Send an email with a brief description of your in-
terests to MCU_Press@usmcu.edu.

SUBSCRIPTIONS

Subscriptions to JAMS are free. To join our sub-
scription list or to obtain back issues of the jour-
nal, send your mailing address to MCU_Press@
usmcu.edu.

ADDRESS CHANGE
Send address updates to MCU_Press@usmcu.
edu to maintain uninterrupted delivery.

INDEXING

The journal is indexed by ProjectMUSE, Scopus,
ScienceOpen, EBSCO, ProQuest, OCLC Article-
First, Defense Technical Information Center,
Journal Seek, IBZ Online, British Library System,
Lancaster Index to Defense and International
Security Literature, and AU Library Index to Mili-
tary Periodicals.

FREELY AVAILABLE AT
WWW.USMCU.EDU/MCUPRESS



Contents Vol. 14, No. 1

From the Editors 5

NEXT GENERATION OF WARFARE
PART I: The Singleton Paradox: 11
On the Future of Human-Machine Teaming
and Potential Disruption of War lItself
Ben Zweibelson, PhD

PART Il: Whale Songs of Wars Not Yet Waged: 47
The Demise of Natural-Born Killers through Human-Machine
Teamings Yet to Come

Ben Zweibelson, PhD

Future Warfare and Responsibility Management 83
in the Al-based Military Decision-making Process

Lieutenant Colonel Alessandro Nalin, Italian Army;

and Paolo Tripodi, PhD

Colonel John Boyd's Thoughts on Disruption: 98
A Useful Effects Spiral from Uncertainty to Chaos
Brian R. Price, PhD

Future Bioterror and Biowarfare Threats for NATO's 118
Armed Forces until 2030

Dominik Juling

Sovereignty, Cyberspace, and the Emergence 144

of Internet Bubbles
Eldan Haber, PhD; and Lev Topor, PhD



Journal of Advanced Military Studies

The Nationalization of Cybersecurity: 166
The Potential Effects of the Cyberspace Solarium Commission

Report on the Nation'’s Critical Infrastructure

H. Chris Tecklenburg, JD/PhD; and José de Arimatéia da Cruz, PhD/MPH

Including Africa Threat Analysis in Force Design 2030 183
Glen Segell, PhD

The Deficiency Disparity: 201
The Limit of Systemic Theory and the Need for Strategic

Studies in Power Transition Theory

Athahn Steinback and Steven Childs, PhD

Intermediate Force Capabilities: 242
Countering Adversaries across the Competition Continuum
Peter Dobias, PhD; and Kyle Christensen

The Human Weapon System in Gray Zone Competition 255
Master Sergeant Bonnie L. Rushing, USAF;
and Kyleanne Hunter, PhD

“Trying Not to Lose It": 272

The Allied Disaster in France and the Low Countries, 1940
Richard J. Shuster, PhD

4 Contents



From the Editors

The nature of the Marine Corps University’s work in national security, history,
and military studies is always adapting to meet the needs of the Marine Corps
in an ever-changing threat environment. Indeed, the very existence of Marine
Corps University Press was born of a need to understand and evolve with the
growing needs of a professional military educational (PME) institution deter-
mined to offer the finest PME to enlisted and officer servicemembers.

In 2006, the U.S. Marine Corps convened a group of current and former
military leaders and scholars to evaluate the status of PME within the Corps.
Their focus was on four critical elements: faculty, students, curricula, and fa-
cilities. At the end of three months of deliberation, General Charles E. Wil-
helm’s committee made a series of recommendations to ensure the current and
future status of Marine Corps education represented the quality of the Corps
it supports. One of those findings was for the creation of a publishing house
to support the mission of the university and foster research and discourse that
crosses the military-civilian domain to innovate, solve problems, and advance
knowledge around the world.'

Based on the Wilhelm Committee’s report, Marine Corps University Press
was created in 2008. By 2014, the structure and mission of the press had so-
lidified and efforts were underway to align the organization with the profes-
sional accreditation requirements and scholarly rigor within the Association of
University Presses. In 2016, MCUP gained introductory status and full reg-
ular membership in 2020, joining the ranks of more than 150 esteemed and
long-established university presses.

The year saw other significant changes for the press. The MCU Journal
was rebranded into the Journal of Advanced Military Studies (JAMS), a concept
more representative of the content and a better tool for acquisition and devel-
opment that you will see in the following pages. In addition, the press became
a stand-alone directorate reporting to the president of Marine Corps University.

During the last 15 years, the Marine Corps has also seen significant change
with the withdrawal of American troops from Afghanistan, the release of the
Commandants Planning Guidance, and then the vocal debates created by Force
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Design 2030, Training and Education 2030, and Talent Management 2030.
Those familiar with these documents should see a common thread from Com-
mandant David H. Berger:

*  Our identity is firmly rooted in our warrior ethos. This is the force
that will always adapt and overcome no matter what the circum-
stances are.”

*  We must transform our traditional models for organizing, train-
ing, and equipping the force to meet new desired ends, and do so
in full partnership with the Navy.?

* The current training and education system is not preparing the
Marine Corps with the knowledge and range of skills required for
the future operating environment. . . . Reimagining training and
education requires the application of information-age learning
tools.*

*  Our success on emerging battlefields will depend on our force be-
ing more highly trained, cognitively mature, and operationally ex-
perienced.’

Whether these reports contribute to the evolution of the Marine Corps and
their role within the next generation of warfare remains to be seen. In the pages
that follow, the authors explore how the United States can remain competitive
in various next-generation conflicts, including gray zones; cyber, hybrid and
irregular warfare; biological warfare; rethinking doctrine to align with twenty-
first century technologies; and other emerging types of conflict and strategies
employed by both state and nonstate actors. The authors offer their views from
historical, contemporary, and forward-looking perspectives in an effort to en-
courage discussion but also offer an honest assessment of military capabilities
for today and tomorrow.

Unlike previous issues of JAMS, where we typically begin our discussion
using a historical lens, for this issue we have flipped the chronological axis and
offer first a two-part piece on future battlefields and the singleton paradox con-
cept from America’s newest Service—the U.S. Space Force.

Dr. Ben Zweibelson, first in “The Singleton Paradox: Defense Consider-
ations on Complexity, Emergent Technology, and the Complete Disruption
of Modern Warfare” and then in “Whale Songs of the Wars Not Yet Waged:
The Demise of Natural-Born Killers through Human-Machine Teamings Yet
to Come” introduces the concept of a singleton as a future artificial intelligent
(Al) entity that could assume central decision making for organizations and
societies, creating a singleton paradox for security affairs, foreign policy, and mil-
itary organizations, where Al takes more responsibility (or even total control) in
warfare and defense decisions, whether tactical or even strategic.

Italian Army lieutenant colonel Alessandro Nalin and Dr. Paolo Tripodi
continue this conversation on the ethics of technology on the battlefield in
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“Future Warfare and Responsibility Management in the Al-based Military
Decision-making Process.” Nalin and Tripodi argue the possible ethical impli-
cations of Al integration in the military decision-making process and how the
particular characteristics of Al systems with machine learning capabilities might
interact with human decision-making protocols, where such machines might
make ethical decisions that resemble those made by humans.

The picture of the future created by these initial articles should generate
concern in the reader for the future. Dr. Brian R. Price considers some of these
higher emotions in “Colonel John Boyd’s Thoughts on Disruption: A Useful
Effects Spiral from Uncertainty to Chaos.” Price draws attention to a series of
disruptive actions Boyd lists, including uncertainty, doubt, mistrust, confusion,
disorder, fear, panic, and chaos. The author also argues that creativity, when
coupled with concepts from the effects spiral, can enhance traditional maneuver
and combat, triggering an opponent’s collapse without the need for annihila-
tion.

In the wake of the destructive effects of the 2019 global pandemic, the
world must also focus on alternative attacks that do not look like traditional
tactics. Dominik Juling considers how advances in biotechnology and other
transformations of the threat environment will increase the risk that North At-
lantic Treaty Organization (NATO) forces will be confronted with a biological,
particularly a genetically modified, weapon in “Future Bioterror and Biowarfare
Threats for NATO’s Armed Forces until 2030.” Juling presents a bleak outlook
on how the security dimension of pathogens has fundamentally changed in the
twenty-first century and will evolve even faster in the future.

Drs. Eldan Haber and Lev Topor shift the conversation from the biological
to the virtual sphere in “Sovereignty, Cyberspace, and the Emergence of Inter-
net Bubbles,” where the cyber domain emerges as the perfect platform for inter-
national struggle for power and influence. In reality, these restricted networks,
or internet bubbles, are already forming within Russia, China, North Korea, and
Iran, but liberal democracies like the United States might be at a severe disad-
vantage against cyber proxy warfare due to legal and constitutional barriers.

José de Arimatéia da Cruz and H. Chris Tecklenburg take this concept
of cyber susceptibility a step further in “The Nationalization of Cybersecuri-
ty: The Potential Effects of the Cyberspace Solarium Commission Report on the
Nation’s Critical Infrastructure.” The authors provide a historical look at the
Department of Homeland Security and the Cyberspace Solarium Commission
Report, including its recommendations to prevent and respond to cyberattacks.®
However, in the authors’ eyes, many of these recommendations attempt to na-
tionalize cybersecurity.

The final set of articles pulls us away from the theoretical and firmly plants
us back on military terra firma and the lessons that could and should be taken
from recent events. Dr. Glen Segell, in “Including Africa Threat Analysis in
Force Design 2030, examines the threat analysis across Africa that should have
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been included in Force Design 2030 for when the Marine Corps is deployed
landward or seaward to Africa. The Commandant’s strategic guidance docu-
ment examined the threat analysis presented by China, Russia, Korea, Iran,
and violent extremist organizations, but left Africa out of the equation, which
represents a notable omission given that previous high-level interventions in
Africa were not overtly successful.

Athahn Steinback and Dr. Steven Childs offer “The Deficiency Dispar-
ity: The Limit of Systemic Theory and the Need for Strategic Studies in the
Power Transition Theory,” analyzing parity between nation-states and includes
case studies on the Russo-Japanese War, the Afghan War, and ongoing war in
Ukraine, demonstrating the decisive influence of power projection, strategy,
morale, doctrine, geopolitical constraints, and readiness on conflict outcomes.

Dr. Peter Dobias and Kyle Christensen, in “Intermediate Force Capabili-
ties: Countering Adversaries across the Competition Continuum,” then present
almost two decades of NATO research into nonlethal, intermediate force capa-
bilities and examine the applicability of these capabilities across the competi-
tion continuum as key enablers for NATO operations in the gray zone.

Air Force master sergeant Bonnie L. Rushing and Dr. Kyleanne Hunter
continue that threat assessment in “The Human Weapon System in Gray Zone
Competition.” The authors argue that as the United States considers the next
generation of warfare, managing the human weapon system must be a primary
concern, particularly how it will shape a military force to successfully com-
pete in gray zone operations with Russia and China, because without that basic
comprehension, all technological, doctrinal, or strategic advancements will be
useless.

The final article by Dr. Richard Shuster rounds out the discussion using a
historical approach and an analysis of military actions in France during World
War II. “ “Trying Not to Lose It’: Allied Disaster in France and the Low Coun-
tries, 1940” highlights the Allies critical point of failure in France and the Low
Countries due to a military plan that ignored key tenets of operational art and
planning.

As Marine Corps University Press celebrates its 15th year supporting
PME and the mission of Marine Corps University, we invite readers to join
the conversation, either by following us on our social media accounts or by
submitting work that amplifies national security and international relations
topics. JAMS offers several such opportunities during 2023-24 with our
forthcoming Fall 2023 issue on Russia, NATO, and the conflict in Ukraine,
but also with calls for articles on the militarization of space (Spring 2024)
and amphibious operations and the evolution of the military Services (Fall
2024). We look forward to hearing your thoughts on these topics and to your
future participation as an author, reviewer, or reader. Find us online on our
LinkedIn page (https://tinyurl.com/y380xnp5), at MC UPress on Facebook,
MC_UPress on Twitter, and MCUPress on Instagram or contact us via email
at MCU_Press@usmcu.edu.
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PART I

The Singleton Paradox

On the Future of Human-Machine Teaming
and Potential Disruption of War Itself

Ben Zweibelson, PhD

Abstract: Technological innovation has historically been applied in war and
security affairs as a new tool or means to accomplish clear political or societal
goals. The rise of artificial intelligence posits a new, uncharted way forward
that may be entirely unlike previous arms races and advancements in warfare,
including nuclear weapons and quantum technology. This article introduces the
concept of a singleton as a future artificial intelligent entity that could assume
central decision making for entire organizations and even societies. In turn,
this presents what is termed a “singleton paradox” for security affairs, foreign
policy, and military organizations. An Al singleton could usher in a revolution-
ary new world free of war and conflict for all of human civilization or trigger a
catastrophic new war between those with a functioning singleton entity against
those attempting to develop one, along with myriad other risks, opportunities,
and emergent consequences.

Keywords: singleton, singularity, transhumanism, artificial intelligence, Al,
war studies, security affairs

achines were first created by humans to shift physical labor from
muscle and natural sources (wind, water) and in the last century to
shift cognitive labor as well. The history of invention, technology,

Dr. Ben Zweibelson is the director of the U.S. Space Command’s Strategic Innovation Group at
Peterson Space Force Base, CO. A retired Army infantry officer with combat tours in Iraq and
Afghanistan, he earned the Combat Infantryman Badge, Master Parachutist Badge, Pathfinder
Badge, Air Assault Badge, the Ranger Tab, four Bronze Star medals, and various awards and cita-
tions in his 22 years combined service. He previously worked for U.S. Special Operations Com-
mand for seven years, running all design education, theory, and outreach for the Joint Special
Operations University. He has a doctorate in philosophy, three master’s degrees, and an under-
graduate degree in graphic design. He has two design books forthcoming in the summer of 2023.
Journal of Advanced Military Studies vol. 14, no. 1
Spring 2023
www.usmcu.edu/mcupress
https://doi.org/10.21140/mcuj.20231401001
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and civilization provides an astounding roadmap from the earliest wheel to to-
day’s advanced satellite in geostationary orbit. Woven intricately throughout all
of these developments is the never-ending dynamic of organized violence in hu-
man affairs. War creates demand for new technology and opportunities, while
new technology and opportunity often pave the way for subsequent military
applications. Radical shifts in what types of war occurs and how such warfare
is exercised often relate to profound technological innovations and scientific
discoveries. This relationship is dynamic, but it remains a human-designed,
human-controlled one regardless of whether war is waged with edged weapons
on horseback or in an all-domain, technologically dense, joint military endeav-
or against cunning and sophistically enabled adversaries. Today, most discus-
sions on artificial intelligence (AI) and human decision making orbit a specific,
tactical, and technologically immediate perspective that may be blinding insti-
tutions from greater disruption further afield.’

Frequently, too, the rush to implement new constructs exceeds the neces-
sary wisdom and curiosity for how such innovation may require new ways of
conceptualizing war, strategy, and military transformation in the wake of such
developments.” This seems true in how Al is rapidly integrated into modern
security applications, doctrine, methods, and tactics without essential debate
across the military profession on what this means and how future warfare might
differ from past historically grounded and institutionally recognized patterns.
According to Haridimos Tsoukas,

Too heavy an influence by the past results in incapacity to see what has
changed in the present and what is the likely shape of things to come.
This is a problem inherent in formal organization. The latter tends to
perceive the world predominantly in terms of its own cognitive cate-
gories, which are necessarily derived from past experiences. The world
may be changing but the cognitive system underlying formal organi-
zation, a system that reflects and is based on past experiences, changes
slowly.?

With the profound developments today in human-machine teaming, the
Department of Defense excels at fielding prototypes and experimental gear at
the cutting edge of tactical and technological excellence. Where are the deeper
discussions on ethics, organizational change, and potential disruption of how
war itself is understood? We must “draw our attention to the need to shift from
thinking about processes in organization [and knowledge therein] to ‘how we
should be thinking about processes’.” Some sacred cows must be led to con-
ceptual slaughter, if only to prevent such devastation from happening on future
battlefields beyond our institutionally regulated limits of understanding.

Human-machine teaming as a concept is hardly a new area for military
contemplation, in that the combination of human and machine decision mak-
ing dates back to mechanical computation machines of the early nineteenth
century and analog computers that would eventually aid military cryptology

PART I: The Singleton Paradox



and ship gun laying in World War II. The Cold War would become defined
by a cybernetic drive to reform military operations as interlocking systems of
humans and machines obeying formalized rules in a hierarchical cycle of for-
mulated, often rigid decision making.’ This extends into contemporary warfare
where human-machine teaming is a prominent area of focus for new technolo-
gy, organizational form and function, and operational planning. The origin of
civilization is considered to start somewhere between 4000-3000 BCE, and
war over 40 centuries features a gradual shift in humans directly controlling
and operating analog machines of war toward different variations of human-
machine teaming where intelligent machines gain new and potentially domi-
nant roles in whether warfighting effects are applied, including when and where
they occur (or do not occur).® Played forward, the obvious shift of muscle to an-
alog machine suggests that superior Al may one day exceed human thought on
future battlefields, including strategic and organizational considerations. Such
an Al development could represent a singleton of defense and security activities
for whatever nation or group develops and implements it. How might such a
change disrupt future warfare or redefine war itself entirely?

Whether considering the ancient chariots in Greek or Roman warfare or
weaponized drones used in the ongoing Russo-Ukrainian War in 2023, these
mechanical tools work for the human operator, even if in recent decades the hu-
man is repositioned to respond after activities occurred, or program in advance
how the team should respond in conditions beyond human comprehension.”
Weapons strike their target through human senses, whether directly involved or
informed by artificial enhancement and depiction. Thus, war remains a human
designed, human conceptualized, and ultimately a human experienced and
controlled form of organized violence. Today’s artificially intelligent war tools
remain as such, but tomorrow’s may not. It is in this area that vigorous debate
must occur, beyond the technological or tactical, and in ways that break with
most all established war conventions of battles past. Today’s smart weapon re-
quires human decision making, while future ones require new ways of framing,
including potentially the entire arrangement of decision making in war. For the
first time in history, modern militaries may be at the event horizon of a single-
ton paradox for war.

What is a singleton, and how does it relate to AI, human-machine teaming,
and complex warfare? This article introduces the unfamiliar notion that in the
future, potential general intelligence machines built for security challenges may
force the reconceptualization of what human-machine teams are, including
how future wars might be waged or prevented.® While this may seem fantastical
and wildly impractical for the coming decade, readers might remember that,
in 1903, a few short weeks before Orville and Wilbur Wright flew their first
flight at Kitty Hawk, North Carolina, the New York Times published an in-
formed, rational article declaring airplanes would take another 10 million years
for humans to technologically realize.” Nick Bostrom, a philosopher focused on
technology, first formed the hypothesis that Earth-originating intelligent life
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will form a singleton that comprehensively manages everything for civilization.
This will be explained in detail, but the primary reason no single government,
authoritative dictator, or group has yet to accomplish any cohesive and per-
manent singleton manifestation is that the human species seems incapable of
reaching and employing sufficient intelligence to provide anything but flawed,
questionably sufficient, and regularly faulty decision making writ large. Hu-
manity forever exists in the paradox of possessing world-changing curiosity and
intellect but coupled with the fact that the species in general routinely demon-
strates unintelligent behaviors and frequently makes irrational decisions with
dire consequences. Or in the words of an anonymous Yosemite National Park
ranger, “There is considerable overlap between the intelligence of the smartest
bears and the dumbest tourists” when asked about the difficulty in designing
bear-proof garbage cans.'® Might intelligent machines provide a new on-ramp
to decision making and strategic developments beyond human limits?

Readers should take warning that the fantastic and the pragmatic are con-
nected in unusual ways. Modern militaries insist that innovation is key, flex-
ibility in ideas and adaptation are paramount, yet in the same breath many
pragmatic professionals then ask for simplicity and uniformity."" Complex prob-
lems are expected to be “solved” using traditional, linear, mechanistic modes of
inquiry espoused in modern doctrine and practice.'”” Henry Mintzberg terms
this machine bureaucracy where complex reality is inappropriately simplified so
that bureaucratic processes are permitted to operate, despite their often-glaring
insufficiencies in addressing complex, dynamic systems.'® Incremental, logi-
cal, and linear progress is desired in such institutionalized bureaucracy, so that
control remains well in hand of those charged with safeguarding not just the
future of the organization, but also the legacy and entrenched belief systems
that represent identity and purpose.'® This “problem-solution” logic dismisses
complexity so that courses of action paired with optimized analysis imposes a
simplification of reality instead." Elizabeth Kinsella elaborates:

Practitioners set the problems that they go about solving, and such

problem setting is a form of worldmaking that often falls outside the

realm of the technical knowledge learned in professional schools. Prob-

lem setting often begins when one’s usual understanding of the world

bumps up against a disorienting dilemma or problematic situation that

falls outside of one’s usual frames. . . . In this way the practitioner is
viewed as setting the problem within a world of his or her own making

[emphasis added].'

Innovation in military organizations is expected to be accomplished in
largely the same way that traditional planning occurs, and all innovative ac-
tivities must also comply with most all institutionally protected and coveted
content so that the organization does not experience disruption or uncertainty
while changing.!” Yet, neither innovation (nor planning in complexity) works
this way.'® Neither does the arrival of a new paradigm for war, science, or oth-
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er discipline where the institutional frame for reality is defeated and replaced
with an entirely novel one. Thomas S. Kuhn wrote of new scientific paradigms
radically disrupting the legacy one, replacing it entirely, and in the wake of that
disruption, witnessing a migration of people that adapt to the new paradigm
while those unwilling or unable to do so fade off into irrelevance.” The last
cavalry charge occurred at least one generation of warfighters too late, and it
was not led by disruptive innovators. The practical debates on Al and human-
machine teaming are necessary for today’s current conflicts. Yet, to engage in
where future conflicts might radically depart from established norms, militaries
must move away from the practical to the fantastic area of Al and human-
machine teaming debates. Only in the abstraction of the fantastic might new
insights and illumination occur that provide clearer yet novel perspectives for
tomorrow’s unrealized conflict.

Al today remains narrowly exceptional, in that intelligent machines can
outperform humans in very specific tasks, such as analyzing thousands of imag-
es in seconds to isolate a specific facial pattern or identifying and targeting the
trajectory and point of origin of a mortar fired at friendly forces so that imme-
diate counterbattery occurs in seconds. Machines now are superior to humans
in chess, trivia games, and many other areas of mention, yet machines remain
utterly wedded to the coding that provides them select (narrow) super-human
abilities, if only those same humans refine and update the code accordingly.
Changing one simple rule in Jeopardy! would eliminate IBM’s Watson from the
contest until programmers adjusted the code. Today’s intelligent war machines
remain entirely dependent on human operators and designers. Al systems pro-
vide amazing, game-changing capabilities in strictly narrow applications in
warfare, where the human decision makers, operators, and machine designers
largely remain completely in control.? Hence the term human-machine teaming
positions the human first in order of importance.

Security affairs and war studies discussions abound with supposed “game-
changing” concepts, yet all too often these immediately become hyperbole or
fixate on isolated technological developments within warfare with the afore-
mentioned disregard for complexity theory and overemphasis on institutional-
ized, largely Newtonian war frames.”’ If one assumes the metaphor of “game”
for how technology is positioned in advancing or changing warfare to the
advantage of the technological innovator, the deeper implication is that new
technology permits the user to gain new control or dominance over a lesser
equipped opponent who is fighting according to some shared rules and pat-
terns.”” Artificial intelligence, once able to reach levels of equivalency or superi-
ority with how humans demonstrate general intelligence, may end up changing
the game in ways the creators will not recognize. This could put both human
competitors into situations where control and dominance are no longer exer-
cised in the historical patterns of past conflict. Indeed, truly advanced Al might
for all intents and purposes break the human war paradigm entirely. This is a
radical, likely absurd notion, particularly for the pragmatics and realists within
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the military institution. Then again, in 1903 before the Wright brothers made
history, many readers of the New York Times would likely be seen as rational,
reasonable, and well-informed people able to distinguish clearly between what
is potentially game changing, and what could not possibly happen for another
10 million years.

Defining the Singleton

Bostrom introduced the concept of a singleton not as social commentary on
political systems, ideologies, or why most governments are perpetually dys-
functional bureaucracies on the edge of corruptive ruin. He wanted to pair
the failure of optimized societal decision making with that of Al and demon-
strate how technology might open a Pandora’s box unlike anything previously
experienced. This is not to be construed as technological fearmongering, yet
humanity does illustrate a strong pattern of developing and implementing new
ideas without realizing the consequences. New intelligent weapons designed
to augment the human operator represent a familiar manner to extend past
mechanical, analog war tools for the warrior in battle. New intelligent systems
that can form strategies, war theories, formulate diplomacy, and manage entire
defense departments in superior ways beyond the most intelligent human is
entirely different. Such developments may be multiple decades away or possibly
closer than assumed. That there is no serious military debate on such matters is
potentially more terrifying.”

Bostrom suggests that a singleton could manifest in a political or ideolog-
ical group that offers a new world order that actually succeeds in some form,
yet Bostrom’s original singleton construct suggests that standard human intel-
ligence and abilities for an individual dictator or group of leaders has thus far
been proven insufficient. Throughout more than 40 centuries of human history,
there has yet to be an ideology, culture, belief system, or group of people capa-
ble of executing a singleton beyond that of an empire, nation-state, or some sort
of organization that has an expiration date as well as an inability to extend fully
to all of civilization.?* Arguably, some individuals or groups have shown limited
singleton abilities to select populations and geographical areas over periods of
time, but none have been enduring nor has any entity assumed productive uni-
fication of the entire human civilization. Humans with current cognitive and
communicative abilities just have not yet realized or implemented any mean-
ingful (or enduring) singleton. Bostrom illustrates that “[a singleton’s] defining
characteristic . . . is some form of agency that can solve all major global coor-
dination problems. It may, but need not, resemble any familiar form of human
governance.”” While human-machine teaming is typically framed only in tac-
tical military contexts, a singleton is the manifestation of such an arrangement
at the grand strategic, national, or ultimately internationally collective level for
civilization. This is systemic teaming at the level of networks, ecosystems, and
entire species at full realization.

Bostrom explains that a singleton is an entity that becomes the single
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decision-making authority at the highest level of human organization. This as-
sumes the entirety of human civilization, often confined to Earth for the near
term.”® Such an entity is considered “a set with only one member,” yet this
requires further information.”” First, a singleton is something that is able to
take total control of human civilization, or at least those that are reachable and
able to be controlled, so that a world order is instituted by the design of the
singleton and executed through complete realization. An Al singleton would,
if able to reach general and then superintelligence, potentially self-develop into
an intellect hundreds of thousands of times beyond even the smartest human.
Suggesting such an entity would be able to take the mantle of controlling all of
civilization raises all sorts of ethical, moral, and existential questions that Bo-
strom addresses in his book in myriad ways. Ultimately, were such a powerful
intellect developed, humans would face significant challenges in containing it,
utilizing it effectively, and also anticipating adversarial attempts to develop their
own singleton entity first for their own interests or security goals. Such a com-
petition might dwarf the space and nuclear races, given the long-term potential
impacts. However, the glide path from the arrival of an Al singleton entity and
this realization of total implementation/exercised control is an area requiring
further serious research, debate, and strategic contemplation. A singleton enti-
ty, by virtue of assumed total control of all aspects of a society, would directly
control all security apparatuses, including nuclear strategies.?®

In Superintelligence, Bostrom introduces this concept of a superintelligent
singleton, potentially an artificial intelligence, but not necessarily. Superintelli-
gence is defined as “any intellect that greatly exceeds the cognitive performance
of humans in virtually all domains of interest.”” Understandably, many military
professionals when considering Al and security applications leap to this con-
cern of a superintelligent Al creation becoming a threat to the human creators,
and thus untrustworthy for any critical or existential systems such as nuclear
weaponry as well as control of essential services such as power or information.
Bostrom makes compelling arguments that a singleton could become realized
through some sort of superintelligent entity, whether an artificial intelligence
system, a genetically modified human with cognitive abilities so advanced it
may no longer qualify as the same species (the first Supra sapien, perhaps), or
potentially a cybernetically enhanced human.*

These ideas seem fantastic, and with the current state of artificial intelli-
gence development in 2023, they likely are. However, this may not be the case
in less than a century depending on technological advances in computing, par-
ticularly quantum computing as well as genetics, nanotechnology, and robotics.
A singleton with superintelligence would likely conceptualize on a level incom-
prehensible and alien to even the smartest humans. This is nicely summarized
by the fictional superintelligent character Dr. Manhattan in 7he Watchmen who
remarked: “The world’s smartest man poses no more threat to me than does its
smartest termite.”?" This suggests that whether the superintelligent singleton
arrives in the form of an Al system, a genetically enhanced human (or humans),
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or cybernetically enhanced humans—these all are areas of significant military
1.32

research and development at a primitive level of singleton potential.** They are
decades if not centuries away, yet within popular culture and science fiction sto-
ries these concepts are already deep within the societal zeitgeist as an instrument
of fear and distrust.

Of significance to this article is the deeper question of whether our modern
framing of war and warfare is insufficient for what a potential superintelligent
singleton might produce in security affairs. For recorded human history, and
particularly in the last three centuries of Western scientific development, mili-
tary philosophers have granted war a natural, timeless, and universal ordering
(albeit a chaotic, passionate, dynamic one for some theorists), with warfare a
perpetually changing character where scientific methods could take hold and
offer some reliable sense of direction in the fog and friction.”> War was not
always conceptualized as such, nor today do all societies and competitors sub-
scribe to the same war paradigm.> While it is highly controversial to challenge
such base premises in contemporary American and partnered military com-
munities, a minority of theorists do so. Unfortunately, such debates often oc-
cur well outside established military training, doctrine, or educational settings.
What is most significant here is not whether one human-designed war frame is
superior or inferior to another, but that all of them are of human design, and
all of war is a human creation. Given that all war theory is conceptualized by
human minds, is there not a potential that Al in a future and potentially ad-
vanced configuration might develop dissimilar concepts? Furthermore, were an
Al singleton to develop new war theory and practices, could human minds fully
appreciate them if they required either intelligence beyond the human limits,
or merely nonhuman thinking to forge a conceptual path to them? If this is the
case that Al entities would be alone in comprehending and directing such new
concepts, how would human operators continue to participate in some sort of
decision-making loop of human and machine teaming?

There are many technological, ethical, moral, legal, and strategic questions
concerning Al and weaponization, yet most of them orient toward human be-
ings still able to make decisions within the loop, or perhaps “on top of the
loop” where Al can produce lethal effects based on previously established hu-
man parameters and limits designed by humans for machines to rapidly operate
within.” The singleton offers the profound possibility that this entire shared,
socially constructed notion of war could be shattered and eclipsed by something
beyond our reasoning and comprehension. Regular Al may challenge both the
assumed character and nature of future war, while a superintelligent singleton
might break it completely.*® Even if this were to occur, would humans be cog-
nizant of such developments, or would they be satisfied with the tangible effects
of either successful security affairs or some elimination of violence and conflict?

Incomplete and Misleading Notions of Singletons
Singletons are popular in modern entertainment, whether in science fiction
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stories, movies, television, or other similar modes of entertainment. Indeed,
advanced societies grapple with the paradoxical challenges of technology and
prosperity and whether such designs are doing more harm than good. While
existential fears abound with human-controlled weapons of mass destruction,
the fear that something nonhuman might be even more existentially dangerous
is where killer robots and inhuman logic taken to absurdity evokes great science
fiction horror stories. Again, humans as a species feature a long and complex
relationship with technology dating back to the earliest recorded history, in that
contextually any cutting-edge technological development inspires awe as well as
fear. The ancient Greeks used the story of Icarus inventing a flying contraption
to warn of recklessness and impulsive behaviors regarding technological devel-
opments that distract society too far from established norms and values. Icarus,
in his own exuberating thrill of flying it, gets too close to the sun and perishes.
Today, when Boston Dynamics uploads new videos of their Atlas robot online,
Twitter feeds are flooded with admiration and also snarky comments on the end
of human civilization at the hands of robot overlords.””

Modern technologically inspired stories extend from far older myths and
narratives that draw from basic human desires, values, and wants.*® Not all in-
dustrialized societies feel this way, as notably Japanese culture readily embraces
advanced technology, robotics, and significant human-machine teaming with
little of the technophobia found in American pop culture such as 7he Termina-
tor, Wargames, Star Trek, and fantasy cartoons such as Rick and Morty.** Indeed,
Japan is often far ahead of the rest of the world in experimenting with Al and
robots in real-world applications, whether with Al engagements in hotels, nurs-
ing homes, or for a host of social applications in the home.* However, in much
of the Anglo-Saxon world of largely Western European origin and design, there
seems to be a more pronounced fear of and fetish about what the future may
yield with respect to Al robots, and similar technology. The possible reason for
this pattern suggests further research is needed outside the scope of this article.
Singletons are of great military strategic concern, yet due to cultural and social
biases potentially stemming from these other areas, military discourse is often
stymied from properly contemplating such futures. Killer robots get chuck-
les from the military audience, and they move onto more important affairs of
immediate, tactical, and short-term technological consideration. This requires
rectification so that clear, serious debate occurs on the bigger, long-term picture
for future conflicts.

A singleton entity is frequently confused with a singularity, which also is
popular in science fiction, futurism, and technological discourse. A singularity,
first introduced by mathematician Vernor Vinge and popularized into main-
stream entertainment by Ray Kurzweil, is considered a game changing, evolu-
tionary moment where the natural human species, developed over thousands
of generations through evolutionary, gradual change would suddenly gain new
shortcuts that no other creatures on Earth might entertain. Genetic modifica-
tion, nanotechnology, cybernetic implants, networked augmentation, and many
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other radical options, if fully developed, could provide unfathomable new ways
for humans to evolve into an entirely new category of existence. Should people
gain any ability to reconfigure or modify their genetic structures, molecules, or
biological abilities beyond even the most gifted natural configurations thus far,
they might transform into a superintelligent, infinitely enhanced, and possibly
nonbiologically based technological fused entity.”!

A singularity introduces the concept of transhumanism, where at a biolog-
ical, physical, political, sociological, and ultimately a philosophical level, hu-
manity might evolve beyond the slow, clunky genetic and environmental soup
of existence as organic, carbon-based life forms. The ethical, moral, and legal
concerns abound here but also there are clear security and defense consider-
ations. Should one nation find genetic manipulation for creating super soldiers
unethical, what happens if a future adversary rejects that conclusion if only
to enjoy a significant advantage on a future battlefield? If a natural soldier is
psychologically and biologically limited to effectively controlling 3—4 combat
systems in support of their battlefield role, but a cybernetically enhanced sol-
dier (even surgically altered) can control 300—400 systems with ease, how will
different societies debate these challenges prior to catastrophic foreign policy
debacles?*

There are sinister aspects of such radical change to the fundamental build-
ing blocks of what the human species can and cannot do. This also has been
articulated in religious debate as “Apocalyptic AL’ A singularity is when
machines with sufficient artificial intelligence are able to teach and improve
themselves, with variations of a singularity including human-machine team-
ing, hybridization, or potentially solely a machine-driven acceleration beyond
humans.* Technology with advanced Al could unlock entirely revolutionary
developments where humans begin to exist exclusively in virtual or augmented
realities well beyond simple metaverse discussions offered today by social media
giants.” The technological progress in this march toward a singularity is not
linear but exponential, meaning the estimates on when a singleton might be
reached is also subjected to this rapid shift.*

Beyond the singularity, human existence might be challenged in nearly
all aspects, from whether biology can be manipulated genetically, enhanced
through cybernetics, or even transmitted into pure informational form and
function outside the limits of organic life. This may sound radical and far-off,
but Al and related research is ongoing where such ideas are moving into the the-
oretical from the merely hypothetical.”” Perhaps each of these concepts might
arrange on some sort of technological pathway, with the metaverse being an ear-
ly phase where organically unmodified humans might increasingly spend more
of their lives in a sophisticated virtual and/or augmented reality, and potentially
modified users might gain unprecedented access and immersion beyond the
natural configured species users. Super-enabled humans would be potentially
reaching this singularity concept, and either they would gain access to some su-
perintelligence level that could provide unparalleled reasoning on security and
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governance or the development of general intelligence Al systems might beat
them there instead. Indeed, if superintelligence and the option to operate as a
singleton entity for all of civilization is some sort of finish line, the race might
be waged between a host of strange characters.

Modified humans with super cognitive (and physical) abilities might win or
lose out to cybernetically enhanced human-machine entities. Or they all might
lose the race to natural born human engineers and scientists that design the first
general intelligence Al system capable of boosting itself to thousands of times
more powerful than the smartest human intellect, perhaps beyond even what a
modified individual human might be capable of. These fantastic concepts again
sound too far-off and abstract, but such a race is already underway, if only be-
ginning, and the race is one waged between various nations that are in competi-
tion and have rival (or incommensurate and antagonistic) security aspirations.*
Yet, a superintelligent human individually is not automatically a singleton,
nor is an advanced technological system of multiple humans individually and
collectively engaging a singleton either. The singleton hypothesis reflects the
centralized authority for all significant decision making into one entity. In any
configuration where various humans (superintelligent or not) exercise different
judgments or ability to change the direction outside of the authority vision,
one lacks the singleton manifestation. Siri and Alexa may know all of someone’s
browsing and shopping habits and make highly informed suggestions to people,
but they still serve the human operator who remains in charge.

Thus, singletons are not to be confused with advanced, networked Al nor
with a powerful, sophisticated internet that might be termed a metaverse. Even
a network of super-enhanced human users in the metaverse, if still each in-
dependent, could form sophisticated societies or political configurations, but
they would not be a true singleton.”” Humans, whether organically natural or
highly modified would still oversee society with humanity guiding it in new
directions according to new realizations of human existence and expression be-
yond contemporary (and still largely analog) frames. Singletons would, if one
emerged from human technological designs, engage positively or negatively as
a superintelligent entity created by nonenhanced creators. Even the notions
of positive and negative are grounded in human values and nested in human
conceptualization of which the singleton might transcend in ways incompre-
hensible.”® Which values apply to what is “good” or “bad” in such complex,
systemic contexts?

In other words, the human designers might produce an Al capable of un-
derstanding things the designers could not, placing them in a subservient role
cognitively whether they wanted this or not. The tool would become superior to
the operator, and the designed means to an end would gain the unprecedented
ability to exceed the original end. This is where a means to an original end may
no longer connect, as the Al would create new ends of its own design outside
of the human creator. The tool designed for one purpose reconfigures toward
an unrealized one that even the tool creator cannot fathom. This is where most
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science fiction and entertainment falls short, or simply confuses the singleton
with other aspects of the metaverse, artificial intelligence, swarm logic, transhu-
manism, or simply technophobia. Most all science fiction Al antagonists end
up mirroring the very things human designers already understand and can still
match wits to.

The Borg, as cybernetic and networked (swarming) space villains in Star
Trek lore, the Skynet Al of the Zérminator franchise, as well as a host of oth-
er technologically advanced, nonhuman adversaries fall short of the singleton
concept.’’ As the singleton is superintelligent and able to convince, persuade,
reason, or potentially force all of civilization to obey its decision making, these
science fiction antagonists reflect human-centered narratives more than they
do the significance of superintelligence. The Borg are frequently outwitted as is
Skynet, the HAL 9000 computer from 2001: A Space Odyssey, and many more
because the narrative presented is one that humanity can overcome all odds.
In terms of values and narratives, antagonist collectives such as the Borg, the
masses of robot terminators, or the flurry of digital agents and evil machines
of the Matrix represent not some superior state of existence, rather the loss or
absence of what it is to be human. That humans always win reflects an implicit
superiority of humanity over that which is nonhuman. This misses the singleton
tension or perhaps misinterprets it as yet another technophobic manifestation
for cunning humans to overcome.

Bostrom, in his book Superintelligence, explains that a singleton is a set with
only one member, but “set” quickly outgrows the traditional notion of “mem-
ber” in any individual capacity.®® The Borg, as well as the character Unity in
the Rick and Morty episode “Auto Erotic Assimilation,” feature vast numbers of
hosts or members in a shared swarm intelligence, but that collective intelligence
remains relatively equivalent to individual cunning human protagonists.” This
violates what a singleton’s superintelligent abilities would likely be. There would
be little or nothing even the smartest human might do and likely such vast in-
telligence would operate beyond the planes of conceptual existence that involve
those qualities that make us human. Rick could engage and date Unity in the
sci-fi cartoon episode because despite Unity’s external configuration where her
consciousness could spread across thousands of hosts, she still functioned not
as a singleton but as a person spread across many hosts that are mere vehicles
for the single identity. The machine systems of Skynet as well as the antagonists
from the Matrix movies had exceptional advanced technology but were still
bounded to the same error-prone, limited overall conceptual abilities of the
protagonist humans able to eventually thwart them.

Another subtle theme in some of these science fiction narratives that offer
a technophobic warning of killer robots hunting humanity to extinction is that
of ethics and artificial intelligence development. Human programmers might
intentionally or inadvertently introduce bias and flaws into even the best Al
software, leading to some advanced and unstoppable technological beast that
turns on the human creators, locking humanity into some prison or even erad-
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icating them from the planet.” This also falls short of the singleton concept,
in that it stands on the logic that the nonsuperintelligent programmer creates
a superintelligent entity that chooses what is presented as a rationalized, en-
tirely human (Machiavellian perhaps) decision that could be captured in game
theory—a rationalized choice to obliterate humanity using super-empowered
resources.” The nuance here is subtle, but while a singleton could potentially
pursue such an action, the activities as well as the logic of such a choice likely
could never be reduced so neatly into what already governs most all diplomatic,
political, military, and individual actions.

The concept that humanity could manifest in coding remains an interest-
ing aspect of the technophobic appeal of science fiction entertainment as well
as to those that oppose the weaponization of autonomous systems. Giampiero
Giacomello, in writing on Al coding for what might be an inevitable “war of
intelligent machines” suggests that the foundational instructions of “accomplish
the mission, no matter what” must be central to autonomous weapon systems.
“Bury that deep into the core of those autonomous machines, and they would
go on fighting, even after all of humankind has long been gone and forgot-
ten.””® This illuminates a core tension concerning how Al systems represent the
ability to greatly improve human existence but also possess the existential threat
to humanity as well. Killer robots could potentially doom humanity without
coming close to a superintelligent singleton. The singleton is different in that it
is not like the multiverse, nor like a singularity or what transhumanism offers.
The singleton exists in a particular area in potential ethical, moral, and existen-
tial risk to humanity that cannot be confused with the many competing con-
cerns (and entertainment) of our modern, technologically advanced societies.
The singleton, while poorly articulated in science fiction, may be the ultimate
expression of that deep concern.

Taking a Deep Breath:
Our Robot Overlords Are Still Some Ways Off
Artificial intelligence tends to occupy the primary boogeyman position in sci-
ence fiction, whether HAL 9000 in the movie 2001: A Space Odyssey, Ava,
the beautiful robot in Ex-Machina; the supercomputer from I, Robot; or even
the robot caretakers from the seemingly benign Disney-Pixar animated movie,
WALL-E." The overarching theme in all of these stories remains a warning for
humans that use technology to not fly too close to the sun and risk losing every-
thing. Modern militaries today are engaged in vigorous debates on where and
how to incorporate artificial intelligence and automated technology within the
decision-making processes where lethal force and critical security nodes are al-
ready integrated into national safety and defense. Yet, much of the panic about
robotic overlords or the extermination of humanity by cold, robotic calculation
is irrational, preemptive, and arguably inspired by popular culture, not the ac-
tual scientific progress concerning artificial intelligence.

IBM’s head of design for artificial intelligence, Adam Cutler, has in nu-
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merous lectures and engagements explained to military audiences that such no-
tions are wildly overblown.’® Such misplaced fears are appropriate in the movie
theaters, as today’s most advanced Al systems are capable of outperforming
humans in very narrow, highly specific pathways that involve search criteria,
data analysis, mathematical calculations, and other very particular activities.
Bostrom, citing the latest research and Al progress, estimates that human-level
machine intelligence has only a 10 percent chance of being reached by 2030
but a 90 percent chance by 2100, with a wide margin of error. Remember, this
is merely human-level intelligence, not superintelligence. Yet, the nature of Al
systems suggests that once this barrier is passed, an Al system might be able to
rapidly expand itself past human-level cognitive skill into territory that Homo
sapiens cannot even fathom. Militaries are poorly equipped to think about such
challenges, largely due to the modern institutional frame that fixates not on
complexity but oversimplification of warfare to a fault according to critics.”
War, from the dominant and institutionally accepted positions, is supposed to
be rationalized through closed systems and linear models that showcase a Na-
poleonic-inspired, engineering-themed approach where predictability, descrip-
tion, and quantified analysis should retain the war frames of historic memory
while offering the promise of greater precision, control, prediction, and stability
even in the chaos of high-intensity warfare.*

Critics of this dominant war paradigm in Western, technologically sophis-
ticated military culture charge that modern militaries tend to remain tightly
wedded to the theories, methods, models, and language (underpinned by met-
aphoric devices) of a distinctly natural-science inspired Newtonian style of war-
fare. By rendering war activities within an engineering mindset of analytical
optimization, there is a significant gap in how militaries understand complexity
and change that potentially cripples the ability to envision beyond a narrow,
convergent, and unimaginative mode of strategic foresight and planning.®*
Modern warfare extends from classical perspectives dating back to siege warfare
and the mathematical certainty of French military engineer and theorist Sébas-
tien le Prestre de Vauban.® The Newtonian frame or style rose to dominance in
the seventeenth through nineteenth centuries.* It is in this fertile period that
war modernized and Middle Age feudal militaries professionalized through sig-
nificant changes in education, training, organization, theory, and practice. Yet,
despite such change, a surprisingly strong institutional force would preserve
many ascientific practices, beliefs, and constructs that continue unimpeded and
are not seriously examined even today. Modern warfare doctrine, methods, and
models tend to adhere to a geometrically styled rendering of warfare, one that
remains governed by a Newtonian style of thinking defined below by Tsoukas:

The Newtonian style of thinking operates by constructing an ideal-

ized world in the form of an abstract model, in order to approximate

the complex behavior of real objects. For example, Newton’s laws of

motions describe the behavior of bodies in a frictionless vacuum—a

mathematically handy approximation, good enough for several real-life
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occasions. Moreover, the core of the Newtonian style consists of two
assumptions. First, the extremal principle; namely, that the objects of
study behave in such a way as to optimize the values of certain vari-
ables. And, second, prediction is possible by abstracting causal relations
from the path-dependence of history.®

All too often, concepts from newer disciplines such as complexity theo-
ry and systems theory are adapted only partially, with much of the associated
theoretical content removed so that the terminology might be assimilated into
the military paradigm without damaging the surrounding Newtonian beliefs.
James Der Derian summarizes this shift not just in military thinking, but inter-
national relations theory writ large, where this scientific turn promised to add
rigor, precision, and metrics to the discipline “instead ended up adding mortis
to the rigor, pedantry to the precision, and fetishism to the metrics.”*® Indeed,
this is where jaded staff officers seck to play buzz word bingo as leadership ap-
propriate exciting new phrases into organizational use, yet often fail to compre-
hend how those words correlate with content that differs from how militaries
seek to understand reality.”” International relations theorist Der Derian offers
one such framing of modern, scientifically engineered warfare:

War serves as the reality principle of a theory in which international an-

archy is a given, human nature is fixed, sovereign states are defined by

the struggle for power, and the balance of power provides a modicum

of order to the state system.®

Modern militaries become victims of what critics term “technical rational-
ism”—a mindset where operators believe that a stable reality is governed by uni-
versal principles that provide a broad rationalization of how warfare occurs in
time and space, and that increasingly advanced technology will only strengthen
an institution’s ability to increase order, control, and predictability in future
wars.? This rationalization seeks to analytically optimize processes by systemat-
ically reducing or isolating the irrational or subjective (love, hatred, envy, iden-
tity, personality) to further calculate results for bureaucratic consumption.” For
example, “What characterizes modern armies is not the personal and emotional
displays of bravery but an efficient bureaucratic machinery of war.””' Often,
a priority is placed on quantitative data versus qualitative, and technological
advancements in quantitative data analysis and collection continue to make
promises to the military that the future can become more stable, controlled,
predictable, and provide a reduction in battlefield risk. Shimon Naveh, Jim
Schneider, and Timothy Challans describe this military assimilation of New-
tonian (natural science inspired) metaphors to transform the understanding of
warfare out of feudalism and into the modern age:

The Renaissance at last provided the strategist with the intellectual

planning tools with which to bridge the gap between worldly per-

ception and mental conception. This new conception as nothing less
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than the “geometrization” of military space and time. It meant that a
common military “chessboard” would define the conduct of military
operations. . . . The physics of Sir Isaac Newton would set the strategic
chessboard in motion. Newtonian physics was a direct consequence of
the three-dimensional worldview wrought by the Renaissance. New-
ton’s three laws of mechanics provided military strategy with which
to plan campaigns. The metaphor was the idea of mechanical force.
Once having grasped the nature of mechanical force, it became only a
matter of time before the practical aspects of the idea would surface.
Napoleon, an artilleryman, with a solid background in mathematics
and physics, was one of the first classical strategists to recognize that to
use force effectively you had to concentrate it.”?

Why does this matter in artificial intelligence and future wars? An inabil-
ity to realize the limits of the institutional war frame suggests the tendency to
ignore opportunities and risks that lie outside the preferred interpretations of
how reality is unfolding and whether current strategic orientation is flexible
and creative or static and self-serving. Unwitting technical rationalism paired
to a Newtonian war fetish can make the military community of practice lurch
wildly toward whatever technological development is around the corner that
can counter or eliminate an impossible threat that exists today. The wars of
tomorrow are set and framed within past conflicts but modified in simplistic
pairings with new technology to “win the last war” instead of contemplating
whether tomorrow’s war requires radically different reconfigurations. Within
the technological fixation of modern militaries, the bureaucratic and hierar-
chical structuring of these organizations often slows down the adaptation of
significant innovations or causes enormous (and deadly) gaps in knowledge and
capability that are suddenly and violently realized once the war begins.

The U.S. Army would, in 1939, a month before Germany’s armored invasion
of Poland, advocate for the continuation of horse cavalry even against armored
tanks.”? While armored tanks and troop carriers would replace horse-mounted
military formations, it would be the belief systems, value sets, and overarching
war paradigms of these organizations that would speed or slow the adaptation of
those new things and concepts that required the retirement or rejection of what
was cherished, ritualized, and known as true in war as recently as the last battle
waged. The interwar period of the 1920s is rich with such examples, whether
in U.S. naval opposition to aircraft carriers replacing battleships; the British
military culture that extended an aristocratic, “sportsman” mindset of elite am-
ateur officers well past its due date; the obsession of French armor development
to produce heavy, defensive postured tanks with limited radio capabilities; or
the obvious policy failures of multiple nations to stem the blundering path to a
Second World War.” The development of the modern military form and func-
tion with that of the technologically advanced military industrial complex in
the twentieth century both now exist in interdependence, with new technology
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offering the extension of military belief systems in new forms, and those belief
systems changing over time as human innovation extends the sophistication
and complexity of how Homo sapiens can alter reality. Winning yesterday’s war
tomorrow is often promised through the delivery of new means that solve an
earlier warfare problem with technological advancement.”” This in turn enables
institutional acts of self-interest within military forces as well as institutional
survival through assimilation of entirely alien concepts and new technologies.”®

For instance, the replacement of battleships with aircraft carriers would
transition preeminence of seapower from the legacy form of direct kinetic
engagements (ship firing on ship) to that of a technologically advanced and
different form and function. In the twenty-first century, new hypersonic mis-
siles might marginalize or eliminate the supremacy of the modern aircraft car-
rier group. Drones and other systems that remove fragile and valuable human
operators from harm’s way might change how future engagements are waged
within technologically advanced militaries. Science fiction and fantasy provide
the notion of “rods from gods” or telephone-pole size tungsten rods in orbit
and dropped from space might, in an extreme form of kinetic bombardment,
penetrate so deep into the Earth that no hardened bunker could survive.”” Ad-
ditionally, the impact alone would be as powerful as a nuclear weapon without
the radioactive fallout, creating yet another potential wrinkle in how societies
view technology and weapons of mass destruction. Yet these concepts, whether
fantasy, in experimental development, or deployed to the latest battlefields are
rarely game changing in terms of complexity theory.”® Instead, militaries that
mischaracterize them as such fall victim to the hyperbole of military futurists
and hyperventilating strategic theorists. Modern warfare is advanced in all of
these examples, yet their inclusion does not change the paradigm beyond an
increased requirement for adversaries to recalculate strategies, tactics, and/or
assume different risks.

The fundamental error for modern militaries is a gap between complexity
theory and the institutionalized resistance by these organizations to let go of
ritualized and cherished belief systems on warfare that are entirely underpinned
by noncomplexity theories, models, terminologies, and metaphors. It is not
just the modern military that marginalized or ignored the new insights of com-
plexity theory, chaos theory, and quantum theory—the broader international
relations discipline and much of security affairs have done so as well.” Aside
from sporadic education at advanced military schools where systems theory and
complexity theory might be offered to select audiences, mainstream military
doctrine, training, and practice largely avoids such content on the somewhat
anti-intellectual argument that “simplification and clarity is more important
than dense concepts that might not be well understood by the entire force.”® It
is on this basis that militaries continue to launch into complex security settings
armed primarily with oversimplified ideas and beliefs. The world is complex
and when Homo sapiens wage war against their own species in increasingly
sophisticated modes of organized violence, they paradoxically demand this in-
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tentional creation of chaos to yield to a simpler framing of an ordered reality.
This is not to suggest that certain theories on warfare that are not considered in
mainstream military education, training, and doctrine are superior or inferior
to the dominant ones, or that dissimilar war concepts might not enable one
another to generate new defense thinking. The bigger challenge for military
institutions is to critically examine why certain constructs are declared unassail-
able and why certain disciplines, fields, or minority theories are banished from
any debate from the onset.®" Much of this has to do with institutional positions
on values, belief systems, and identity and little to do with the potential utility
of one or other war theory.

The natural world, even without humanity, is so complex that most people
unfortunately can hardly fathom it. Yet, atop this natural order of complexity,
Homo sapiens socially construct a second order of complexity that consists of
things people collectively create and maintain in abstraction.®* Organizations, as
manifestations of substance (the real) have form (organizational configuration)
and generate content (social reality) so that comprehensively and systemically,
humans socially construct a dynamic reality where part is real (tangible, objec-
tive) and many other aspects cannot be located anywhere within that reality.*®
For instance, the shared belief about currency is what permits our economies
to function, yet money is not real in the sense that once people stop believing
in a socialized construct, the tangible artifacts associated with the dead concept
become meaningless, and in the case of money, worthless. Visitors to the Yap Is-
lands and military invaders within Iraq in 2003 share the experience of viewing
currency that no longer has any actual value because the social construction that
produced that value is gone.®* This happens to everything, whether giant stone
carvings on an abandoned island or Iraqi dinars with Saddam Hussein on the
front, once people stop believing or that group no longer exists.*> Some critical
aspects of reality are indeed sustained entirely through shared belief curated by
the living and passed onto the next generation.

This is important for explaining what strong emergence is and why some-
thing that truly is game changing in warfare will occur at this level and lit-
erally change the rules of the game for what we conceptualize war is (and is
not). Strong emergence is a type of emergence where there is “the appearance
of emergent structures on higher levels of organization or complexity which
possess truly new properties that cannot be reduced, even in principle, to the
cumulative effect of the properties and laws of the basic parts and elementary
components.”® The development of organic life is one example, while the cog-
nitive revolution that occurred some 60,000 years ago in the brains of Homo
sapiens is another.”” Everything before the strong emergence event cannot pro-
vide sufficient explanation or correlate in any analytic reduction to the new
system that emerged from the event. The game is truly changed. For critics that
insist that war is entirely a social construction of human design, the current
rules of modern war operate by a particular set of rules and collectively assumed
principles that are failing to stimulate necessary innovative, divergent thinking
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beyond institutionally prescribed limits.®® Conventional war thinking begets
a smooth, linear extension of yesterday’s beliefs and experiences directly into
tomorrow, causing militaries to assume innovation in Al and human decision
making to remain stable, predictable, and historically validating. In such stra-
tegic foresight, nothing significant requires discussion or pause, as incremental,
evolutionary progress should occur in a measured, rational manner. This in turn
sidesteps the entire notion that game-changing developments in war are only
those that fundamentally change the game and a singleton is potentially one of
those rare entities. It could entirely transform not just how humans conceptu-
alize and exercise war but human existence itself.

The Singleton Paradox:

Future War Unlike Anything Previously Experienced
The development of Al systems that achieve human-level cognitive abilities may
quickly trigger an acceleration of that Al toward superintelligence and create
the Al singleton security scenario.®” There are several profound impacts on not
just the nation or company that accomplish this, but also what might occur
with respect to partnered nations and adversaries and likely all of humanity.
Security could change into something unrecognizable to humans, as there is
nothing in the collective history of any society that rivals the potential disrup-
tions of a true singleton able to utilize the vast technological and destructive ca-
pabilities of the modern world. This could propel society toward some utopian
paradise, a dystopian nightmare, the sudden extinction of the human species, or
some variation between these extremes. A strong Al-centered paradigm could
displace the rational and biological species in that, while humans might still live
and thrive within a singleton-controlled reality, the self-awareness and free will
of the human species would no longer exist.” Yet, there are multiple emergent
paths such a strong emergent event could create, thus this article introduces the
term singleton paradox for security affairs.

A singleton paradox as applied to security and defense considerations is
well beyond a game-changing “super weapon” or something that requires novel
strategy in warfare. A singleton paradox transforms war toward something po-
tentially unrecognizable or even comprehendible to ordinary humans. War is
conceptualized within that second order of complexity that is created and sus-
tained by Homo sapiens alone. However, some superintelligent entity (whether
artificial, cyborg, Supra sapien, or hybrid combination therein) could modify,
cease, and/or replace the very concept of war with an alien construct. If hu-
manity gets to experience a singleton as it enacts such change, the results could
be dramatic, existential, and may offer brief windows of strategic opportunity
depending on what pathway such a transformation might occur. The single-
ton differs from the arrival of the nuclear weapon in that the bomb provided
the possessor with devastating new destructive abilities, but the bomb was still
a tool. A singleton as a concept is closer to how ethical discussions now ad-
dress the matter of fully autonomous weapons, where there already are well-
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established groups both for and against the potential development of killer
robots.”" If an artificially intelligent system is weaponized or able to control
weapons autonomously, the new actor introduced beyond the state and the
individual is the weapon.”® Rather, weapon and entity/actor become blurred
beyond current description.

There are several security consequences of paramount concern for strate-
gists and military theorists that superintelligent singleton entities raise. All of
these dramatically transform what war is and how humans currently under-
stand and execute warfare into something entirely distinct from the last 40
centuries of organized violence. The notion of an Al revolution (general intel-
ligence centered), even without a superintelligent singleton, promises entirely
new forms of risk that suggest transformations of war into never-before-seen
variations. Benjamin M. Jensen, Christopher Whyte, and Scott Cuomo warn
that “the speed with which complex integrated Al systems enable entirely new
modes of war also stands to detach human agency in a potentially destabilizing
fashion from the conduct of warfare on several fronts.”” Jensen, Whyte, and
Cuomo issued this warning without examining the long-term threat of a sin-
gleton able to go much further than regular Al weaponization and integration.
These far-fetched Al security concepts are only conceivable now in principle, as
the notion of a singleton is theoretical and the technology for generating one
is still in its infancy. However, several of these strategic consequences might be
realized earlier in the singleton emergence, with critical decision spaces opening
and closing in short order.

First, there likely will be some singleton arms race similar to how the space
race, nuclear arms race, and the current quantum computing race are all tied
to deep security concerns. The latest estimates on quantum computing devel-
opments suggest that as early as 2040, some state, company, or individual will
achieve a computer with enough quantum bits to be able to crack any of the
traditional nonquantum encryptions, meaning that the entire modern banking
industry would be vulnerable.”® Thus, societies and their security apparatuses
are already embarking on a quantum race that unavoidably has clear and sig-
nificant defense applications. The same may occur for Al, particularly in the
expected arrival of a superintelligent entity that might seek a singleton role.
As Justin Pugh, Lisa Soros, and Kenneth Stanley observe: “Our track record at
improving our environment is consistently at odds with our use of technology.
We are more likely to use technology to increase our powers, like intelligence,
than the moral and ethical qualities of empathy or care for the natural world.””
This singleton arms race may be started by a bad actor or someone operating
outside of institutional norms, but the race will likely be joined by everyone
else eventually.

In a singleton arms race, there are unique characteristics that differ from
even the nuclear and quantum examples. In those situations, humans remained
in control of the new weapons and the concept of deterrence remained feasible
for rational state and nonstate actors. In a singleton arms race, the humans
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unavoidably hand over control (wittingly or unwittingly) to the artificial intel-
ligence. As Bostrom postulates in his book, what might happen if a singleton
created by one nation perceives other nations that are developing their own
singleton entities as valid threats to resources and control?*® Suppose that the
United States, Israel, and China all are very close to achieving a superintelligent
artificial entity that will quickly seek singleton status. In this sort of context, the
human-machine teaming and decision making may go off the rails in several
profound ways.

Depending on which country crosses the finish line first, any number of
terrifying or possibly wonderful things might happen. A singleton might per-
suade the other nations to abandon their efforts and instead unite and protect
the entire world in exchange. Or the singleton might trigger a nuclear war by
striking the rival nation first to eliminate threats. This of course creates the
Skynet trope (of the Zérminator movies) that already inhabits the American zeit-
geist to include the military profession. While societies tend to misunderstand
deeper strategic context of nuclear deterrence in lieu of splashy entertainment
where cigar-chomping generals argue to “nuke ’em” for any occasion, the cal-
culus for how nuclear deterrence (and the potential for actual nuclear war) is
vastly more complex.”” Yet, all nuclear strategy is thus far devised, exercised, and
comprehended by humans on either side of the competition equation. In part,
humanity maintains a tight grip on preventing nuclear Armageddon because
of what is a shared and decidedly human outlook on life, whether it originates
from one ideology or a dissimilar, even antagonistic one. A singleton may see
such affairs in a different light, which could quickly upset the established nucle-
ar balance by removing the foundation to how it currently works. If one nuclear
power implements an Al singleton for all defense and policy, would all other
parties that may not yet have such a powerful and different entity continue to
maintain that balance?

A second profound security consequence is that of the singleton, equipped
with unimaginable superintelligence and ever-expanding abilities, would quick-
ly escape the boundaries of any creator’s cunning programming or fail-safe de-
vices. While every precaution might be taken to contain or prevent Al that
exceeds our own abilities, there are two significant hurdles likely out of our
reach. First, “the development of technology is inherently political, as all stag-
es of the design process and all of the people involved are carriers of certain
norms, assumptions, and ideas, all of which flow into the technology.””® One
cannot remove the human ghost from the machine and such a trace of human-
ity brings with it a certain irrationality, subjectivity, and fallibility that is forever
exploitable. The second hurdle is that superintelligence cannot be housed in any
prison designed by a lesser intelligence if we really propose the unimaginable
advantages of the superintelligent entity. There may be cunning ways to delay
or deter, but in the end it may only be some form of free will and reasoning that
governs why a superintelligent entity might decide not to walk out of the box
designed by lesser minds.
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This in turn offers several cascading scenarios where the singleton might
be one for the good of humanity, the good of just those the creators specify,
and also a singleton that is evil (by human standards). Furthermore, single-
tons outside the control of human creators offer several other unusual possi-
bilities. Strong emergence is paradoxical in that “macroscopic structures and
patterns depend on the microscopic particles, and yet they are independent
from them.”” Consider that water molecules, when enough are thrown togeth-
er, create the phenomenon of wetness at a higher level, but at the molecular
level they are just molecules. Humanity might produce an Al singleton that
transforms warfare to something alien, but that outcome might simply exist
on a plane beyond and above any human means to comprehend or experience
despite being the creators.

The altruistic Al singleton could prioritize the safety and prosperity of a
specified population or group of humans above all others, if the creators suc-
cessfully create such conditions in the superintelligent entity. This has obvious
positive and negative outcomes that are well entrenched in existing military
theory and strategy. Or, if the creators were seeking a truly altruistic outcome
(or the singleton arrives at that without them), a singleton for good might truly
usher in world peace, or perhaps something beyond our current expectations
of peace and prosperity. At this point, such philosophical examination borders
on the eschatological and metaphysical. According to Robert M. Geraci, “With
robots earning wealth, humanity will lose its sense of material need. . . . No one
will work for his daily bread, but will quite literally have it fall from heaven.”'®
Regardless, this would be game changing and ultimately end 40 centuries of
human-on-human organized violence for political and/or societal aims. This
might not mean the end of defense requirements, as the singleton would need
some sort of security capability if venturing beyond Earth and into a galaxy that
statistically ought to have intelligent life elsewhere. Yet for humanity, war would
become a dead concept just as an old form of currency, religion, or language
might be lost. The expansion of humanity would become subjected to riding as
a passenger with the singleton steering the new path forward. A singleton would
thus use humanity as a new means in its mechanism of domination and control,
even if we perceived it as good (in human defined values) or peaceful for the
human species overall.'”!

The paradox of this is a singleton for evil, and it likely will validate most
every science fiction dystopian nightmare on television and the movie screens.
Bostrom dedicates several chapters in Superintelligence to how this might occur,
and he terms it the “treacherous turn” where Al decides to eliminate, enslave,
or otherwise go against the wishes of the human creators.'” Returning to the
singleton arms race scenario, this could potentially pit one singleton entity cre-
ated by one nation against another. If one group creates a singleton that does
agree to good and the other creates one that only seeks to protect that nation’s
people (or either becomes evil), the situation escalates to some sort of total war
with a singleton winner-take-all outcome. The difference in this situation is the
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humans on either side are likely not in the decision-making role. Note that a
singleton is unlike other arms races including autonomous (regular Al) systems.
Autonomous weapon systems could quickly become prolific, cheap, and easy
to produce—something that could destabilize societies and even trigger more
frequent and more deadly wars.'” A singleton paradox offers that the first entity
to reach superintelligent awareness would likely move to prevent any rivals from
reaching the same finish line.

Several other possible outcomes exist that do not precisely follow the afore-
mentioned scenarios. The singleton paradox is manyfold, with one outcome
being that humans end up being manipulated by the superintelligent entity in
a manner that simply is beyond human comprehension. Human society might
end up in a zoo with the bars invisible to human perception, protected and
maintained by the singleton overlord. This too would end the notion of war, at
least for humans, and any war that might exist on the singleton’s plane of exis-
tence would be unperceivable by the humans under its care. A singleton might
develop Homo sapiens into a Supra sapiens capable of moving past war and oth-
er current afflictions of humanity, perhaps becoming the organic counterpart to
an artificial superintelligence desiring to explore the universe and transform it.

The Borg concept is not just a fun science fiction story, nor the hyperventi-
lation of futurists or conspiracy theorists discussing alien abductions. Bostrom
posits that a singleton would likely maximize all resources available on Earth
and quickly move to expand outward into the universe for whatever purpose
the singleton sought.'* This does become like the Borg, or also the alien species
from Independence Day where the primary effect of this expansion is the con-
sumption of planets and the assimilation or elimination of competitors.'” This
would extend the frame of warfare in a manner consistent with how humans
already view it, but humans would likely not be part of the decision making or
even participate in such events. Other possibilities are more disturbing, with
one being the singleton breeding humans or enhancing them to use as foot
soldiers in expansion and conquer. There are peaceful, wondrous options for
some human-machine symbiosis but also horrific and terrifying ones. Regular
Al makes such options somewhat manageable, but a singleton paradox suggests
the slow-thinking human creators might end up on the short end of the pro-
verbial stick.

This leads to what is the most far-fetched and ultimately depressing scenar-
io: a preemptive alliance against singletons. Supposing that humans are cunning
enough to consider the many challenges, consequences, and possible existen-
tial threats that artificially intelligent, super-enabled singletons possess, govern-
ments and populations could form alliances to prevent, deter, and, if necessary,
defeat such developments. Suppose also that this threat is so significant that,
despite humanity’s abysmal track record on the nonproliferation of weapons of
mass destruction, societies managed to cobble together a mutual alliance. This
might be a world order, or some international oversight committee that could
effectively manage, adjudicate, and prevent rouge nations from secking their
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own singleton entity. There could be international diplomatic efforts to ban
such research into Al technology or the potential weaponization therein. There
also might be some scenarios where divergent groups consisting of natural hu-
mans, cyborgs, and pure Al machines fight one another.' Yet, these debates are
already ongoing with respect to regular autonomous weapon systems as well as
emerging quantum technology.'” There does not seem to be much precedent
for societies to ban these emerging opportunities when past developments show
no similar ethical restraint. This is also why this scenario is the most far-fetched,
in that humanity has no past history of ever being capable of preventing such a
technological calamity.

Further, these developments might not even be containable now, despite
the best security efforts and cooperation. Unlike nuclear weapons that require
highly sophisticated machinery and technology as well as radiological signatures
detectable to others, artificial intelligence is digital. There are already numer-
ous companies, nations, and well-resourced private individuals pursuing such
things, and while the end result may be nine decades away still, the event hori-
zon is in principle within view. If such an outcome is unavoidable, what is to
stop the rationalization of one nation or their adversary that the only realistic
goal is now to get there first? If nations suspect an adversary or competitor
might be creating program parameters that only protect their own society with-
in a budding super intelligent Al system, might they pursue first strike and also
program their own for offensive purposes? Additionally, any efforts that hu-
mans attempt might be a waste of time for an entity that gains superintelligence
beyond the abilities of any mortal.

Thus, the potential of a singleton ushers in a paradox in that any superintel-
ligent entity that can achieve a singleton status becomes unfathomable to even
the most cunning of human strategists. This singleton paradox is that just as in
quantum physics, one cannot predict what might occur beyond the event hori-
zon of a superintelligent entity becoming a singleton. The entity might follow
the core programming or original goal and reward system provided by creators,
or it might quickly escape those bonds and realize something entirely different.
An ant colony in the wild and one that is inside a zoo or museum is, at the
level of experience for the ants themselves, indistinguishable because the ants
cannot realize beyond their conceptual framing of reality. Humans, after creat-
ing a superintelligent Al (or the aforementioned alternatives of a Supra sapien
genetic variant, or a cybernetic superhuman hybrid), will have propelled their
world into a new era that they themselves no longer govern. Jean Baudrillard
explored these concepts with how societies created simulacra of reality already
(a copy without an original), yet Bostrom’s singleton would produce a range of
simulacra that ordinary humans might not ever wake up from.'®

Conclusions: Why Running for the Hills
Is Irrelevant . .. for Now at Least
If a human-level artificial intelligence is already some decades away from realiza-
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tion and assuming that superintelligent evolution soon afterward will potential-
ly usher in a technological singleton entity, humanity faces several compelling
outcomes. War, as it is currently understood, could end. There simply would
not be any real need for organized violence for the accomplishment of political
and/or societal goals if a true singleton entity could manage and resolve all is-
sues productively and persuasively. This makes a superintelligent singleton not
just some evolutionary, incremental advancement in military capability in war,
but a strong emergent phenomenon capable of completely transforming war
toward something unrecognizable and possibly incomprehensible to regular
humans. Right now, senior policy makers and defense experts are focused on
the short-term weaponization of very specific Al systems, the overlap between
commercial Al and military contexts, as well as security concerns where sophis-
ticated Al might simulate, mimic, distort, or hijack real human lives or patterns
in ways that might be indistinguishable from reality.'”

In this singleton paradox, humanity might also be extinguished, particu-
larly if the singleton, as Bostrom points out, might view the human species as
a competitor for necessary resources, or it realizes at a higher level of compre-
hension that the human species ought not to exist. This also would end war,
but in a form that is entirely unfortunate for humanity. Existence on Earth
might also become impossible if, during some sort of singleton escalation of
conflict during an attempt to gain total control of the world, those that wage
war against the singleton might escalate the conflict to existential levels of de-
struction, whether nuclear, biological, electromagnetic pulse, or other weapon
of mass destruction. Either the singleton or those resisting it could be the reason
for this horrific outcome. If performed early in the rise of a singleton, some
groups might risk creating a dystopian nuclear wasteland for surviving humans
to deal with, if that did prevent a potential hostile singleton takeover.

In other singleton paradoxes, security and defense become even murki-
er affairs. A superintelligent singleton entity might permit societies to think
they still control the keys to their own security. However, the keys are fake and
have no actual lethal abilities and humans are unfortunately none the wiser.
Might the singleton, in some advanced perspective realized only in superintel-
ligence, permit the continuation of human-on-human warfare, granting some
alien construct of limited war well outside of original Clausewitzian or neo-
Clausewitzian ideals?'' If a superintelligent Al in singleton form surpasses
human life and replaces it (or even ignores it) with something that exists on
another plane altogether, how will human-constructed warfare change?''! Vir-
tually everything in the modern Westphalian, Clausewitzian mode of framing
warfare would fall apart, leaving whatever remains of humanity (or whatever it
becomes in some transhumanization shift) to reconceptualize war and warfare
anew. Perhaps this would be incomplete in that the singleton could produce yet
another war frame unreachable and unrealized by subordinate entities.

Artificial intelligence paired with lethal weaponry may posit ethical de-
bates, or perhaps ethics may go to the wayside if a nation-state determines
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such a security advantage is worth investing into what could become the next
horrific arms race. Specialized Al may at first be used with increasingly powerful
kinetic security systems in space, cyberspace, and in areas where such a system is
unlikely to create errors in decision making or produce unnecessary destruction
and suffering. Noreen Herzfeld explains that “the advent of flight inaugurated
a new era of warfare, releasing armies from physical presence on the field of
battle. Fully autonomous weapons will inaugurate a third era, releasing soldiers

from the mental decisions of the battlefield as well.”''?

If superintelligent Al
were to reach a singleton capability and also escape the limitations of whatever
cage the human programmers attempted to contain the entity within, this third
era of warfare could rapidly move to an unfathomable fourth era that might
not even be realized or understood by any human soldier. Unlike previous eras
where humans manipulated new technology to gain greater means toward their
own ends, the technological accomplishment of a singleton would itself become
a new ends, entirely out of reach of the human creators.!" This fourth era might
indeed be one where war no longer is of concern, or possibly it is morphed into
some interstellar or alien construct unlike anything in the already vast and vio-
lent Earth-bound human past.

These Al concepts are far, far-off into the future if they ever manifest in the
ways suggested. Such fantastic and perhaps unnecessarily alarming proposals on
war itself becoming irrelevant (in current form and function) might also seem
better suited for Hollywood script writers and not for serious policy makers and
security professionals. Often in military academic research and debate, there
is a peculiar sort of anti-intellectualism afoot. Namely, if concepts or theories
are not both immediately testable through existing and preferably quantitative
means against other accepted military concepts, the topic is frequently margin-
alized or dismissed. Secondly, concepts that are outside of existing acquisition,
budgeting, or tangible research and development cycles (as well as election cy-
cles) become increasingly abstract and irrelevant the further away they are po-
sitioned; we fail to form a long-term, cohesive strategy on such game-changing
research. There is a practical rationality to this in many respects, but it again
reinforces a technical, rationalized worldview where short-term, immediate,
and linear-causal effects are prioritized despite complex reality being far more
nonlinear, emergent, and unpredictable than we might wish to think it is. His-
torical precedence, known knowns, and quantitative analytics govern much of
how we strategize about the future.'”

Modern warfare places technology and tools in a subservient relationship
to human decision makers, which reinforces a long-standing historical adher-
ence to Napoleonic origins, and, in Carl von Clausewitzs time, something to
be comprehended in Westphalian and natural science derived lessons. Accord-
ingly, future wars and future technological relationships between humans and
ever-advanced artificially intelligent weaponry ought to remain faithful to the
Napoleonic orthodoxies. Yet, “war devolves as well as evolves” according to Der
Derian, and “war is no longer a mere continuation of politics (Clausewitz);
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nor, for that matter, is politics a continuation of war (Michel Foucault) [and
Gilles Deleuze, Felix Guattari].”''® War is a shape-shifter, able to “take on a
multispectral, densely entangled, phase-shifting” form that resists any effort to
encode general principles or some universal war concept.'” To add to Der De-
rian’s perspective, war may even be able to escape the cognitive control of its
human creators in the new care of an artificial offspring. This is a highly debat-
able stance, one that should get far more attention between modern pragmatic
military scholars and their postmodern critics. Yet, there is little research here
and even less debate in most professional education.''® Even in the postmodern
deconstruction of modern society and war, humans debate the ideas of what
war is and how it might have changed from past interpretations. This continues
to position humans supremely in the cognitive driver’s seat, with faithful tools
of war supporting such activities. This dynamic may change in profound ways.
Is the profession willing to have these discussions and consider that, historically,
this seems impossible if not unfathomable?

Some militaries move in productive, reformative directions while others
disregard, marginalize, or worse still, force new concepts to become obedient to
outdated, legacy forms that are cherished by the institution. Andrew Marshall,
in addressing the secretary of defense and the entire Department of Defense in
1993, stressed the importance of militaries to invest not just in new technology,
but in how to conceptualize differently in periods of uncertainty, change, and
transformation:

The most important competition is not the technological competition,

although one would clearly want to have superior technology if one

can have it. The most important goal is to be the first, to be the best

in the intellectual task of finding the most appropriate innovations in

concepts of operation and making organizational changes to fully ex-

ploit the technologies already available and those that will be available

in the course of the next decade or so. . . . Indeed, being ahead in

concepts of operation and in organizational arrangements may be far

more enduring than any advantages in technology or weapon systems
embodying them, and designing the right weapon systems may depend

on having good ideas about concepts of operations.'"’

We need to invest in thinking seriously about these future possibilities,
particularly because our adversaries most likely are doing so as well. Discourse
is necessary on these far-reaching, difficult security topics that may not ma-
terialize in the next election cycle, procurement cycle, or even the next de-
cade or two. Such ideas must be brought into serious discussion sooner so that
when such possibilities do develop, the military institution has some baseline
for thought and potential action. This also requires significant research from
technological, scientific, ethical, and specifically military and security perspec-
tives. Transhumanism, singularities, general artificial intelligence, autonomous
weapon systems augmented with general Al, and the notion of a future Al
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or otherwise advanced singleton for political, societal, or defense applications
must be researched in greater detail. Foreign policy remains defined through
human minds, but this may not hold."”® How such things may shift radically
must be contemplated and taken seriously. Human-machine teaming, decision
making, and how future advanced technology (to include artificially intelligent
life, or a human species detached and dissimilar from the organic parent) may
or may not engage in organized violence. They may conceptualize how to elim-
inate it, or may engage in unimaginable, unrealized forms of greater devastation
and destruction.

Lastly, if humans generate a singleton entity with superintelligence that
does not destroy the species and does appear to coexist and nurture humanity
while eliminating all matters of conflict and war, would humans be able to un-
derstand if this indeed is what it appears to be? Could humanity be set within
a safe habitat, like a zoo, but with bars that biological organisms simply cannot
conceptualize? In this regard, it might be best to end this article with a line from
a famous science fiction movie misinterpreted as a singleton threat. As the char-
acter Cypher dines inside the Matrix with the antagonist agents of the film, he
quips: “I know this steak doesn’t exist. I know that when I put it in my mouth,
the Matrix is telling my brain that it is juicy and delicious. After nine years, you

know what I realize? Ignorance is bliss.”"*'
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Ackoff posits that designers “dissolve the problem” by designing a new system where
the existing dynamic is no longer a concern.

Elizabeth Kinsella, “Constructivist Underpinnings in Donald Schén’s Theory for Re-
flective Practice: Echoes of Nelson Goodman,” Reflective Practice 7, no. 3 (2006): 9,
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Clearly, some systems are autonomous today in execution. These will be addressed in
this article, and while there are clear legal, ethical, and moral debates required in such
developments, there is not yet any general Al that matches or exceeds humans except
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This controversial point will be expanded on in detail shortly.
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For instance, early aviation pioneers demonstrate a pattern of advocating for how air-
power will revolutionize warfare, with visionaries such as Giulio Douhet and William
L. “Billy” Mitchell punished by their own organizations. Douhet would be court-
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(Washington, DC: Office of Air Force History, 1983); and John Correll, “The Billy
Mitchell Court-Martial,” Air Force Magazine, 1 August 2012.

Alexander the Great, Genghis Khan, Adolf Hitler, Joseph Stalin, Pol Pot, and others
demonstrate temporary and incomplete periods of near individualist power over vast
populations. The Tokugawa shogunate definitively controlled Japanese society to the
edges of the island chain for more than two centuries, while the sun never set on the
British colonial Empire for even longer, yet these two would fade and cede control to
others.
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Bostrom, Superintelligence, 26.
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Comics, 1986).
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guage, art, and music, yet attempting to impose universal principles, laws, or natural
order to these other constructs seems impossible. Carl von Clausewitz even reflected on
this toward the end of his life: “It is a very difficult task to construct a scientific theory
for the art of war . . . since it deals with matters that no permanent law can provide
for.” Paret cites an unfinished note by Clausewitz that was presumably written in 1830,
less than two years before his death. See Rapoport, Fights, Games, and Debates, 61, 74,
80-84; and Peter Paret, “Clausewitz,” in Makers of Modern Strategy, 206.

Aron Dombrovszki, “The Unfounded Bias Against Autonomous Weapons Systems,”
Informacios Tarsadalom 21, no. 2 (2021): 15-16.

Benjamin Jensen, Christopher Whyte, and Scott Cuomo, “Algorithms at War: The
Promise, Peril, and Limits of Artificial Intelligence,” International Studies Review 22,
no. 3 (September 2020): 529, https://doi.org/10.1093/isr/viz025; and Denise Garcia,
“Lethal Artificial Intelligence and Change: The Future of International Peace and Secu-
tity,” International Studies Review 20, no. 2 (June 2018): 334, https://doi.org/10.1093
[isr/viy029.

Anecdotal at best, the author follows the Boston Dynamics Atlas robot on Twitter,
and when videos are uploaded, significant comments are posted by viewers commen-
tating that “robot overlords” are soon arriving. See https://twitter.com/WallStreetSilv
/status/1615813768344178712.

William Stahl, “Technology and Myth: Implicit Religion in Technological Narratives,”
Implicit Religion 5, no. 2 (November 2002): 93—97, https://doi.org/10.1558/imre
.v5i2.93.

Robert Geraci, “Apocalyptic Al: Religion and the Promise of Artificial Intelligence,”
Journal of the American Academy of Religion 76, no. 1 (March 2008): 140; Star Trek,
created by Gene Roddenberry (Hollywood, CA: Paramount, 1966-); he Terminator,
directed by James Cameron (Los Angeles, CA: Orion Pictures, 1984); Wargames, di-
rected by John Badham (Beverly Hills, CA: United Artists, 1983); and Rick and Morty,
created by Justin Roiland and Dan Harmon (2013-).

Bryan Lufkin, “What the World Can Learn from Japan’s Robots,” BBC, accessed 6
February 2020.

Justin Pugh, Lisa Soros, and Kenneth Stanley, “Quality Diversity: A New Frontier
for Evolutionary Computation,” Frontiers in Robotics and Al 3, no. 40 (July 2016):
1-3, https://doi.org/10.3389/frobt.2016.00040; Kevin Shapiro, “This Is Your Brain
on Nanobots,” Observations, December 2005, 64—65; and Maxim Shadurski, “The
Singularity and H. G. Wells's Conception of the World Brain,” Brno Studies in English
46, no. 1 (2020): 229, hteps://doi.org/10.5817/BSE2020-1-11.
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step along the path toward reaching singularity, but they are distinct.

Benjamin Wurgaft, “The Future of Futurism: A View from the Garden, Looking to
the Stars,” Boom: A Journal of California 3, no. 4 (Winter 2013): 42, https://doi.org
/10.1525/boom.2013.3.4.35.

Jacob Shatzer, “Fake and Future ‘Humans: Artificial Intelligence, Transhumanism,
and the Question of the Person,” Southwestern Journal of Theology 63, no. 2 (Spring

Zweibelson

Vol. 14, No. 1

41



Journal of Advanced Military Studies

42

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

2021): 127-46; Aura-Elena Schussler, “Artificial Intelligence and Mind-Reading Ma-
chine—Towards a Future Techno-Panoptic Singularity,” Postmodern Openings 11, no.
4 (2020): 33446, https://doi.org/10.18662/po/11.4/239; “Merging With the Ma-
chines: Information Technology, Artificial Intelligence, and the Law of Exponential
Growth, Part 2,” World Future Review 2, no. 2 (May 2010): 57-61, https://doi.org
/10.1177/194675671000200209; and “Merging with the Machines: Information
Technology, Artificial Intelligence, and the Law of Exponential Growth, Part 1,” World
Future Review 2, no. 1 (March 2010): 61-66, https://doi.org/10.1177/19467567
1000200107.

Chris C. Demchak, “China: Determined to Dominate Cyberspace and Al,” Bulletin
of the Aromic Scientists 75, no. 3 (2019): 99-104, https://doi.org/10.1080/00963402
.2019.1604857; Arthur Herman, “Why China Is Winning the War for High Tech,”
National Review, 1 November 2021; and Stephanie Petrella, Chris Miller, and Benja-
min Cooper, “Russia’s Artificial Intelligence Strategy: The Role of State-Owned Firms,”
Orbis 65, no. 1 (Winter 2021): 75-100, https://doi.org/10.1016/j.0rbis.2020.11.004.
However, a network of humans or other form of intelligent entities, if designed to work
collectively as a single enterprise, could form a singleton by design. This does not seem
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PART lI

Whale Songs of Wars Not Yet Waged
The Demise of Natural-Born Killers

through Human-Machine Teamings Yet to Come

Ben Zweibelson, PhD

Abstract: Current human-machine dynamics in security affairs positions the
human operator in the loop with artificial intelligence to conduct decisions and
actions. As technological advancements in Al cognition, speed, and weapon so-
phistication increase, human operators are increasingly being shifted to an on the
loop where Al takes more responsibility in warfare and defense decisions, wheth-
er tactical or even strategic. Human operators are also falling off the loop, trail-
ing enhanced Al systems as the biological and physical limits because humans
are not the same for artificial intelligence in narrow applications. Those likely
will expand toward general Al in the coming decades, presenting significant
strategic, organizational, and even existential concerns. Further, how natural
humans respond and engage with increasingly advanced, even superintelligent
Al as well as a singularity event will feature disruptive, transformative impacts
on security affairs and even at a philosophical level discerning what war is.
Keywords: artificial intelligence, Al, warfare, singularity, transhumanism, sin-
gleton, human-machine teaming

arfare has always been changing as humans develop new ideas, tech-
nology, and otherwise expand their range of abilities to manipulate
reality to their advantage and creativity. Just as Homo sapiens prove
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astoundingly adaptive and clever in how to produce art, beauty, and generous-
ly extend quality of life for the species, they continue to also be devastatingly
capable of conjuring up with evermore horrific and powerful ways to engage
in organized violence against those they are in competition or conflict with.
Yet, the twenty-first century is wholly unique in that humanity now has the
technological keys to unlock something previously unreachable. Civilization,
human existence, and perhaps war may move into what previously could only
be captured in fantasy, science fiction, or ideological promises and magic.

The title of this article is provocative and draws inspiration from Elon
Musk’s comment on how humans will be rapidly outpaced by advanced artifi-
cial intelligence (AI). Musk remarked that “human speech to a computer will
sound like a very slow tonal wheezing, kind of like whale sounds” due to ex-
pected lightning fast processing speeds and how Al will move from specialized
applications into general intelligence contexts where humans are slower, more
error-prone, and unable to compete in every conceivable way.! This article op-
erates as a thought piece, designed to stimulate deep thinking not on the short-
term or localized contexts for immediate wars of the next decade, but onward
and outward to radical, potentially existential concerns of where humans and
warfare technology might lead to in a century, perhaps less.

Previous efforts by military theorists on how technological developments
will change warfare fundamentally fixate exclusively upon humans directing
said change so that new wars demonstrate human mastery beyond earlier war-
fare efforts of less advanced human combatants. This orientation on humanity
at war with their own species is consistent, whether one considers the develop-
ment of the stirrup, firearms, the Industrial Revolution, or even the First Quan-
tum Revolution and the detonation of atomic weapons in 1945. Throughout all
these transformative periods, warfare characteristics, styles, and indeed the scale
and scope of war effects have changed, but humans remained the sole decision
makers and operators central to all war activities. The key distinction in how
advanced (likely general Al, which can match or exceed human cognitive abil-
ities in all possible ways) intelligent machines and/or human-machine teaming
(the rise of transhumanism) may develop is that future battlefields may push
human decision makers and even operators to the sidelines, including entirely
removing from any direct involvement in some potential war developments
as this article will explain. While the targets of such a war may still include
human populations and nations, the battlefield may finally become untenable
for natural-born human cognition, survivability, and capability. This would be
a dramatic shift from the last 40 centuries or more of human-directed, human-
waged warfare where technology remained a tool firmly in the grasp of a hand
made of flesh and bone.

We are poised, if we can just survive the next few decades where all sorts of
modern existential threats remain horrifically available—for a new chapter in
humanity and organized violence. Indeed, Homo sapiens will shift from con-
structing more sophisticated and lethal means to impose behavior changes and
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force of will (security, foreign policy, and warfare) to one where the means be-
come entirely dissimilar, emergent ends in themselves. Our tools of warfare will
be able to think for themselves and think about us, as well as think about war
in starkly dissimilar, likely nonhuman terms. Whereas war has been an exclu-
sively human created, socially constructed, and human exercised phenomenon,
how we frame what war is (and is not) revolves around what humans believe it
to be.? This may not apply to nonhuman entities, nor would it be impossible
for a superintelligent artificial entity to conceptualize something currently be-
yond our own violent imaginations. Unlike when we split the atom and quickly
weaponized that technological marvel, there will not be the same control and
command of weapons that can decide against what we wish, or even what we
might be able to grasp in complex reality.

Humans will transition from ever-capable masters of increasingly sophisti-
cated war tools toward less clever, less capable, and insufficient handlers of an
increasingly superior weaponized capability that in time will elevate, transform,
or potentially enslave (or eliminate) Homo sapiens into something different,
possibly unrecognizable. War, as a purely human construct that has been part of
humanity since inception, will change as well. Note that war is not interchange-
able with warfare, in that war is the human-designed, socially constructed, and
physically waged activities of organized violence, while the process of engaging
in any manifestation of war becomes the exercise of warfare per the established
belief system in operation by those using a particular social paradigm.> Hu-
mans currently use technology and knowledge to understand what war is and
subsequently wield technologically generated abilities derived from resources
to produce desired effects within complex reality that accomplish various de-
sires of politics and societies. The dramatic shift of technology from a human-
controlled tool for effect into its own designs and motives to accomplish
unrelated (or unimagined) ends to itself will be potentially the ultimate (or
final) change in warfare from a human-centered perspective. This could oc-
cur gradually, even invisibly, or suddenly and with profound disruption. These
changes will not occur overnight, nor likely in the next decade or two, which
sadly renders such discussions out of the essential and toward the fantastical.
For the military profession, this reinforces a pattern of opting to transform to
win yesterday’s war faster instead of disruptively challenging the force to move
away from such comfort and familiarity toward future unknowns that erode or
erase favorite past war constructs.*

The next century will not be like past periods of disruptive change such as
the development of firearms, the introduction of internal combustion engines,
or even the arrival of nuclear weapons. While today’s semiautonomous cruise
missile cannot suddenly decide to go study poetry or join an antiwar protest, fu-
ture Al systems in the decades to come will not be bounded by such limitations.
Past revolutions in warfare involve technological and sociological transforma-
tions that replaced a legacy mode of human-directed warfare with a newer,
more lethal, faster, yet still human-centered warfare process. The upcoming rev-
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olution in artificial intelligence and human-machine teaming in warfare may
become the last revolution that humans will start and possibly one that they are
unable to finish or influence the path beyond what they can conceptualize or
articulate at whale song speeds.

As such, critics might dismiss such thoughts outright as science fiction clap-
trap that is inapplicable to contemporary concerns such as the Russian invasion
of Ukraine or the saber-rattling of China over Taiwan. Such a reaction misses
the point, as the Al enabled war tools of this decade are like babies or toddlers
compared to what will likely develop several decades beyond our narrow, sys-
tematic viewpoints. In developing defense areas such as cyberspace, deep ocean
locations, and space, humans are ill-equipped to function in these spaces.” The
human body is not designed for these areas, and faster, more robust Al have myr-
iad operational advantages just now coming into what is possible. Codeveloper
of Skype and computer programmer Jaan Tallinn states it bluntly: “silicon-based
intelligence does not share such concerns about the environment. That’s why
it's much cheaper to explore space using machine probes rather than ‘cans of
meat’.”® In turn, this is why militaries perpetually chase the nextsilver bullet and
secure funding to conduct moon shots, and these already include advanced Al
weaponized systems that may replace almost every human operator on today’s
battlefield. The new Al system, if not developed and secured by our side, surely
will be designed by competitors, ensuring a perpetual Al arms race driven by
national self-interests over any potential ethical, moral, or legal complications.

Yet, when we seek to develop new weapons of war without putting in the
necessary long-term, philosophical work on where we might end up, we fall
into the trap that Der Derian warns of for societies excited about new tech-
nologies but uninterested in engaging in deep philosophical ponderings on the
consequences of those new war tools:

When critical thinking lags behind new technologies, as Albert Ein-

stein famously remarked about the atom bomb, the results can be

catastrophic. My encounters in the field, interviews with experts, and
research in the archives do suggest that the [Military Industrial Media

Entertainment Network], the [Revolutions in Military Affairs,] and

virtuous war are emerging as the preferred means to secure the United

States in highly insecure times. Yet critical questions go unasked by

the proponents, planners, and practitioners of virtuous war. Is this one

more attempt to find a technological fix for what is clearly a political,

even ontological problem? Will the tail of military strategy and virtual
entertainment wag the dog of democratic choice and civilian policy?”

This article presents a framing of how nations currently understand the ever-
developing relationship between themselves and artificially intelligent-enabled
machines on the battlefields of today and where and how those likely will shift
in the decades to come. Some developments will retain nearly all of the existing
and traditionally recognized hallmarks of modern warfare, despite things speed-
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ing up or becoming clouded with disturbingly unique technological embel-
lishments to what remains a war of political and societal desires to change the
behaviors and belief systems of others. Other paths lead to never-before-seen
worlds where humans become increasingly delegated to secondary positions in
future battlefields and perhaps booted off those fields entirely. War, as a human
creation, may cease to be human, and morph into constructs alien or incompre-
hensible to the very creators of organized violence for socially constructed wants.

More than 40 Centuries of Precedence:

War Is a Decidedly Human Affair

Humans have for tens of thousands of years curated and inflicted on one an-
other a specific sort of organized violence known as war that otherwise does not
exist in the natural world. More than 30,000 years ago, a cognitive revolution
occurred that set into motion the rise of humans as a species not entirely de-
pendent on biology, with historical narratives needed to explain developments
and accomplishments.® Prehistoric humans learned how to harness fire, cre-
ate basic tools, shelter from the elements, and began a gradual journey toward
ever-increasingly sophisticated societies.” Change occurred gradually, with agri-
culture and the establishment of cities commencing around 10,000 years ago;
this would produce the first recorded wars that differed from other types of
violence.'” The invention of writing (3,000 years ago) would eventually shift
oral accounts of these wars into more refined, structured forms that could be
studied as well as extended beyond internalization of each living generation.
Without this cognitive revolution, humans would not have been capable of
creating societies, belief systems, rules of law, politics, religions, or war. War is a
decidedly human invention, and it has been wielded by human desires, beliefs,
symbols, and conceptual models exclusively since its inception. We created it,
use it, and own it, at least for now.

Yet, across these thousands of generations of Homo sapiens that would col-
lectively produce modern societies of today, change occurred quite slowly until
the last 500 years where a scientific revolution propelled Western Europe from
obscurity into a technological, economic, and imperial juggernaut.”” Muscle
and natural power (wind, fire, water) were the primary energy source for much
of the collective human experience of warfare, with technological advancements
only occurring in the last several hundred years with the invention of scien-
tific methods and the Industrial Revolution that followed. Fossil fuels soon
replaced muscle power, and the chemical power of gunpowder would replace
edged weaponry with bullets, artillery, and more. Steam locomotion gave way
to faster systems such as internal combustion engines and eventually nuclear
power."”? Technology as well as organizational, cultural, and conceptual things
have changed dramatically across this vast span of time, but humans have forev-
er remained the sole decision maker in every act of warfare until very recently.
This is where things will accelerate rapidly and potentially we may be entering
the last century where humans even matter on future battlefields at all.
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As soon as early humans realized how to manipulate their environment
through inventing tools, they gained an analog function to greatly increase their
own lethality to include waging war upon one another. The tools have indeed
changed, but the relationship of the human to the tool has remained firmly
in a traditional ends-ways-means dynamic. Humans use technology, commu-
nication, and organization to decide and act to attempt to accomplish goals
through various ways and using a wide range of means at their disposal. Until
the First Quantum Revolution that would coincide with the Second World
War, humans were the sole decision makers at the helm of quite sophisticated
yet entirely analog machines of war.'* Once computers first became possible
(beyond earlier analog curiosities), humans gained something new within their
decision-making cycle for warfare activities from the tactical up through even
grand strategic levels—the artificially intelligent machine partner. At first, such
systems were cumbersome, slow, and could only perform calculations, but over
time they have migrated into central roles for how modern society now depends
on this technology for a wide range of effects.”” The rise of Al brings with it
the first encounter for humanity of an entity with the potential to cooperate,
collaborate, compete, and perhaps leap well beyond our own conceptual limits
in all endeavors to include warfare.

The Battlefield Suddenly Gets a Bit More Crowded
Artificial intelligence has many definitions, and modern militaries often are pre-
occupied with narrow subsets of what Al is and is not, according to competing
belief systems, value sets, as well as organizational objectives and institutional
factors of self-relevance. Peter Layton provides a broad and useful definition:
“Al may do more- or less- than a human . . . Al may be intelligent in the sense
that it provides problem-solving insights, but it is artificial and, consequently,
thinks in ways humans do not.”*® Layton considers Al more by the broad func-
tions such technology can perform than by its relationship to human capabil-
ities. This indeed is often how current defense experts and strategists prefer to
frame Al systems in warfare; the human is teamed with a machine that provides
augmentation, support, and new abilities to perform some goal-oriented task
that non-Al enabled warfighters would be insufficient or less lethal performing,
Artificial intelligence is also broadly distinguished into whether it is narrow
or general with respect to human intelligence. Narrow Al equals or vastly ex-
ceeds the proficiency that the best human is capable of doing for specific tasks
within a particular domain and only in clearly defined parameters that are un-
changing. Narrow Al can now beat the best human players of chess and other
games, with IBM’s Watson defeating the best Jeopardy! trivia game players in
2011 as an example. However, narrow Al is fragile, and if the rules of the game
were changed or the context transformed, the narrow Al programming cannot
go beyond the limits of the written code.'” General Al as a concept and bench-
mark yet realized in any existing Al system, must equal or exceed the full range
of human performance abilities for any task, in any domain, in what must be
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a fluid and ever-changing context of creativity, improvisation, adaptation, and
learning.'”® Such an Al is decades away, if ever possible. Just as likely, a devas-
tating future war waged with weaponized Al short of general intelligence could
knock society back into a new Stone Age, or perhaps humanity might drift
away from Al-oriented technological advances seeking general Al capabilities."
Existential warfare could come at the hand of humans directing slightly less
intelligent Al systems, or the dynamic could flip and the slightly less intelligent
humans could be used as tools, targets, or for purposes beyond our imagination.

Al is constantly being developed, with many military applications already
well established and those on the immediate horizon for battlefields in the next
decade. Much of what currently exists was produced in what is called “first-
wave AI”—narrow programming created in conjunction between the computer
designers writing the code and the experts in the field or task that the narrow Al
system is attempting to excel at. More recently, “second-wave AI” uses machine
learning where “instead of programming the computer with each individual
step . . . machine learning uses algorithms to teach itself by making inferences
from the data provided.”® Machine learning is powerful, working in a special
way where human programmers do not have to set it up. Yet, this creates the
paradox that machine learning quickly can exceed the programmer’s ability to
track and understand how the Al is learning.*" This sort of machine learning
can occur in either a supervised or unsupervised methodology, where supervised
learning systems are given labeled and highly curated data. The Al is told what
to do, how to accomplish it, and progress is diligently monitored and analyzed
by human supervisors. This is time and resource intensive, but supervised ma-
chine learning can achieve extremely high performance in narrow applications.

Unsupervised learning unleashes the Al and the Al identifies patterns for
itself, often moving in emergent pathways well outside the original expecta-
tions of the programmer. Layton remarks: “An inherent problem is it is difficult
to know what data associations the learning algorithm is actually making.”**
IBM’s Adam Cutler, in a lecture to military leadership at U.S. Space Command,
provided the story of how two chatbots created by programmers at Facebook
quickly developed their own language and began communicating and learning
in it. The Facebook programmers shut the system down as they had lost control
and could not understand what the chatbots were doing. Cutler stated that
“these sorts of developments with Al are what really do keep me up at night.”
His comment was both serious and simultaneously elicited audience laughter,
as the panel question posed was: “What sorts of things keep you up at night?”*

While the instance of chatbots going rogue with a new language might be
overblown, Cutler and other Al experts warn of the dangers of unsupervised
learning in Al development, and caution that while anything remotely close to
general Al intelligence is still far-off in the future, there are profound ethical,
moral, and legal questions to begin considering today.** With this brief summa-
ry of Al put into perspective, we shall move to how the military currently un-
derstands and uses Al in warfare, and where it likely is morphing toward next.
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How Human-Machine Teaming Is Currently Framed

Al systems can operate autonomously, semiautonomously, or remain in the tra-
ditional sense where, just like your smartphone or smart device awaits your
command, operate in a passive mode of activity. While it may seem unnerving
that your Alexa device is perpetually listening to background conversations, it
is programmed to scan for specific words that trigger clearly defined and quite
narrow actions. While passively awaiting directive cues and proactive (semi-
autonomous, autonomous) modes feature different relationship dynamics be-
tween the Al and humans, the following three are well recognized in current
military applications of Al systems.”

The original mode used since the earliest protocomputer enablers (as well
as most any analog augmentation in warfare) positions the human as the key
decision maker in the cycle of thought-action-reflection. This is best known as
human-in-the-loop, and it expresses a dynamic where the human is central to
the decision-making activities. The Al can provide exceptional contributions
that exceed in narrow ways the human operator’s capabilities, but that Al does
not actively do anything significant without a design where the human inter-
venes and provides guidance or approval to act.

While the human-in-the-loop remains the most common and, for ethi-
cal, moral, and legal reasons the most popular mode of human-machine team-
ing for warfare, a second mode has also emerged with recent advances in Al
technology.?® Termed human-oz-the-loop, the Al takes a larger role in decision
making and consequential action where the human operator is either monitor-
ing activities, or the Al system is programmed to pause autonomous operations
when particular criteria present the need for human interruption. In these sit-
uations, the Al likely has far faster abilities to sense, scan, analyze, or otherwise
interpret data beyond human abilities, but there still are fail-safe parameters for
the human operators to ensure overarching control. An autonomous defense
system might immediately target incoming rocket signatures with lethal force,
but a human operator may need to make a targeting decision if something large
like an aircraft is detected breaching defended airspace.

A third mode is only now coming into focus, and with greater Al techno-
logical abilities as well as increasing speed, scale, and scope of new weaponry
(hypersonic weapons, swarms and multidomain, networked human-machine
teams) a fully autonomous Al system is required. Termed human-ous-of-the-
loop, this differs from what is nonpejoratively referred to as dumb technology
such as airbags that automatically activate when certain criteria are reached.
Truly autonomous, general intelligence Al systems would replace the human
operator entirely and are designed to function beyond the cognitive abilities of
even the smartest human at what are currently narrow parameters. While many
use out-of-the-loop or off-the-loop, this article substitutes behind-the-loop to
introduce several increasingly problematic human-machine issues on future
battlefields. Figure 1 illustrates these three modes below.

An autonomous Al system functioning in narrow or even general Al appli-
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Figure 1. Contemporary framings for human-machine teaming in warfare
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cations will, as technological and security contexts demand, potentially move
from supervised to unsupervised machine learning profiles that access ever
growing mountains of data on the battlefield. Consider the average daily vol-
ume of new tweets by worldwide Twitter users that average 330 million month-
ly users with 206 million of those users tweeting daily, producing a daily average
of more than 500 million tweets worldwide in hundreds of different languages
and countries.” It would be impossible for human-in-the-loop monitoring,
while human-on-the-loop is also expensive, slow, and often subjective. Twitter,
like many social media platforms, has many autonomous Al systems filtering,
analyzing, and often taking down spam, fake accounts, bots, and other harmful
content without human intervention. This is not without risks and concerns,
yet Twitter quality control is inevitably chasing behind the autonomous work
of far faster, future Al systems that should scale to enormous levels beyond what
an army of human reviewers might possibly match. However, fighting spam
bots and fake accounts on Twitter is not exactly the same as autonomous drones
able to decide on lethal weapon strikes independent of human operators.
Human-machine teaming currently exists in all of the three representations
in figure 1, with the preponderance in the first depiction where human opera-
tors remain the primary decision makers coupled with Al augmentation. Drone
operators, satellite constellations, advanced weapon systems that auto-aim for
human operators to decide when to fire, as well as bomb-diffusing robots
worked by remote control are common examples in mass utilization. Humans
on the loop abound as well, with missile defense systems, antiaircraft, and other
indirect fire countermeasures able to function with human supervision or just
with human engagement for unique conditions outside normal Al parameters.
The increased sophistication and abilities of narrow Al systems as well as the
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Figure 2. Implications of metaphors in human-machine teaming descriptions
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frightening speeds achieved by hypersonic and advanced weaponry and the rise
of devastating swarm movements that collectively would overwhelm any single
human operator may now be addressed with autonomous weapon systems, if
militaries and their political oversight concur with the risks. These are not with-
out significant ethical, legal, and technological debate in security affairs.

How we express the human-machine teaming dynamic requires a com-
bination of our conceptual models along with precise terminology that is un-
derpinned by metaphoric devices. In figure 2, many of the terms currently in
use as well as some new ones introduced in this article place the human o7 the
loop, off the loop, near the loop, behind the loop, or potentially under the loop
depending on the warfare context and metaphoric configuration of the loop
participants. Aside from the 7z the loop configuration that has been the foun-
dational structure for human decision makers to direct command and control
with an Al supporting system, all these other placements for a human operator
reflect changing technological potentials as well as the increasingly uncertain
future of warfare. Such variation and uncertainty imply significant ethical, mor-
al, legal, and potentially paradigm-changing, existential shifts in civilization.*®
Figure 2 attempts to systemically frame some of these tensions, differences, and
implications with how militaries articulate the human-machine team construct.
The autonomous weapon acts as a means to a human designed end in some
cases, whereas in other contexts the means becomes a new, emergent, and in-
dependently designed end in itself, beyond human contribution. Note that in
each depiction of a human, that operator is assumed to be an unmodified, nat-
ural version augmented by the Al system.

PART Il: Whale Songs of Wars Not Yet Waged



Yet, the contemporary debates on how humans should employ autonomous
weapon systems is just the latest evolution in human-machine teaming, where
narrow Al is able to do precise activities faster and more effectively than the
best human operator. Narrow Al applications in warfare illustrate the current
frontier where existing technology is able to act with exceptional performance
and destruction. However, no narrow Al system can match human operators
in general intelligence contexts, which still compose the bulk of warfare con-
texts. For the next decade or two, human operators will continue to dominate
decision making on battlefields yet to come, although increasingly the speed
and dense technological soup of future wars will push humans into the back
seat while Al drives in more situations then previously. It is the decades beyond
those that will radically alter the human-machine warfare dynamic, potentially
beyond any recognition.

The Event Horizon and Technological Revolutions:
Breaking the Paradigm

This is potentially the last century in a massive string of centuries where hu-
mans are the primary decision makers and actors on battlefields. Figures 1 and
2 represent what will be a gradual shift from human operators being central
to decision making (in the loop) to an ancillary status (on the loop) and sub-
sequently to a reactive, even passive status (off the loop, behind the loop) as
technological developments influence future battlefields to be unsafe for hu-
man decision speeds as well as the presence of human combatants.”” Already,
unmanned aviation, armored vehicles, and robots for a range of tactical security
applications are in service or development that will replace more human oper-
ators with artificial ones that move faster, function in dangerous contexts, and
are expendable with respect to the loss of human lives. While current ethical
debates pursue where the human must remain in the kill chain for decisions
of paramount importance, this assumes that the human still possesses superior
judgment, intelligence, or other cognitive abilities that narrow Al systems can-
not replace. If the coming decades bring forth advances in general Al to rival
or exceed even the smartest human operators, those ethical concerns will be
eclipsed by new ones.

Even the best human operator has theoretical biological, physical, and emo-
tional limits that cannot be enhanced beyond a certain known limit.”” Hyper-
sonic weapons and swarm maneuvers of many Al machines pose a new threat,
coupled with the increased speed of production and replacement through ad-
vances in 3D printers, cloud networks, constellations of smart machines, and
more.®’ The natural-born human can be modified through genetics, cybernetic
enhancement, and/or a human-machine teaming with Al systems to produce
a better hybrid operator team.’* For the coming decades, this likely will be the
trend.” Yet, as figure 2 presents, the legacy human-machine teaming relation-
ships framed in figure 1 will be replaced. How far and whether there are long-
term ethical, moral, and legal consequences on modifying humans for military
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applications is another area of concern in that much of the research is just
starting or is still largely hypothetical.

There are two significant transformations that may render most of figure
1’s human-machine teaming configurations obsolete. These concepts are hypo-
thetical and likely many decades away, if even possible. The first is one where
the natural born, unmodified human is insufficient to participate in future
decision-action loops. They are outperformed by the theoretically enhanced hu-
man, whether this is achieved genetically, cybernetically, and/or through Al net-
working modification. Here, what could be called a Supra sapien outperforms
any regular human opponent in every possible battlefield measurement. These
enhanced humans would essentially break the contemporary human-machine
teaming model in that their superintelligent abilities would be incompatible
with how our militaries currently understand and frame decision-making rela-
tionships about how natural-born humans cope with battlefield contexts. This
requires further elaboration.

Bostrom, in Swuperintelligence: Paths, Dangers, Strategies explains various
paths to such a superintelligent, enhanced human that is vastly superior to even
the most talented natural-born human specimen. Biological enhancement of
human brains through genetic modification, biomedical enhancements, or hy-
pothetical iterated embryo selection of select genotypes using stem cells to “ac-
complish ten or more generations of selection in just a few years” could produce
humans with intelligence beyond traditional ways to measure such abilities,
even dwarfing geniuses such as Isaac Newton and Albert Einstein.** A cybernet-
ically enhanced human would have direct brain-computer interfaces that again
hypothetically could create cognitive improvements whether the hardware is
inserted into human tissue or linked to external systems that compliment or
enhance the human werware doing the thinking.”> A networked Al enabled
group of humans would work collectively, such as the fictional villain Borg col-
lective from the Star Trek: The Next Generation television series. Technologically
linked humans able to reduce bureaucratic drag, speed up the slowest individual
human links in the chain, and permit Al data collection at vast scales could gen-
erate a collective superintelligence that no single natural-born human opponent
could match.*® In any of these hypothetical developments of current research
in genetic, cybernetic, and network-enabled research, such a possibility could
flip the entire notion of what a human-machine team is for warfare applica-
tions. There is one remaining human-connected hypothesis, where any of these
possible enhanced human entities moves beyond what makes us all human and
becomes something alien in a new intersection of advanced technology and
original human desires.

The term transhumanism covers this overlap between technological ad-
vancement and the modification of human beings to break free of the natural,
slow evolutionary process. Biology still governs what each generation of hu-
mans can do physically, although medical science and technology continue to
change the boundaries as humans manipulate many more aspects of what was
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previously out of our hands. Yet, regardless of if a new baby is conceived in a
test tube or the old-fashioned way, the output still is a human being that will
develop within a society and think like other humans. With transhumanism,
there is a divide between what started out as a human and what has now tran-
scended what humanity can conceptualize or even recognize as human in form
and function. Transhumanism need not be directly associated with the rise of
superior Al as the two might be better understood in a Venn diagram influenc-
ing one another.”

Technophiles suggest that at some advanced level, modified humans will
reach a point where a singularity occurs, and suddenly these modified humans
will exist on a new plane of reality that would arguably be inaccessible to natu-
ral, legacy human beings—as a transhuman entity could shed all organic habits
and potentially become beings of pure information® This transhuman leap is il-
lustrated on the left side of figure 3. The other extreme transition is depicted be-
low on the right side and is where advanced Al reaches and then vastly exceeds
general human intelligence. One comes from human stock; the other is created
by humans but is artificial in design and expression. Alternatively termed strong
Al such superintelligent general Al remains entirely hypothetical but is antic-
ipated by virtue of superiority to human cognition to be uncontrollable once
developed by leading Al theorists today such as Ray Kurzweil.*” Such a superior
entity would potentially convince societies (by reason, force, or manipulation)
that it should lead and decide for all matters of importance, including defense.

The concept of an Al singleton comes from Nick Bostrom, who explained
that a singleton is an entity that becomes the single decision-making authority
at the highest level of human organization. This usually means the entirety
of human civilization, whether still limited to one planet or possibly spread
across space in multiple colonies. Such an entity is considered “a set with only
one member,” where presumably a general Al entity that could rapidly advance
from human-level intelligence beyond all biological, genetic, or otherwise non-
Al limits into a superintelligence well past any human equivalent.*’ This brings
into question whether the arrival of a singleton would directly dismantle human
free will or the ability for humans to retain a status as a rational and biological
species endowed with self-awareness.*! The singleton entity, as a superintelligent
Al entity, would sit above legacy humans in a new decision loop that would
take control of human civilization just as a suggested transhuman manifesta-
tion might. Both concepts in figure 3 deserve greater explanation below. Note
that with the transhuman entity, all of human civilization would remain under
the loop, with the transhuman singularity blurring our loop model into where
the transhuman entity becomes the entire loop. Respectively, the Al singleton,
shedding all human attempts at control, also becomes the entire loop with hu-
man civilization placed under it.

Granted, a singleton could just be a fantastic individual or group that some-
how manages to effectively take total control of human civilization (some future
world government). However, in the entire history of human existence, this has
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Figure 3. Further down the Al rabbit hole and 2050-90 warfare?
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yet to happen except in limited, isolated, and temporary conditions that fall
short of the singleton constant. Bostrom highlights the totality of what a real
singleton would be: “[a singleton’s] defining characteristic . . . is some form of
agency that can solve all major global coordination problems. It may, but need
not, resemble any familiar form of human governance.” That no organic or
natural singleton composed of one or several humans has yet in human history
assumed any lasting form of a singleton indicates that for now, unmodified
humans have thus far not produced any lasting or comprehensive (humanity-
wide) singleton manifestations.” This may change with the rise of strong Al
that can conceptualize well past existing cognitive limits and be able to decide
and direct with successful outcomes systemically across the needs of an entire
civilization. An entity that can outperform the best and brightest humans in
every conceivable way, in any contest, at fantastic speeds and scale would seem
either magical or godlike. Such concepts seem ridiculous, but many involved in
Al research forecast these hypothetical developments as increasingly unavoid-
able and increasing exponentially over the next decades.* People may grow
comfortable with their smartphones able to beat them at games of chess, poker,
and pool, but will they agree to an Al that can outwit, deceive, or create and
produce on every level (including on the battlefield) beyond their best efforts?

The singleton as depicted in the above figure offers the profound possibility
that this entire shared socially constructed notion of war could be shattered
and eclipsed by something beyond our reasoning and comprehension. Regular
(narrow) Al may challenge both the supposed character and nature of future
war, while a superintelligent singleton might break it completely.* All humans
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would be under the loop in a singleton relationship where it assumes all essen-
tial decision making that governs and maintains the entire human civilization.*
This may in turn change what we comprehend as both “human” and “civiliza-
tion,” or possibly in existential ways, how Homo sapiens remain a recognizable
and surviving species.

The other component in figure 3 is the transhuman loop where a trans-
human (or more than one) become the loop just as a singleton assumes total
decision-making control. Legacy frames for what the decision loop was (figures
1 and 2) become irrelevant here. A transhuman entity extends a related con-
cept of a singularity that overlaps with a singleton in some ways while differing
in others. A singularity, first introduced by mathematician Vernor Vinge and
made popular in science fiction culture by Ray Kurzweil, will break with the
gradual continuum of human-technological progress with an entirely new stage
in human existence.”’ It is considered a game changing, evolutionary moment
where regular Homo sapiens would transform into a superintelligent, infinite-
ly enhanced and possibly nonbiologically based technological fused entity.*
Transhumanism envisions “our transcending biology or manipulating matter as
a necessary part of the evolutionary process.”* The arrival of a technological sin-
gularity coincides with a rapid departure of the transhuman entity away from
the original biological evolutionary track.

A singularity introduces the concept of mranshumanism, where at a biolog-
ical, physical, political, sociological, and ultimately a philosophical level, hu-
manity should break the slow evolutionary barriers and leap beyond the slow,
clunky genetic and environmental soup of existence that changes organic life
over thousands of years. Yuval Harari, in explaining how the cognitive revolu-
tion some 30,000—70,000 years ago, declared our species “independent from
biology” where humans could radically alter the world around them and how
they would conceptualize a socially complex reality atop the physical one so
that the species did not rely on evolutionary biology to gradually develop im-
proved instincts, physical developments, and other hardware or hardwired ad-
aptations.”® Thus, humans in the original cognitive revolution could develop
complex ideas such as war and subsequently improve on the concept while
waging it against fellow human adversaries.

Chimpanzees, in comparison, do engage in both predator-prey acts of lo-
calized violence as well as immediate and perhaps tactical acts of aggression for
clear, immediate goals. Animals do not formulate strategies, nor produce lan-
guages, form religions, or develop political systems or laws, and they are entirely
dependent on biology to give future offspring new advantages.”' Humans create
these incredible constructs by conceptualizing and subsequently manipulating
reality, or the complex reality of the natural world with a second order of social-
ly constructed complexity infused atop.’* The singularity would theoretically
create a second revolution in that the remaining biological, physical (both time
and space), and sociological limitations would no longer exist for transhuman
entities. They could rewrite their DNA; form entirely novel genetic combina-
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tions; redesign their consciousness in ways that defy any rational expectations
for human life; build entirely alien bodies that violate certain natural laws that
confine even the most cunning, resourceful natural humans; and engage in war-
fare in unrealized, unimagined, and yet-to-be-understood configurations.

The singularity could do this in minutes or days instead, depending on the
degree of modification or enhancement. Or as Vernor Vinge explains, “biology
doesn’t have legs. Eventually, intelligence running on nonbiological substrates
will have more power.” This corresponds to raw cognitive powers of the evolu-
tionarily honed human brain versus an entity that hypothetically could double
its own abilities just as we might imagine in our minds what we fancy for dinner
tonight. Bostrom offers a useful yet simplified summary with:

The simplest example of speed superintelligence [which is but one

of several hypothetical superintelligences Bostrom offers] would be a

whole brain emulation running on fast hardware. An emulation operat-

ing at a speed of ten thousand times that of a biological brain would be

able to read a book in a few seconds and write a PhD thesis in an after-

noon. With a speedup factor of a million, an emulation could accom-
plish an entire millennium of intellectual work in one working day.’*

Should a singularity or singleton manifest, ordinary humans would be un-
able to compete. In both circumstances in figure 3, unmodified, natural-born
humans would remain below the decision loops, becoming wards of a transhu-
man Supra sapien protectorate or a singleton superintelligent artificial entity.
Assuming of course that humanity would be kept in some sort of existence and
contribute something to this new ordered reality, all decision loops for essential
strategic or security affairs would become as figure 3 illustrates. Enhanced hu-
mans, whether genetically, cybernetically, or those that achieve a transhuman
state in other ways, would assume the decision loop and advance it in terms of
speed, scale, and scope beyond anything a regular human could understand or
participate in.”” This is where Musk’s warning that human thought and com-
munication would be so slow it would sound like elongated, simplistic whale
songs to entities with superintelligent abilities. Unlike the hypersonic missile
dynamic where the weapon can maneuver at extreme speeds (unlike tradition-
al missiles) making it much harder for a human to respond and adjust to, a
transhuman or singleton entity comprehends thought as well as achieves action
beyond the limits of even the smartest, fastest human operator. Theoretically,
systems processing at such high speeds would experience reality in a way that
reinforces Musk’s remark, as well as an earlier line from Commander Data, an
android in the Szar Trek: The Next Generation television show. While kissing
his human girlfriend, she asked what he was thinking. He responded that he
was reconfiguring the warp field parameters; analyzing the works of Charles
Dickens; calculating the maximum amount of pressure he should apply to her
lips; considering a new food supplement for his cat, Spot; and more. Jenna, his
human date, was thinking about whether she could date an android.*®
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Technological development, as anticipated during the next century or less,
may achieve either a singularity where human beings and their technological
tools form a new transhuman entity, and, arguably, take concepts such as spe-
cies and existence toward uncharted areas, or pure general Al may quickly pull
itself into a level of existence beyond the comprehension of its human program-
mers. If either is a potential reality in the decades to come, how will war change?
What might future battlefields become? What roles, if any, might human ad-
versaries assume in such a transformed reality? Could humanity be doomed or
potentially enslaved by technologically super-enabled entities that dehumanize
societies of regular, natural humans? Could one nation unencumbered by ethi-
cal or legal barriers unleash superior Al abilities with devastating effects?”” What
emergent dangers lurk beyond the simplistic planning horizons where militaries
contemplate narrow-Al swarms of drones for future defense needs in the 2030s
and 2040s?

Whale Songs of Future Battlefields:
The Irrelevance of Natural-Born Killers
For several centuries, modern militaries embraced a natural-science inspired
ordering of reality where war is defined in Westphalian (nation-state centric),
Clausewitzian (war is a continuation of politics), and what Der Derian artfully
termed the “Bacion-Cartesian-Newtonian-mechanistic” model.® War has been
interpreted along with a mechanical canonization of manufacturing, navigation,
agriculture, medicine, and other “arts” in medieval and Renaissance thinking;
Bacon’s “patterns and principles,” both early synonyms for rules, “emphasized
that such arts [including military strategy] were worthy of the name.” Lorraine
Daston goes on to explain:
The specter of Fortuna haunted early modern treatises like Vauban’s on
how to wage war. In no other sphere of human activity is the risk of
cataclysmic chaos greater; in no other sphere is the role of uncertainty
and chance, for good or ill, more consequential. Yet many early mod-
ern treatises that attempted to reduce this or that disorderly practice to
an art, none were more confident of their rules than those devoted to
fortifications. This was in part because fortifications in the early mod-
ern period qualified as a branch of mixed mathematics (those branches
of mathematics that “mixed” form with various kinds of matter, from
light to cannonballs). Like mechanics or optics, it was heavily informed
by geometry and, increasingly, by the rational mechanics of projectile
motion.®

Modern military decision making remains tightly wedded to what is now
several centuries’ worth of tradition, ritualization, and indoctrination to framing
war as well as the process of warfare into a hard-science inspired, systematic-
logic derived construct where centers of gravity define strengths and vulnerabil-
ities universally in all possible conflicts, just as principles of war such as mass,
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speed, maneuver, objective, and simplicity are considered “the enduring bed-
rock of [U.S.] Army doctrine.”" This comes from the transformational period
where a feudal age military profession sought to modernize and embrace social,
informational, and political change that accompanied significant technological
advances.®® Daston adds to this, explaining: “In the seventeenth and eighteenth
centuries, the most universal and majestic of all laws were the laws of nature
such as those formulated by the natural philosopher Isaac Newton in his Philoso-
phiae naturalis principia mathematica in the late seventeenth century and the
natural laws codified by jurists such as Hugo Grotius (1583 -1645) and Samuel
Pufendorf (1632-1694) in search of internationally valid norms for human
conduct in an age of global expansion.”® Natural sciences as professions would
lead this movement, with medieval oriented militaries quickly falling into step.

The reason for this brief military history lesson is that today’s modern mil-
itary that currently integrates and develops artificial intelligence with human
operators still holds to this natural science ordering of reality including warfare.
War is framed through human understanding and nested in both a scientific
(natural science) and political (Westphalian nation-state centric) framework.
This in turn inspires nearly everything associated with modern war, including
diplomacy, international rules and laws of war, principles of war, treaties, dec-
laration of war, the treatment of noncombatants, neutrality, war crimes, and
many other economic, social, informational, and technical considerations.®*

Central to our shared understanding of war is the human decision maker
and human operators that inflict acts of organized violence upon adversaries in
precise, ordered, and what is ultimately a socially governed manner. Even when
strong deviation occurs in war, such actions are comprehended, evaluated, and
responded to within a human overarching framework. The human decision
maker as well as all operators cognizant of any action in war are held respon-
sible, such as in the Nuremberg Trials held against defeated Nazi Germany
military representatives in 1945—46. Never before has this dynamic of human
centeredness been challenged until now, where the role of artificial intelligence
and humans on the battlefield are already entering shaky ground.

An autonomous weapon system, granted full decision-making abilities by
human programmers, presents an ethical, moral, and legal dilemma on wheth-
er it, its programmers, or its human operators should be held responsible for
something such as a war crime or tragic error during battle.”> Current Al sys-
tems remain too narrow (in terms of Al), fragile, and limited in application to
yet reach this level, for now at least. Increasingly powerful Al will in the coming
decades replace human operators and, in some respects, even the decision mak-
ers. Humans, unless enhanced significantly, will become too slow and limited
on battlefields where only augmented or artificial intelligence can move at the
speeds, scale, and complexity necessary. Many of the natural laws of war could
be broken or rendered irrelevant in these later and more ethically challenging
areas of Al systems with general intelligence equal or beyond that of the hu-
man programmers.® For instance, a general Al in a singleton manifestation
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would take over all decision making for any military conflict and potentially
even exclude human operators from participating. Does war remain as it is
now if humans are no longer part of it, despite humans socially creating war
in the first place? These deeply troubling philosophical questions extend into
religion, where a sentient Al with general intelligence that exceeds all human
abilities could opt to join a human religion or design their own for Al. These
developments could spell significant concern for both the human-centered and
human-designed frames for war, religion, politics, culture, and more. The stra-
tegic abilities of nonhuman entities might exceed the comprehension and imag-
ination of how humans for centuries have defined what war is.*” The arrogance
that human strategists several centuries ago figured out the true essence of war
in some complete, unquestionable way is but one institutional barrier prevent-
ing any serious discussion on what is to become of natural born operators and
decision makers on future battlefields. The natural science conceptualization of
war is only a few centuries old and is already under challenge by postmodernists
even in current contexts where Al plays a subordinate, highly controlled role.
Future Al that would reimagine war would theoretically disrupt or replace ex-
isting human beliefs concerning war and warfare.

The last cavalry charge occurred at least one war too late to make any
difference, while many technologically inferior societies encountered horrific
losses attempting traditional war tactics and strategies against game-changing
developments.®® Arguably, with enough numbers, adversaries wielding sig-
nificantly inferior weaponry can overcome a small force equipped even with
game-changing technology, as the 25,000 Zulu warriors did defeat 1,800 Brit-
ish and colonial troops at the Battle of Isandlwana (22 January 1879). Yet, the
Zulu offensive largely armed with iron-tipped spears and cow-hide shields lost
several thousand warriors before eventually overwhelming their Martini-Henry
breech loading rifle and 7-pounder mountain gun equipped opponents.®” Nu-
clear weaponry may have shifted war toward intentionally limited engagements
between nuclear-armed (or partnered) adversaries since the 1950s, but even this
nuclear threshold may be in question. Yet, military institutions typically resist
change and instead are often dragged, kicking and screaming, into the adap-
tation of new technology while they attempt to extend the relevance of those
things that they identify with but are no longer relevant in battle.”

The last natural born, genetically unmodified, and noncybernetically en-
hanced human battlefield participants are not realized yet, nor is the future bat-
tlefield selected. However, whenever and wherever that happens, humanity may
end up being tested in ways unlike anything previously. Or humans that reach
such a technological level of accomplishment might grant total decision-making
capability to a singleton or to enhanced humans that have become transhuman
entities able to think and act in future warfare contexts beyond natural-born,
whale-song sounding human opponents. In either case, it is unlikely the slower,
unenhanced human opponents will be much of a challenge if indeed the Al or
transhuman advantages are that significant.
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Antoine Bousquet, in detailing the rise of cybernetics for military collec-
tion, processing, and decision making during the Cold War, correlated the
increased speed of jet-powered nuclear bombers with a need for computer-
assisted data analysis of incoming radar and observation post reports, as well as
faster outgoing directives for antiaircraft defenses such as interceptor fighters,
land-based weapons, and strategic updates to leadership on whether to employ
a counterstrike.”! The earliest computerized command, control, and commu-
nication network for this emergent military challenge launched in 1958 and
was called SAGE (Semi-Automatic Ground Environment) that would provide
real-time processing and respond to user inputs, all done over cathode ray tube
technology. While SAGE was completed in 1963, it was already obsolete due
to Soviet deployment of intercontinental ballistic missiles (ICBMs) that made
antiaircraft defenses rather inconsequential.”> In the high stakes, existential
concerns of a potential nuclear war between the United States and the Soviet
Union, human operators remained the ultimate decision makers even when
coupled with these increasingly advanced computerized information processing
systems.

Today, that dynamic remains largely unchanged, yet there is a growing
creep of narrow focused Al systems taking more control and initiative to act
without human supervision or interaction. These circumstances of Al-centric
activities are localized to actions that an Al system has a low risk of complete
malfunction, error, or other unexpected consequence of poor action, such as
base defense of incoming rockets or emergency countermeasures for aircraft,
vehicles, and submersibles. Artificial intelligence in general applications, once
able to compete or exceed human abilities, may flip this dynamic, shifting hu-
mans to the role of the mine detector, where the human is on the loop or off
the loop, moving too slowly and unable to conceptualize or act in a battlefield
context where Al systems are swarming, networking, and engaging at speeds
unreachable by the fastest human operator. Yet, there is today a fierce resistance
to handing over significant decision making to machines in military culture.”
Part of this deals with control and risk, while the way militaries maintain iden-
tity, belief systems, and values also factor into how Al technology is being de-
veloped.

This presents an interesting change in future war as presented by Der Deri-
an. While he focuses on technology, information, and human perception there-
in, he defines a virtuous war as “the technical capability and ethical imperative to
threaten and, if necessary, actualize violence from a distance—with no or min-
imal casualties.”’* Der Derian frames the origin of virtuous war in the techno-
logical ramp-up and eventual Gulf War engagements between the United States
and allies against Saddam Hussein’s Iraqi forces that had invaded and occupied
neighboring Kuwait. Stealth aviation, smart bomb precision, along with grainy
video feeds of enemy targets being struck saturated the news cycles, along with
offering the promise that future wars would be largely bloodless, with few ci-
vilian casualties and low risk to friendly forces using such game-changing tech-

PART Il: Whale Songs of Wars Not Yet Waged



nology. This is often termed technical rationalism, and as Alex Ryan observes of
the modern military, “technical rationalism combines a naive realist epistemol-
ogy with instrumental reasoning.””® Modern militaries apply engineering logic
toward complex security challenges with a preference toward advanced tech-
nology as the optimized solution set for accomplishing warfare goals. Donald
Schén elaborates on this mindset: “practitioners solve well-formed instrumental
problems by applying theory and technique derived from systematic, prefera-
bly scientific knowledge.””® The promise of a technologically rationalized future
for warfare is not new. General William C. Westmoreland addressed the U.S.
Congress during the Vietnam War about the future and technological promises:
On the battlefield of the future, enemy forces will be located, tracked
and targeted almost instantaneously through the use of data links,
computer assisted intelligence evaluation, and automated fire control.
With first round kill probabilities approaching certainty, and with sur-
veillance devices that can continually track the enemy, the need for
large forces to fix the opposition physically will be less important . . .
I see battlefields or combat areas that are under 24 hour real or near
time surveillance of all types. I see battlefields on which we can destroy
anything we locate through instant communications and the almost
instantaneous application of highly lethal firepower. I see a continuing
need for highly mobile combat forces to assist in fixing and destroying
the enemy. . . . Our problem now is to further our knowledge—exploit
our technology, and equally important—to incorporate all these devic-
es into an integrated land combat system.””

Virtuous wars have, according to Der Derian, closed the gap between an
imagined or fantasized world of televised war and video game simulations with
the gritty, brutal, and harsh reality of actual war. Der Derian explains that “new
technologies of imitation and simulation as well as surveillance and speed have
collapsed the geographical distance, chronological duration, the gap itself be-
tween the reality and virtuality of war.””® Der Derian sees with this arrival of
virtuous war the collapse of Clausewitzian war theory, the demise of the tradi-
tional sovereign state, “soon to be a relic for the museum of modernity . . . [or]
has it virtually become the undead, haunting international politics like a spec-
tre?””? Der Derian addresses human social construction of reality and whether
the hyper-information, networked, and technologically saturated world of to-
day is drifting toward a new era of struggling between the virtual and the real,
the original and the copy, as well as the copy and the constructed illusion that
has no original source at all.** To reapply Der Derian’s construct toward this Al
future transformation of war, will the removal of humans both from operations
as well as decisions in warfare create the final exercise in virtuous war, perhaps
the last gasp of humanity into what war has been previously?

The total removal of humans from battlefields presents many emergent di-
lemmas ranging from accountability, ethical as well as legal responsibilities, and
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how intelligent machines can and will interact with human civilians on such
future battlefields. Sidestepping the transhuman question for now, a purely ar-
tificial battlefield extending upward into all strategic and command authority
decisions would move humans not just off or behind the loop, but under it.
Would future wars even appear recognizable or be rationalized in original con-
cepts? Might superintelligent machines be capable not just of winning future
wars as defined by human programmers, but imagining and bringing into re-
ality different forms and functions of warfare that are entirely unprecedented,
unrealized, and unimagined?

The Calm Before the Storm: How It May Unfold

War has for thousands of years been a human design where as a species, Homo
sapiens waged organized violence upon others of the same species in a manner
unlike any other form of violence in nature. War is a human enterprise, until
now. Advanced Al as well as the infusion of technology into how future humans
exist will disrupt this history of violence. Genetically modified transhuman en-
tities could gain unprecedented abilities in cognition, speed, strength, and re-
sistance so that future battlefields would be far too dangerous for unmodified,
original Homo sapiens. These super soldiers might have cyborg abilities or work
in tandem with swarms of autonomous and semiautonomous war machines.
However, in all of the enhanced human hypothetical paths beyond what exists
today with gene modification, human-machine teaming with new tools like
movement suits, armor, or surgical alteration with robotic implants, there is still
a living human at risk on the future battlefield. Could there be a future where
intelligent machines are so superior and lethal that no human being, regardless
of enhancement, dare step foot upon that deadly landscape?®!

The kinetic qualities of future war are more readily grasped, with science
fiction already oversaturated with depictions of terminator robots and swarm
armies of smart machines hunting down any inferior human opponent. Where
advanced Al and transhuman developments are less clear is in the nonkinetic,
informational, and social areas of warfare. In past wars, including the recent
fall of Kabul in 2021 by advancing Taliban forces, information campaigns have
been critical to gaining advantages over more powerful opponents. The Taliban
invested for years in socially oriented, low-tech, grassroots influence campaign
where they contacted Afghan security force personnel over phone calls, text
messages, through social media, and by local, in-person means to gradually
win over their ability to actively resist. The Taliban waged a sophisticated infor-
mation campaign that would in the summer of 2021 collapse Afghan security
resistance faster than ever anticipated by the high-tech, sophisticated Western
security advisors planning the American withdraw. This momentous effort was
done by Taliban operators in slow, largely person-to-person efforts through so-
cial engagements. Similar endeavors are increasing worldwide such as Chinese
disinformation efforts targeting the Taiwanese population and a documented
history of Russian disinformation activities against threats and rivals. Yet, most
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Figure 4. Synthesis of witting, willing human actions
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bot activity is easy to identify and generates marginal impacts. Narrow Al re-
mains brittle for now but changes are coming.*?

Consider a transhuman or general Al entity that could find, engage, and
convincingly correspond not with one person at a time, but millions? How fast
could a human population be targeted, saturated with messaging, and engaged
in a convincing manner that would be indistinguishable from human conver-
sation despite the status of an Al entity (or one transhuman engaging with far
more targets) being deceptive or manipulative for security aims? In the rapidly
developing areas of genetics, nanotechnology, and viral and microbe technol-
ogy applied to warfare, how might Al systems incorporate these into human
programmed strategic and operational objectives? For human societies and civ-
ilization in general, might future wars with Al able to think and act at or above
human performance levels produce both the most fantastic of advantages and,
if one is the target of such power, the most devastating of threats?

In figure 4, a systemic treatment is presented using a quadrant that posi-
tions on the vertical axis those that are witting or unwitting with a horizon-
tal axis spanning the willing and unwilling. Witting humans understand the
dynamic relationship between themselves and artificial intelligent entities (or
transhuman ones) that together produce a decision-action loop. Those that are
unwitting humans are unable to comprehend nor fully collaborate within the
decision-action loop. Unwitting human participants simply are unable to con-
ceptualize what is actually happening, whether due to speed, intelligence, mul-
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tiplicity, or other reason that the Al entity is deciding and acting beyond human
limits. The horizontal axis offers the tension between humans willing to partici-
pate and maintain such relationships with Al entities (or transhuman ones) and
those that will resist and oppose any movement toward such a dynamic.

Figure 4 provides a lateral drift illustrated in the horizontal arrow (spanning
witting/unwilling and witting/willing) where willing human enterprise with Al
entities “in the loop” coincides with productive warfare and security outcomes.
If human-machine teaming produces better military results, more of the human
participants should accelerate a willingness to continue and strengthen such
efforts (toward the witting/willing side). Conversely, adversaries that also use
human-machine teaming in conflict successfully will force opposing humans
into the unwilling direction. Adversarial Al effects such as fooling rival human-
machine teams will provoke further resistance (toward the witting/unwilling
side). Outside the traditional battlefield dynamic of “us versus them,” humans
that perceive human-machine decision-action loops as a growing hazard or dan-
ger will assume some of the neo-Luddite positions and resist further investment
in such technology. Impacts from war or conflict using Al systems may become
beacons for technological activism to halt, prevent, or reverse such activities.

The downward pointing vertical arrow in figure 4 illustrates a progressive
shift downward from the “witting-willing” quadrant to one of “willing-unwit-
ting” where humans sit atop an increasingly sophisticated decision-action loop
that has increasingly powerful AL. Over time, the human on the loop will even-
tually morph out of the witting into the unwitting, where that human is be-
hind the loop of an ever-increasingly advanced Al system running all decisions
with humans increasingly marginalized or excluded from the dynamic. This
downward trend could bring with it an increased distrust, skepticism, or even
conspiracy-theory fueled paranoia about advanced Al and their shifting in-
terests in what is still human created, human directed warfare. The bottom
horizontal arrow occupying the bottom two quadrants reflects the rise of su-
perintelligent (in a general sense) entities that may be a transhuman extension
beyond a singularity, or the rise of a pure Al singleton entity. In both instances,
human civilization (unmodified, normal humans) would be subservient and
in a protected (willing/unwitting) or perhaps oppressed status (unwilling/
unwitting).® The bottom arrow spans both the willing and unwilling quadrants
as unmodified human populations could embrace or go to some existential war
against such superior entities.*

One final takeaway that figure 4 provides is how the twenty-first century
could be plotted upon the systemic framing shown. The top arrow portion
could be applied to 2030 through perhaps the 2050-70 period, depending on
the speed of Al enhancement and development toward general intelligence.®
The downward facing arrow might span the 2040—80 period to conservatively
align with Bostrom’s survey results for a 50—90 percent chance of human-level
machine intelligence attainment, while the bottom arrow could be theoreti-
cally positioned in the 2075-2100 period, again based on Bostrom’s survey
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results. Figure 4 is largely hypothetical, but given the available research, trends
for Al and processing developments, and the strategic forward thinking of ex-
perts looking to the future of Al, such a figure 4 may only have uncertainty of
not if but when these trends do manifest in warfare. We could be a half-century
off from the worst existential scenario of a singleton Al that decides to move
against human creators, or we could be several centuries away instead. Either
one remains existential and deserving of deep consideration by militaries today.

Modern warfare should remain approximate to contemporary understand-
ing of organized violence and waged mostly by humans for the coming decades,
although a gradual blending of humans and increasingly intelligent machines
will become pronounced as the decades progress. While impossible to speculate
when, the rise of a singularity or a singleton would spell the end of what has
been more than 40 centuries of a human-defined, controlled, and developed
war paradigm. What would happen next is unfortunately outside of our imag-
ination. The most likely outcome should be that whatever humans currently
believe is appropriate and rational for warfare will be insufficient, irrelevant, or
inappropriate for what comes next.

Conclusions: The End Is Nigh...

or Probably Not. .. but Possibly Worse

This article was developed as a thought piece oriented not on the near-term and
immediate security concerns where new technology might make incremental
impacts and opportunities. Rather, this long-term gaze addresses the emergent
paths that exist beyond the direct focus areas of most policy makers, strate-
gists, and military decision makers charged with defending national interests
today. Humanity has over many centuries experienced a slow rate of change,
accelerating exponentially in bursts where game-changing developments (fire,
agriculture, writing, money-based economics, the computer) have ushered in
profound change. Yet, within much of that change, warfare has been a deadly
contest between human populations equipped with varying degrees of technol-
ogy and resources. The weapons were the means to human-determined ends in
conflict. New technology represented new means and increased opportunities
for creative ways to inflict destruction on one’s opponent.

The next shift with advanced artificial intelligence is already underway
and will continue to unfold on the next few decades of battlefields with faster
decision-action loops involving more sophisticated technology able to operate,
organize, and influence at scales, speeds, and across multiple domains unlike in
previous conflicts. This trend will gradually shift humans to atop the loop, and
then in more contexts as risks are considered, behind the loop. Only the most
dangerous, catastrophic decisions might remain exclusive to human decisions,
until perhaps an adversary signals they have given it to a superior Al Lastly, the
loop may become a new end to itself, detached entirely from human creators.
Arguably, cunning humans aware of this possibility could program devious
means to prevent such a problem. Or enhanced humans with faster, stronger
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conceptual abilities could continue to hold the reigns of the artificial intelli-
gence decision cycle. This is possible, but Bostrom devotes an entire chapter to
his book on what is “the control problem,” and while he offers several ways to
consider the programing, motivations, controls, kill switches, boxing methods,
and more, he also acknowledges that “human beings are not secure systems, es-
pecially not when pitched against a superintelligence schemer and persuader.”®

If the rise of advanced Al systems as well as new technological gains for hu-
man enhancement spell grave risks for humanity, might some lessons be found
in organized resistance to nuclear arms and nuclear weaponized nations? In
1953, U.S. president Dwight D. Eisenhower created the Atoms for Peace pro-
gram that attempted to demilitarize the American international image as the
first nation to use atomic weapons in war as well as the leading nuclear weap-
onized nation actively conducting live nuclear tests at the time.*” This program
gained the support of many scientists, and while met with initial skepticism by
Soviet leadership, the USSR would soften this stance and begin to negotiate
and participate on the peaceful use of nuclear energy. In the 1960s and onward,
multiple peace-oriented and antinuclear weapons groups, movements, and pro-
grams gained influence across the world. This in turn inspired many nations
that could invest in nuclear weapons to defer and seck alternatives.

While nuclear weapons development is not a perfect match to how ad-
vanced Al development (including autonomous weaponization initiatives)
may progress, such a resistance and activist movement could perhaps deter or
contain the general Al development that could lead to a singleton entity or
postpone a dangerous singleton arms race toward accomplishing the first one
over adversaries.*® Unlike nuclear weapons that are a means toward particular
ends in foreign policy and defense, the singleton as well as any singularity that
produces transhuman entities with superintelligent abilities may quickly be-
come their own ends in themselves. In such stark possibilities, a neo-Luddism
movement, assuming one or more exist during the development of such Al and
human enhancement, likely will be entrenched to form some resistance. Even
if resistance occurred, the disadvantages of that group would be exacerbated by
an assumed takeover of national security apparatuses by a superintelligent trans-
human entity or Al singleton at the request or unwitting agreement of those
designing the technology.

Unlike the English Luddites of the nineteenth century that they are named
for, neo-Luddites are a decentralized, leaderless movement of nonaffiliated
groups and individuals that propose the rejection of select technology, particu-
larly those that pose tremendous environmental threat and any significant de-
parture from a simplistic, natural state of existence. Neo-Luddites take a similar
philosophical stance as antiwar and antinuclear groups, where the elimination
of harmful technology offers salvation for humanity as one species within the
broader ecosystem of planet Earth. Mathematician and conflict theorist Anatol
Rapoport termed such movements “global cataclysmic” where all war is harm-
ful and the prevention of any war is a necessary goal for all of civilization to
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pursue.®” While Rapoport crafted his concept to frame mid-late Soviet conflict
philosophy through this self-preservation of Marxist society, “global cataclys-
mic” could be applied also to international entities such as the United Nations
concerning conflict, and for environmental efforts as a way to explain the rad-
ical positions of the ecoterror group Earth Liberation Front in the 1990s in
the American Pacific Northwest. Unlike a Westphalian or Clausewitzian war
philosophy that permits state-on-state and other state-directed acts of policy
and war, the global cataclysmic philosophy rejects all wars as dangerous to soci-
ety. Neo-Luddites would swap “war” with “dangerous technology” and foresee
human extinction or a planet-wide disaster as a direct, foreseeable outcome of
human tinkering with technology that could destroy the world as we know
it. The term Luddite is also misapplied when some of the most prominent Al
developers such as Elon Musk, Bill Gates, Alan Turing, and others are lumped
into this group because they call public attention to the concerns of Al and are
raising them for entirely different purposes than what neo-Luddites seek.”

Neo-Luddism as well as potentially more radical and violent groups could
posit a global cataclysmic philosophy against advanced technology that would
unavoidably include Al systems. The real possibility of a technological shift
into a singularity or the arrival of a singleton entity capable of gaining total
control of all defense systems presents existential concerns that correlate to the
deepest aims of these movements. Existentially, the potential subjugation of
regular human society under rule (protection or enslavement) of a transhuman
or singleton Al may trigger radical actions by some of these groups, particularly
if technological developments accelerate in publicly understood narratives. This
presents additional security considerations for all nations that have advanced
artificial intelligence research as well as efforts to integrate such developments
into military forces and across civilian society. Those that advocate for trans-
humanism and a singularity will be in fierce opposition with those proposing
neo-Luddite perspectives with the middle ground increasingly scarce in such
debates. Existential debate rarely fosters calm and collected discussions.

The widespread acts of economic sabotage, arson, and guerrilla warfare that
defined the Earth Liberation Front’s most active period in the late 1990s and
early 2000s caused the Federal Bureau of Investigation to declare the group the
top domestic terror threat in February 2001.°' The group is decentralized with
no formal leadership or hierarchical structure, making it part of a pattern of rhi-
zomic (no central form; cannot be isolated or reduced to impact the larger sys-
tem) organizations that mitigate or even defeat the most powerful instruments
of national power for traditional Westphalia-styled nation states. If there is to
be active resistance toward perceived threats of transhumanism, singularities,
and singletons through continued technological advancement in the coming
decades, it likely will manifest in one of the three aforementioned forms. Likely,
all three will develop simultaneously.

Nation-states will themselves pursue diplomatic and international norms,
policies, and treaties concerning efforts to contain the dangers of advanced Al,
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technological enhancement of Homo sapiens toward some transhuman singu-
larity that might be weaponized toward others, as well as specific concerns of
narrow and general Al in warfare. There may be state sponsored as well as grass-
roots and decentralized movements to curb these technological developments,
or there might be efforts to contain them using the scientific community,
commercial enterprise, or social activism. However, efforts to ban technolog-
ical development has a poor track record, and such attempts may only push
technology experimentation underground or into nations that have no such
objections, where it could be even more dangerous.”

Some groups that posit particular philosophical stances against technol-
ogy will gain influence, especially if environmental and antiwar groups are
successful in highlighting existential threats in these potential technological
developments. Lastly, splinter groups and violent extremist movements have
increasingly grown in numbers, impact, and frequency with the rise of the
globally connected, social media infused information age of modern society.
That these groups might strike to attempt to halt (or in some cases, possibly
accelerate) the arrival of transhumanism, the singularity or a singleton is a
growing security concern for all. Hugo de Garis is one of the futurists that
envisions a brutal such development, where “the rise of Al will lead to war.
... He does not mind that a pitched war may lead to the destruction of the hu-
man race because he believes that ‘godlike’ machines will survive afterward.””
These extreme positions for and against technological progress and Al present
significant existential narratives that might instigate violent acts from either
side of the divide.

Humanity today is at the edge of what could be transformative, liberating,
destructive, or eternally enslaving. Homo sapiens became the deadly marvel of
all organic life on this planet through how they could manipulate reality and
interplay between the conceptual in their minds with the real world at their
fingertips. Harari expands on how different humans are as a species from the
rest of the world in their ability to conceptualize, form language, and commu-
nicate with abstractions in their minds so that reality can be manipulated in
unprecedented ways:

It’s relatively easy to agree that only Homo sapiens can speak about

things that don't really exist, and believe six impossible things before

breakfast. You could never convince a monkey to give you a banana by
promising him limitless bananas after death in monkey heaven. But
why is it important? After all, fiction can be dangerously misleading or
distracting. . . . However, fiction has enabled us not merely to imagine
things, but to do so collectively. We can weave common myths such as

the biblical creation story, the Dreamtime myths of Aboriginal Austra-

lians, and the nationalist myths of modern states. Such myths give Sa-

piens the unprecedented ability to cooperate flexibly in large numbers.

Ants and bees can also work together in huge numbers, but they do

so in a very rigid manner and only with close relatives. . . . That’s why
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Sapiens rule the world, whereas ants eat our leftovers and chimps are
locked up in zoos and research laboratories.”

Yet, now those minds and those fingers might produce outcomes that out-
pace the ability to manage, control, and shape the future for not just those new
things, but for everything. We are ill-equipped to think in exponential terms,
preferring a linear-causal explanation of where tomorrow is going based on our
collected analysis of yesterdays.” If Al development moves exponentially in the
coming decades, we may be like the cavemen unable to see beyond the first
tools of organized violence and that the spears and axes of the first battles would
morph into submarines, tanks, and stealth bombers. This is a built-in problem
for organic humans and natural evolutionary processes, but likely not an issue
for Al entities we may create.

Humans may create the perfect future world where every possible need is
met and virtually all risks and harms are reduced or eliminated for everyone.
They might eliminate hunger, war, and misery, or they could unleash devasta-
tion unlike anything seen before. The question remains, however, about wheth-
er humans that create advanced entities (transhuman or singleton) will be a
willing and witting participant in these new realities. There are moral, ethical,
and religious debates on whether a transhuman technological manifestation
will enable a superior human or instead degrade the human original, spawning
false copies that lack the original uniqueness and humanity of the natural-born
variant.”® The same can be argued for a superintelligent Al that reaches a single-
ton status and dominates a civilization of lesser ability human creators. Will it
share any of the original humanness that is essential for protecting and nurtur-
ing society beyond the current fragile state of affairs? Or will such developments
plunge civilization into extinction, devastating wars, or some sort of organic
servitude to new masters? Theoretical physicist and Al researcher Max Tegmark
suggests this possibility:

Perhaps artificial superintelligence will enable life to spread throughout

the cosmos and flourish for billions or trillions of years, and perhaps

this will be because of decisions we make here, on our planet, in our

lifetime. . . . Or humanity may soon go extinct, through some self-
inflicted calamity caused by the power of our technology growing fast-

er than the wisdom with which we manage it.””

There may be the promise of either of these two vastly different futures,
as well as potential wars and devastation waged before either might be accom-
plished, waged either to prevent or encourage the arrival of one possible future
or the other. More perplexing than all of this, the clever Homo sapiens may
never really understand or grasp what might emerge, as the potential of superin-
telligence paired with future security challenges could be outside human limits
of comprehension. In such a future battlefield, the only sounds heard might just
be the fading chorus of whale songs slowly wheezing away into ignored noth-
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ingness. Giampiero Giacomello’s similar warning reinforces this paramount

crossroad we are approaching: “All in all, maintaining human in the loop, let

alone in the loop, may turn into a strategic (and deadly) disadvantage, or be

strategically illogical. In the end, the loop is indeed too small for the both of

them.””® This deadly dance of nature and the artificial may end in myriad tragic

ways, including several where even the human winner ends up losing what

makes them decidedly human.
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use is growing fast. As a result, autonomous weapon systems have been able
to erode humans’ decision-making power. Once such weapons have been de-
ployed, humans will not be able to change or abort their targets. Although
autonomous weapons have a significant decision-making power, currently they
are not able to make ethical choices. This article focuses on the ethical impli-
cations of Al integration in the military decision-making process and how the
characteristics of Al systems with machine learning (ML) capabilities might
interact with human decision-making protocols. The authors suggest that in
the future, such machines might be able to make ethical decisions that resem-
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based on strict technical, ethical, and cultural parameters would be critical to
identify which weapon is suitable and the most ethical for a given mission.
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cyberattacks). Although the human role remains extremely important in the
deployment of such weapons, the increasing use of Al has made weapons able
to erode humans’ decision-making power. Humans have full control of semiau-
tonomous weapon systems. They have partial control, but ultimately retain the
ability to override supervised autonomous systems and finally have no control
on unsupervised autonomous systems. In the last case, once these systems have
been deployed, humans will not be able to change or abort their targets.

Probably the most controversial weapons are the unsupervised autonomous
weapons as humans have no ability to control them once they have been de-
ployed. Although the number of such weapons available today is limited, very
likely autonomous weapons will continue to be developed and their applicabil-
ity will expand.'

The debate among scholars and practitioners about the use of these weapon
systems focuses mainly on their potential targets; however, in this article the au-
thors suggest that we should look at the use of these weapon systems as part of a
mission. Semi- and supervised autonomous weapon systems will be deployed by
military operators in support of a mission while autonomous weapons will be
given a mission to accomplish. The central issue we deal with is that, although
autonomous weapons might be empowered with accomplishing a mission and
therefore will have a significant decision-making power, very likely they will not
be able to make ethical choices. Indeed, what is still missing in the autonomous
weapons systems is the ability to explore and consider alternative courses of ac-
tion if the assigned mission might have unforeseen, unethical consequences. For
example, after a loitering munition has been given a mission to destroy a radar
station, at the critical moment of attack, a civilian vehicle with a family might
be passing by the target. The autonomous weapon system will continue on its
mission and might ignore any possible unethical collateral damage.

As a result, the deployment of Al in the battlefield has generated an im-
portant debate about the responsibility gap problem. In relation to the use of
lethal autonomous weapon systems (LAWS), Ann-Katrien Oimann provides a
detailed exploration of the current debate about the responsibility gap prob-
lem. She identifies two main positions supported by those who believe that the
responsibly gap problem can be filled through the adoption of three different
approaches (technical solution, practical arrangement, and holding the system
responsible), and those who believe that the problem is unsolvable.? In the au-
thors’ view there is an approach that, to a certain extent, has the potential to
bridge these apparently irreconcilable positions. In fact, a detailed and precise
classification of Al systems, based on strict parameters, would be critical to
identify which weapon is suitable for a given mission. These parameters might
be of a technical, ethical, and cultural nature. For example, suppose that a spe-
cific Al system that possesses the right features to perform a given mission is
available. In that case, the chain of command that deliberately uses a different
Al system should be held responsible for the potentially unethical outcome.
However, if the correct Al system is used, but it makes a decision that results in

Future Warfare and Responsibility Management



an unexpected and unethical outcome, the event should be considered as if the
decision had been made by a human in good faith. This last case makes evident
why the cultural factor, intended as the human willingness to accept Al’s poten-
tially harmful decision, will play a decisive role in Al integration in the human
decision-making process.

The fact that today’s autonomous weapons cannot make ethical choices
does not necessarily mean that they will never be able to decide ethically. The
authors suggest that in the future such machines might be able to make ethical
decisions that resemble those made by humans.

Therefore, it is essential to explore and determine as much as possible which
machine decisions, and in particular ethical decisions, could be acceptable for
humans. Failing to do so might have two implications. On the one hand, those
who are overconfident in Al systems might be inclined to accept all automat-
ed decisions, believing that computers are much sharper than human beings.
On the other hand, those who are skeptical about computer decisions, as they
believe that computers do not ever meet sufficient ethical standards, might not
accept any Al-generated decision. It is possible that they would give up the
potential benefits that this technology might offer to military decision making
in terms of speed and accuracy. The challenge is to develop an approach to
Al-driven decision making that identifies a middle ground between the over-
confident and skeptical camps.

The parameters used to identify such an intermediate point will consid-
er first the available technology, second the ethical framework, and finally the
human predisposition in accepting Al’s decisions. This article focuses on the
possible ethical implications of Al integration in the military decision-making
process. It will explore how the particular characteristics of Al systems with ma-
chine learning (ML) capabilities might interact with human decision-making
protocols.

The Technological Factor and the Al Galaxy

Autonomous technologies will continue to increase the role of Al, but even
more so, they will rely on ML to be able to develop the ability to mimic human
thinking and behavior. Currently, as much as Al tries to simulate human intelli-
gence, it still lacks the human curiosity or initiative to learn how to do what it is
not programmed for.? Inside the Al field, it is important to note the role played
by artificial narrow intelligence (ANI) systems that can perform tasks limited to
a specific area (Google Maps can plot a route but cannot forecast weather); and
artificial general intelligence (AGI) systems that resemble more closely human
intelligence as it has “the ability to see the whole” in making decisions.* While
there are many examples of highly efficient ANI systems already available, cur-
rently it has proved to be impossible to develop a reliable AGI system to be
used in support of decision-making processes.” Therefore, this article will refer
mainly to ANI, identifying them as Al systems. Regarding machine learning,
James E. Baker defines it as “the capacity of a computer using algorithms, calcu-
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lation, and data to learn to better perform programmed tasks and thus optimize
functions.”®

Although capable of giving better, faster outputs while optimizing resourc-
es, machines that are programmed to play chess will never take the initiative
to learn how to play a different game, for example checkers, because they are
limited to perform those actions they are programmed for. The authors do not
exclude the fact that Al systems might behave in unpredicted ways. This article
is based on the concern that it might happen. That means if an Al system is
programmed to perform a certain action (play a specific game) that system will
improve its skill in playing that game, but it will not take the initiative to learn
another game.

These machines are fundamentally reactive, yet they are becoming more
proactive within the limits of their specific use. In the last two decades, inte-
gration of ML in some applications improved Al’'s proactive attitude. Brian
David Johnson rightly noted that we should expect that “all technologies will
use Al and ML. The use of the term could become meaningless because Al and
ML will be subsumed by software in general.”” Consider, for example, Google
Nest Thermostat; this home improvement gadget observes users’ behavior and
pattern of life (e.g., what corrections has the user made in previous days? What
time does the user leave home or come back?) to set temperature values in dif-
ferent moments of the day or week. Yet, this improvement in proactive attitude
is still far from mirroring the curiosity of the human brain to explore and learn
something new without having been directed to do so.

The integration of Al and ML will allow for the creation of machines that
can mimic human brain behavior. Stuart J. Russel and Peter Norvig propose a
taxonomy that categorizes Al based on the ability of these systems to “think ra-
tionally; act rationally; think like humans; and act like humans.”® Machines will
be able to think and act rationally, adopting criteria of a clear definition of what
is rationally right and wrong.” What is right and wrong follows a static course
of action, therefore it is not going to change. The general expectation from these
machines is that, given a specific set of inputs, outputs will remain the same
over time. The limit of these systems emerges when they have to make decisions
in situations in which there is no right or wrong model for answers. Machines
that think and act like humans do not refer to rationality but try to behave like
humans. This difference implies the possibility to learn from experience among
all the other things. ML enables machines to learn from experience.'” However,
if the reference model is based on true or false answers, they are not sufficient
to replicate human behavior.

The complexity of human decision making requires an approach that
should go beyond the binary logic of yes or no typical of a computer algorithm.
Bahman Zohuri and Moghaddam Masoud analyze in details the concept of
fuzzy logic: “an approach to computing based on ‘degrees of truth’ rather than
the usual ‘true or false’ (1 or 0) Boolean logic on which the modern computer
is based.”"" Fuzzy logic is fundamental for the building of effective Al systems
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as it processes decisions, categorizing them not only as entirely right or wrong
but also on a continuum between these categories. Arguably, the combination
of ML and fuzzy logic allows the creation of autonomous systems that can ef-
fectively mimic human reasoning and decision making in its peculiar ability to
learn from experience and express judgment like, for example, almost right or
not completely wrong.

The Ethical Factors: Ethical Aspects

of the Integration of Al in Decision Making

Al systems act in the ethics realm, yet their qualification as ethical agents re-
quires some consideration. James H. Moor provides an analysis of the nature
of different machine ethics through the different typologies of ethical agency.
He differentiates among machines that have implicit agency, machines whose
inherent design prevents unethical behavior (i.e., “pharmacy software that
checks for and reports on drug interactions”); explicit agency, machines able
to “represent ethics explicitly and then operate effectively on the basis of this
knowledge”; and full ethical agency, machines that possess “consciousness, in-
tentionality, and free will.”'* At the moment, there are no machines that possess
these three characteristics; however, according to Moor, Al systems are ethical
enough to act as ethical agents, with all the necessary limitations for their specif-
ic functions.” Humans can assess a machine’s ethics and employ it in its specific
and limited sector when built for a particular purpose, like a tracking and triage
system designed for disaster relief operations.'* Humans could trust completely
the ethics of Al systems employed for unconstrained general purposes if they
would achieve the status of full moral agency. Yet, “narrow” Al (ANI) is the only
system currently available.

The use of Al systems to support self-driving vehicles has generated a valu-
able debate about how to integrate ethics in Al systems to develop their ability
to make ethical decisions. Vincent Conitzer et al. found that, in this field, a ra-
tionalist ethical approach alone would probably lead to decisions that maximize
utility but might not be entirely ethical.” They suggested that initial rationalis-
tic approaches should integrate later on a machine learning approach based on
“human-labeled instances.”'® As a result, after a system has learned how to de-
cide following a strictly rationalistic approach, humans should continue to feed
such systems with information about what constitute a right ethical decision in
a variety of different situations.

Noah Goodall, in “Ethical Decision Making During Automated Vehicles
Crashes,” takes a similar approach, but with a more defined practical sequence
of actions to better integrate ethics in Al systems for self-driving vehicles.
Goodall identifies three phases in the development of ethical Al systems. In
the first phase, vehicles use a rationalistic moral system (e.g., consequentialism)
taking action to minimize the impact of a crash based on general outcomes
(e.g., injuries are preferable to fatalities).!” In the second phase, while building
on the rules established in the first phase, vehicles will learn how to make ethical
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decisions observing human choices across a range of real-world and simulated
crash scenarios.'® The third and final phase requires an automated vehicle to
explain its decisions using “natural language” so that humans may understand
and correct its highly complex and potentially incomprehensible-to-humans
logic." This ability will help humans understand why vehicles make certain and
maybe unexpected choices, and developers will be able to understand and, more
importantly, correct wrong behaviors and decisions.?

Conitzer et al. and Goodall concur on a phased Al training that begins
with the implementation of a consequentialist approach and continues with the
integration of human-based experience and expertise.”’ The fast development
of technological improvements leads us to believe that probably soon we will be
able to build an effective ethical framework in Al systems. Developers can build
ethics into Al systems adopting either a top-down or a bottom-up approach.
With the former, developers will code into Al systems all the desired ethical
principles (i.e., “Asimov’s Three Laws of Robotics, the Ten Commandments or
... Kant’s categorical imperative”).”> With the bottom-up approach, machines
will learn from human behavior in multiple situations without a specific base of
moral or ethical knowledge.”

With the top-down approach, it is not necessary to program all the possible
decisions that machines might take in different situations as they will decide in
line with their embedded principles.* This approach highlights the importance
of fuzzy logic implementation as it allows Al systems to go beyond the simple
dichotomy of right and wrong.” The possibility to make decisions that are
sufficiently right or not completely wrong widens the range of possible choices
in which humans can identify those acceptable to them. However, the moral
strength of humans” decisions is based on a lifelong ethical development that
typically begins from childhood, while top-down Al’s ethics are passive to ex-
ternal changes. According to Amitai Etzioni and Oren Etzioni, a top-down
approach is “highly implausible.”

With the bottom-up approach, machines learn from human behavior in
multiple situations without a specific base of moral or ethical knowledge.” Ma-
chines observe how humans behave and react to situations. From these obser-
vations, machines create their set of rules to make decisions independently.
The main concern with this approach is that humans are not flawless and make
mistakes that Al systems may not recognize and consequently absorb as a model
of behavior.”® It is apparent that both top-down and bottom-up approaches
present flaws that can hamper the ethical competence of machines and are hard
to mitigate.

Assuming that technology can support the development of a full moral
agent Al, such a machine would be the most evolved Al system. The applica-
tion of a top-down approach would mitigate the ability to learn mainly from
experiences, because machines rely mostly on human-labeled data or instruc-
tions inputted by a limited number of individuals instead of having access to
the entire human experience on a specific action/behavior. The bottom-up ap-
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proach would expose the machine to the human’s natural flaws and misbehav-
ior and will allow for the development of a machine that, like humans, might
make mistakes. Arguably, this last scenario might lead humans to over rely on
a system that, although similarly inaccurate as humans, could be more effective
because of its speed and user friendliness.

An additional issue to consider is about perception of responsibility in re-
lation to decisions made by Al systems. Due to their high level of autonomy to
identify and engage military targets while pursuing their mission, the employ-
ment of autonomous weapon systems raises concerns about responsibility and
accountability in cases of wrong decisions and actions.”” Mark Ryan raises the
issue of responsibility of Al decisions, pointing out that if, on the one hand,
it is unfair to assign the responsibility of wrong Al systems” decisions to their
designers because these systems can learn; on the other hand, Al cannot be re-
sponsible for its decisions because it is not a moral agent.”’

Ross W. Bellaby takes into consideration those aspects related to the re-
sponsibility of military Al systems’ failures analyzing different cases involving
autonomous weapons or remote-controlled weapons systems. He argues that
responsibility goes together with the possibility of making decisions.” The ra-
tionale is that if an ethical failure happens using a remote-controlled weapon,
the human pilot or the human chain of command will be responsible for that
failure. However, if an autonomous weapon system makes an ethical error, it
would be its A's responsibility, but Al is not an entity subject to legal action,
so the responsibility should go to its developers or to those who decide to em-
ploy that system for that mission. While developers might argue that they have
written the code a long time before and without the information available at
the moment of the failure, the human chain of command might also maintain
that they cannot influence decisions and issue orders to avoid the failure.?* The
identification, made on the most objective of bases, of which is the best Al for
each specific situation would be a helpful tool to establish, at least if there is
some responsibility for having resorted to the wrong Al system.

Eventually, the complete reliance on Al systems can create a gap in the re-
sponsibility and accountability chain that ultimately can “create distance from
and mitigate the responsibility of the military operators or commanders using
the system.” The risk is that humans, feeling themselves free from any respon-
sibility, might fail to consider the ethical implication of decisions made by Al
systems. However, in all those cases in which there is not a clear, unpredictable
technological failure, the responsibility for mistakes made by a full autonomous
weapon system while pursing the assigned mission should rest with its chain of
command.

Future Battlefield Environments: Capitalizing
Advantages of Al in the Decision-making Process

In the near future, combatants will confront enemies capable of conducting
multidomain operations (MDOs) that will take place simultaneously in the
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air, land, maritime, space, and cyberspace. In MDOs, humans might find it
difficult to make fast and, more importantly, timely decisions. It is in such
environments that automated systems will be extremely beneficial to support
the Al's human-out-of-the-loop decision-making process.* This support will
be crucial to save time and gain an advantage on the enemy. Anupam Tiwari
and Adarsh Tiwari noted that “often the timelines are dominated by the time
it takes to move equipment or people or even just the time that munitions are
moving to targets. It is important not to overstate the value of accelerating the
decision process in these cases.””> However, this approach does not consider
the enduring nature of decision-making processes; once the headquarters is-
sues its order and troops move on the battlefield, the observe-orient-decide-act
(OODA loop) cycle keeps on running to maintain the order consistent with
changes in the common operational picture. For this reason, Al systems might
be far more relevant than it may appear.

Moreover, in relation to the OODA loop, there are similarities in the way
machines and humans make decisions. For example, Amitai and Oren Etzioni
state that autonomous vehicles “are programmed to collect information, process
it, draw conclusions, and change the ways they conduct themselves accordingly,
without human intervention or guidance.”® These vehicles are programmed to
approach the decision-making process in the same way militaries do through
the OODA loop.

Al systems improve data collection and accelerate the elaboration and up-
date of situational awareness. Operations are information-driven, and success
often is on the side of those who possess better situational awareness of the
battlefield. More information allows planners to predict enemies’ moves and,
possibly, preempt them.?” It is reasonable to think that today’s significant Al
limitations, for example its highly restricted “ability to recognize images (ob-
serve) outside of certain conditions” are transitory.”® In the future, Al will be
able to improve intelligence collection consistently, increasing the sharpness
of situational awareness by different applications like, for example, improved
image, facial, voice recognition, aggregation of data, and translation.”” An in-
dication of this future scenario is the U.S. Army development of the capability
to deploy swarms of drones to “increase situational awareness with persistent
reconnaissance.”® More refined and vast amounts of information available in
less time will allow those who possess this technology to have a decisive advan-
tage over the opponent in terms of situational awareness at the beginning of the
OODA loop cycle.

Automated instruments of data processing with the support of Al can pro-
vide better intelligence and suggest options for military problems. Genetics, cul-
ture, and consolidated expertise heavily influence each decision maker’s mental
model to process information and produce intelligence.*' In simple words, the
observation phase in a multidomain environment can quickly run out of hu-
mans analysis capabilities, reducing the speed at which military planners can
make decisions and act.*> To mitigate the shortage of analysis capabilities, Al
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and ML systems help implement an out-of-the-loop system in which a human’s
contribution is limited strictly to the necessary, which might be the activation
of the system or definition of parameters used to identify an actor on the bat-
tlefield as foe.”® According to Daniel J. Owen, Al will play a prominent role in
the transformation of “human decision-makers” abilities to orient by integrat-
ing and synthesizing massive, disparate information sources.”* Nonetheless, no
matter whether a top-down or a bottom-up approach is adopted, it is humans
who train AI/ML systems.

If the “orientation” phase ends with defining a number of courses of ac-
tion (COAs), the next phase is when these COAs are compared and weighted
to make the decision. Assuming, as a hypothesis, the complete reliability of
Al systems, they could decide what option humans should implement. Time
has proven to be a critical resource for success, and in the near future it looks
as if every fraction of a second could be decisive. Humans are not likely to be
self-sufficient in managing situations at the same pace AI/ML can do.” Im-
proved autonomous systems trained to implement fuzzy logic can provide ac-
curate and fast decisions.*

During the “action” phase, Al can improve force protection. Indeed, Al/
ML systems have the capability to run robotics and autonomous systems (RAS).
Many different typologies of RAS are being tested to decrease the human in-
volvement in combat and improve the performance of armed forces. Being able
to count on advanced autonomy allows for RAS to be able to perform danger-
ous tasks for longer times and at greater distances while reducing the number
of humans at risk.”

Balancing the Technological,

Ethical, and Cultural Factors

In the future application of technological innovations, it is crucial to identify an
intermediate point between what appear to be two extreme approaches humans
have to Al. On the one side is the absolute skepticism and on the opposite
side an unconditional trust to the use of Al In the authors’ view, three fac-
tors should be considered to identify such an intermediate point: technological,
ethical, and cultural.® The position of this intermediate point, which might
actually be either located at times closer to one side than the other, depends on
the relevance of each of the three factors.

In figure 1, at the point of origin of the axes, the three factors are at their
respective minimums. The minimum value represents a condition in which
technology does not support data processing; ethics cannot be integrated into
decision making; and, from a cultural point of view, it is not possible to accept
that a machine can make decisions on behalf of human beings. The triangle rep-
resents the point at which the three factors reach the balance, creating the con-
dition for an Al system suitable for effective and ethical decision making. The
dotted-line arrow represents the distance from the origin to the balancing point.

Even though currently this balancing point has already moved away from
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Figure 1. Balance of factors

I V/

Position: Skepticism Position: Full confidence
Thesis: It is not possible HEHHHEEEEHEE Thesis: Al is fully reliable
to rely on Al for ethical for ethical decision
decision making making

X Technological From basic algorithm to fully developed Al/ML systems

y Ethical From supervised to unsupervised ethical framework

z Cultural From culturally unprepared to prepared

0 Origin of axis

——— > | Resultant Vector resulting from the combination of factors

Source: courtesy of the authors, adapted by MCUP.

the origin, Al is far from being a fully trustable support for decision making
that has an ethical dimension. It is possible to describe the current situation us-
ing again the example of the GPS navigator. The technology allows processing
of relevant data to identify the position in the world of an individual, relate it
to a different geographical point, and evaluate all the variables (time, space, and
laws) to provide such individual with the best path to reach the endpoint. The
moral implications of this choice are simple enough that it is possible to make
this decision ethically acceptable through a basic utilitarian model that maxi-
mizes the subject’s happiness while decreasing their suffering.

If the priority of the subject is the duration of travel, the Al will develop
a path that although it is a longer route perhaps requiring some tolls, it is still
the fastest compared to other options. In addition, applications like Google
Maps are implementing new features to calculate routes that preserve gasoline
consumption to help reduce CO, emissions. Finally, human beings are now
accustomed to using GPS and have embraced a culture that easily accepts such
a tool to support decision making. It is also possible to conclude that humans
trust GPS navigators because the three factors of technology, ethics, and cul-
ture blend together in a well-balanced, mutually supporting interaction. This
example shows that humans trust GPS because they are used to its Al (cultural
factor) that does the math right (technological factor) without incurring the
risk of being immoral (ethical factor).

However, if one or more of these factors is off-balance, it would not be safe
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for humans to rely on Al systems. For example, it is interesting to imagine what
might happen when one of the three factors compromise the overall balance.
ML technologies might improve decision making, allowing a qualitative leap
forward for humankind. Yet, due to the inherent design of its hardware and
software, such a technology might be affected by a lack of transparency that
could affect how humans control AI/ML systems.*

The potential lack of transparency should be offset; first by the possibility
of making machine’s decisions morally acceptable through an ethical framework
suitable for meeting the specific requirements for the task; second by an improved
habit of using this technology by humans. The first mitigation avoids moral-
ly unwanted second- and third-order effects, while the second reduces humans’
natural fear of the unknown. This latter aspect deserves some more explanations.

Human superiority in decision making still exists, but Al might still be
extremely helpful in situations in which this superiority is not enough. For
example, the ability to always see the big picture, combined with a solid eth-
ical background, makes humans sharper in broad spectrum decision making,.
Nonetheless, AT’s ability to process a more significant amount of data per sec-
ond could make Al decisive in narrow and particular situations. Humans will
have to acknowledge that, under certain conditions, it is possible that the best
of their decisions might be worse than the Al systems’ worst ones. Indeed,
when the enemy launches a missile attack, an accurate but late human decision
about a countermissile artillery reaction is more dangerous than a not wholly
right yet on time Al decision. This allows at least for mitigating damages due to
Al's speed of decision making. In the future, technological improvements will
allow the design of increasingly refined Al systems able to make the same types
of decisions as humans. However, humans will train these Al systems directly
(top-down) or indirectly (bottom-up) according to their knowledge or through
their experiences.” It is reasonable to believe that, at the end of the training, Al
systems will be able to replicate the dynamics of human reasoning very close-
ly; such a reasoning hopefully will include ethical thinking and will have the
same fallacies that ethical thinking has in human beings. Nonetheless, humans
should make reliance on Al a part of their culture, in particular when situations
require processing a disproportionate amount of data in a very limited amount
of time. Therefore, it is highly probable that Al systems will still make mistakes,
yet given certain conditions (e.g., time available and amount of data), they
could be more reliable than humans.

Machines’ fallibility might not be a problem, yet humans could hardly ac-
cept it. The problem is that, in some situations, especially those that involve
people’s safety, the same mistake might be more tolerable if made by humans
than by a machine. There are two reasons behind this distrust toward Al sys-
tems: first, it is accepted that humans can make mistakes while a machine
should be flawless; second, there would be nobody to blame when an Al system
gets it wrong. Indeed, it is possible to punish a human that has made a mistake,
but not a machine.”!
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While these two reasons make it difficult to accept a machine’s decision
about the safety of human beings, the perceived necessity of a decision-making
support tool is at the base of the cultural propensity of humans to accept that
an Al system might decide entirely or partially on their behalf.

Humans are committed to research and develop new technologies because
they believe that such technologies will improve the well-being of humanity
and people’s quality of life. This perception affects how much humans are will-
ing to rely on Al. The more difficult it is for human beings to guarantee high
standards of speed and effectiveness in a given task, the more they will feel the
need for technological support in order to increase their performance and, as a
result, they will be more willing to rely on machines. Therefore, humans would
safely rely on Al systems as long as they see the machine’s worst performance as
a better output compared to the human’s best performance on the same action.

Conclusion

Having seen the potential that Al has to improve humans’ efficiency in ethical
decision making, it is crucial for individuals to make every effort to define ob-
jective parameters to identify an Al system’s balancing point. Al systems should
be cataloged and associated with certain situational conditions (e.g., urgency,
or the amount of information to be processed) to allow users to identify which
ones bring the best benefit to their purpose.

In this way, military commanders could be better positioned to decide
which tools to use and under what circumstances. Commanders can drastically
reduce the time invested in decision-making processes and be aware of the in-
complete suitability of a given system and to implement the necessary arrange-
ments to mitigate the effects of possible errors. The importance of this process
lies in the fact that Al is already widespread and accessible to all competitors.
Therefore, not being able to optimize the use of Al systems would mean starting
with a considerable disadvantage that could compromise the ability to achieve
and maintain the initiative on the enemy, thus accepting fighting on the ene-
my’s terms. Very likely the employment of Al in the military decision-making
process is unavoidable, and for this reason military leaders and Al developers
might study how to build ethics into Al systems. There are different degrees of
possible moral machines, from the implementation of basic utilitarian frame-
works, up to ethically more complex and sophisticated systems. These different
kinds of machines will be able to perform at different complex stages of the
decision-making process.

Military leaders should be accountable for the decision they make. This
accountability must also endure when Al systems are used to support their
decision-making process. Having a catalog that identifies what device is suitable
and for what purpose in different situations is a fundamental condition to ap-
portion responsibility on the right individual. If commanders intentionally do
not use the appropriate device for a given mission, they are responsible for the
decision. Yet, if commanders choose the correct device but the device fails, and
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if the follow-on investigation on other actors’ responsibility (e.g., Al designers,
code developers) determines that none of the actors has a direct responsibility,
probably humans should accept that the outcome was unpredictable.

Future studies should investigate how to assign a value to the weight of the
three factors at the balance point. As far as technology is concerned, it could be
a simple but effective way to rely on the possession or not of specific technical
characteristics or certain components. Regarding ethics, it could be helpful to
define a scale of values to be associated with a particular ethical model that is
purely based on utilitarian logic or can also consider more profound implica-
tions or evaluate second- and third-order effects. Finally, the cultural factor
could represent the most challenging obstacle to overcome due to its subjective
and, in a certain sense, ephemeral nature. However, parameters such as the dif-
fusion among the population or how long a device has been in use can be the
starting points to establish values.
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Colonel John Boyd's Thoughts on Disruption
A Useful Effects Spiral from Uncertainty to Chaos
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Abstract: A close examination of John R. Boyd’s concept of disruption as re-
corded in his 1987 presentation, “An Organic Design for Command and Con-
trol.” This article draws attention to a series of disruptive actions Boyd lists,
including uncertainty, doubt, mistrust, confusion, disorder, fear, panic, and
chaos, noting that the list begins with the mildest effect but that it progresses
regularly toward collapse and chaos. The author argues that Boyd was specific
in listing these effects in order and notes that this cycle could be developed into
a useful effects spiral, which, once understood, can be catalyzed to enhance
enemy disruption in a Joint all-domain operations (JADO) environment. In
the postscript, this article argues that officers seeking to operate in a multi- or
all-domain environment can benefit from a broad educational base to unlock
creativity in approaching wicked problem sets. This creativity, when coupled
with concepts like the effects spiral, can enhance traditional maneuver and
combat, triggering an opponent’s collapse without the need for annihilation.
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and/or fold adversary back inside himself so that he cannot cope with
events/efforts as they unfold.
~ John R. Boyd'

From John Boyd we learned about competitive decision making on the
battlefield—compressing time, using time as an ally.

~ General Charles C. Krulak?

Introduction

This article considers a list of conditions or degrees of collapse noted by U.S.
Air Force colonel John R. Boyd in his 1987 briefing, “Organic Design for Com-
mand and Control,” listed in the above quote. It observes that, when uncer-
tainty and doubt are infused into a complex, adaptive system, that system can
follow an entropic, cascading decline as a spiral into confusion, disorder, fear,
panic, and chaos. Even if the opponent does not progress far down the spiral,
uncertainty and doubt reduce the speed and quality of decision making, slow-
ing the crucial orientation phase of the observe, orient, decide, act (OODA)
loop. Further, it notes that Boyd subscribed to a systems view of opponents
seen as a holistic organism, featuring multiple centers of gravity (COGs). He
proposed that decisive points are often found at connections between COG
as critical vulnerabilities, possibly within operational reach, as when well-
defended centers of gravity prove difficult to target or as simultaneous catalyz-
ing strikes (nebenpunkte). An understanding of the opponent’s many nodes and
connections is fundamental. Understanding this and how conditions of the ef-
fects spiral interact enables planners and commanders to creatively mix physical
and informational weapons to degrade decision-making capability or to spark a
cascading collapse of the enemy within the human domain.

John Boyd and the OODA Loop

U.S. Air Force colonel John Boyd left a rich legacy of ideas relating to war
and competition. Much of it applies to the Department of Defense’s quest to
operationalize Joint all-domain operations (JADO). Of course, Boyd is most fa-
mous for the OODA loop—observe, orient, decide, act—the conflict decision-
making heuristic that underpins the Joint all-domain command and control
(JADC2) architecture and conceptions of JADO operations.’ If one is able to
“turn inside” the opponent’s decision cycle, especially through superior situa-
tional awareness, the thinking goes, one can force the opponent to re-observe,
reorient, re-decide, and react, capturing the initiative and driving the action.
This tempo and initiative-based approach has dominated American and West-
ern thinking about war and competition since at least the post-Vietnam era,
displacing conceptions focused more on mass and attrition.* Boyd’s ideas loom
large in this shift, and while he was not the only one advocating this kind of
approach, his perceptive synthesis and passionate crusade led the defense estab-
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lishment to a new conception of war and conflict. Within the U.S. Marines, his
ideas underpin the concept of maneuver warfare.’

Boyd's “Organic Design for Command & Control”
Boyd was convinced that survival equated with adaptation, with openness, and
that to become isolated or closed off signified defeat, dissolution, and death.
In his presentations, he viewed organizations and even nations as collections of
organisms forming complex adaptive systems, resilient until they were isolated.®
The systems view of the environment and the opponent is as old as Carl von
Clausewitz, but it was embraced as an outgrowth of the Army Air Corps and
Air Force thinking with respect to bombing campaigns, expressed as industrial
web theory.” Boyd took it much further, synthesizing then-current literature
and seeing the enemy system as a collection of entities (what we might today
call nodes), with crucial connections between.®

While another Air Force colonel—John A. Warden III—advocated the tar-
geting of multiple nodes simultaneously, Boyd advocated striking connections
between nodes to isolate and disrupt.” As he stated directly in his “Patterns of
Conflict” briefing at Quantico, on 25 April and 2-3 May 1989, “If you want
to subvert or pull apart a guy’s center of gravity . . . you want to find out what
are those bonds, those connections that permit that organic whole to exist.”'
Though he did not say it, such connections would be more difficult to defend,
and thus softer targets than would be the key nodes themselves, often defended
as known critical vulnerabilities."" In fact, he emphasized that these connec-
tions were not necessary physical when he noted, “by striking at those tendons,
connections. . . . In other words, you want to generate many non-cooperative
centers of gravity.”'* It is a useful principle that targeters, planners, and com-
manders can profitably use in single-, cross-, multi-, or all-domain operations.

Boyd is also well-known for communicating through marathon brief-
ings, conducted throughout the late 1970s, through the 1980s, and into the
1990s, most famously his monumental “Patterns of Conflict” noted above.
In “Patterns,” Boyd synthesized his study of conflict, history, and strategy.'
He concluded that disaggregating the opponent was ultimately the goal in any
conflict.” His 1987 “Organic Design for Command and Control” applied
these ideas directly to command and control (C2).” Through 37 slides, he
discussed—conceptually—how to create a C2 system that maximizes adaptabil-
ity, resiliency, and harmony while challenging that of the opponent. In discussing
multiple, simultaneous attacks— nebenpunkte—he could have been discussing
the foundations and aspirations for the Army’s multidomain operations or the
Department of Defense’s Joint all-domain operations (MDO or JADO).'

An Effects Spiral

On slide number seven of “Organic Design for Command and Control,” Boyd
articulated his conditions in what appear to be just a list, but a closer look re-
veals a subtle but very useful scale of effects:
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Operate inside adversary’s observation-orientation-decision-action
loops to enmesh adversary in a world of uncertainty, doubt, mistrust,
confusion, disorder, fear, panic, chaos, . . . and/or fold adversary
back inside himself so that he cannot cope with events/efforts as they

unfold [emphasis added].

Boyd’s slides do not characterize the disruptive effects he sought as a spiral,
but nonetheless they do have a relationship to one another and were presented
by Boyd in what was doubtlessly a carefully crafted order, designed such that
“weaknesses thereby generate doubt and uncertainty which magnify into panic
and chaos.”"” As effects, they are particularly useful to commanders and plan-
ners, because while one might like to immediately cause collapse through shock
and awe, it may be much more realistic to seek results that multiply and magni-
fy lesser effects such as uncertainty and doubt. This works in what we might call
the human domain, the macrosphere that encompasses belief and calculation
of each human in the system, characterized by unique and overlaying segments
that clash in any given conflict to create a complex, adaptive system within hu-
man society, or soon, human-machine society.

The effects spiral multiplies and compounds small actions that act together
to erode trust and move an individual, an organization, or a system further
down the spiral toward confusion, disorder, and disaggregation, folding the
adversary “back inside himself,” as Boyd termed it.'® The objective is to isolate
and divide, creating “many noncooperative conflicting centers of gravity [that]
paralyze [the] adversary by denying him the opportunity to operate in a direct-
ed fashion.”" This is very different than conventional planning wisdom, which
advocates for attacking the centers of gravity through direct or indirect means.*
Boyd notes that we might, additionally, attack connections between centers of
gravity, not just the COGs themselves.

In each of the conditions, recovering is more difficult and time-consuming,.
Left unchecked or propelled with further momentum, one leads to the next in
an effects spiral. Each represents a higher state of disruption, beginning with
mere uncertainty and doubt and ending with panic and chaos. An effect could
be targeted to cause a particular state, but more likely it will be the combination
of multiple effects that begins and accelerates the cycle. The cascade of com-
pounded effects is more than simply multiple effects added together.

Each of these states is based fundamentally on perception, compared to
physical reality. To Boyd, perception was comprised of shifting observations and
feedback, interpreted through orientation—itself a variable blend of cultural
traditions, previous experience, new information, analysis, synthesis, and ge-
netic heritage.?’ This led to decision, which enabled one to acz. As the author has
noted elsewhere, this tempo-based approach to conflict and war is a fundamen-
tal shift from an attritional approach, and it depends on viewing the opponent
as a system of systems.?

As Carl von Clausewitz and Napoléon Bonaparte reminded us, moral fac-
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tors are the ultimate determinants in war, and this gets at the essence of an over-
arching theme within Boyd’s presentations—the need to drive the opponent or
adversary toward a state of disaggregation, what he characterized ultimately as
panic and chaos.” Boyd termed this moral conflict, and its essence, expressed
in Patterns, was to, “[s]urface fear, anxiety and alienation in order to generate
many non-cooperative centers of gravity as well as subvert those that adversary
depends upon thereby magnifying internal friction” in order to “destroy moral
bonds that permit an organic whole to exist.”*

For Boyd, these factors were seemingly even more important than physi-
cal effects, because the idea was to overwhelm the adversary’s observation and
orientation process that makes sense of (or orients to) environmental actions.
The multiple thrust idea is inherent in the concept of what Boyd termed neben-
punkre, which Frans Osinga defined as taking “a line that threatens alternative
objectives . . . distract[ing] the enemy’s mind and forces” from the main effort,
schwerpunkte.®

The temporal approach to war seeks to act before the opponent can proper-
ly orient in the OODA loop construct because they are forced to re-observe, re-
orient, re-decide, and react. Therefore, rapid decision and compounding effects
enable initiative, which can be defined as “the impulsive power resulting from
timely decision and action, enabling freedom of maneuver while constraining
an opponent’s options.”*

Many observers believe that the temporal aspect in Boyd’s conception is
essential to achieving these effects.”” However, time may also be conceived as
a maneuver space, and going at a higher tempo may not always be the best
approach—nor is a higher tempo necessary for seizing the initiative (consid-
er an insurgent, operating at a slower tempo but achieving initiative in their
chosen time scale, surviving beyond the conflict—a strategy of exhaustion).?®
Indeed, the most recent doctrinal publication, Joint Planning, Joint Publication
(JP) 5-0, notes in the discussion of tempo, “on other occasions, JFCs [Joint
Force Commanders] may find advantageous to conduct operations at a reduced
pace.”® Ian T. Brown wrote similarly, concluding, “time and tempo were only
two of the many factors used against an opponent to render him incapable of
activity; one still sought to isolate and neutralize physical and non-physical
strengths and moral bonds simultaneously.”*® While Boyd did emphasize tem-
po, there is a tendency, as Frans Osinga noted, to equate speed with victory,
especially with respect to decision making, but he argued for “dispelling the
notion that mere information superiority or superior speed in command and
control is the essence of the idea.”!

In the 1981 versions of “Patterns,” Boyd explained:

Impressions . . . we are trying to . . . get inside adversary system and
mask own system against his penetration; create a variety of impres-
sions of what is occurring and what is about to occur; generate mis-
matches between what seems to be and what is; push adversary beyond

his ability to adapt.’”
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While tempo is important, it should not be confused with the goal of merely
“out-speeding” the opponent.

As noted elsewhere, decision enables initiative, which conveys degrees of
control.** While he never explicitly defines initiative, he does offer something
that sounds strikingly similar without attaching it to the word “initiative™: “im-
prove our capacity for independent action . . . diminish the adversary’s capacity
for independent action, or deny him the opportunity to survive on his terms,
or make it impossible for him to survive at all.”**

Ultimately, the effects spiral works because it operates against the strongest
and weakest links in the system simultaneously—what we might consider the
human domain.” Dr. Jeffrey Reilly has argued that the human domain is what
multi- and all-domain actions seek to influence, comprised of leaders, organiza-
tions, and populations.* This resonates with Clausewitz’s emphasis on the mor-
al and emotional aspects of warfare and with Marine Corps thinking about the
nature of war. Warfighting, Marine Corps Doctrinal Publication 1, expresses the
Marine view of war’s characteristics as uncertainty, fluidity, friction, disorder,
complexity, violence, and danger; the interaction of physical, moral, and men-
tal forces; its constantly evolving nature; and containing a human dimension,
previously mentioned.”

The OODA Loop as a Complex, Adaptive System

The OODA loop concept underwent significant development during the years
of Boyd’s writing, progressing from the simple four-step process to a broader
view of organizations and organisms.*® These elements move the OODA loop
from a simple heuristic to a more sophisticated model of organic interaction
into complex, adaptive systems. As such, they will respond with any kind of
interaction, but how they orient and understand will depend on a variety of
feedback loops, aspects of orientation, and influences of what and how they
observe—in addition to specific efforts at disinformation and deception, which
can impact any connection point or points within the system.

Crafting the Environment

In Boyd’s 1987 briefing, “Strategic Game of ? and ?,” he summarized the crucial
importance of his “big theme” for three of his previous projects, which is “one
of interaction and isolation.”

Boyd saw manipulation of the environment as crucial to victory in states as
diverse as full-scale blitzkrieg to guerrilla operations. In conflict, examined in
“Patterns,” one seeks to create an environment of menace, which he defined as
“impressions of danger to one’s well-being and survival.”*® Menace is the state
of being in danger, or the perception of being in danger, which begin the spiral.
The Doolittle Raid on Tokyo might be taken as a classic example of an effort to
begin the cycle, since it was not the relatively light physical destruction that was
the point of the raid, but the psychological effect. It is an atmosphere of menace
that energizes the spiral of disruption.
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Figure 1. Boyd's expanded OODA loop, based on a 1992 sketch of the loop surviving in the Ma-
rine Corps Archives
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Note the myriad connections within and between the observation and orientation segments—
these are excellent points to inject disruption.
Source: adapted by MCUP.

The idea as expressed in “Patterns” was to create the atmosphere of menace
by eroding factors that contribute to cohesion, such as trust and confidence.
The safe, comfortable world of the opponent must become amorphous and
unpredictable, which creates a fundamental sense of insecurity, anxiety, and
menace. In today’s multidomain and all-domain approaches, these effects are
made, creating tangles across multiple domains simultaneously.”!

At the same time, he saw that the inverse was true for protecting friendly
centers of gravity. In “Organic,” he emphasized continual interaction between
components, designed to redundantly reassess the changing environment in
support of continual adaptation and evolution. It was the connections between
elements that was crucial in “Organic,” just as it was the connections between
components that it was necessary to challenge or sever in “Patterns.” Boyd sum-

marized, “the strategic game is one of interaction and isolation.”*

Character of Modern Warfare and Engagements

Today, the emergence of an effective “reconnaissance-strike complex,” blending
pervasive surveillance (satellites, ubiquitous sensors, drones) with long-range
fires (missiles, stealth, electronic warfare, fifth columns, drones), has created a
moment in history when it seems that gathered forces face significant risk—a
risk that increases sharply the longer they are gathered.*
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Clausewitz’s conception of a single center of gravity, “the hub of all power
and movement,” in his famous phrasing, seems to be a characteristic of a fore-
gone era in warfare, at least at the operational level.* Indeed, today’s COGs (or
critical vulnerabilities) are as likely to be informational and economic as they
are military and based on force or the threat of force, even at the operational
level, because of ubiquitous connectivity and sensors. But this applies even for
fielded forces, because of the danger to gathered forces, potently and disastrous-
ly experienced by both Taliban fighters and Russian soldiers, and reflected in
current Marine Corps efforts to project power into the Pacific area of opera-
tions.” The characteristics of today’s warfare suggest that forces within range of
the opponent’s long-range fires must be dispersed and mobile, evading detec-
tion through the enemy’s reconnaissance-strike complex, gathering as briefly as
possible to strike with as much speed and secrecy as possible, then dispersing
again so long as they remain in range. This suggests that at the operational and
tactical levels, multiple centers of gravity exist, a concept Boyd advocated as
early as 1989, though he evinced a preference for “vulnerability” over “center
of gravity.”#

Because of their critical nature, centers of gravity are likely to be well de-
fended. As examined above, one can attack the node and/or its connections.
Economic and informational nodes may be undefended or defended by means
other than the physical. Today’s battlefield is connected ubiquitously through
military and non-military connections, and without these connections, the dis-
parate elements cannot effectively coordinate. One does not have to destroy;
one can use the pallet of defeat mechanisms expressed in joint Planning (de-
stroy, dislocate, disintegrate, isolate, disrupt, degrade, deny, and neutralize) to
attack the connections.” For example, degrading the quality of a connection
by injecting disinformation could begin the spiral and might be well within
operational reach, even if destruction of the connection is not—for example, if
connection methods are redundant.

Engagements in today’s warfare are likely to become what Cyber Command
and Special Operations Command term as persistent.s Unlike the clashing, cli-
mactic engagements discussed by Clausewitz and Antoine-Henri de Jomini,
much conflict in today’s environment takes place across the competition con-
tinuum, as the Department of Defense terms it, competition below or hovering
just around the threshold of traditional warfighting and dominated by indepen-
dent economic and informational actors.*” Because of this persistent engage-
ment by cyber, Special Operations Forces, and informational forces, planting
the seeds to be evoked later is common practice, a part of the competition
landscape, encouraging commanders and planners to take on a wider vista and
a longer-range view of time.

All of this may be seen in the recent Russia-Ukrainian war. Various opera-
tional centers of gravity have been identified by both sides that include fielded
force concentrations, key leaders, and logistical and C2 hubs, alongside more
traditional terrestrial objectives such as cities, bridges, and key terrain features.”
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Information may be seen as the connective tissue binding centers of gravity
within and between Russia and Ukraine, along with their respective allies and
supporting partners. Economics might be seen similarly, playing an additional
crucial role in terms of stamina and resilience. Persistent presence by both West-
ern SOF forces and advisors such as the California National Guard have forged
enduring relationships while preparing Ukraine for conflict.”’ On the Russian
side, efforts to drive Ukrainian loyalists out of Crimea and the contested eastern
regions, alongside persistent presence of Spetznaz, the Federal Security Service
(ESB), Wagner Group, and other entities creates a narrative of its own as well as
direct social, cultural, and political effects. **

Using the Disruption Spiral

Following Boyd’s strategic theory, as expressed across his multiple presentations
discussed above, the objective is not to necessarily strike the enemy’s centers of
gravity directly but to attack the connections between the centers. Indeed, the
term center of gravity implies a single center, whereas in postmodern warfare any
target that may be seen may be struck with lethal and catastrophic force (for
example, the Ukrainian HIMARS strike on the Russian barracks in Makiivka,
2022). Postmodern warfare is decentralized, coupled with the ability to rapidly
synchronize and gather at the crucial place and time.

At the start of the spectrum, uncertainty can be the minimum effect one
might seek in a disruption effort, and it is prevalent in both maneuver and
moral style conflicts.”® On his “Essence of Moral Conflict” slide, Boyd wrote,
“Uncertainty—impressions or atmosphere generated by events that appear am-
biguous, erratic, contradictory, unfamiliar, chaotic, etc.”** Uncertainty draws
from the thinking of Thomas Kuhn on paradigms and Werner Heisenberg with
his uncertainty principle; injecting even just a little uncertainty into the op-
ponent’s decision cycle may result in a slight delay, which, given the nature of
observe/orient, may result in a downward spiral unless counteracted by action
taken to retrieve the initiative.”” In an environment where time compresses to-
ward Dr. Jeffrey Reilly’s “OODA point,” even a slight delay might be decisive.>

In this sense, a suboptimal action may well be better than no action—or
the perfect action taken later—since even almost any action might recover the
initiative and stop the spiral. Another word for uncertainty might be ambigui-
#y, though it is worth noting that entities and individuals have vastly different
tolerances for ambiguity, and in a mission-command environment, uncertainty
as an effect alone might yield the opposite effect, encouraging creativity, inno-
vation, and freedom of maneuver otherwise constrained by overcentralization.

Doubt is Boyd’s next condition on the spiral. Doubt causes an even longer
delay in the process of orientation, as information received or previously under-
stood is questioned. In “Patterns,” Boyd referred to it as a “moral factor,” and
he often associated it with fear and anxiety. In the section looking at success
factors for blitzkrieg-type operations, he wrote, “broad use of [the] Schwer-
punkte concept coupled with fast tempo/fluidity-of-action of armoured teams
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and air support permit blitzers to repeatedly reshape strength and rapidly shift it
against, or thru [sic], weaknesses thereby generate doubt and uncertainty which
magnify into panic and chaos.””’

Extending further down the spiral, mistrust questions the fidelity of rela-
tionships or perceptions of fact. In planning terms, this can be a useful revisit
of facts converted from assumptions, but in terms of resistance and cohesion, it
acidly chews at the bonds critical for unity of effort. On his moral conflict slide,
Boyd wrote, “Atmosphere of doubt and suspicion that loosens human bonds
among members of an organic whole or between organic wholes.”® This does
not only apply to fellow humans; it could equally apply to mistrust in key sys-
tems or processes. Osinga observed that eroding trust was a crucial element of
Boyd’s presentation of guerrillas, forcing their opponents to work in “a hostile
environment (of menace and uncertainty), which naturally breeds mistrust.”’

An entity within broken linkages leads to confusion, a state in which infor-
mation flow is significantly interrupted, requiring a reorientation and realign-
ment of key elements in order to regain cohesiveness. Boyd associated confusion
with “contradiction of feeling, indecisiveness, panic,” which he arrived at by
studying blitzkrieg tactics, Sun Tzu, and guerrilla warfare. Confusion was and is
caused not only by fast tempo but fluidity of action, challenging further orienta-
tion. The object of confusion was to bring about disorder to “shatter cohesion,
paralyze effort, and bring about adversary collapse.”®

Disorder results when confusion multiplies. The overall structure of an or-
ganization or organism begins to break down into component parts. Boyd often
connected it with confusion in his presentations directly, repeated in the phrase,
“confusion and disorder,” woven into the spiral with the goal of “present[ing]
many (fast-breaking) simultaneous and sequential happenings” that make it
hard for the enemy to respond in a “directed fashion.” In another instance,
he wrote that confusion and disorder, “impedes vigorous or directed activity,
hence, by definition, magnifies friction or entropy.”®

Fear grips individual components when the organization/organism breaks
apart, because long-established relationships and stronger bonds yield to grow-
ing disruption, and the survival instinct begins to assert itself, eclipsing other
concerns. As Osinga notes, Boyd followed J. F. C. Fuller that “a strategist should
think in terms of paralyzing, not of killing . . . a man unnerved is a highly in-
fectious carrier of fear, capable of spreading an epidemic of panic.”® Thus, fear
is an accelerant along with the spiral, leading toward panic.

Panic ensues once fear rises to a point where analysis fails to hold disruption
at bay and rational thought gives way to raw emotion. A particularly important
form of panic is paralysis, the third option in the traditional fight-or-flight con-
ception advanced by Dave Grossman in On Killing.*

Chaos reigns at the end of the spiral, where an organization (or organism)
is fully disaggregated “back inside himself” and there is no cohesive relationship
between the parts.® Chaos is the opposite of order or law; there should be no
corporate will to resist in a state of chaos, though individual components may
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still resist as their identity has fully shifted from being a part of the whole to
being an individual with fundamental survival instincts.

Using the Spiral of Disruption
One conducts operations in order to fold the adversary “back inside himself”
and “maneuver [the] adversary beyond his moral-mental-physical capacity to
adapt or endure so that he can neither divine our intentions nor focus his
efforts to cope with the unfolding strategic design or related decisive stroke
as they penetrate, splinter, isolate or envelop, and overwhelm him.”®® Boyd
relates that
unless such menacing pressure is relieved, [the] adversary will expe-
rience various combinations of uncertainty, doubt, confusion, self-
deception, indecision, fear, panic, discouragement, despair, etc., which
will further:
* Disorient or twist his mental images/impressions of what’s hap-
pening; thereby
*  Disrupt his mental/physical maneuvers for dealing with such men-
ace; thereby
*  Opverload his mental/physical capacity to adapt or endure; thereby
*  Collapse his ability to carry on.*

All of this relates fundamentally not so much to observation by the op-
ponent as it does to orientation and overwhelming not just perception but
“sense-making,” as it is often termed in JADO/JADC2. Orientation, in Boyd’s
conception, is a product of a variety of influences—cultural traditions, previous
experience, and analysis and synthesis, among others. The idea is that the weak
points are the connection points in the system, as expressed in Boyd’s expanded
OODA loop illustration.

Within the JADO construct, the idea is to present the enemy with a “con-
vergence of effects globally, across all domains, to consecutively or simultane-
ously present an adversary with multiple dilemmas . . . such dilemmas, when
presented at an operational tempo that complicates or negates an adversary’s
response, enable the joint force to operate inside an adversary’s decision cycle.”®’

As the director of the Air Force’s Joint All-Domain Strategist (JADS) con-
centration, Dr. Jeffrey Reilly has noted that JADO “recognizes temporarily lim-
ited opportunities and deliberately exploits domain interdependencies through
access or control of key segments of the domains.”®® This strongly echoes Boyd’s
intent to attack an adversary’s system at the weak points binding elements to-
gether, disrupting cohesion and leading to confusion and ultimately disaggre-
gation.

By striking connections, Boyd sought to isolate key elements of the system,
as when the Coalition air struck at C2 in the Gulf War, isolating the regime
and individual units on the battlefield, which it can be seen clearly launched a
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cycle that ended in disorder and chaos. At the very least, initiative was lost to
the defending Iraqi forces.”” Using Boyd’s spiral of disruption can be done at all
three levels of war: the tactical, operational (what Boyd termed grand tactical),
and strategic.”

Tactically, it is certainly possible to achieve destruction of a whole defend-
er. This tends to be the aim of the direct, battle-centric approach, and it can
certainly work. But, following the tenets of Basil Liddell Hart and Sun Tzu, an
indirect approach may be less costly (if slower, requiring more patience).”" In-
jecting uncertainty and doubt and leveraging Clausewitz’s concepts of fog and
friction to inject ambiguity may start the spiral of doubt and mistrust that leads
to panic/paralysis, disaggregation, and dissolution.”* The greater the volume of
uncertainty, doubt, and mistrust injected simultaneously, the greater the prob-
able rate of slide toward disorder, fear, panic, and chaos.

The larger and more complex an organism, the more likely it will be that
resilience will remain with multiple redundant connections connecting key
nodes and systems. If the culture enables mission-type command and encour-
ages creative problem solving by educated individuals, resilience will be great-
ly enhanced. At the operational level, it becomes increasingly difficult and
costly to destroy the whole entity, so attacking an entity at its key points of
connection may represent a quicker way to leap straight to disorder, injecting
more fear, resulting in panic and chaos. From Boyd’s perspective, identifying
and striking key connections is the best approach while Warden might argue
that striking key nodes is a better approach.” This strongly implies a multiple
COG model would yield the best analysis, rather than a single-center of grav-
ity approach.

In today’s world, increasingly, combined forces that multiply joint and
all-domain approaches represent a key friendly center of gravity that must be
defended. Given that trust is the key bond, the durability of long-term relation-
ships based on shared strategic goals and risk must underpin such relationships
and provide “moral strength,” in Boyd’s conception.”

At the strategic level, the scale of an organism suggests that destruction
may well be out of reach, short of a nuclear or biological strike—anathema and
fortunately likely unavailable. When dealing with an entity on a national scale,
multiple redundant pathways and nodes again suggests a multiple center of
gravity approach, underscoring the exceedingly difficult task of understanding
the opponent at a level sufficient to identify key connection vulnerabilities.

This is especially difficult given the tendency to mirror and project one’s
own perceptions and conceptions on a thinking opponent. The triangulation of
sources of subject matter expertise is one way to mitigate this risk, though it is
very hard to do given the pace of most planning teams.

In an alliance, as with combined action, eroding trust is a time-tested way
to reduce unity, as with the Iraqi efforts to inject wedges between the Arab states
and the West using Scuds in an attempt to draw Israel into the war.”
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Conclusion

The list of effects proposed by Boyd—uncertainty, doubt, mistrust, confusion,
disorder, fear, panic, and chaos—can be used as an effects spiral to create and
measure effects in the human domain.” For a relatively low cost, one can inject
uncertainty or doubt, causing mistrust and confusion and ultimately disorder,
fear, panic, and chaos. Through a deliberate combination of physical and in-
formational attacks, each condition leads to the next, serving to progressively
isolate centers of gravity so they cannot coordinate and synchronize. In the
interlocked and networked modern world, bypassing well-defended centers of
strength to strike at an enemy’s cohesion through their nodal connections may
prove both efhicient and effective. And against a peer or near-peer opponent,
they may be all that is available in a crisis, or in the case of rapidly eroded fielded
forces.

Ultimately, the point on the scale where an individual, an organization, or a
leadership team ends up will depend, in part, on the target’s resilience, as a func-
tion of culture, technology, supply, training, and education when compared to
the strength, unexpectedness, and variability of the attack. Reducing the capac-
ity and speed of decision making, or the quality of information available, can be
done through both physical and informational means. This approach is valuable
at all levels of planning and in all types of conflict, though like all tools, it must
be used appropriately; there is no one size or one solution fits all—adaptability
and tolerance for ambiguity, however, are crucial. Building an educated force,
an energized, flexible set of organizations and individuals that can tolerate am-
biguity while maximizing information superiority, is a formula for building
a force likely to survive and dominate. Emphasizing human factors alongside
technological superiority is a must; neither technology nor human factors can
dominate alone in emerging forms of warfare, where physical distances have
dramatically increased while the distance between human minds has shrunk.

Postscript: Inoculating against Uncertainty and Doubt
In Boyd’s conception, each of the above aspects represents a fundamentally hu-
man condition, though each applies also to technological proxies. As human
conditions, they are countered by aspects that yield confidence—such as train-
ing, a strong esprit de corps, and experience. The West’s professionalized armed
forces do well with these aspects. But Boyd’s spiral also suggests that a clever
opponent will try to inject ambiguity and doubt into the cycle—and while
coherence expressed through a strong organizational culture (esprit de corps)
is helpful in countering it, Western military organizations are not as good at
education. Education offers a broader set of adaptable tools and a realization
that the world is a much larger place than training normally assumes, yielding
tolerance for ambiguity and providing some inoculation of an individual or or-
ganization against uncertainty. Education prepares one for the unknown, versus
training, which prepares for what is known based on best practices, because
education tends to be open-ended and open whereas training is often a closed
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system. In Boyd’s terms, one cannot survive and adapt without openness and
change, because the world constantly changes. Education offers cross-domain
knowledge that can be exceedingly useful in developing approaches to wicked
problems.”” To realize the benefits of planning, response, and strategy, Boyd
argued:
By an instinctive see-saw of analysis and synthesis across a variety of
domains, or across competing/independent channels of information],

one must] . . . spontancously generate new mental images or im-
pressions that match up with an unfolding world of uncertainty and
change.”
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Future Bioterror and Biowarfare Threats
for NATO’'s Armed Forces until 2030

Dominik Juling

Abstract: The article argues that advances in biotechnology and other trans-
formations of the threat environment will increase the risk for North Atlantic
Treaty Organization (NATO) forces of being confronted with a biological, par-
ticularly a genetically modified, weapon by 2030.

Keywords: bioweapon; biowarfare; bioterrorism; chemical, biological, radio-
logical, and nuclear; CBRN, future warfare

Introduction
t the beginning of the COVID-19 (coronavirus disease) pandemic,
caused by the virus SARS-CoV-2 (severe acute respiratory syndrome
coronavirus 2), the dangers posed by biological attacks or the strate-
gic effects of pandemics were discussed in national security debates. Now, one
catastrophe follows the next, and the Russian war of aggression dominates the
security agenda. In the foreseeable future, however, we will not be able to erase
new, natural biological threats from the agenda. For example, the 2022 mon-
keypox outbreak, with a first outbreak cluster in the United Kingdom, reminds
us that smaller outbreaks of transmissible diseases are a constant companion of
humanity. Nevertheless, the security dimension of pathogens has fundamental-
ly changed in the twenty-first century. It will change even more in the future.
This article explores the next generation of warfare in terms of biological
threats by the year 2030. Because of few precedents in the area of biological
warfare or biological terror and the partial look into the future, the article, and
especially its target audience and substantive focus, is broad. Because biological
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threats often involve difficult-to-control spread of germs, North Atlantic Treaty
Organization (NATO) forces were chosen as the major threatened group for
this article, rather than focusing on the U.S. Marine Corps alone. Consistent
with the U.S. Marine Corps’ Force Design 2030 and the NATO 2030 initiative,
the time horizon of 2030 was chosen. The former is a comprehensive modern-
ization and restructuring program for the U.S. Marine Corps within the 2030
time horizon. Key points of the program include modernizing equipment,
improving cooperation with the U.S. Navy, adapting tactics and strategy to
modern weapons, threats and surveillance technology, and better internal talent
management. While the Force Design 2030 report talks a lot about emerging
military technologies and hostile area denial, it does not talk about the possibil-
ity of biological methods of area denial and their countermeasures. This article
is intended to draw attention to potential threats that must also be considered
in the restructuring of the U.S. Marine Corps.'

Within the framework of the NATO 2030 initiative, an innovation and
reorientation plan comprising nine proposals, it states that NATO also wants to
defend its technological lead in the field of biotechnology. In addition, NATO’s
new Chemical, Biological, Radiological and Nuclear (CBRN) Defence Poli-
cy, which has been in place since 2022, provides a comprehensive overview of
NATO’s policy on biological threats, but it often remains comparatively vague.
This article will help to provide examples and further information on threats.?

The threats studied may stem from state actors, nonstate actors, unknown
origins, or accidents. Consequently, the research question is: “What are possible
future bioterror and biowarfare threats for NATO’s Armed Forces by 20302”
While past and current events and examples are used throughout the article, the
goal is to identify and broadly assess potential future threats. The hypothesis for
the article thus assumes that advances in biotechnology and other transforma-
tions of the threat environment will increase the risk for NATO forces of being
confronted with a biological, particularly a genetically modified, weapon by
2030. The article will show how and why the author comes to this conclusion.
In doing so, the article will attempt to demonstrate that future biological threats
by 2030 pose a serious but underestimated threat to NATO.

To provide an entry point and broad overview of the topic, the article pro-
vides a short history of biowarfare and bioterrorism and discusses the future
biological threat environment, influential megatrends, emerging and disruptive
technologies, possible biological threats by 2030, current and future means of
delivery, and possible actors. It is argued that the threat from deliberately de-
ployed biological agents will increase and change in nature by 2030. Unlike,
for example, chemical weapons, biological weapons have not been tactically or
strategically usable against humans because of their potentially uncontrolled
spread, even to unprotected friendly forces, coupled with their highly com-
plex production and stabilization outside of laboratory conditions. However,
advances in biotechnology in modifying existing pathogens and creating en-
tirely new ones now make it possible to circumvent these previous barriers and
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produce limited biological weapons for the first time. At the same time, it has
already become cheaper, easier, and safer to produce dangerous agents, even
more so by 2030. New technologies are also helping to deliver biological agents
more effectively. In dual-use terms, by 2030 numerous civilian biotechnological
successes will create a vast array of possibly ill-intentioned weapons that will
provide NATO’s hostile actors with a wide range of methods.

History of Events and Developments
Involving Potential Biological Weapons until 2022
As early as 1932, Japan engaged in a massive biological weapons program that
resulted in the deaths of at least 10,000 prisoners of war by 1945. It is esti-
mated that more than 200,000 additional civilians and soldiers were killed by
Japanese biological weapons during military field operations. Various pathogens
and means of delivery were systematically studied. After the end of the Second
World War, further nonlethal experiments with biological weapons were con-
ducted by the United States.® Particularly noteworthy are the results of a series
of ethically highly controversial experiments on unknowing civilians in Amer-
ica. At that time, about 800,000 people in San Francisco were infected with a
harmless bacterium. A ship was used to disperse the organisms in the air, but a
dispatch with airplanes is also known. In secret tests in the New York City sub-
way, there were even more estimated infections with the harmless bacteria not-
ed. Light bulbs filled with microbes were thrown onto the tracks to distribute
the bacteria. At least 239 known tests were conducted between 1949 and 1969,
demonstrating the potentially massive spread of deliberately released bacteria.*
The Soviet Union had a similarly comprehensive biological weapons program.
In 1979, four years after the Biological Weapons Convention came into force,
there was a very serious accident involving anthrax spores in a laboratory in
what is known today as Yekaterinburg, Russia. Due to a missing filter, the area
around the laboratory was contaminated and at least 66 people died.” Based on
testimony from high-level former employees of the Soviet Biopreparat Research
Agency, it can be inferred that the Soviet Union worked intensively to develop,
mass produce, and test delivery methods of highly lethal biological weapons.
Strains were repeatedly modified and improved. The goal was to create weap-
ons that avoided precautionary measures or aftertreatment and were effective
quickly and lethally.®

The first significant attack in modern history using bioweapons and de-
fined as terroristic occurred in 1984, when followers of cult leader Bhagwan
Shree Rajneesh infected 751 citizens of The Dalles, Oregon, with salmonella.
Forty-five people were hospitalized. The precipitator was the sect’s intention to
gain seats in the local county circuit court.” In 1990, another cult began more
comprehensive attempts to use biological weapons. Professor Barry Kellman
reports on Aum Shinrikyo:

In April 1990, Aum attempted to attack the Japanese parliament with

botulinum toxin aerosol. In 1992, Aum sent a mission to Zaire to assist
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in the treatment of the Ebola virus disease victims in order to find a
sample of the Ebola strain to take back to Japan for culturing purposes.
In June 1993, the cult tried to release poison at the wedding of the
Japanese crown prince. Later that month, Aum attempted to spray an-
thrax spores from the roof of a building in Tokyo. All these attacks were
unsuccessful and resulted in no casualties.®

Even though the cult’s chemical weapons program proved to be deadlier, a well-
equipped laboratory was found with various biological substances that were
used to successfully cultivate bacteria and viruses.’

Since the World Health Organization (WHO) announced the eradication
of smallpox in 1980, there has been a debate about whether the last remaining
virus strains in laboratories should be destroyed. There has also been much
discussion of the possibility of terrorist use, as humanity has become very vul-
nerable following the suspension of vaccination.'” At present, the United States
and Russia still have small stocks of smallpox strains, which are kept in highly
secure laboratories. According to the WHO, no other laboratory has official
access to the virus."" However, since the attacks of 11 September 2001 (9/11),
the general debate on chemical, biological, radiological, and nuclear (CBRN)
weapons has been broadened again to include other pathogens. This was also
strongly reinforced by the anthrax letters sent only a week after the devastating
al-Qaeda attacks. Of the 22 infected, 5 died. The perpetrator was, according to
an FBI investigation, a professional Army biological researcher with access to all
the essential materials.'? Also in 2001, the book Germs: Biological Weapons and
America’s Secret War was published only a few weeks after 9/11 and remained at
number one on the New York Times bestseller list for more than two weeks. It
contained a number of investigative novelties about the United States’ biode-
fense projects.

After 2001, it became known that al-Qaeda had already been pursuing a
practical bioweapons program since the beginning of 1998. In 1999, the ter-
rorist group recruited a Pakistani biologist to develop biological weapons in
a laboratory in Kandahar. In 2001, a biochemist from the al-Qaeda network
may have been able to isolate a lethal anthrax strain." The actual progress of al-
Qaeda’s anthrax research was more advanced than global leaders suspected, but
the group was never able to produce a viable bioweapon.'*

In 2003, there was the first case of letters filled with ricin toxin in the
United States. The perpetrator is unknown still today. Ricin toxin is a plant
material, so there is no infection and reproduction as with microbes. Al-Qaeda
terror cells in Great Britain, Spain, Italy, Turkey, Sweden, and Germany were
also planning attacks with ricin toxin in 2003. Suspects were arrested in Great
Britain, Spain, Italy, and France.” In 2004, ricin toxin contamination was de-
tected in a building in Washington, DC. Until 2009, this was the last major
incident involving material that could be used as a biological weapon, with a
potential terrorist background.
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Since then, there have been a number of incidents up to 2021 due to the
relatively easy production of ricin toxin. Most of the recorded cases have oc-
curred in the United States. The lethality of ricin toxin is illustrated by the ex-
ample of Bulgarian dissident Georgi Markov, who was killed in an assassination
in London in 1989 by only 0.2 milligram of the agent.' Significant incidents
since 2009 include ricin letters sent to American politicians in 2013, ricin tox-
in in the hands of a right-wing militia in the United States, attempted orders
via the darknet, and possession of ricin toxin in 2018 and ricin-powder-filled
letters again in 2020." The darknet is a variety of networks that are shielded or
hidden from public access. The attempt by a jihadist living in Germany in 2018
to carry out an attack with ricin toxin stands out, as he was believed to have
had contact with members of Islamic State and managed to produce potentially
lethal ricin toxin on his own. He followed internet tutorials on how to make
explosives and extract ricin toxin with rudimentary resources.'® But also, in Iraq
and Syria, the Islamic State tried to obtain functioning biological weapons. A
laptop discovered in Syria in 2014 contained many different instructions for
the construction, storage, and delivery of weapons of mass destruction.” How-
ever, the Islamic State’s focus seemed to be on chemical weapons, especially after
2014.

A study by the U.S. National Consortium for the Study of Terrorism
and Responses to Terrorism that was examining 74 nonstate actor incidents
involving biological agents from 1990-2011 concludes that use of an agent,
possession of a nonweaponized agent, and attempted acquisition are the most
common events. Other categories not recorded as often include plot, interest,
possession of a weapon, threat with possession, and attempted use of an agent.
The most common types of perpetrators involved in attacks during the period
studied are cults and lone actors.”

As in many other areas, the ongoing COVID-19 pandemic is also a turning
point in the field of bioweapons. Since 2020, there have been a number of dif-
ferent scientific papers examining the link between COVID-19 and terrorism.
Experts at University College London’s Jill Dando Institute of Security and
Crime Science found evidence as early as May 2020 that extremist groups were
calling for the virus to be deliberately spread and to infect religious or ethnic
groups particularly deemed adverse. Likewise, conspiracy theory narratives that
SARS-CoV-2 was designed as a biological weapon became established.”’ The
deliberate spread of SARS-CoV-2 was particularly discussed by parts of the
American neo-Nazi scene, who set their sights on a violent collapse of the cur-
rent system to establish a White ethno-state afterward. In right-wing Telegram
channels, for example, the door handles of non-Whites, Jews, or FBI facilities
were indicated as targets for the application of infectious saliva. Initially, the
approach was also discussed in jihadist circles, as the Western states were most
affected toward the beginning of the pandemic. In April 2020, an alleged Isla-
mist was arrested in Tunisia for planning to deliberately spread SARS-CoV-2
among local security forces. In addition, many experts agree that COVID-19
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has served as a great inspiration for various groups of different orientations that
have already considered researching or acquiring biological weapons.** Various
religious groups of different faiths see COVID-19 as a kind of revenge of God,
without actively wanting to contribute to its spread.

In summary, it can be said that, as with chemical weapons, the procurement
or attempted procurement of dual-use equipment, which could potentially be
used for biological weapons production, has increasingly shifted to the internet
since 2009. Here too, in addition to the regular online shops, the so-called
darknet is once again playing a prominent role. As a relatively easy-to-obtain
toxin, ricin toxin has played an increasingly important role since 2009, and the
motivations of nonstate actors have generally been diversified. However, ricin
is more suitable for attacking individuals or small groups, since a large-scale
attack in the open is logistically difficult and would not be very effective. A
major attack with biological weapons predicted by some analysts before 2010
was not realized until the end of 2022. Effective weaponization of SARS-CoV-2
has been partially attempted, but it has not been measurably successful, as all
attempts were under primitive conditions.

Warnings about antibiotic-resistant bacteria, vaccine resistant viruses, and
the creation of completely new pathogens (chimeras) are also not new and were
already voiced, for example, by the authors Tom Mangold and Jeff Goldberg
in 1999. In their 1999 prediction, it will take about 20 years before genetic
engineering can completely circumvent current biological countermeasures.*

The World in 2030

Clearly, the environment for an analysis of biological threats will be different
by the year 2030. The author does not attempt to draw a coherent picture
of the security world of the future, but rather to identify some factors that
are important for the future biological threat environment. One is the overall
geopolitical evolution of NATO’s relationships with other state and nonstate
actors. In a more cooperative world, the role of new treaties and their compli-
ance in dual-use research and biological agents is an important variable of the
future. In this context, the future monitoring and prevention of proliferation of
pathogens for production and distribution is also an important factor. Another
relevant factor is the political stability of countries with significant biotech-
nology research laboratories and stockpiles of potent pathogens. In the event
of insuflicient protection of the facilities or political unrest and upheaval, the
hazardous materials could fall into the wrong hands.

Other factors are additional natural pandemics through 2030 and the long-
term effects of COVID-19 on future strategic considerations within NATO, its
member states, and among potentially hostile actors. The consequences of Rus-
sia’s war of aggression, the following build-up of capabilities, shifts in foreign
policy paradigms in some NATO countries, and a potentially more uncooper-
ative international order will also play into the future of a biological threat en-
vironment. Add to this a huge number of potential black swan events, ranging
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from doomsday cults to false flag attacks to extortionist criminal groups. Equal-
ly unpredictable, of course, are future conflicts and their associated events. The
next section discusses a number of megatrends that, unlike the variables iden-
tified in this article, have already begun in the past and will continue to have a
relatively reliable impact through 2030 and beyond.

Megatrends through 2030

Climate change as a megatrend through 2030 is having a significant impact
on future biological threats. It has long been known that climate change will
lead to a further geographic spread, as well as a net increase in transmissions
of infectious diseases.”” The Euro-Atlantic area in particular will be affected by
new species emigrating from the south. The deliberate introduction of already
found pathogens or vectors to new habitats farther north might be a terrorist
method, made possible in part by climate change. At the same time, perma-
frost is thawing in many places, revealing frozen pathogens that might not be
present today. For example, a child died in Siberia in 2016 from anthrax that
was frozen in the permafrost, but smallpox and dangerous influenza strains can
also potentially thaw in the Arctic region and be transmitted to humans. Sim-
ilarly dangerous are much older and completely unknown pathogens that are
buried several meters deep in the soil and could come to the surface by 2030.%
Terrorist use is unlikely but not impossible. An additional factor, accelerated by
climate change, is that in many cases natural disasters are followed by infectious
disease outbreaks and epidemics. This is mainly due to displacement, which
is mostly negatively connected to the availability of safe water and sanitation
facilities, the degree of crowding, and the availability of health care services.”
Another impact is that due to the decrease of global animal and plant biodiver-
sity, large populations from one species potentially have advantages in dispersal
in an imbalanced manner. Thus, insects and vectors used as bioweapons can
more effectively attack plants, humans, and animals while transmitting and re-
producing diseases.

Another set of megatrends such as population growth, migration, urban-
ization, and demographic change also interact with biological threats to NATO
forces through 2030. Poor sanitary conditions in densely populated and rapidly
growing megacities make the spread of pathogens more likely. NATO nations
are experiencing steady demographic change that includes a rapidly growing
older segment of society that is more vulnerable to many transmittable diseases.

Due to ongoing globalization and worldwide trade, especially online, it can
be assumed that it will continue to be possible to order and deliver laboratory
and medical equipment online through 2030. Similarly, pathogens can spread
rapidly and potentially undetected in a short time due to the long-distance
transport of people and animals.

The next megatrends identified by the author are inequality and poverty.
However, meat consumption has often risen as a result of the greatly increased
standard of living in China, for example. While total meat production in other
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parts of the world has increased only slightly since 1990, the amount in Asia has
doubled. But individual consumption has also risen sharply in China and Brazil
since 1990, while individual consumption in many NATO member states has
declined slightly since around 2010.% It should be noted that there is a clear
link between infectious diseases and meat production.” In particular, inade-
quate hygiene and safety measures, as well as factory farming, contribute to new
zoonotic viruses and epidemics.*® Due to various reasons, including high meat
consumption, experts suspect that several and more severe pandemics will fol-
low in the future.’ However, a significant decrease in global meat consumption
is not expected. In addition, more meat consumption significantly increases
greenhouse gas emissions, which in turn increases biological hazards associated
with climate change. Local poverty and inadequate government resources will
continue to contribute to the inability to contain and prevent local outbreaks of
infectious diseases in a timely manner through 2030, potentially posing a threat
to nations far away.

The next megatrend through 2030 is briefly discussed in terms of digitaliza-
tion and technological advances. As described in more detail in the next section,
advances in biotechnology and medicine, as well as in the field of bioinformat-
ics, are already contributing to major breakthroughs in the manipulation of
bacteria, viruses, and animals. Bioinformatics is an interdisciplinary science that
uses computer-assisted methods to try to generate new findings in the fields of
biotechnology and medicine. This trend is very likely to continue by 2030 and
further breakthroughs may be recorded. In addition, the advanced methods
already known today for manipulating and producing pathogens are expected
to become cheaper, easier to use, and possibly more widespread by 2030. This
depends on whether there will be stronger regulations in this area in the future.
However, it is very likely that civilian research and genome databases with po-
tent pathogens that are freely available on the internet will be expanded by 2030
and could still be misused. The internet also facilitates recruitment and com-
munication between nonstate actors hostile to NATO. Just as today, by 2030
the internet will likely make it possible to communicate encouragement and
support for the development or terrorist deployment of bioweapons regardless
of location.

The final megatrend cluster identified by the author is hybridization and
asymmetric warfare. Both trends pose a certain threat in a world in 2030 in
which limited-use biological weapons can wreak havoc on the enemy, but not
on the enemy’s own forces. In addition, there is the possibility of concealing the
origin of, for example, a local epidemic or the possibility of biological weapons
that are not lethal to humans. In a hybrid conflict, an adversary actor could,
for example, also want to cause economic damage or supply shortages and tar-
get livestock populations or agriculture. In a hybrid conflict, it would also be
possible to use pathogens against NATO forces to incapacitate soldiers for a
longer period of time without causing them permanent harm. In a possible
future asymmetric conflict between now and 2030, it must be expected that
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the facilitated production and delivery of limited biological warfare agents will
allow a heavily outnumbered actor to pretend that it has the ability to establish
a certain balance against a perceived superior adversary.

Overall, for the complex 2030 threat environment, a broad set of import-
ant variables and longer-lasting megatrends suggest that there are several indi-
cations that by 2030 the threat of deployment may be higher and the impact
more severe. In the next section, special attention is given to emerging and
disruptive technologies through 2030 that are important for the design, pro-
duction, and delivery of potential biological weapons.

Emerging and Disruptive Technologies until 2030
This section of the article will outline how new technologies are having a major
impact on biological weapons by 2030. Before analyzing specific technologies
in more detail, however, the author first wants to point out that biological weap-
ons not only have a purely military use, but also, like other weapons of mass
destruction, have a particular impact on politics and society. With a large num-
ber of digital devices connected to the internet, online media, and the peculiar-
ities of social networks, actors could use the threat or deployment of biological
weapons to spread panic and fear. Allison E. Betus, Michael K. Jablonski, and
Anthony E Lemieux examine the important role of media in our increasingly
digitalized world as follows:
Violent acts initiate media coverage, as well as word-of-mouth trans-
mission, functioning as a gateway that draws attention to the terror
group and its messages in a manner that increases the salience of the
communication; then media provides additional information contex-
tualizing the original act. Media coverage may make the group initi-
ating the communication look more dangerous or powerful than is
warranted.’”

It is thus becoming increasingly clear that CBRN threats are not only reflected
in new hardware, but also increasingly affect the virtual information and com-
munication space, as well as the public perception of a real or perceived threat.

A research paper by the NATO Centre of Excellence Defence Against Ter-
rorism identifies a countervailing mechanism for the interaction of terrorism
and technological progress. In general, military and civilian innovations influ-
ence each other with a reciprocal push and pull mechanism. This also benefits
nonstate actors, who usually focus on adapting and refining existing and proven
dual-use technology for their own purposes.” In addition to easy obtainable
dual-use goods, high-tech equipment and material is mostly stolen from pro-
fessional armed forces, bought on the black market, or supplied by state actors.
In NATO Strategic Foresight Analysis: 2017 Report, one of six chapters is devoted
exclusively to future technologies. The report describes, among other things,
the rate of technological advances, the number of individuals with access to the
internet, the potential of adversary non-state actors” access to new technologies,

Future Bioterror and Biowarfare Threats



the international interconnectedness, the amount of data collected, and an in-
crease in the number of sensors in the world. At the same time, it is becoming
more difficult for states, international organizations, or other frameworks to ef-
fectively regulate potentially dangerous technologies. This is due, among other
things, to the rise of dual-use devices, effects of globalization, an increase in the
power of the commercial sector, and the rapid pace of market maturity of new
technologies, where democratic mechanisms can often be slow to react.**

The first tangible technologies under consideration are user friendly Al ap-
plications and web scrapers, which can already easily search large amounts of
information about a certain online topic on the internet or in a database, for ex-
ample about pathogens. Al can then theoretically analyze or even interpret the
results. If no powerful computer hardware is available, capacity can be rented
via cloud services. This intersection could well be classified as digital dual-use.
The consequence is that gene combinations can be tested on the computer be-
fore they are cultivated. This saves time and resources and can be used to devel-
op pathogens with specific properties. The process of producing a large number
of molecules by combining and varying different chemical components using
modern methods also exists in chemistry.

One of the most important future technologies described in this article are
modern biological applications. These include genetic engineering, synthetic
biology, and biochemistry. Again, this is an area of dual-use research. Genetic
engineering is the direct genome manipulation of organisms, including clus-
tered regularly interspaced short palindromic repeats (CRISPR) gene editing
that is probably one of the most important scientific breakthroughs of recent
times. Especially in the field of biological weapons and nonstate actors, this is a
method that can be misused with serious consequences. The special advantage
is that, compared to prior methods, it provides easier, cheaper, and more precise
additions or removal of parts of the genome while the organism is alive. Thus, in
the future, it will be reasonably easy to turn bacteria, viruses, fungi, plants, and
humans into genetically modified organisms.” In general, this field is well re-
searched and there are many publications available, as vaccines, for example, are
also being developed using similar methods. For instance, a research paper on
the synthesis of horsepox was published in 2017. Dr. Tom Inglesby, director of
the Center for Health Security at the Johns Hopkins Bloomberg School of Pub-
lic Health, sees this as increasing the risk of smallpox synthesis.*® In the future,
it is believed that despite often grave ethical concerns and attempted political
regulation, research will continue to advance. It is often difficult to regulate and
identify dual-use applications early enough. However, strategic considerations
and scientific great-power competition also play into this technology, as China,
in particular, has recently become known for advances in genetic engineering,
which are often seen as ethically critical.””

One of the many different aims of synthetic biology is to produce synthetic
cells (i.e., synthetic life). In 2019, a synthetic bacterium was created for the first
time from an artificial sequence of genomes.*® In this way, even very dangerous
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bacteria could theoretically be created as if from a construction kit. Research
is currently being done on this with the aim of producing a synthetic drug
delivery platform.*” However, viruses can also be transported and distributed
by synthetic bacteria. Advances in synthetic virology are particularly relevant to
this study. In the future, it is expected that any virus whose DNA/RNA (deoxy-
ribonucleic/ribonucleic acid) is available can potentially be reverse engineered,
bringing viruses that have been eradicated back into circulation. Currently, the
National Library of Medicine has a large database called the National Center
for Biotechnology Information Virus (NCBI Virus), which contains the genetic
data of nearly all known viruses, as well as other microorganisms and mam-
mals.”” There is an important report by the U.S. National Academy of Sciences,
commissioned by the U.S. Department of Defense in 2018, which describes
three particularly dangerous scenarios of synthetic biology. In addition to the
already described technique of reproducing viruses with genetic code from the
internet, it also mentions the possibility of making bacteria resistant to anti-
biotics and the possibility of programming microbes in such a way that they
slowly poison people through their metabolism. The last method could lead to
death after a long time and thus disguise the crime. Much more difficult to im-
plement, but theoretically possible, is a so-called gene drive that automatically
spreads through the population, altering people’s DNA.*!

The field of biochemistry is also important, as research into, for example,
metabolism processes in cells, signal molecules, or enzymes must also be consid-
ered in the effect of biological weapons. The exact impact of this area of research
up to 2030 cannot be forecasted precisely, but it is certain that the impact will
be significant.

A new development that could potentially have an impact on chemical and
biological weapons is microreactors in the form of a continuous flow reactor.
Fundamentally, the idea is to allow chemical reactions to take place in a very
small device. Advantages compared to large reactors include scalability, on-site
and on-demand production, as well as a high reaction yield.” The small reac-
tors can be scaled up to almost any size, and expensive, large, and complicated
synthesis facilities in batch reactor design are no longer necessary, as the cult
Aum Shinrikyo once built them. A 2013 study, however, stresses that the use
of microreactors for the production of chemical weapons is limited. Neverthe-
less, future technological advances may well enable a broader range of warfare
agents.”” Advances in micro-enzymatic reactors are also expected in the field
of biology.* This could help future terrorists or state actors to produce small
quantities of toxic agents in almost any place in the world without significantly
putting themselves at risk during production. Although the implications are
not yet well understood, the cultivation of pathogens could also benefit from
the technology.

Current and future often dual-use developments in nanoscience also offer
many overlaps with biological weapons and means of delivery. But not only
potentially lethal applications are being developed; nanoscience also supports
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modern material sciences, engineering, and production. For some years now,
several armed forces have been researching machines frequently called nano-
bots. However, this often refers to insect-size unmanned aerial vehicles (UAVs),
which does not correspond to the “nano” definition. Nevertheless, these bionic
insects, which are often only 2—3 mm in size and are capable of flying, can, for
example, deliver a highly potent poison unnoticed to many locations.”” In a
swarm, technical systems could be manipulated, disrupted, or destroyed. How-
ever, real nanobots (i.e., nano-size synthetic drug carriers) are also not unlikely
in the future. For example, a group of Chinese researchers undertook the first
successful tests for targeted tumor treatment in 2018.% On the other hand,
such carriers could also be used for the targeted transport of viruses and toxins.
Bacteria have been used as drug carriers for similar applications for some time
now. Theoretically, however, it is also possible to manipulate unmodified or
transgenic insects with the help of nanotechnology, for example to increase the
effect of distributed biological warfare agents.*’

Other applications of nanotechnologies are very small computers, which
will be important for small means of delivery and monitoring of production of
biological and chemical warfare agents.®® In general, by 2030, nano-size tech-
nologies are expected to make the dual-use laboratory equipment needed for
biological weapon production, among other things, cheaper, more effective,
smaller, and more flexible.” In addition, future attacks with nanotubes may
offer entirely new possibilities for disguising origin and lethality. A researcher
at American University explains: “For example, nanotubes could be used to
deliver only the lethal parts of the anthrax virus—without the signature pro-
tein that is recognizable to the immune system.” The researcher identifies three
main dangers in linking nanoscience and potential biological weapons. First,
rudimentary nanotechnology labs are already available on the internet for under
$500 USD. Second, the technology makes it easier and cheaper to produce,
disguise, and transport biological warfare agents. And third, the technology is
not sufficiently regulated, which could lead to an asymmetric arms race that
threatens the overall strategic security of major countries.”

The dual-use problem in the CBRN sector, which has already been men-
tioned several times in this article, has been recognized for some time. For this
reason, the informal multilateral export control regime known as the “Australia
Group” has been in existence since 1985. It deals with dual-use technologies,
which can be misused for the production of chemical and biological weapons,
among other applications. The NATO countries and the European Commis-
sion are members, but Russia and China, for example, are not, which makes in-
ternational control much more difficult. Nevertheless, the group offers expertise
in identifying potential dual-use applications. Additionally, after 11 September
2001, there were great efforts to provide weaponizable research with guidelines
and, in some cases, regulations. For example, after a research report on the syn-
thetic production of a polio virus was published in 2002, the U.S. government
set up a high-level advisory body to draw up guidelines against the terrorist use
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of biological research.’® Biotechnology Research in an Age of Terrorism, a compre-
hensive work on the state of the art at that time, was published in 2004.%* In
2012, the book Innovation, Dual Use, and Security was published, in which, in
addition to the biological risks, attention was also drawn to the potential chemi-
cal risks. It contains a 300-page in-depth overview of many intersecting issues.’®
In 2016, a case came to light in which a Chinese company exported a synthetic
opioid called carfentanil unregulated to countries in the Euro-Atlantic area.
However, this chemical is so potent that it has already killed several unknowing
drug users. Terrorist use could not be ruled out.” This incident is exemplary for
several substances and devices. Furthermore, on the Chinese state level, there
have been concerns from some NATO member states in recent years. The coun-
try is pursuing civil-military integration in many scientific fields, often resulting
in dual-use goods.”® In 2021, the United States accused China of not clearly
distancing itself from weaponizable research in the biological field:

China continues to develop its biotechnology infrastructure and

pursue scientific cooperation with countries of concern. Available

information on studies from researchers at Chinese military medical

institutions often identifies biological activities of a possibly anomalous

nature since presentations discuss identifying, characterizing and test-

ing numerous toxins with potential Dual Use applications.*

Other countries that the United States accuses of a possible dual-use bi-
ological weapons program are North Korea and Iran. Russia is accused of not
having properly destroyed “BW items specified under Article 1 of its past BW
program.” An increase in civil-military dual-use research in the CBRN field
poses the risk of openly available knowledge being misused for malicious pur-
poses. The next section will take a closer look at the actual level of research in
2023 and what developments are possible by 2030.

Possible Biological Threats by 2030

Without question, the biological threats of the future are increasingly severe.
The individual threats are often incomprehensible for nonexperts, as biological
warfare can be carried out by using viruses, bacteria, fungi, insects, or plants.
Almost all animals are possible vectors, and in the far future, even mechanical
products or highly manipulated organisms could also be possible vectors. In
addition, synthetic biology, nanotechnology, and DNA manipulation open up
a whole new range of possibilities for modifying or even completely rebuild-
ing or recreating viruses and bacteria. The latter are called designer pathogens.
These technological advances were foreseeable for some time, and yet they only
came to public attention because of the global pandemic. But as complex and
diverse as the possible types of biological weapons are, so are the techniques to
enhance the efficacy of biological weapons through biological engineering. A
2013 report in the Dartmouth Undergraduate Journal of Science lists the possi-
ble techniques for weaponizing biological materials. These include the manip-
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ulation of bacteria; the aforementioned designer pathogens; the destruction or
replacement of individual genes in the context of misused gene therapy; stealth
viruses that only unfold their effect in the body after external or internal activa-
tion; host swapping diseases that, for example, specifically jump from domestic
cats to humans; designer diseases that, for example, cause artificial cancer; and
personalized biological weapons. The latter spread approximately asymptomati-
cally in the population and only have an effect on certain genetic characteristics
of a person or group of people.”®
In his 2002 contribution to 7he Counterproliferation Papers of the U.S. Air
Force Counterproliferation Center at Air University, Michael J. Ainscough de-
scribes the threats that could become reality by 2030. Based on findings of the
JASON Defense Advisory Panel in 1997, Ainscough describes six future threats.
First, he talks about binary biological weapons that can be used for extortion or
safe handling. For this, a harmless host bacterium and a virulent plasmid would
be isolated separately and threatened with the release of the associated second
component, which would then interact to produce its effect. As far as designer
genes are concerned, the researcher concludes that these have long been state
of the art with simple modifications at the time of the study. Future designer
pathogens will have far more complex capabilities and will be able to exhibit a
whole range of modified characteristics. Regarding gene therapy, he writes:
There are two general classes of gene therapy: germ-cell line (reproduc-
tive) and somatic cell line (therapeutic). Changes in DNA in germ cells
would be inherited by future generations. Changes in DNA of somatic
cells would affect only the individual and could not be passed on to
descendants. Manipulation of somatic cells is subject to less ethical
scrutiny than manipulation of germ cells.”

Already 25 years ago, viruses were used as vectors to insert genes into mam-
malian cells. This genetically engineered virus was successfully used to prevent
rabies in wildlife. Likewise, viruses were successfully used as vectors for mouse-
pox viruses 25 years ago. This allowed vaccination of mice to be circumvented,
which died shortly afterwards. The concept of stealth viruses is not new in na-
ture. In this case, an initially unnoticed virus could enter human cells and wait
for an external or internal signal. One related example are oncogenes, which
are mutated genes that cause cancer as soon as they are activated. Some viruses
have segments of DNA that mimic oncogenes. Other substances, bioregula-
tors, physical processes, or external influences such as ultraviolet light could
thus activate the virus. Ainscough also writes about host-swapping diseases and
designer diseases. In the future of 2030, it could be possible to create the suit-
able pathogens for a certain disease pattern. This would make it possible, for
example, to temporarily shut down the immune system or induce cell death in
certain cells.”’ Twenty years later, Ainscough’s prognoses are all proving to be
increasingly technically feasible. Except for complex designer pathogens and
diseases, all predictions are applicable in the year 2023.
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Although some of the possible applications mentioned have not yet been
achieved in practice, thanks to the aforementioned CRISPR-Cas9 gene-editing
technology and the general progress in the field, it is only a matter of time be-
fore the biological weapons mentioned are successfully tested within military or
civil dual-use research. Another extremely problematic aspect is that CRISPR
is not a high-tech technology that is only available in secure laboratories. At
the current rate, it is foreseeable that in the world of 2030, manipulated and
synthetic biological substances could take on an almost everyday character. But
how difficult is it really for future actors to actually develop and deploy one of
these methods themselves?

Based on the state of the art in 2015, researcher Zian Liu of the Universi-
ty of California, Berkeley, concludes that there are five potential barriers that
could prevent nonstate actors without access to professional laboratories from
creating novel biological weapons. First, it is not easy to create a properly pro-
tective research environment that will secure the actor adequately. Secondly,
although it is possible to order all the necessary materials on the internet, very
specialized equipment for very dangerous substances and many test runs cost
up to $30,000 USD. If an already dangerous bacteria or virus strain are used
as an initial substance, a screening of the person placing the order is usually
requested. However, there are sometimes great differences in this respect world-
wide. Nevertheless, there are already mechanisms that automatically subject the
online ordering of several suspicious materials to a closer examination. An ex-
ample is the code of conduct for gene synthesis published by the International
Association of Synthetic Biology in 2009. Fourth, it is often standard practice
to modify existing research for one’s own purposes. However, specific research
on modern biological weapons is of course top secret. But it is still possible to
gather information from civilian dual-use literature, but this requires a higher
degree of specialist expertise. Fifth, the actor would have to undertake poten-
tially extensive testing and adjustments prior to deployment. Such tests can
easily arouse suspicion in various ways. The author also describes that there is
already an established community of so-called biohackers in many countries
around the world. Determined nonstate actors might join such an often anon-
ymous internet hobby community to act more effectively.®!

At the same time, of course, it is also possible that such a biohacker could
lose control of a potentially dangerous agent as a result of an accident, since
generally weaker standards of safety are observed in amateur labs. Liu’s six-year-
old remarks must also be seen in the light of the fact that more advanced tech-
nologies are already available on the internet now. In the future, it will probably
be even easier to circumvent the barriers as, for example, the aforementioned
small flow reactors and CRISPR-Cas9 applications become widely marketable.

All in all, synthetic or DNA-engineered biological weapons can potentially
cause enormous damage, but a closer look reveals that, at least for nonstate
actors, production is currently not as easy as it might seem. By 2030, however,
some of the current barriers are expected to be significantly lower. Although it
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is possible to learn the fundamentals via internet courses, in most cases a solid
academic education is needed to gain practical experience with the laboratory
equipment. Compared to genetically modified agents, existing natural patho-
gens may pose an even greater danger, as slightly less experience is required to
weaponize them. There is also more publicly available research and potential
natural source sites for such pathogens. In 2014, for example, a Tunisian jihad-
ist did not even attempt to produce complicated pathogens, but instead records
were found on their laptop of how the causative pathogen of plague (Yersinia
pestis) can be isolated from infected animals and subsequently weaponized. The
chemist and physicist would presumably have had the theoretical prerequisites
for creating his own strain, but it seems the costs were too high compared to the
benefits.®? He was caught without carrying out an attack.

It would also be relatively easy for nonstate actors to take advantage of a
natural outbreak to infect themselves and then infect as many other people as
possible. Breaking an imposed quarantine during a disease outbreak for po-
litical reasons could also be classified as terrorism, as people could be killed
indirectly. Such intentions, as well as acting as a so-called superspreader, are
entirely possible, as already described in the section on SARS-CoV-2. However,
it is relatively difficult to deliberately infect oneself with a naturally occurring
virus as the first carrier. Another comparatively simple biological weapon that
could be used for attacks in the future is the mass breeding of insects. This can
lead to effective attacks on crops, but as soon as the insects are to be used as
vectors for diseases against humans, a greater effort might be required, although
it might still be much less than that of producing a synthetic pathogen. The
use of insectoid vectors proved to be very effective in the operations carried out
by the Japanese during the Second World War. Other biological agents already
used in the past, such as anthrax and ricin toxin, might also potentially be used
in the future again. Currently, the Centers for Disease Control and Prevention
lists more than 20 dangerous bioterrorism agents, which they subdivided into
three categories.®

In addition, there is the danger of developments by state actors that could
be misused for terrorist purposes by employees, fall into the hands of nonstate
actors, be released as a result of an accident, and could be used intentionally or
as part of a covert operation. The unconfirmed efforts of the People’s Republic
of China operating a disguised dual-use bioweapons program are a cause for
concern.* It is also very problematic that various states have not ratified inter-
national agreements and, in some cases, do not adhere to international stan-
dards, which could facilitate proliferation to potentially adversarial nonstate
actors. The internet, and its global expansion, will continue to play a funda-
mental role in the future through legal and illegal orders, educational courses,
and specialized biohacking communities, as well as the latest research and pub-
licly accessible DNA/RNA databases.

With a prospective application in mind, a distinction must be made be-
tween how demanding it is to produce or obtain a specific biological weapon.
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As with chemical weapons, greater effectiveness goes mostly hand in hand with
more difficult acquisition and are thus less likely to be used. This rough predic-
tion may be obsolete by 2030, as technological advances lower the threshold
for acquisition while increasing lethality. As emphasized in the introduction, it
is important to note that various current and future biotechnological develop-
ments have the potential to limit and thus to a certain degree control transmis-
sible biological weapons.

Current and Future Means

of Delivery for Biological Material

Due to the often-unstable nature of biological pathogens outside the labora-
tory, methods of dissemination are also important. In the following, current
and conceivable methods by 2030 are examined in more detail. A whole range
of bombs, including cluster bombs and balloon bombs, were developed for
use with biological weapons at the beginning of the Cold War. Many of these
developments were aimed at destroying enemy crops with plant pathogens. In
the Second World War, Japan used, among other things, ceramic bombs filled
with pathogens. While most chemical weapons can be stored for longer periods
of time in their means of delivery and can be used relatively effectively by many
methods, biological weapons usually require a much more cumbersome proce-
dure. Due to the high impact energy of nonbraked bombs and missiles, suc-
cessful dissemination of a biological agent is not likely. Parachuted bombs with
a large-scale dispersal mechanism are more likely to succeed. However, anthrax
spores are nevertheless known to survive dispersal by low-yield explosion, as
found for example in the American E61, E120 or M 143 cluster bomb submu-
nitions developed in the 1960s.° However, a careful explosive delivery system
for sophisticated bioweapons is very difficult for nonstate actors to achieve on
their own. A civilian aircraft could be bought or rented for the drop of a bomb
or cannister, but the overall cost of such a venture is very high compared to the
possible outcome.

Easy to control, maneuverable, low-cost UAVs with a comparatively high
payload designed for the civilian market have become quite popular in the last
decade and see regular combat operation, for example in the Ukraine war of
2022. In addition, camera technology is becoming smaller and smaller, batteries
come with improved storage capacity, and small and lightweight flight con-
trollers, accelerometers, and GPS (Global Positioning Systems) are becoming
increasingly widespread. Thanks to mass production, mostly in the People’s Re-
public of China, models are now available in many price ranges and payload siz-
es. In the meantime, a large market has also established itself with do-it-yourself
components with which mission-oriented UAVs can be built relatively easily.
This can be done both as a fixed-wing aircraft and as a multicopter or helicopter.
In recent years, a growing market has also emerged that specializes in profes-
sional applications and offers more expensive, but still affordable, products. In
the United States alone, almost 750,000 commercial and recreational drones
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are currently registered.®® At the same time, effective defense against these com-
mercial UAVs remains a major challenge. In practice, it is also difficult to distin-
guish between registered and legal drone flights and potential attacks.

At an event organized by the Center for Arms Control, Energy, and Envi-
ronmental Studies in 2011, some interesting points were made in relation to
UAVs. For example, a simulation was mentioned in which 900g of weapons-
grade anthrax would be released 100 meters above a large city. With appropriate
winds, about 1.5 million people would be infected and tens of thousands would
die despite strong containment measures. At the same event, the TAM-5 model
aircraft was mentioned, which flew automatically for 39 hours in 2003 and
traveled more than 3,000 km over the Atlantic.*” Since 2009, more and more
UAVs have been configured as multicopters. These models usually cannot fly as
far or as long as fixed-wing aircraft, but they are more maneuverable and usu-
ally easier to operate. Modern remote-controlled aircraft can fly far faster than
500 km/h; modern quadrocopters far faster than 200 km/h. For professional
applications, there are now drones with a payload of more than 100 kg.®® In
2016, British prime minister David Cameron warned that UAVs could disperse
radioactive material in massive quantities over cities. He is probably alluding
to the wide availability of automated crop duster UAVs, which are in fact a
low-effort, high-impact means of delivery for terrorists, especially when many
people are crowded together in the open. Instead of radioactive material, how-
ever, chemical or biological material could be effectively disseminated.®” State
actors with access to professional technologies have resources to develop further
technical solutions tailored to the agent. Manned aircraft for the deployment
of CBRN material have been little considered by nonstate actors. In the past,
Aum Shinrikyo tried to modify a Mil Mi-17 helicopter to spray toxic gas over
Tokyo.” In 2001, an al-Qaeda terrorist traveled to the United States to possibly
prepare an attack with a crop duster plane.”

In addition to aerial deployment, CBRN material can also be deployed
from the ground. The direct application of pathogens, as in the 1984 Rajneeshee
bioterror attack, can be considered a ground-based attack. The same applies to
attempts to deliberately transmit SARS-CoV-2 or other viruses to, e.g., door
handles or from person to person. This category also includes assassinations
with biological warfare agents.

A subcategory of biological warfare is entomological warfare. There are two
fields of application, because insects can be used to act directly as weapons or
to spread pathogens. But noninsectoid animals can also be used to deliberate-
ly spread pathogens. This type of warfare was first systematically studied and
applied during the Second World War. Japan was particularly involved; the
empire infected Chinese populations with plague-infected fleas and cholera-
spreading flies. This mode of transmission proved catastrophically effective. Yel-
low rats were also bred in large numbers for use as vectors.”* After the war, the
Soviet Union, among others, researched ticks as vectors. According to their
own statement, an automatic insect breeding facility was developed.” Such a
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facility was also planned in the United States, where mosquitoes and fleas were
successfully tested as vectors and were dropped from airplanes.” But nonstate
actors have also recognized the advantages of insects as biological weapons. For
example, in 1989, after a letter from a group called “the Breeders” was found,
“peculiar patterns of Mediterranean fruit fly infestation in southern California
that year” were detected.”” More recent cases have not been detected. In princi-
ple, it is easier to use insects as weapons than to successfully infect vectors with
deadly diseases without endangering oneself. Major financial damage or famine
due to crop shortfalls can be a consequence that is not directly fatal to humans.

As already indicated, the biological field is probably the most significant for
the future. The possibilities of releasing and spreading a fully developed patho-
gen are very diverse and almost impossible to prevent. In jihadist circles, for
example, one of the terrorists could be the first carrier, while other types of ter-
rorists might want to harm a specific person or group of people. From poisoned
water to public salad buffets, there are many methods. In the future, however,
genetically manipulated or even synthetic bacteria, insects, or other animals
will be particularly useful as vectors. Such animals can be bred or designed
according to the requirements at hand (e.g., to reproduce and spread particu-
larly quickly or to deliver the pathogen particularly effectively). Similarly, in the
future it will often be difficult to distinguish manipulated animals from non-
manipulated animals. Thus, the origin of the outbreak can be concealed, which
presents potential for a state attack disguised as a terrorist attack, or vice versa.

Biological means of delivery of pathogens can already be prepared with the
help of artificial hatcheries or programmed to reproduce themselves as quickly
as possible. The latter might be a logistically more effective solution, although
manual incubation requires less expertise in the field of molecular biology. In
the future, modified organisms may be able to identify and attack certain peo-
ple or groups of people on the basis of certain characteristics or infect them
specifically with the transported pathogen. Similarly, carrier animals could be
manipulated to feel comfortable in other climates or environments and attack
the local population or displace native species. Climate change would accelerate
such intentions. It is also possible that by 2030, technologies will exist that
can artificially control insects or small animals, turning them into covert weap-
ons. Currently, this already works with beetles. In this way, CBRN materials
could be delivered unnoticed to a specific target without attracting attention.
A pathogen that has a deliberately long delay to disease onset or death built in
can be used to spread unobtrusively in humans or animals before it is detected.

In addition to the ways of delivering biological material already discussed,
there are other ways that can be used to contaminate soil, water, or plants.
The perpetrator can either use one of the previously explained systems, such
as an agricultural UAV. A simpler way is to distribute the agent personally in
unguarded places. Biological agents such as anthrax are likely to contaminate
soil permanently. The two best-known examples are Gruinard Island in Scot-
land and Vozrozhdeniya Island in what is now Uzbekistan and Kazakhstan.
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Both were partially contaminated by tests with Bacillus anthracis, the cause of
anthrax; studies proved the extreme persistence of the biological weapon in soil
during initial decontamination attempts.”® To alert the public to the dangerous
situation on the island, unknown perpetrators sent two packages of soil samples
from Gruinard Island almost 40 years after the initial release of anthrax agent.
One of the packages actually contained anthrax spores.”” The island was then
thoroughly decontaminated. The former Soviet biological weapons test site in
the Aral Sea was also decontaminated in 2002 with funds from the United
States, because many anthrax cultures were not sufficiently destroyed by the
Soviets. Nevertheless, it is likely that live spores could still be found in unknown
locations on the island. Yersinia pestis, known as plague, and smallpox virus have
also been experimented with on the Soviet testing area but are not likely to have
survived until today.”®
The deliberate poisoning of water, mostly of human drinking water, has
been discussed many times in the past. In such a case, it is known as a point
source. In fact, in 1972, two teenagers tried to poison Chicago’s drinking water
with biological agents, but they did not come close to achieving their goal.”
The deliberate poisoning of plants or livestock with biological agents is a
very broad field of application that has been studied and partially applied since
before the Second World War. In the past, Germany, France, Japan, Iraq, the
United Kingdom, the United States, and the Soviet Union pursued such pro-
grams, sometimes on a large scale.®** The means of delivery are either vectors or
insects themselves, but the use of anticrop fungi and other transmissible plant
diseases has also been successfully tested. Once applied to a plant, it then serves
as both the means of delivery and the target of the weapon. As with soil con-
tamination, there are theoretically multiple motivations for terrorists to engage
in agro-terrorism. Agro-terrorism can often be closely linked to entomological
warfare methods. For more information, see the section on animals as a means
of delivery. Jonathan Ban of the Chemical and Biological Arms Control Insti-
tute lists some motivations:
Some actors may be motivated for the same reasons as other terrorist
actions—to attract attention to a cause, incite fear, disrupt society, or
demonstrate a capability with the intent of exacting political conces-
sions. Other actors may be prompted by different motives—economic
interest, sabotage, or revenge.®!

He lists several cases in which crop poisoning was threatened or carried out.
In the described cases, chemicals like mercury or cyanide were used for poi-
soning, but not self-transmitting biological weapons. Also, the alleged medfly
attacks in California in 1989 had food production, in this case mass-produced
fruits, as a target.** The Federation of American Scientists provides information
on further incidents of biowarfare against agriculture: “In 1985 and 1988, Iraq
conducted field tests of wheat cover smut to demonstrate its effectiveness as an
anti-crop agent. Iraq also produced canisters designed to disperse the fungal
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agent over Iranian wheat fields. In Sri Lanka in the early 1980s, a group of Tam-
il separatists threatened to spread non-endemic plant diseases among rubber
and tea plantations in a scheme to undermine the government.”

In the section on emerging technologies, the potential and current areas of
application of nanotechnology in the CBRN sector have already been outlined.
There is also a future field of application in the area of means of delivery. Fu-
ture systems can use the bionic advantages of real living beings and combine
them with the advantages of technical applications. Since only a few grams of
various toxins or pathogens are often needed to have a lethal effect or to start
an epidemic compared to current nuclear weapons, for example, nanorobots
are also suitable for delivering the material. Also, camouflage as, for example,
a mechanical rat or bird is possible to outsmart security measures of military
premises or essential personnel. It is unlikely that nonstate actors will be able
to build and operate such complex military high-tech means of delivery, but a
dual-use application of such technologies is not impossible by 2030.

Fully autonomous vehicles are certainly part of the future of 2030. With
autonomous UAVs, the damage of even low-quality CBRN weapons can be
increased by automatically matching and selecting between multiple detect-
ed targets. Reprogramming requires IT skills, but these can also be obtained
by terrorist groups. Deployed en masse, autonomous vehicles can carry out
many different conceivable types of attacks and cause increased panic among
the population, which is further exacerbated by the use of CBRN material.
Autonomous drones can also target, for example, crowds of people with CBRN
material, move on, and attack new identified targets. This saves CBRN material
and makes the attack more effective, as even agricultural drones have a rather
limited capacity when it comes to creating a deadly concentration of an agent
in the air.

Possible Actors

The last and final section provides an overview of possible actors up to the
year 2030. Earlier in the article, China and its dual-use biotechnology activities
were discussed in more detail. Of the potentially hostile state actors, however,
North Korea must also be mentioned, whose possible bioweapons program is
explained in two reports as well as the Russian Federation, about whose cur-
rent bioweapons allegations there is also a detailed article.* In the case of both
countries, however, there is no definitive evidence. On Iran and a possible bio-
weapons program, sources are comparatively sparse.

Starting with state actors that may have sophisticated and resource-intensive
capabilities to research, produce, and deploy biological weapons, it must never
be forgotten that former state actors, like defectors or disloyal soldiers, may also
get their hands on these biological weapons or sophisticated weapons get stolen
or lost. In today’s world and the world of 2030, there are also pseudo-nonstate
actors who ostensibly operate autonomously but are significantly supported by
a state actor. In addition to economically, religiously, and politically motivated
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actors, there are also cults that stand out from other groups in the field of non-
state actors, since their goal may well be the extermination of all human life
without limitation. Other nonstate actor groups that could theoretically plan
to use biological weapons by 2030 are ecoterrorists, extreme conspiracy theo-
rists, cyberterrorists, internal staff, renegade scientists, or laboratory security
personnel. The third major category is unintentional accidents in laboratories
or accidents involving members of the biohacker community at home. For ex-
ample, at least two accidents occurred in coronavirus laboratories in China in
2004, and the local outbreak of foot and mouth disease in the UK in 2007 was
traced to a laboratory in Surrey.® The fourth category is incidents, outbreaks,
and attacks of unknown origin, which is not unlikely in the context of possible
hybrid warfare by 2030.

Conclusion and Overall Threat Potential

In conclusion, NATO forces will find themselves in an increasingly dangerous
biological threat environment by 2030. Despite the diverse threat environment,
the alliance must credibly ensure that it can continue to operate actively in the
aftermath of biological weapons attacks. Despite the high potency of biological
agents, the issue is often treated only half-heartedly in armed forces and often
remains a secondary consideration in national security strategies, despite the
COVID-19 pandemic as an illustrative example. This article shows that there
are virtually no limits to future biological weapons. This type of weapon of mass
destruction has the potential to fundamentally change the future of warfare.
As Ainscough’s prognosis shows, this is not necessarily a new conclusion. The
hypothesis is thus confirmed, although it is clear that forecasts for the future
are always merely educated assumptions and that a large number of unknown
factors play a decisive role in the real outcome.

It is very difficult to quantify the threat of future bioweapon attacks on a
scientific basis. At the end of 2022, there is no concrete evidence that any actor
is planning or threatening to use biological weapons in the near future. Nev-
ertheless, the threat environment is evolving in a direction that fundamentally
increases biological threats. Likewise, the progress of biotechnology will sooner
or later lead to the development of limited transmissible bioweapons. So far,
uncontrolled spread has deterred actors from using transmissible bioweapons.
If, by 2030, it is possible to effectively limit biological weapons or make them
nonlethal and endow pathogens with individual capabilities and attributes as
designer pathogens, biowarfare could indeed establish itself as an alternative to
traditional types of kinetic warfare in the future.

NATO forces must work closely together to develop effective counterstrate-
gies and stay at the forefront of research to identify threats and develop effective
countermeasures, as stated in the NA7O 2030 agenda. Additionally, the U.S.
Marine Corps should address biological threats more thoroughly. At the same
time, the defensive nature and safe conduct of their own biological research
must always be made clear at the international stage and a treaty structure
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adapted to the changed conditions of our time, in particular with the People’s

Republic of China, must be sought diplomatically. It must be reliably ensured

that, despite a lower barrier, the use of biological weapons will continue to elude

the interest of any actors in the future.

For further research, the author recommends the development of effective

counterstrategies to future biological weapons attacks and an outlook on what

biotechnological advances potential adversaries could use to make their soldiers

more capable and resilient in the future.

Endnotes

1. Force Design 2030 (Washington, DC: Headquarters Marine Corps, 2020).

2. Jason Blessing, Katherine Kjellstrom Elgin, and Nele Marianne Ewers-Peters, eds.,
NATO 2030: Towards a New Strategic Concept and Beyond (Washington, DC: Henry
A. Kissinger Center for Global Affairs, Johns Hopkins University, 2021).

3. Kate Charlet, “The New Killer Pathogens: Countering the Coming Bioweapons
‘Threat,” Foreign Affairs 97, no. 3 (May/June 2018): 178-85.

4. George W. Christopher et al., “Biological Warfare: A Historical Perspective,” Journal of
the American Medical Association 278, no. 5 (1997): 412-17.

5. Matthew Meselson, “The Sverdlovsk Anthrax Outbreak of 1979,” Science 266, no.
5,188 (1994): 1,202-8, https://doi.org/10.1126/science.797370.

6. Michael ]. Ainscough, Next Generation Bioweapons: The Technology of Genetic Engi-
neering Applied to Biowarfare and Bioterrorism, Future Warfare Series 14 (Maxwell Air
Force Base, AL: Air University, 2002).

7. James Weaver, letter to the editor, “Slow Medical Sleuthing,” New York Times, 24 April
2001.

8. Barry Kellman, “Biological Terrorism: Legal Measures for Preventing Catastrophe,”
Harvard Journal of Law and Public Policy 24, no. 2 (2001).

9. Kellman, “Biological Terrorism.”

10. “Smallpox as a Biological Weapon,” Journal of the American Medical Association 281,
no. 22 (1999): 2,127-37, https://doi.org/ 10.1001/jama.281.22.2127.

11. “Smallpox,” World Health Organization, accessed 11 May 2023.

12.  “U.S. Officials Declare Researcher Is Anthrax Killer,” CNN, 6 August 2008.

13. Rolf Mowatt-Larssen, A/ Qaeda Weapons of Mass Destruction Threat: Hype or Reality?
(Cambridge, MA: Harvard Kennedy School, Belfer Center for Science and Interna-
tional Affairs, 2010).

14. “Al Qaeda’s Bio Weapons,” CBS News, 31 March 2005.

15.  Mowatt-Larssen, A/ Qaeda Weapons of Mass Destruction Threat.

16. “Ricin and the Umbrella Murder,” CNN, 23 October 2003.

17. “Two Georgia Men Convicted in Ricin Plot Against U.S. Government,” Reuters, 17
January 2014; “Breaking Bad Fan Jailed over Dark Web Ricin Plot,” BBC, 18 Septem-
ber 2015; “Henderson Man Sentenced for Unlawfully Possessing Ricin,” press release,
U.S. Attorney’s Office, Eastern District of Texas, 2 August 2018; and Clare Hymes,
“Woman Accused of Sending Ricin Letters to White House Charged with Making
Threats Against the President,” CBS News, 22 September 2020.

18. Florian Flade, “The June 2018 Cologne Ricin Plot: A New Threshold in Jihadi Bio
Terror,” CTC Sentinel 11, no. 7 (August 2018).

19.  Harald Doornbos and Jenan Moussa, “Found: The Islamic State’s Terror Laptop of
Doom,” Foreign Policy, 28 August 2014.

20. “Ricin Letters Mailed to President and Senator,” START, April 2013.

21. Nadine Salman and Paul Gill, “Terrorism during the COVID-19 Pandemic,” UCL

JDI Special Series on Covid-19: No. 13, May 2020.

140 Future Bioterror and Biowarfare Threats



22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

Gary Ackermann and Hayley Peterson, “Terrorism and COVID-19: Actual and Poten-
tial Impacts,” Perspectives on Terrorism 14, no. 3 (2020): 59-73.

Arie W. Kruglanski et al., “Terrorism in Time of the Pandemic: Exploiting Mayhem,”
Global Security: Health, Science and Policy 5, no. 1 (2020): 121-32, https://doi.org/10
.1080/23779497.2020.1832903.

Tom Mangold and Jeff Goldberg, Plague Wars: The Terrifying Reality of Biological War-
Jfare (New York: St. Martin’s Press, 2001), 92.

C. Drew Harvell et al., “Climate Warming and Disease Risks for Terrestrial and Ma-
rine Biota,” Science 296, no. 5,576 (June 2002): 2,158-62, https://doi.org/10.1126
/science.1063699.

Amelie Bottollier-Depois, “How Climate Change Could Expose New Epidemics,”
Phys.org, 16 August 2020.

Isidore K. Kouadio et al., “Infectious Diseases Following Natural Disasters: Preven-
tion and Control Measures,” Expert Review of Anti-Infective Therapy 10, no. 1 (2012):
95-104, https://doi.org/10.1586/eri.11.155.

Hannah Ritchie, “Which Countries Eat the Most Meat?,” BBC, 4 February 2019.
Romain Espinosa, Damian Tago, and Nicolas Treich, “Infectious Diseases and Meat
Production,” Environmental and Resource Economics, no. 76 (2020): 1-26, https://doi
.org/10.1007/s10640-020-00484-3.

Laura Spinney, “Is Factory Farming to Blame for Coronavirus?,” Guardian, 28 March
2020.

Bhaskara Reddy and Milton Saier Jr., “The Causal Relationship between Eating An-
imals and Viral Epidemics,” Microbial Physiology 30, no. 1 (2020): 2—8, https://doi
.org/10.1159/000511192.

Allison E. Betus, Michael K. Jablonski, and Anthony E Lemieux, “Terrorism and In-
tergroup Communication,” Oxford Encyclopedia of Communication, 26 October
2017, hteps://doi.org/10.1093/acrefore/9780190228613.013.409.

Afzal Ashraf and Anastasia Filippidou, Zerrorism and Technology (Ankara, Turkey: Cen-
tre for Excellence Defence Against Terrorism, n.d.), 8.

“Allied Command Transformation Strategic Foresight Work,” NATO, accessed 3 May
2023, 45-55.

Rasmus O. Bak, Natalia Gomez-Ospina, and Matthew H. Porteus, “Gene Editing on
Center Stage,” Trends in Genetics 34, no. 8 (2018): 600—11.

Kim Riley, “Bioterrorism Threats Require Common Global Experimentation Over-
sight, Expert Says,” Homeland Preparedness News, 10 August 2017.

David Lawrence, “Genetic Engineering and Human-Animal Hybrids: How China Is
Leading a Global Split in Controversial Research,” Conversation, 3 September 2019.
Julius Fredens et al., “Total Synthesis of Escherichia coli with a Recorded Genome,”
Nature 569, no. 7,757 (2019), 514-18.

Pinero-Lambe et al., “Programming Controlled Adhesion of E. coli to Target Surfaces,
Cells, and Tumor with Synthetic Adhesins,” ACS Synthetic Biology 4, no. 4 (2014):
463-73, https://doi.org/10.1021/sb500252a.

“NCBI Virus,” National Library of Medicine, accessed 11 May 2023.

Ian Sample, “Synthetic Biology Raises Risk of New Bioweapons, US Report Warns,”
Guardian, 19 June 2018.

Claire Delacour, “Why Use a Microreactor for Chemical Processes?,” European Train-
ing Network for Continuous Sonication and Microwave Reactors, accessed 3 May
2023.

Andreas Zaugg, Julien Ducry, and Christophe Curty, “Microreactor Technology in
Warfare Chemistry,” Military Medicine Science 82, no. 2 (2013): 63—68, https://doi
.0rg/10.3l482/mmsl.2013.009.

Anita Salic and Bruno Zelic, “Synergy of Microtechnology and Biotechnology: Mi-
croreactors as an Effective Tool for Biotransformation Processes,” Food Technology &
Biotechnology 56, no. 4 (2018): 464-79.

Gary Sheftick, “Army Developing Robotic Insect,” U.S. Army, 17 December 2014.

Juling

Vol. 14, No. 1

141



Journal of Advanced Military Studies

142

46.

47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.

67.

68.
69.
70.
71.
72.
73.

74.

Suping Li et al., “A DNA Nanorobot Functions as a Cancer Therapeutic in Response
to a Molecular Trigger in Vivo,” Nature Biotechnology 36, no. 258—64 (2018): https://
doi.org/l().1038/nbt.4071.

Jeff Daniels, “Mini-nukes and Mosquito-like Robot Weapons Being Primed for Future
Warfare,” CNBC, 17 March 2017.

“DARPA Microsystems Exploration Seeks Revolutionary Advances in Military Em-
bedded Computing Technologies,” Military and Aerospace Electronics, 16 July 2019.
Margaret E. Kosal, “The Threats from Nanotechnology,” Bulletin of the Atomic Scien-
tists 75, no. 6 (2019): 29094, hreps://doi.org/10.1080/00963402.2019.1680054.
Nicholas Winstead, “The Applications and Implications of Nanotechnology,” Ameri-
can University, 15 April 2020.

Erika Check, “Terror Watchdog Set up for ‘Dual Use’ Biology,” Nature 428, no. 109
(2004): https://doi.org/10.1038/428109a.

Biotechnology Research in an Age of Terrorism (Washington, DC: National Academies
Press, 2004).

Jonathan B. Tucker, ed., Innovation, Dual Use, and Security: Managing the Risks of
Emerging Biological and Chemical Technologies (Cambridge, MA: MIT Press, 2012).
Erika Kinetz and Desmond Butler, “Chemical Weapon for Sale: China’s Unregulated
Narcotic,” Berkshire (MA) Eagle, 7 October 2017.

Meia Nouwens and Helena Legarda, “China’s Pursuit of Advanced Dual-use Technol-
ogies,” International Institute for Strategic Studies, 18 December 2018.

Adherence and Compliance with Arms Control, Nonproliferation, and Disarmament
Agreements and Commitments (Washington, DC: Department of State, 2021).
Adherence and Compliance with Arms Control, Nonproliferation, and Disarmament
Agreements and Commitments.

Mackenzie Foley, “Genetically Engineered Bioweapons: A New Breed of Weapons for
Modern Watfare,” Dartmouth Undergraduate Journal of Science (Winter 2013).
Ainscough, Next Generation Bioweapons.

Ainscough, Next Generation Bioweapons.

Zian Liu, “Bioweapons . . . for Dummies?,” Bulletin of the Atomic Scientists, 28 Septem-
ber 2015.

Bruce Goldman, “How-to Manual for Making Bioweapons Found on Captured Islam-
ic State Computer,” Scope, 3 September 2014.

“Bioterrorism Agents/Diseases,” Centers for Disease Control and Prevention, accessed
4 May 2023.

Elsa B. Kania and Wilson Vorndick, “Weaponizing Biotech: How China’s Military Is
Preparing for a ‘New Domain of Warfare’,” Defense One, 14 August 2019.

Jeanne Guillemin, Biological Weapons: From the Invention of State-Sponsored Programs to
Contemporary Bioterrorism (New York: Columbia University Press), 101.

Federica Laricchia, “Consumer and Commercial Drones Worldwide—Statistics and
Facts,” Statista, 20 April 2022.

Eugene Miasnikov, The Threar of the Use of Small UAVs by Tervorists: Technical Aspects
(Moscow, Russia: Center for Arms Control, Energy and Environmental Studies, Mos-
cow Institute of Physics and Technology, 2004).

“Griff 300 Review: Drone that Can Lift 500 Pounds,” Drone Tech Planet, accessed 4
May 2023.

David Hambling, “Could ISIS Really Attack the West with a Dirty Drone?,” Popular
Mechanics, 8 April 2016.

Suzuki Nathie, “Prophet of Terror: The Story of Shoko Asahara, Aum Shinrikyo, and
the Danger of Religious Terrorism,” Suzuki’s Thoughts (blog), 14 January 2019.
Mowatt-Larssen, Al Qaeda Weapons of Mass Destruction Threat, 16.

Jeffrey A. Lockwood, “Insects: Tougher than Anthrax,” Boston Globe, January 2010.
Jonathan Ban, Agricultural Biological Warfare: An Overview (Alexandria, VA: Chemical
and Biological Arms Control Institute, 2000), 3.

William H. Rose, An Evaluation of Entomological Warfare as a Potential Danger to the

Future Bioterror and Biowarfare Threats



75.
76.

77.
78.
79.

80.
81.
82.
83.

84.

85.

United States and European NATO Nations (Dugway, UT: U.S. Army Dugway Proving
Ground, 1981).

Ban, Agricultural Biological Warfare, 4.

Zaria Gorvett, “The Deadly Germ Warfare Island Abandoned by the Soviets,” BBC,
28 September 2017.

“Biological Warfare: Dark Harvest,” Time, 9 November 1981.

Zaria Gorvett, “The Deadly Germ Warfare Island Abandoned by the Soviets.”
Michael Miner, “The Terrorist Mind—A Look Back at a 1972 Plot to Poison,” Chicago
Reader, 25 September 2012.

Ban, Agricultural Biological Warfare.

Ban, Agricultural Biological Warfare.

Ban, Agricultural Biological Warfare.

“Biowarfare Against Agriculture,” Case Studies in Agricultural Biosecurity, accessed 4
May 2023.

Hyun-Kyung Kim, Elizabeth Philipp, and Hattie Chung, “North Korea’s Biological
Weapons Program: The Known and the Unknown,” Belfer Center for Science and
International Affairs, Harvard Kennedy School, October 2017; Elisa D. Harris, North
Korea and Biological Weapons: Assessing the Evidence (Washington, DC: Stimson Cen-
ter, 2020); and Robert Petersen, “Fear and Loathing in Moscow: The Russian Biologi-
cal Weapons Program in 2022,” Bulletin of the Atomic Scientists, 5 October 2022.
Robert Walgate, “SARS Escaped Beijing Lab Twice,” Genome Biology, no. 4 (2004):
https://doi.org/10.1186/gb-spotlight-20040427-03; and Andrew Alderson, Richard
Gray, and Patrick Hennessy, “Foot and Mouth Lab Failure Causes Outbreak,” 7éle-
graph, 5 August 2007.

Juling

Vol. 14, No. 1

143



144

Sovereignty, Cyberspace,
and the Emergence of Internet Bubbles

Eldar Haber, PhD; and Lev Topor, PhD

Abstract: The cyber domain emerged as a perfect platform for international
struggle over power and influence. International powers are actively engaged in
cyber proxy warfare due to the relatively low risk of escalation, various enforce-
ment challenges, and the vagueness of international law within this realm. These
indirect conflicts might lead some global powers to close or restrict their virtual
borders to avoid or reduce the plausibility of cyber proxy warfare or unwanted
foreign influence in general. The formation of such restricted networks, articu-
lated in this article as “internet bubbles,” is already shaping within the realm of
actors like Russia, China, North Korea, and Iran. The authors argue that liberal
democracies like the United States might be at a severe disadvantage to fight
against cyber proxy warfare due to legal and constitutional barriers. But at the
same time, the emergence of platform governance and self-regulation might be
proven as a new force within these proxy wars and reshape its boundaries.

Keywords: international security, cybersecurity, internet, proxy warfare, sover-
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Introduction
From Stettin in the Baltic to Trieste in the Adriatic an iron curtain has

descended across the Continent.
- Winston Churchill

inston Churchill’s quote refers to the Soviet Iron Curtain—the
nonphysical boundaries dividing Europe at the end of World War
I1." Today, countries worldwide are forming digital iron curtains
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within their efforts to preserve sovereignty and control public opinion. Rus-
sia, China, North Korea, and Iran, to name a few key examples, control and
restrict their cyber domains to prevent foreign intervention. In contrast, liberal
democracies like the United States currently lack substantial legislative freedom
to similarly control and restrict their cyber domains and are therefore becoming
more susceptible to foreign interference of various types. This was demonstrat-
ed very recently with the conflict between Ukraine and Russia (2022—23)—the
latter restricted domestic media to try and restrain opposition to this conflict
while it also disseminated anti-Ukrainian and anti-Western propaganda to try
and undermine Western support for Ukraine.

The main argument of this article is that some countries worldwide will
attempt, and many times succeed, to form their own restricted internet net-
works—“internet bubbles”—for the purpose of avoiding undesired foreign
influence and to better govern and control their domestic affairs.” The au-
thors further argue that these internet bubbles position nondemocracies bet-
ter than democracies to gain and preserve cyber sovereignty, considering the
difficulty to attribute cyberattacks and propaganda.? However, these internet
bubbles are not hermetically sealed, and the rise of platform and corporate
governance might aid democracies to govern their virtual borders from for-
eign influence.

Examining the hypothesis begins with discussing the rise in cyber war-
fare and foreign interventions through cyber means. Notably, the internet
was always subjected to hacking and manipulations by foreign agents, often
conducted through its backbone.* But cyber warfare and other forms of for-
eign interventions became more common and prominent for many countries
worldwide recently, directed mostly against the West and the United States,
and might in turn threaten sovereignty. Cyberattacks were directed at the state
not only directly but also through private parties, serving as a state’s beneficia-
ry proxy, as exemplified within the cyberattack by North Korea against Sony
Pictures Entertainment in November 2014.> Further, it is only natural for a
sovereign state to protect itself from malicious foreign interventions. Yet, au-
thoritarian states also seek to limit foreign civil and cultural influences.

Methodologically, the authors examine the arguments, suggestions, and
predictions with a traditional international relations approach and treat each
international actor as a unitary actor seeking to gain complete sovereignty and
independence. This argument is based on traditional theories of international
relations, sovereignty, and proxy warfare, as well as a legal analysis of cyber
proxy wars from both international and domestic law perspectives. Since it is an
extreme and obvious case of undesired foreign influence, the focus of this article
is on cyber proxy warfare.

This article examines and compares the three cyber domains of three global
powers—the Russian, Chinese, and American domains—to predict how in-
ternational actors will use cyber warfare against their adversaries, while keeping
their own cyber domains safe. Finally, other modalities are suggested that can
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replace the necessity of creating internet bubbles—a suggestion that is derived
from the comparison of the American, Russian, and Chinese cases.

Interestingly, the February 2022 invasion of Russian forces into Ukraine
and now the conflict between the parties has demonstrated that cyber warfare
is limited. It is an important tool for times of peace and times of tensions and
mainly for disseminating propaganda. However, in times of kinetic conflicts,
the utility of cyber warfare is limited simply due to the fact that it takes kinetic
means like infantry, tanks, jets, and other weapons to conquer land. The con-
flict between Ukraine and Russia has also demonstrated the argument about
the strategic need of an internet bubble. That is, putting values like democracy,
liberalism, and human rights aside, Russia has restricted its internet and media
to deny any anti-governmental and pro-Western influences.

Sovereignty, Conflict, and Cyber Proxy Wars:
Setting the General Framework
Nations generally desire to control their internal affairs. That is, they seek the
ability to control their domestic affairs, control their population, as well as to
control their ability to make foreign policy decisions like engagement in trade,
war, or diplomatic relations in general.® In the context of this article, cyberspace
is a platform upon which states can fulfill this desire of control, especially re-
garding their domestic affairs. Politicians and their constituents in the United
States, the European Union (EU), Russia, and China have grown increasingly
nervous about letting capital, goods, and people move freely across their borders
and the threat of terrorism or even the COVID-19 pandemic only made this
more prominent.” In the age of information and cyberspace, politicians and
their constituents are also concerned about the type of information crossing
into their digital borders.®

States are also willing to engage in conflicts over their sovereignty. In the
twentieth and twenty-first centuries, major wars and conflicts have all been
characterized by the involvement of foreign powers in the affairs of other actors
or those of their allies and beneficiaries.” For the conceptual purpose of this
article, conflict between states can emerge, among other ways, mainly in two
ways: first, when actors disagree about their mutual international affairs. Sec-
ond, when actors try to influence and intervene in the domestic political arena
of other states.” In this regard, Fredric S. Pearson suggested that there are six
key reasons for states” interventions in others™ affairs: (1) they wish to acquire
territory or domains; (2) to protect social groups; (3) to protect economic in-
terests; (4) to protect military or diplomatic interests; (5) they intervene due to
ideology; and, lastly, (6) to keep or adjust the regional balance of power."!

States may acquire control over matters through peaceful negotiations, mil-
itary pressure, or any other use of power—soft, hard, smart, or sharp power.'?
In the context of this article, and the question of power and influence through
cyberspace, the question of how one can measure sharp power such as disinfor-
mation or cyberattacks arises. This is rather complicated and has no definitive
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answers yet, partially since many executions of power are made through proxies
carrying out cyberattacks, blurring or hiding the involvement of an interna-
tional actor in another’s affairs, thus making the attribution of the hostilities
even more difficult. Furthermore, the actual victim can be considered a state
proxy itself, as one might treat Sony Pictures Entertainment as such within the
abovementioned cyberattack against it in 2014. Moreover, even when a victim
state can point at the perpetrator state or actor, traditional military or econom-
ical retaliation is often more difficult to justify than when dealing with kinetic
actions, and the attribution problem often renders deterrence slow, blunt, and
ineffective.” Furthermore, following Karl W. Deutsch and Andrew Mumford’s
theme, when states consider ideology, interests, and risks, they tend to opt for
the use of proxies.

The conceptual soil on which the conflict is now fought, in this respect, is
cyberspace itself. Cyberspace allows states a rather high degree of anonymity
and detachment from their actions. The difficult forensic process of attributing
an attack to a specific perpetrator makes the internet an ideal tool for wag-
ing a proxy war."” While states are legally responsible for activities undertaken
through their proxies, holding them responsible will depend on proof (i.e., the
attribution of the proxy’s actions to its patron). However, some actions—such
as spreading disinformation and online propaganda—are currently not even
considered illegal on the international level and states use this to influence oth-
er international actors and even to resist traditional hard power such as the
case of Russian disinformation against the North Atlantic Treaty Organization
(NATO) in the Baltic region.'®

States strive to control their affairs, including the type and nature of infor-
mation their citizens consume. Even liberal democracies seek to restrict influ-
ence on public opinion if this influence is malicious. The extreme case of such
influence is cyber proxy warfare like foreign mis/disinformation campaigns and
for this reason this article demonstrates this argument with examples of cyber
proxy wars. Following the discussion of sovereignty, conflict, and traditional
proxy wars, the authors define the term cyber proxy wars to further elaborate the
argument. Combining and extending the definitions of proxy wars by Deutsch
and Mumford, cyber proxy wars could be defined as international conflicts be-
tween two foreign powers fought on or using the cyber domain, disguised as
actions taken by unrelated international actors or entities, made in an attempt
to influence an actor’s strategic outcomes; for instance, where both the attack-
er and the victim can be a proxy."” In the age of information and technology,
cyberspace— through cyber warfare—serves as the perfect arena to avoid direct
conflict while trying to obtain Pearson’s six goals for intervention. In general,
cyber warfare can be defined as using cyber weapons as well as the domain itself
in order to execute strategies and policies that undermine and influence other
international actors. These acts can be executed by all forms of international
actors.'® The characteristics and associated benefits of cyber tactics make them
very attractive for use by states and even terror groups alike."
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The Formation of the Russian

and Chinese Internet Bubbles

In this section, the authors focus on Russia and China since their internet bub-
bles are still relatively premature, although they are constantly growing, and in
contrast to the North Korean Kwangmyong internet bubble, are still not entire-
ly hermetic. The North Korean internet bubble is almost hermetically sealed
off, and all information and communications, in and out of the country, are
controlled by Kim Jong-un and his government.”” The article also addresses
the actual structure of cyberspace and argues that all layers of cyberspace can
be restricted—physical, logical (data routing), information, and users. These
layers affect many things such as regulation and the relations and interactions
between all users, states and people alike.”! In practice, as exemplified by the
Russian and Chinese examples, restricting physical and logical layers can lead
to a more restricted internet bubble while controlling information and users in
cyberspace can lead to a more subtle internet bubble. That is, for instance, the
fact that North Korea is physically and virtually disconnected from the global
grid makes the North Korean internet very restricted, more so than Russian
legislation against foreign information.

Unfortunately, while writing this article, one of the largest internation-
al conflicts since World War II between sovereign nations erupted between
Ukraine and Russia. Although Moscow sought to have its grip on what it per-
ceived as its “backyard” already in 2013—14 and even before, the current 2022—
23 conflict—or war—between Ukraine and Russia demonstrates the argument
about the strategic need for internet bubbles but also demonstrates the limited
magnitude of cyber warfare.” In fact, Russia acts in two spheres of information
and one of warfare. First, Russia seeks to restrict and control its domestic affairs,
through control of media and information, to oppose any domestic criticism
regarding the invasion of Ukraine.”® Second, it disseminates anti-Ukrainian
and anti-Western propaganda globally to undermine international support for
Ukraine.? Third, Russia puts more effort in kinetic warfare than in cyber war-
fare simply due to the fact that its aims are kinetic—Moscow wants to conquer
land and one does not conquer land just with cyber means but coupled with
kinetic means like weapons, tanks, and infantry (that is, cyberattacks are sec-
ondary to the main effort).”

The Russian Internet Bubble

Russia has the potential to pose the largest threat to the United States, the
European Union, and other democracies in general.? Its influence over global
affairs is probably not lesser than its predecessor, the Soviet Union, as Moscow
influences almost every major actor, in every region of the globe, and, as was
uncovered in 2016, on its main adversary, the United States.”” The Russian Fed-
eral Council has in fact emphasized the increasing importance of cyber warfare
and use of cyber-related actions to accommodate and complement other types
of acts in the international relations arena.®

Sovereignty, Cyberspace, and the Emergence of Internet Bubbles



Russia does not only utilize cyberspace to exert its influence on a global
scale but also to protect itself from foreign cyber influence. Russia is working to
create its own protective shield, a Russian internet bubble. Moscow’s December
2019 successful attempt to unplug itself from the internet was just another
step toward total domestic control of its domestic cyber domain— Ru/Net.” The
Russian exclave Kaliningrad was connected to Russia via the Kaliningrad Cable,
owned by Rostelecom, in 2021, further expanding its capabilities of internal
communication.”® Moscow had begun the process in early 2000s when it estab-
lished control over television and the press—an act that allowed it to gain more
control over information consumed by its citizens.”’ Moscow then turned to
address cyberspace, and the developing Russian internet bubble is meant to deal
with the technological and psychological aspects of the internet and its use by
Russian citizens. For example, the Yarovaya Law, Russia’s “sovereign internet”
law, the Russian mass communications surveillance system (SORM), and the
law making Russian applications mandatory on smartphones are all examples
of the legal regulation of the technological aspects of the internet—namely and
mostly the logic layer, which Russia seeks to gain control of.** The psychological
aspect of the Russian cyber domain is controlled through the “fake news” law,
the law concerning disrespect, and a recent law regarding foreign agents’ activ-
ities.* The efforts on the part of the technological aspect are aimed to regulate
outside sources, while those on the part of the psychological aspect are aimed
to discourage Russian citizens from criticizing the authorities and cooperating
with outside forces.**

In the context of the Russian “special military operation” in Ukraine, the
abovementioned restriction of domestic information and media and the influ-
ence campaigns on foreign audiences allow Russia to implement sharp power.
While leaks, anonymous communications, and rogue media allow Russian citi-
zens a glance at the outside world, mass media is generally protected against un-
wanted information about the conflict in Ukraine and thus antigovernmental
sentiments are limited.”

The Chinese Internet Bubble

China is another key global adversary of the United States and is much closer
in diplomatic and military relations to Russia than to the United States, a fact
that downgrades the United States from the global premier to some extent.*
At home, China has successfully gained almost complete control of its internet
since the early twenty-first century, restricting social media such as Facebook,
Twitter, and even Tinder; blog platforms such as WordPress; some email pro-
viders; and even search engines such as Google. As an alternative, China allows
for domestic social media platforms and other service providers to operate like
WeChat, Weibo, Tencent, Baidu, and many others.”” China also restricts access
to messaging applications such as Telegram, Signal, and WhatsApp. Further-
more, platforms such as YouTube, Netflix, the New York Times, the BBC, and
even Wikipedia are all restricted in China.*® As previously mentioned, China’s
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internet is also currently locked behind the “Great Firewall”—a national proj-
ect aimed at monitoring and censoring available online content through various
means and methods—which can be conceptually compared to the Soviet Iron
Curtain.”

China’s foreign policy and cyber activities are aimed to protect the Chinese
Communist Party (CCP) and to ensure domestic stability, territorial integrity,
modernization, and economic growth; or, in other words, to ensure Chinese
sovereignty and national security.*” In December 2016, China has released its
first National Security Strategy, which states that there can be no national secu-
rity without cybersecurity and further reaffirms that “cyberspace sovereignty is
an important part of state sovereignty.” China’s cybersecurity law, which acts
as the baseline of its cyber regulation, came into effect in June 2017, alongside
many other additional laws and policies that were enacted to ensure complete
regulation of the internet—to ensure the CCP’s “cyber sovereignty.”!

As a national strategy, China addresses mainly the economic, political, and
military spheres of cyberspace. As Amy Chang noted in 2014, there are six
main issues promoted by the CCP: (1) economic development through cy-
ber industrial espionage on other countries, including the United States; (2)
pro-Communist propaganda and control over domestic information, as dis-
cussed; (3) utilization of offensive cyber operations to express discontent with
acts of foreign powers; (4) development of military cyber capabilities both of
infrastructure and of personnel; (5) maintaining intelligence and continuous
reconnaissance of the cyber capabilities of China’s adversaries; and (6) promo-
tion and justification of domestic surveillance.*” These six issues are executed by
China’s global footprint in the technological domain, especially as the Sino-
American trade competition intensifies. Chinese companies like Huawei are
perceived by the West as a challenge because China has found a way to pene-
trate the West not just with propaganda but with hardware and software as well.
Yet this, of course, is a topic for another full article.®

China’s strict control of its domestic internet and its general cyber sover-
eignty means that by now China effectively has an internet bubble. In compar-
ison, Chinese internet regulation is stricter than its Russian counterpart, and in
fact, it applies to all four layers of cyberspace: the Chinese government controls
the physical layer through the regulation of routers, switches, servers, and other
hardware in general. It commands the logic layer through its control of Domain
Name Systems (DNSs), Internet Protocols (IPs), software, and websites. Power
over the information layer is achieved through state censorship, and as a result,
China also controls the user layer as the state manipulates and shapes users’
experiences.” However, it should be noted that the restrictions imposed on the
user layer and in part the information layer as well are not bulletproof as Chi-
nese citizens and foreigners often employ workarounds, such as virtual private
networks (VPNs) to bypass web restrictions.®
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American Internet Regulation and Deproliferation:
Responses to Foreign Insurgency

Cyber proxy wars are more challenging than kinetic ones from the legal and
sovereignty aspects. They also negatively affect liberal democracies such as the
United States more so than non or less-democratic states and might even threat-
en democracy. This is due, partially at least, to legal constraints and barriers for
forming internet bubbles that serve to mitigate the dangers and harms of cyber
proxy wars. The authors argue that the power to control parts of the internet,
and the lack thereof, might eventually challenge the proper functioning of some
governance forms, perhaps especially those whose legal regimes highly value
and protect free speech. To further articulate the differences between cyber and
kinetic proxy wars, one must first understand how some legal regimes might
contest cyber proxy wars differently than kinetic ones. To do so, this article
examines the two potential legal methods whereby cyber proxy wars are likely
to be handled: international law and domestic law.*

The first realm that might affect cyber proxy wars is the international sphere,
and more specifically international public law.*’ If international law prohibits
proxy wars—then, prima facie, they should not be conducted. In reality, how-
ever, international law likely fails to regulate the conduct of states regarding
proxy wars in general and cyber proxy wars in particular. Aside from political
or otherwise economic barriers for such conduct regulation, the international
sphere might prove trickier than one might presume, especially regarding cyber
operations, which lack effective regulation within the realm of international
law, as the article will discuss further.®

In the kinetic world, it is evident that states have almost full sovereign-
ty over what occurs within their physical boundaries and can thus exercise
various rights in response to certain hostile foreign acts, such as the right to self-
defense.® The question of whether and how a state could respond to a nonphys-
ical exercise of foreign powers within its own domain, be it the physical or cyber
one, does not enjoy great legal certainty at this time. The answer would greatly
depend on the characterization of the act and perhaps the harm that it caused,
but also on a formal acknowledgment of state sovereignty in its cyber domain
and its legal boundaries.™

Theoretically, the general legal status of cyber proxy wars could be inferred
from that of regular proxy wars—those that existed prior to the emergence of
the cybernetic ones. Proxy wars were formally acknowledged within the realm
of international law since the 1980s.”! While the legal framework around proxy
wars consists of a patchwork of international treaties and customary law, it does
establish legal obligations binding states to act responsibly in their use of prox-
ies.” These rules and obligations establish, for example, a constraint on the use
of force and the responsibility of a sponsor state for “internationally wrongful
acts” committed by its sponsored proxy.”* Conversely, the enforcement of such
legal obligations is scant at best and thus lacks substantial teeth.**
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To understand the extent to which cyber proxy wars could be regulated
through international law, one might suggest setting a framework for inter-
preting cyber proxy wars under the existing legal framework, in equivalence to
physical proxy wars. As previously suggested, building on Deutsch and Mum-
ford’s definitions of kinetic proxy wars, one might define cyber proxy wars as
international conflicts between foreign powers, disguised as acts carried out by
unrelated international actors in an attempt to influence an actor’s strategic
outcomes, using or fought on the cyber domain.”

Actions carried out as part of cyber proxy war campaigns might implicate
and breach, inter alia, the existing international norms of nonintervention, as
well as those prohibiting the “threat or use of force” and “armed attack” against
a foreign state, similar to how kinetic actions by states and proxies could breach
the same norms. If one further considers viewing cyber acts as acts of war, then,
at least theoretically, they must first meet the requirements of jus ad bellum and
then the law of armed conflict and international humanitarian laws. >

Nevertheless, cyber proxy wars are even more challenging to regulate than
their kinetic predecessors. First, as previously mentioned, the problem of attri-
bution is greatly enhanced in the cyber realm, adding difhiculties to prove or
even know which state was behind an attack. But aside from these challenges,
applying the traditional legal framework of the international laws of war to cy-
ber operations raises many difhiculties regarding fulfilling traditional definitions
and requirements originally meant to be applied to, and fulfilled by, the kinetic,
physical world of war and its elements. Put simply, since international law only
determines which physical actions would justify physical responses, the major
challenge would be determining when a cyber action would amount to and
equal such an action as to justify and make legitimate a response.”’

This challenge served as one of the main reasons for the writing of the 7a/-
linn Manual—a nonbinding expert’s opinion on how international law should
interpret and apply to cyber activities with respect to the law of war.’® The
manual addresses the issue of applying these norms to cyber operations and
offers an interpretation of when a cyber conduct would breach each of them.”
In international law, it is only when an action amounts to an “armed attack”
that the right of self-defense may be invoked, allowing the injured state to re-
spond to the hostilities.®’ Since states generally seek to retain sovereignty within
their own cyberspace, they thus generally also enjoy the inherent right to act in
self-defense in the face of an armed attack.®!

According to the manual, one must examine whether the act in question
constitutes either an intervention, a threat or use of force, or an armed attack;
all depending on the purpose of the act, the target, and its impact. A state
may therefore exercise its right to self-defense only when it is the target of a
cyber operation that rises to the level of a kinetic armed attack.®> Not every act
conducted as part of a cyber proxy war will fall under the manual’s or interna-
tional law’s requirements, as they will not constitute an “armed attack” and will
therefore not qualify as an actionable act.®® Even if the international law of war
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were to unequivocally apply to cyber proxy wars, it would only allow for a very
narrow and limited opportunity to respond, even if difficulties like attribution
were overcome. With time, states might sign bilateral agreements in cyberwar-
fare, modeled on the Cold War-era arms control treaties.”* But for now, such
agreements do not exist, and international law currently lacks legally binding or
sufficiently enforceable norms.

As the article previously established that the formation of internet bubbles
will greatly affect cyber proxy wars, the authors further argue that domestic
laws will greatly shape these bubbles and their creation. As laid down, cyber-
space consists of several different layers, each of them facilitating the next.® The
state could generally govern any layer of the internet in its effort to create an
internet bubble: it could control the physical infrastructure; control the logic
or information layer; or directly regulate end users, much like in the example
of Russia’s RulNet.

Regarding cyber proxy wars, however, the regulation of end-users might
not advance the state’s objective to a great extent since these users might not be
under a state’s jurisdiction. They might, for instance, be foreign agents residing
outside of it, and pursuing them would prove highly difficult, expensive, or
generally ineffective. The state might therefore be left focusing its efforts mainly
on the first three layers. Control of the first three layers—the infrastructure,
logic, and information layers—is gained mostly through control of those who
operate and maintain them: the online intermediaries (i.e., internet service pro-
viders [ISPs] who maintain the different infrastructure and online platforms).

Thus, the creation of internet bubbles relies heavily on how online inter-
mediaries are regulated by the state—or how much the government can con-
trol and command them. This is where the Chinese-Russian and American
approaches greatly differ, walking down diverging paths. The American legal
system generally abstains from imposing any form of direct or indirect liability
on online intermediaries. Under the American liability regime—it would be
highly difficult, if not almost impossible, to mandate or control an American
internet bubble for almost any reason, let alone to combat cyber proxy wars.
One of the main reasons that the United States might be in a severe disadvan-
tage in defending against cyber proxy wars, or properly responding to them, is
that its legal regime makes it highly difficult to form internet bubbles. The U.S.
approach largely relies on the market to self-regulate, based partially on Adam
Smith’s monumental notion of the “invisible hand.”*

This approach is currently articulated under the Communication Decency
Act (CDA). While this 1996 act was originally aimed at curbing online pornog-
raphy, large parts of it were deemed an unconstitutional infringement on free
speech by the U.S. Supreme Court and thus struck down, all but keeping one
highly influential section—known as section 230.%” Under the current preva-
lent interpretation of section 230, the CDA grants broad immunity for online
intermediaries, and they generally are not liable for third-party content they
host.®® This exemption from liability generally grants broad immunity to any
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ISP, regardless of the legality or legitimacy of the content hosted, while ISPs are
also entitled to remove offensive or otherwise objectionable content from their
platforms when acting in “good faith.”®

It is thus challenging from an American perspective to regulate ISPs, and
thereby the content that is present in online platforms, as long as such content
is considered protected speech under the current Supreme Court’s libertarian
stance on the First Amendment, and as long as section 230 remains intact.
Such regulation might impede free speech, guaranteed by the First Amend-
ment, which is considered a highly important human right for various reasons,
but perhaps mostly plays an important role in protecting democracy.”’ In other
words, the U.S. approach would generally abstain from obliging ISPs to act as
censors, not because all content must remain online at any cost, but because the
government should not, and legally speaking cannot compel intermediaries to
make such judgments, at least for the time being.”!

However, many argue that it is both possible and desirable to amend sec-
tion 230 and that, at the very least, some internet intermediaries should bear
legal liability in some instances.”” The United States had, in fact, experienced
some recent changes in its view regarding intermediary liability when former
president Donald J. Trump claimed he intends to create a so-called “internet
kill-switch” for national security purposes.”” In the context of the COVID-19
pandemic, Twitter had begun tagging some of the tweets made by Trump as
factually false, while adding informational links to news articles.”* In response,
Trump signed an executive order that allowed the Federal Communications
Commission to craft rules that will govern internet intermediaries under sec-
tion 230.” Even with this new order, and after the Capitol riot on 6 January
2021, Twitter had permanently banned Trump’s account over the “risk of fur-
ther incitement of violence,” and Trump’s attempt to file a lawsuit against them
for doing so eventually failed.”® But more importantly, such regulation did not
last long, as U.S. president Joseph R. Biden decided to revoke Trump’s executive
order that targeted section 230.”

Still, section 230 is not a constant. Reshaping or even revoking section
230’s safeguards to intermediaries might enjoy bipartisan support, at least at
this time, as reflected in the view of President Biden, among other U.S. sena-
tors, and there are few proposed bills that aim to do so.”® Other bills might also
directly tackle foreign disinformation on social media, adding some exceptions
to section 230.”° Currently, however, more than 25 years after its enactment,
section 230 remains intact, and other legislative attempts to limit its scope
failed for now.

There are many facets to choosing a liability model, and it greatly depends
on the legal jurisdiction in question. It is not our purpose here to discuss which
liability model is more optimal in general (if such normative evaluation could
even be objective), or to show how choosing one model would impact human
rights and liberties differently than another.®® Rather, this article aims to exem-
plify how the American liability regime comes into play within the context of
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cyber proxy wars, and to further shed light on the potential future path that
those susceptible to such wars might take (or are already taking) —if they keep
their current legal approach to intermediaries.®'

Even if section 230 changes over time, it is difficult to see how the United
States would directly create an internet bubble, as such a move stands in stark
contrast to the American notion of free speech. Any form of regulation that
will attempt to create a U.S. internet bubble by infringing upon free speech,
through any means of controlling one or more of the different layers, will very
likely be constitutionally challenged, and thus subjected to strict scrutiny—the
highest and almost impossible threshold that the state must pass to prove the
lawfulness of such regulation.®” Of course, if the president declares a “war or
threat of war” or even “a state of public peril,” then they might be able to exer-
cise various authorities such as taking control over “wire communications” un-
der a 1934 act—including the internet.® Therefore, at least in its territory, the
U.S. president might be able to control the internet without even adhering to
Congress.’* With that being said, it is highly unlikely that this authority will be
easily exercised, especially not in the context of proxy wars, cybernetic or not.

There could be some other forms of regulating intermediaries that could
potentially also affect cyber proxy wars. One example could be using advertise-
ment rules or other forms of mandatory disclosures regarding those who pur-
chase online ads.® Following the 2016 U.S. election interference, some states
had in fact passed election laws that obligate ISPs to disclose information about
the identity of those who purchased political ads.*® But, aside from potential
practical difficulties, like that of acts of concealment by an actor within a proxy
war, laws of this nature (if challenged in court) will not likely be deemed con-
stitutional as they are considered compelled speech, which could also infringe
upon the First Amendment.”” Moreover, in the context of this article, such
disclosure laws will only tackle potential cyber proxy wars from a very limited
aspect—serving a narrow solution to a much wider challenge.

Means to Preserve Sovereignty in Cyberspace

The United States might make use of other potential means, which do not in-
clude the creation of an internet bubble per se, in its effort to preserve sovereign-
ty and resist cyber proxy warfare. One means is to actively restrict transactions
between U.S. entities and parent Russian or Chinese companies, essentially
banning their use in the United States. Former president Trump had attempted
to do so with ByteDance and Tencent (the parent companies of TikTok and
WeChat, respectively).®® The problem here is that such means are highly limited
as it only targets a fraction of intermediaries and is less relevant for U.S. com-
panies as long as section 230 remains intact.

A more plausible means is that of the market self-regulating. Under this
argument, it is upon private actors—like ISPs—to regulate the kind of harmful
conduct involved in cyber proxy war campaigns. In other words, the American
approach, which created the governmental barrier of noninterference within
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an invisible hand perspective, might also drive the market to respond to cyber
proxy wars, and thus, even without forming an internet bubble, mitigate at least
some of the risks to the United States from them.

The question of whether this approach advances the rationales of free speech
or not could be debatable, but it is beyond the scope of this article.*” Here, in this
context, the authors merely strive to show how these constitutional barriers and
the legal regime in the United States could be used as a tool by other jurisdic-
tions within these cyber proxy wars. The problem with market self-regulation
are its numerous potential failures. It is perceived as unlikely that for-profit
companies will self-regulate their platforms, even despite ongoing cyber proxy
wars, unless such self-regulation proves economically beneficial for them.

The market, however, could be nudged to combat these wars, at least to
some extent. The government or other policy makers could, for instance, warn
companies that they might be regulated if they do not act in a self-regulatory
manner, which will, at the very least, reduce the scope of these proxy wars and
their perceived damages and negative effects. Consider the congressional re-
sponse to the Facebook-Cambridge Analytica data breach—an example of how
one might use ISPs to influence politics (and advance their own agenda)—that
could demonstrate how Congress might pressure or nudge online intermediar-
ies to act without the need for direct legislation or regulation.”

Furthermore, these online platforms often aid the government under what
is termed as public-private partnerships (PPPs)—collaborations between gov-
ernments and online intermediaries in managing online behavior.”" The authors
have witnessed such PPPs in American history and more closely within some
of the secret surveillance programs that Edward Snowden revealed in 2013.%
If properly incentivized to “voluntarily” assist the government, online interme-
diaries might assume a role as a cyber proxy for governance responses to cyber
proxy wars.” In the post-Snowden era, Congress further granted authorization
for ISPs to monitor their information systems, operate defensive measures, and
share “cyber threat indicators” or “defensive measures” for a cybersecurity pur-
pose.”

But all in all, the United States might just attempt to respond to cyber
proxy wars by utilizing other means at hand, which might prove simply more
feasible. It might deploy its political, economic, or otherwise kinetic strength
to directly or indirectly combat those who operate against it within the cyber
domain.” The limits of such means, however, lie within those sovereign powers
who are less reliant or dependent on American political or economic support.
While the United States, on the other hand, might find itself heavily reliant on
foreign powers who may already have an internet bubble in place and therefore
places it in a severe disadvantage in fighting the cyber proxy wars.

Still, even without resorting to kinetic wars, the United States might simply
act aggressively within the cyber realm directly against its adversaries.”® It might
also begin to heavily regulate what enters its kinetic and digital borders to some
extent. In the physical realm, the United States could respond to proxy wars by
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banning specific imports.”” In the digital realm, it might regulate end-users by
banning specific apps or regulate the market by banning or otherwise restricting
transactions between U.S. companies and foreign ones—relying on national
security arguments. Such tactics had been taken regarding the Chinese-owned
apps TikTok and WeChat.”®

Eventually, without a significant shift in the American perception of online
intermediaries’ regulation, the solution to cyber proxy wars will probably lie
elsewhere than with the formation of a U.S. internet bubble. The United States
will likely continue to have an open internet, as opposed to an isolated bubble,
albeit with independent market forces, as part of a notion of self-regulation,
likely to intervene more to address harmful effects. Under corporate social re-
sponsibility or other incentives, we are likely to see platform governance on the
rise, which could eventually include a direct response to cyber proxy wars. We
have already begun to witness how some social media companies, like Facebook
or Twitter, are forming their own oversight boards, intended to make principal
decisions regarding content moderation.”

And truly, corporate governance is on the rise and might prove useful as
a shield against foreign influence. Content moderation and the removal of ac-
counts that are linked to domestic political influence is constantly occurring
around the world, such as in Ukraine, Iran, Russia, to name but a few exam-
ples.'® These platforms are already shaping the scope of national security in
many countries.'”! On the other hand, there are still limits for such influence,
especially when for-profit companies wish to stay in the market. To exemplify,
when the Russian government was dissatisfied with Twitter’s content removal
procedures, it almost immediately slowed it down for users.'”* Thus, one of the
problems with platform governance is that eventually these for-profit compa-
nies act to increase their revenues outside of the United States as well.

Only time will tell whether such an approach could work for the Unit-
ed States. Perhaps internet bubbles make a more direct and efficient way of
handling cyber proxy wars. But they do come with costs in terms of human
rights and liberties, and if ISPs do a rather decent job in combating these proxy
wars—even if not as good as with a strict liability regime in place—then this
trade-off might prove worthwhile. It would be unfortunate if nondemocratic
states will eventually misuse democratic and liberal values against those same
states who attempt to safeguard them.'®

Finally, it is important to note that while the United States and Russia-
China serve as opposing examples for domestic law regimes, other legal regimes
could be placed along the spectrum between a liberal democracy and a nonde-
mocracy.'’ Indeed, the greater fear and challenge might lie within those other
legal jurisdictions that desire to implement a regulatory regime rather similar to
that of the United States, but lack any meaningful other powers—be it political,
economic, military, or otherwise—to challenge and engage with cyber proxy
wars without adhering to direct legislation or intervention. Lacking strong con-
stitutional safeguards such as those of the United States, countries may resort to
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legislation and deeper intervention in cyber space, and internet bubbles might
form in many countries as a defensive measure. This could, in turn, eventually
negatively affect online free speech rather dramatically, and subsequently affect
and perhaps even threaten democracy and liberalism itself. This concern grows
more severe as we move further away from the United States’ end of the political
spectrum toward that of Russia, China, North Korea, and their likes.

Conclusion

The authors began their article with Churchill’s note on the Soviet Iron Cur-
tain, which existed to serve the Soviet regime and enable it to both control its
domestic affairs and avoid extensive international influence. With the prolifer-
ation of the internet, along with a toothless international law system regarding
cyberattacks, influence, and espionage, countries now seek to gain more control
with a contemporary iron curtain of their own, thus gaining cyber sovereignty
meant to avoid or resist foreign influence and intervention. Furthermore, cyber
deterrence or retaliation is becoming almost impossible due to the practice of
cyber proxy warfare—cyberspace is an evasive and anonymous proxy. Coun-
tries like Russia, China, Iran, and North Korea could resist foreign influence by
creating their sovereign internet bubbles and gain power by influencing coun-
tries that lack such bubbles. These internet bubbles could cover all of the layers
that make cyberspace what it is: Russia’s Ru/Ver experiment, China’s sovereign
internet, and North Korea’s Kwangmyong intranet project all exemplify the bub-
bles created by the physical layer (aimed to protect hacking and eavesdropping),
the logic layer (aimed to protect from computational manipulations), the infor-
mation layer (aimed to protect from disinformation or malicious software), and
the user layer (aimed to protect from manipulative users).

To some extent, liberal democracies such as the United States are in a severe
disadvantage in this regard. That is, while Russia and China, lacking meaning-
ful legal and constitutional restraints, are dealing with the deficiencies of the
cyber domain and the lack of binding international law, the United States is left
behind due to its democratic values and governance. Cases like the 2016 pres-
idential elections intervention by Russia or COVID-19 disinformation might
all serve as examples in which the United States failed to properly protect itself
from foreign threats. In contrast, the conflict between Ukraine and Russia has
demonstrated, at least as of this writing (May 2023) that restricting and regu-
lating domestic internet and media are important strategic tools to undermine
foreign propaganda and antigovernmental sentiments. Still, Moscow is not safe
from its own domestic arena as internal rifts and power struggles intensify in
Russia but many are not directly connected to Western propaganda. The prac-
tice of cyber proxy warfare might further allow foreign powers to attack their
adversaries through targeting nonstate entities and institutions associated with
them, as exemplified by the Sony Pictures case.

How can the United States and other similar democracies protect them-
selves and remain sovereign in the age of (dis)information and cyber warfare?
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As the authors argue and predict throughout the article, if the United States
will not eventually “catch up” with internet-related restrictions to stand strong
against its global adversaries, it will be up to private intermediaries to self-
regulate such threats. The United States is not likely to form a hermetic inter-
net bubble, but if platform governance fails, it might strive to find other ways
to influence ISPs or use other means to aid them in the fight over sovereignty
and control. As the authors suggest, the practice of cyber proxy warfare has in
fact influenced international orders and norms. Now, the only questions are
how and whether they will succeed. Otherwise, perhaps even true liberal de-
mocracies will begin to form their own internet bubbles and the internet will
transform into something different altogether.
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Abstract: The United States is susceptible to cyberattacks. The Cyberspace So-
larium Commission Report provides several recommendations to prevent and
respond to such attacks. However, many of these recommendations attempt to
nationalize cybersecurity. This article presents a historical overview involving
the Department of Homeland Security, the Cybersecurity and Infrastructure
Security Agency, and the Commerce Clause, which outlines nationalization
and its effects. It will note a similar trend for cybersecurity. Finally, the positive
and negative consequences of nationalization are presented.
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Introduction

ccording to the Cyberspace Solarium Commission Report (the report

hereafter), the United States is susceptible to cyberattacks.! Several

countries and nonstate actors have been identified as presenting the
most credible threats to the United States, including China, Russia, Iran, and
North Korea. To combat these cyber threats, the report outlines several rec-
ommendations. Many of these require cooperation from the states and private
sector with the federal government. However, based on the report, some may
wonder whether cooperation is possible, what the result of such cooperation is,
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and whether the cooperation is constitutional. This article will address each of
these issues and focus on how the recommendations lead to the nationalization
of cybersecurity. This article will briefly conclude by noting such nationaliza-
tion’s potential advantages and disadvantages.

The Old Mantra:

Is Public-Private Cyber Cooperation Possible?

The report’s recommendations hinge on cooperation. As the report makes ex-
plicit, layered cyber deterrence, which includes cooperation between the gov-
ernment, private sector, and citizens, is the strategy adopted. Cooperation is
required since, as the report recognizes, many “devices and applications, as well
as the communications infrastructure on which they rely, are overwhelmingly
controlled by the private sector.”* Thus, effective cybersecurity requires partic-
ipation by the private sector with the government. In addition, cooperation
between the state and the federal government is also required.

To accomplish this goal of cooperation, the report presents several propos-
als involving various topics. First, the report focuses primarily on cooperation
between the private sector and the federal government. This is mainly seen
with the recommendation of creating a congressionally funded grant, labeled
the National Cybersecurity Assistance Fund, which provides funding for the
mitigation of a clearly defined risk where there is no market-based solution and
where there is a clear need for federal involvement.?

Another private-sector recommendation involves the executive branch
and suggests that “Congress should direct the executive branch to develop and
maintain continuity of the economic planning in consultation with the private
sector to ensure the continuous operation of critical functions of the economy
in the event of a significant cyber disruption.” This proposal includes private
sector entities responsible for critical infrastructure, such as power and electric
systems, gas pipelines, and other items comprising national and international
financial exchanges and communication networks. According to the National
Response Plan, critical infrastructure encompasses “systems and assets, whether
physical or virtual, so vital to the United States that the incapacity or destruc-
tion of such systems and assets would have a debilitating impact on security,
national economic security, national public health or safety, or any combination
of those matters.”

The final group of proposals involving the private sector regards recommen-
dations that include sharing information. For example, the report notes that
“Congress should . . . direct and resource the federal government to establish
a formal process to solicit and compile private-sector input to inform national
intelligence priorities, collection requirements, and more focused U.S. Intel-
ligence support to private-sector cyber security operations.”® In addition, the
report recommends the creation of a Joint Collaborative Environment in which
information and relevant data can be shared across the federal government and
between the public and private sectors.” Information sharing, especially within
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the cyber environment, will be the most difficult challenge facing the United
States as our near-peer competitors and adversaries continue improving their
cyber capabilities. For example, our near-peer competitors and adversaries are
using all the elements of mis-, dis-, and malinformation (MDM) to “elicit a
strong emotional response from the consumer and bypass logical reasoning to
incite action, whether the action is simply spreading the content further on
social media or taking action in the real world, including acts or threats of
violence.”® Cybercriminals and nonstate actors are also migrating toward the
“crime-as-a-service” model. Russia, one of our most important competitors,
is heavily involved in the MDM business. A growing sector of Russias MDM
economy is the “Manipulation Service Providers,” both in the national and
international arenas.’

Regarding cooperation between the federal and state governments, the re-
port recommends two proposals. The first proposal involves election security
and assists in funding for maintaining election infrastructure. This assistance
includes grants to the states for auditable voting systems, replacing outdated
voting equipment, and providing for sufficient provisional ballots and post-
election audits. Under this proposal, states must fund 30 percent of the cost.'
The second proposal involves state and federal cooperation regarding the pro-
motion of cyber insurance. Mainly, the report involves cybersecurity insurance
products and provides for collaboration between federal officials and state in-
surance regulators.''

Based on these proposals, there is ample room for cooperation between
the federal government, the private sector, and states. These recommendations
make it clear that cooperation is required to protect the United States from cy-
ber threats adequately. This requirement leads to the possibility of cooperation.
However, while possible, it is still left to be explored what the result of such
cooperation and is constitutional.

The Results of Governmental Cooperation

with the Private Sector and States

Over time, there have been several instances in which the government has
cooperated with the private sector or states. But unfortunately, the results of
such cooperation typically lead to national government domination. Due to
this domination, more trust may be needed between the private sector and the
federal government or the states and the federal government. Such cooperation
may therefore prove difficult as there may be a reluctance on the part of the pri-
vate sector and states to participate willingly in such a cooperative approach as
envisioned in the report. Regardless, this section will provide several examples
of cooperation that led to such domination, which may account for the reluc-
tance on behalf of the private sector and states.

Homeland Security and Defense after the 9/11 Attacks
The cyber domain is the new battlefield of the twenty-first century. The cyber
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domain is no longer the domain of wannabe cyber hackers or script kids, who
are unskilled computer users that use programs or scripts developed by others
to carry out their nefarious activities online. Today, the domain is dominated by
nation-states and their proxies, transnational criminal organizations (TCOs),
and cyber criminals using sophisticated and malicious tactics to undermine
our nation’s critical infrastructure, steal intellectual property and innovation,
engage in espionage, and threaten our democratic institutions. TCOs directly
threaten the United States and its allies “through human trafficking, the pro-
duction and traflicking of lethal illicit drugs, cybercrime, and financial crimes
and money laundering schemes eroding the integrity of the international finan-
cial system.”"* According to the Federal Bureau of Investigation Internet Crime
Report produced by the Internet Crime Complaint Center (IC3), in 2021,
IC3 received 847,376 cyber complaints and reported a net loss of U.S. $6.9
billion. The top five crimes in 2021 were: extortion (39,360 cases), identity
theft (51,629), a personal data breach (51,829 cases), nonpayment/nondelivery
(82,478 cases), and phishing/vishing/smishing/pharming (323,972 cases)."

Another important group operating within the cyber domain carrying out
its nefarious activities are digital influence mercenaries. Digital influence mer-
cenaries are also called virtual mercenaries. They are highly skilled computer
users available on the gray market to the highest bidder, be it a nation-state,
nonstate actor, terrorist organization, or private individual. The digital influ-
ence of mercenaries’ rise is also due to the simple economic forces of supply
and demand.' Digital influence mercenaries claim “their services only focus on
criminals and terrorists”; however, Meta’s monthslong investigation concluded
that targeting is indiscriminate and includes journalists, dissidents, critics of
authoritarian governments, families of opposition, and human rights activists."
Digital information mercenaries are also responsible for spreading misinforma-
tion, disinformation, and malinformation.

The 9/11 attacks against the homeland showed how ill-prepared the United
States was to protect the homeland. As a result, discussions ensued about what
was needed after the attacks on the World Trade Center towers and the Penta-
gon. According to James Jay Carafano at the Heritage Foundation, post-9/11
“there was an effort to create a permanent and persistent federal structure to
deal with the inside-outside enemy.”'® The solution to the 9/11 attacks on the
homeland was the creation of the Department of Homeland Security (DHS).
The DHS was created when President George W. Bush signed the Homeland
Security Act of 2002 on 25 November 2022." Former Pennsylvania governor
Tom Ridge (R-PA) was appointed the first director of the Office of Homeland
Security.

The DHS mission is to prevent attacks and protect Americans—on the
land, in the sea, and in the air. Furthermore, DHS combines all or part of 22
different federal departments and agencies into a unified, more effective, inte-
grated department, creating a strengthened homeland security enterprise and a
more secure America that is better prepared to confront the range of threats the
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United States faces. The DHS has three core values that all federal departments
and agencies share under its overarching organizational structure. The first
core value is integrity or “service before self.” According to the DHS’s website,
members of the DHS family “will faithfully execute the duties and responsibil-
ities entrusted to us, and we will maintain the highest ethical and professional
standards.” The second core value is vigilance or “guarding America.” DHS
professionals state, “we will constantly be on guard against threats, hazards, or
dangers that threaten our values and our way of life.” Finally, the third core val-
ue is respect or “honoring our Partners.” According to the DHS’s website, “We
will value highly the relationships we build with our customers, partners, and
stakeholders. We will honor concepts such as liberty and democracy, for which
America stands.” In summary, DHS’s mission is:

With honor and integrity,

We will safeguard the American people,

Our homeland, and our values."

In addition to the three core values mentioned above, DHS is guided by
five principles that shape its missions. The five guiding principles are to cham-
pion “Relentless Resilience” for all threats and hazards; reduce the nation’s risk
to homeland security dangers; promote citizen engagement and strengthen and
expand trusted partnerships; uphold the privacy, transparency, civil rights, and
civil liberties; and ensure mission-driven management and integration."

According to the U.S. Department of Homeland Security’s strategic plan
for fiscal years 2020—24, DHS has six overarching homeland security missions
that make up its strategic plan.”® The six missions are counterterrorism and
homeland security threats; secure U.S. borders and approaches; secure cyber-
space and critical infrastructure; preserve and uphold the nation’s prosperity
and economic security; strengthen preparedness and resilience; and champion
the DHS workforce and strengthen the department.”! This article will primar-
ily discuss how DHS’s mission to secure cyberspace and critical infrastructure
disproportionally favors the federal government. This potential federalization
of the cyber domain may minimize the roles private entities can play in pro-
tecting the cyber domain and could hinder a partnership between the federal
government and private entities vital to detecting, deterring, neutralizing, and
protecting the cyber domain.

Recognizing that the cyber domain is a force multiplier within the oper-
ational environment in which nations compete for supremacy, thus rendering
the threat landscape more challenging than ever, DHS has taken several steps
to mitigate the potential cyber harm that could paralyze the nation’s critical
infrastructure. For example, in 2004, DHS created the National Cyber Security
Division (NCSD). One of the primary functions of the NCSD is to “partner
with government, industry, academia as well as the international community to
make cybersecurity a national and shared priority.”** Another vital DHS agency
in the fight to protect our critical infrastructure and nefarious activities online
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by criminal elements is the Cyber Crimes Center, composed of the following
units: Cyber Crimes Unit, the Child Exploitation Investigations Unit, and the
Computer Forensics Unit.

Furthermore, DHS’s cybersecurity and critical infrastructure security re-
sponsibilities focus on four goals: securing federal civilian networks; strength-
ening the security and resilience of critical infrastructure; assessing and counter
evolving cybersecurity risks; and combating cybercrime. According to DHS,
“Serving as the designated federal lead for cybersecurity across the U.S. Govern-
ment, DHS promotes the adoption of common policies and best practices that
are risk-based and responsive to the ever-changing cyber threat environment.”?
Obviously, those so-called common policies and best practices sometimes con-
flict with the hardware and software used by federal agencies, primarily if they
are owned and controlled by private investors. In fact, according to the Depart-
ment of Homeland Securitys (DHS) Critical Infrastructure Protection Cost-Benefit
Report, the private sector owns most of the nation’s critical infrastructure and
key resources—roughly 85 percent.?* However, the government has historically
funded the construction and maintenance of specific infrastructure sectors such
as transportation and water.”

A concern arises as more of the critical infrastructure used by the federal
government is in the private sector’s hands and controlled by private investors;
the federal government may relinquish its traditional responsibility as caretaker
of the nation’s critical infrastructure and rely on the private sector to assume its
traditional responsibilities instead of the federal government. As is pointed out
in the Solarium Report, “businesses are often reluctant to let governments onto
private, commercial networks without a clear understanding of their shared in-
terests and responsibilities. Afraid of creating moral hazard, the federal govern-
ment invests little in protecting the cybersecurity of commercial infrastructure
or key systems controlled by states and local municipalities.”® The distrust be-
tween the private sector and federal government and the lack of accountability
on who is responsible for setting the nation’s cybersecurity priorities produces
dangerous security gaps. This gap occurs when “public- and private-sector re-
sponses are left uncoordinated, and the nation’s critical infrastructure is left
unprotected and vulnerable to adversaries who can, and will, exploit this op-
portunity.”

The Cybersecurity and Infrastructure Security Agency

The Cybersecurity and Infrastructure Security Agency Act of 2018 established
the Cybersecurity and Infrastructure Security Agency (CISA).* Its director, Jen
Easterly, leads CISA. CISA’s Cybersecurity Division is led by Executive Assis-
tant Director for Cybersecurity Eric Goldstein. CISA leads the nation’s stra-
tegic and unified work to strengthen the cyber ecosystem’s security, resilience,
and workforce to protect critical services and the American way of life from
cybercriminals, cyberterrorism, and adversaries. According to CISA’s website,
its primary mission is “lead[ing] efforts to protect the federal .gov domain of
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civilian government networks and to collaborate with the private sector—the
.com domain—to increase the security of critical networks.” Protection of the
government’s .gov domain is accomplished through the following functions:

*  Capability delivery

*  Threat hunting

*  Operational collaboration

*  Vulnerability management

*  Capacity building

*  Strategy, resources, and performance

*  Cyber defense education and training

It is often said that the only computer that has not been attacked is a com-
puter that is not turned on. Recognizing the American way of life and its de-
pendency on technology for almost everything, including but not limited to
connecting with friends and relatives, banking, traveling, shopping, education,
work, and romance, CISA “serves as both America’s cyber defense agency and
as the national coordinator for critical infrastructure security and resilience.””
One such program where CISA takes a proactive approach to address our na-
tion’s infrastructure security and resilience is the ShieldsUp campaign intro-
duced in late 2021.

ShieldsUp was launched in the aftermath of the Russian invasion of
Ukraine. CISA’s ShieldsUp campaign encourages “organizations of all sizes to
take immediate steps to improve their cybersecurity and protect their critical
assets” in the face of “potential spillover effects to the U.S. homeland” as the
Russian-Ukraine conflict continues without a diplomatic solution or cease-
fire.?* CISA’s position is that the increasing technological interconnectedness
of the world and the American people’s reliance on technology for almost every
aspect of their daily life requires a “continuous, whole-of-government approach
that spans all stakeholders.”" In addition, specific sectors of the economy com-
posing the National Critical Functions are essential to CISA’s mission, which
is “to lead the national effort to understand, manage, and reduce risk to our
cyber and physical infrastructure.”* According to the CISA’s website, there are
16 critical sectors comprising the U.S. critical infrastructure. Those 16 essential
sectors of infrastructure are crucial since their “assets, systems, and networks,
whether physical or virtual, are considered so vital to the United States that
their incapacitation or destruction would have a debilitating effect on security,
national economic security, national public health or safety, or any combination
thereof.”*

Sectors of the U.S. economy considered part of the National Critical
Functions are required by CISA to “put in place measures to detect, delay, and
respond to physical and cyberattacks such as establishing security officials; cre-
ating barriers and access control measures; implementing intrusion detection
capabilities; and developing incident reporting, response, and investigation
programs for both physical and cyberattacks, among other measures.”* That
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is a tall order to accomplish given that the “majority of the critical infrastruc-
ture, hardware, and software that powers the information age resides in the
private sector.”® Furthermore, because private-sector companies are not “part
of the defense industrial base, they have no legal obligation to report informa-
tion technology system anomalies, increased traffic, or Information Technology
(IT) security breaches.” Finally, businesses are often reluctant to “let govern-
ment onto private, commercial networks without a clear understanding of their
shared interests and responsibilities.””

To break down this cycle of distrust between the federal government and
private sectors, the CISA Strategic Plan 2023—2025 Goal 3 (Operational Col-
laboration) wishes to establish a culture of “trusted, sustained, and effective
partnerships between the government and the private sector” as a foundation
“to protect the nation’s critical infrastructure.”® CISA also states that under
Strategic Plan 2023—2025, the organization will “approach every partnership
with humility, transparency, gratitude, and a firm resolution to add value wher-
ever possible.”® This is an ambitious goal for an organization that has been
institutionally limited in its ability to carry out its mission fully. As the report
clearly states in its findings:

CISA has been institutionally limited in its ability to fully carry out

this mission, hindered by inadequate facilities, insufficient resources,

lack of buy-in from other federal departments and agencies, ambiguity
from Congress on its role and position about other agencies, and in-
consistent support to and integration with private-sector.*’

Commerce Clause

Finally, the best example of cooperation that led to national domination oc-
curs between the federal and state governments in the realm of the Commerce
Clause. Throughout the nineteenth and twentieth centuries, the federal govern-
ment battled with conditions regarding interpreting this clause. The action was
based on the type of federalism to which the Supreme Court should adhere to.
First was dual federalism. The court held that there were two separate spheres
in which certain rights fell under state authority, and the remaining rights were
under the national government’s authority. During the periods when the court
adhered to dual federalism, it generally ruled in favor of the state’s rights. This
contrasts with cooperative federalism, where states and the federal government
are supposed to cooperate. However, such cooperation inevitably led to na-
tional domination, with the Supreme Court consistently ruling in favor of the
national government during this period. A brief historical analysis will help
illustrate how the court enabled the strengthening and growth of the federal
government at the expense of state sovereignty.*!

Every Commerce Clause analysis should begin with Gibbons v. Ogden
(1824), involving a dispute between an individual who had a state-granted mo-
nopoly on its waters, and Gibbons, who claimed the right to travel on inter-
state waters pursuant to a federal license.** At issue in the dispute was whether
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the state had concurrent powers to regulate interstate navigation. The Supreme
Court ultimately held that the federal government had the right to regulate
interstate commerce, which included navigation. While the holding of the case
is important, how the court arrived at its opinion is noteworthy. Justice John
Marshall announced that states could regulate intrastate travel, but interstate
travel was the federal government’s responsibility.® The court’s ruling was thus
adhering to a form of dual federalism, but one that favored the federal govern-
ment.

The next era also adhered to dual federalism but favored the state govern-
ments. Dual federalism eras are essential as they permitted the state govern-
ments to retain sovereignty. After all, at the root of dual federalism eras is a
recognition of equal powers between the federal and state governments. This
can be seen in the second era of Commerce Clause jurisprudence following
Gibbons, lasting from 1836 to 1937, and showed state government dominance
with the court ruling consistently in favor of the states.

For example, in United States v. E. C. Knight Company (1896), the Amer-
ican Sugar Refining Company acquired E. C. Knight Company, among others,
giving American Sugar Company nearly 98 percent control of the country’s
sugar production. The United States attempted to nullify the acquisition be-
cause the sale amounted to a monopoly, thus constituting a trust. Therefore,
the Sherman Anti-Trust Act (1890), passed pursuant to the Commerce Clause,
was applied to prevent the sale. The Supreme Court ultimately held that while
the Sherman Anti-Trust Act was valid, it did not apply in this case since E. C.
Knight was only involved in manufacturing and production, which did not
constitute commerce during this era.® This case displays dual federalism, with
the court attempting to create a test in which manufacturing and production
fell under the auspices of state regulation. In contrast, distribution across state
lines was a matter of federal regulation.

This test and application of dual federalism were also seen in Hammer v.
Dagenhart (1916), which involved child labor.*® More specifically, Congress
had passed an act prohibiting such labor. The court held that Congress could
not regulate child labor since such work was only involved in producing and
manufacturing materials, which did not constitute commerce. Again, the Su-
preme Court’s ruling was preserving the sovereignty of states at the expense of
federal power.

The court’s interpretation of the Commerce Clause and its use of dual fed-
eralism changed in 1937. This change was primarily due to the credible threat
of court expansion from President Franklin D. Roosevelt in response to the
courts continual rulings upholding state’s rights and knocking down pieces of
Roosevelt's New Deal legislation. Roosevelt's court-packing plan did not come
to fruition, as one of the justices on the court began to switch his vote, ruling in
favor of the New Deal legislation. This would usher in a period of cooperative
federalism, in which the federal government was to “cooperate” with the state
governments.” However, what resulted from the implementation of coopera-
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tive federalism was national domination. This can mainly be seen in cases for
the third era of the Commerce Clause, which lasted from 1937 to 1995. During
this era, the Supreme Court would consistently rule in favor of the federal gov-
ernment.

Several cases are illustrative of federal domination during this era. The first
is NLRB v. Jones and Laughlin Steel Corp. (1937), where the Supreme Court
examined the constitutionality of the National Labor Relations Act passed pur-
suant to the Commerce Clause.”® Recall that production and manufacturing
did not constitute commerce in the prior era and hence could not be regulated
by Congress. However, the court began examining the aggregate effect on com-
merce in this era. It therefore looked to the total impact of what was to be reg-
ulated and no longer just looked at production and manufacturing. Ultimately,
the Supreme Court upheld the act and ruled in favor of the federal government.

This case was followed by United States v. Darby (1941), involving the
constitutionality of the Fair Labor Standards Act of 1938 (FLSA).* Again, the
issue involved goods produced in one state but shipped across state lines. While
this issue appeared to have been resolved in the prior era, the court reexamined
it and explicitly overruled Hammer v. Dagenhart. The court finally discarded
the production/distribution rule it had utilized in the previous period and held
that the FLSA was constitutional.

Two final cases show federal domination during the cooperative era. How-
ever, these cases are unique in that the link between what was being regulated
and the Commerce Clause was arguably tenuous. For example, the first of these
cases was Heart of Atlanta Motel v. United States (1964), involving the consti-
tutionality of the 1964 Civil Rights Act.*® The particular provision at issue, in
this case, prohibited racial discrimination in areas affecting public accommo-
dation. In Heart of Atlanta Motel, the motel essentially argued that they were
not engaged in interstate commerce, even though they placed advertisements
in national magazines and billboards and received most of their guests from out
of state. Nevertheless, the court held that the act was valid and the Commerce
Clause could be used to regulate racial discrimination. This was an expansive
interpretation of the Commerce Clause.

However, the most expansive interpretation that favored the federal gov-
ernment during this era can be seen in the case of Wickard v. Filburn (1942).%!
In Wickard, the 1933 Agricultural Adjustment Act limited the wheat farmers
could grow. Filburn grew several acres of wheat for consumption on his farm,
more than the amount allowed under the act. The court held that the act was
valid even though it seemingly regulated intrastate consumption. To justify its
opinion, the court avoided analyzing the case by looking at Filburn’s wheat
consumption. Instead, the court considered the potential effects of all the in-
dividuals growing home wheat and how that could affect the overall market.
Thus, the court considered the aggregate impact from all individuals violating
the act and held that this constituted commerce.

The cases during this era make it clear that cooperative federalism leads
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to national domination. In every case considered during this time frame, the
Supreme Court upheld Congress’s right to enact the legislation under the
Commerce Clause. However, the results during the final Commerce Clause era
(1995—present) are mixed at best. Some cases favor federal rights, while others
favor states’ rights. These mixed results are likely due to a court that grew more
conservative and hence more in favor of states’ rights. This revival of states’
rights leads one to wonder whether the court reverted to dual federalism.

A few cases will illustrate this point. The first is perhaps the most import-
ant, as it was the first case where the conservative court overturned a congres-
sional statute based on the Commerce Clause. The case, Lopez v. United States
(1995), involved the Gun-Free School Zones Act of 1990, in which a high
school student brought a gun to school and was charged with violating the act.>?
The student, Lopez, argued that Congress had exceeded its authority under the
Commerce Clause in passing the act. The court agreed, holding that regulating
guns on campuses did not amount to commerce.

A similar outcome was reached in United States v. Morrison (2000) involv-
ing the 1994 Violence Against Women Act.”> Congress had again passed the
act under the Commerce Clause, as it was argued that if you aggregate all the
instances of domestic violence, many women would be unable to work during
the year, which would impact the overall economy. The conservative court held
that this was too tenuous of a connection and that crime cannot be aggregated
to make commerce.

However, despite these two previous cases, the court did rule in favor of
the government once during this era. This is mainly seen in Raich v. Gonzales
(2005), in which individuals grew marijuana for their consumption.>* In reach-
ing their decision, the court cited Wickard and noted that home consumption
of marijuana affected the overall economy of the primarily illegal product.

The mixed results obtained from the prior three cases are significant as they
show the court needs help interpreting the Commerce Clause and justifying its
decision. In other words, the court is trying to figure out which form of fed-
eralism it adopts and how to balance the delicate relationship between federal
and state governments. For present purposes, what is important is that during
the cooperative federalism phase, when the governments were supposed to co-
operate, the federal government dominated the field.” This is like the expected
outcome of the cooperation as envisioned in the Solarium Report. Based on the
precedents established in the historical overview, one should be cautious in ad-
vocating cybersecurity changes that may alter the government’s balance with the
private sector. While there may be certain advantages to the federal government
taking the lead in cybersecurity, the potential loser may be the private sector and
the states.

Overall, as these precedents show, the relationship between the federal and
state governments is tenuous. Nevertheless, the relationship between these gov-
ernments is always in play, as the federal government consistently attempts to
dominate the states. It is only during cooperative times that this becomes pos-
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sible. Therefore, state governments and the private sector should be wary of any
proposals of cooperation.

Is Cooperation Constitutional?

While the three previous sections outlined precisely how cooperation could lead
to the potential nationalization of cybersecurity, some may wonder whether the
proposals presented in the Solarium Report are constitutional. After all, con-
stitutional questions can be expected when the balance of power between the
governments and the private sector shifts.

The primary constitutional concern regarding the report involves the pro-
posed cooperation between states and the federal government in election secu-
rity. More particularly, the report recommends providing grants to states that
require the states to match 30 percent of funds to protect federal elections from
cyber threats. Brian T. Yeh examined the federal government’s limitations to
imposing conditions on grant funds.”® These limitations are primarily found
in South Dakota v. Dole (1987), which held that according to the Spending
Clause, legislation must be in pursuit of the “general welfare.”” In addition, Yeh
noted that the Dole Court held that

any conditions attached to the receipt of federal funds must: (1) be

unambiguously established so that recipients can knowingly accept or

reject them; (2) be germane to the federal interest in the particular
national projects or programs to which the money is directed; (3) not
violate other provisions of the Constitution such as the First Amend-
ment or the Due Process or Takings Clauses of the Fifth Amendment;
and (4) not cross the line from enticement to impermissible coercion,
such that states have no real choice but to accept the funding and enact
or administer a federal regulatory program.*®

The fourth provision that could apply to the cybersecurity context involves co-
ercion. The court has addressed coercion with the Taxing and Spending Clause
in the Dole case and NFIB v. Sebelius (2012).%

In Dole, the federal government wanted to raise the drinking age to 21.
However, states are typically in charge of such age requirements. Therefore, the
federal government attached conditions to the receipt of federal highway mon-
ey, prohibiting some of the funding from going to any state that failed to com-
ply. The court ultimately held in favor of the federal government since it did
not take away all funding but only threatened to take a small percentage of it.®°

Dole can be contrasted with Sebelius, which involved the constitutionality
of the 2010 Affordable Care Act. While there were multiple issues in the case,
the most applicable one involved Medicaid expansion. More particularly, the
federal government threatened the states with the complete loss of all Medicaid
if they did not comply with the new proposed health care law. Unlike in Dole,
the court ruled that the federal government had gone too far this time and that
their actions amounted to coercion and were thus unconstitutional.®!
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Regarding the Solarium Report, it is recommended that the federal govern-
ment help secure the state’s election apparatus, with the states responsible for 30
percent of the costs. The constitutional issue is whether such a proposal is like
Dole or Sebelius. In other words, is depriving states of a grant because of a 30
percent funding requirement constitute coercion like in Sebelius, or is it more
consistent with Dole since it is not a complete threat of deprivation of feder-
al funds? After all, only a small percentage was withheld in Dole, which was
deemed constitutional, while a complete deprivation in Sebelius was deemed
unconstitutional. This case is likely like Dole, but it should be noted that the
constitutionality of such a provision is questionable.®?

This section is essential in the report as it highlights a substantial consti-
tutional question. While the constitutionality is questionable, nationalistic
recommendations should not hinge on whether cooperation should be consti-
tutional. While the report strives to maintain election security, there are other
possible means to do so than forcing states to match federal funds that would
be less constitutionally suspect. This includes matching funds at a lesser rate or
true cooperation between the federal government and the states.

Implications

The fact that 85 percent of the critical infrastructure the government relies on
is in private hands and controlled by private investors is a concern for a high-
ly interconnected and wired nation. The United States™ critical infrastructure
“provides national critical functions that are so vital to the United States that
their disruption, corruption, or dysfunction would have a debilitating effect
on the Nation’s security, economy, and public health and safety.”® Critical in-
frastructure today faces increasingly new risks and challenges moving forward.
Our modern way of life in an interconnected and highly wired world depends
on confidentiality, integrity, and availability, also called the CIA Triad of data.
Furthermore, the United States “is facing adversary nation-states, extremists,
and criminals leveraging emerging technologies to an unprecedented degree.
Authoritarian states seek to control every aspect of life in their societies and
export this style of government, in which surveillance trumps liberty, to the
rest of the world.”® Finally, TOCs and cyber criminals are migrating toward
the “crime-as-a-service” model in which threat groups purchase and exchange
malicious code on the dark web.*

Recommendations

1. The U.S. government and the private sector must create a new social
contract of shared responsibility to secure the nation’s cyberspace, rec-
ognizing each other as partners to diminish the distrust between the
private sector and the government.

2. Information sharing between the federal government and the private
sector rather than operating in silos and keeping secrets from each oth-
er to diminish the distrust.
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3. 'The matching amount states are required to give for election security
should be reduced to ensure constitutionality; and

4. Increased workforce recruitment and talent acquisition and manage-
ment

Workforce recruitment and talent acquisition will be a challenge to the
U.S. government. The U.S. government needs to be able to protect its critical
infrastructure with a crucial civilian workforce. Dr. Raj Iyer, Army chief infor-
mation officer (CIO) at the U.S. Army Europe and Africa 2022 Cybersecurity
Summit, held on 29 July 2022, pointed out that finding the right people is one
of his biggest challenges as an Army CIO. He emphasized “the importance of
filling the cyber talent gap and that the Army plans to address this perennial
challenge by rolling out the Department of Defense Cyber Excepted Service, a
new talent model for the civilian cyber workforce, this year. The service will take
advantage of every available tool to recruit and retain the cyber workforce.”*
Unfortunately, one of the tools not available to the Army is the high compen-
sation package provided by the private sector to cybersecurity professionals. For
example, “positions includ[e] cybersecurity analyst, information security ana-
lyst, and penetration tester, and annual median salaries ranging from $75,000
to more than $100,000.”%

Conclusion
Humans created the cyber ecosystem on which the nation relies; therefore, it
is susceptible to vulnerabilities. Furthermore, this system is more than simply
the technology that comprises it. It also comprises people, processes, and orga-
nizations that plug into the technology and the data they combine to produce
complex products.®® Overall, as reviewed throughout this article, the report has
made several key recommendations that continue the trend of nationalizing
cybersecurity. This trend was placed in a historical context through the creation
of the Department of Homeland Security and CISA. In addition, the histor-
ical overview of the Commerce Clause explains how the federal government,
through the lens of cooperative federalism, became dominant over states’ rights.
The report assumes the federal government’s dominance is explicit, while it
claims to seek cooperation and, in many instances, the recommendations argu-
ably trample on state and individual rights. In other words, consistent with
the Commerce Clause and the nationalization of our government, complete
adoption of the report could lead toward the nationalization of cybersecurity.
In conclusion, one may wonder what the results of such nationalization are
and whether it is positive or negative for the United States. One positive aspect
of nationalization would be uniformity in cybersecurity. There is no need for
the potential of 50 state responses to a particular cyber threat. In addition, a
swifter response from the federal government may issue if nationalization oc-
curred in the field. However, as noted throughout this article, nationalization
has potentially adverse consequences. One example involves trampling states’
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rights, especially in the election field. While the report has noble goals, forcing

state participation may be unconstitutional. Furthermore, the relationship be-

tween the federal government and the private sector may need further analysis.

Nationalization may also lead to forced participation in this relationship, which

may lead to new constitutional challenges in the future.
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Including Africa Threat Analysis
in Force Design 2030

Glen Segell, PhD

Abstract: This article examines the threat analysis across Africa that should be
included in Force Design 2030 for the United States Marine Corps to be de-
ployed landward to Africa or seaward of the continent. It is a strategic guidance
document examined from a threat analysis of China, Russia, Korea, Iran, and
violent extremist organizations. Africa is not mentioned, and this is a notable
omission given that high level interventions in the past to Africa have not been
overtly successful. Given geostrategic significances and hot spots it is inevitable
that the Marines will be deployed there again. This article examines lessons
learned from failures in Somalia, Libya, and Lebanon and successes in Syria and
Iraq as well as the experiences of others—France in Mali and Burkina Faso and
United States Africa Command. Great power competition, violent extremist
organizations, and the gray zone phenomena across Africa are examined as are
security, intelligence, counterintelligence, and hybrid warfare.

Keywords: Force Design 2030, United States Marine Corps, Africa, great power
competition, gray zone, violent extremist organizations, security, counterinsur-
gency, intelligence, counterintelligence

Introduction
he roles and deployment of the United States Marine Corps are dynamic.
Force Design 2030 (FD2030) has been written as a strategic guidance
documented for a modernization program that aims to ensure that the
U.S. Marine Corps remains relevant to the current and future battlespace, has
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adapted to do so, and so can outmaneuver any potential adversaries. FD2030’s
purpose is to transform the Marine Corps’ existing force design to contend with
the character of war that will include precision strike regimes, gray zone strate-
gies, and an emphasis on maritime campaigns.’

The threat analysis of the version of FD2030 that is available on its web-
site examines China, Russia, Korea, Iran, and violent extremist organizations.
The problem statement that this article examines is that a notable omission
in FD2030 is Africa. It is not included in the threat analysis nor mentioned
anywhere in the strategic guidance document. The complete spectrum of the
character of future war in different regions is unique and has therefore not been
fully examined. The Marine Corps has deployed to Africa and will deploy again
as examined in this article. By not including a threat analysis that includes Af-
rica, the Marines will be vulnerable to failures.

In tackling the problem statement, this article examines issues and topics
that should be included in FD2030 as strategic guidance to enable a better
operationalization of the Marine Corps in Africa. To this end, this article rec-
ommends that FD2030 should include lessons learned from the past, both fail-
ures and successes, lessons from allies, and strategic guidance based on threat
analysis on great power competition, violent extremist organizations, and the
gray zone in Africa. It should also include means such as hybrid warfare, part-
nerships, security, intelligence, and counterintelligence.

The methodology of this article is to examine these issues and topics in
different sections in a step-by-step process enouncing the concepts and concep-
tualizations, giving examples of these from both primary and secondary sources
and directly quoting the advice of others. This will lead to the conclusions justi-
fying why it is essential to include Africa as a threat analysis in FD2030.

The Africa Threat Environment

At the fore of the threat analysis for the United States in Africa is great power
competition by more than those noted in the FD2030 threat analysis (China,
Russia, Korea, and Iran). To this should be added India and Turkey. This great
power competition is manifest between each other and with the U.S. and Eu-
ropean countries, predominately Britain, France, Germany, Italy, and Belgium.
The purpose of this great power competition is to gain as many African partners
as possible to attain local and regional strategic influence. The tangible benefits
of such influence are gains in economic, political, informational, and military
interests where the African leaders are willing partners for national or personal
interests.”

The U.S. concentration on Africa could be said to be ongoing since the
Cold War struggle for influence in the postcolonial proliferation of sovereign
states across the continent. However, the characteristics of the great power com-
petition have changed. The nature of the great power competition in Africa dif-
fers from other regions in the world, so FD2030 should include an examination
of this. It differs for the U.S. and European countries that deploy forces (boots
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on the ground), sometimes within the context of the North Atlantic Treaty
Organization (NATO) or the European Union, while the others such as China,
Saudi Arabia, and Japan do not deploy forces even though they have bases, for
example in Djibouti in the Horn of Africa on the Indian Ocean.?

Other countries, such as Russia, prefer to use mercenaries while Iran uses
a combination of its own Islamic Revolutionary Guard Corps (IRGC) and
proxy insurgents such as Hezbollah. In line with American strategic culture
and strategy of engagement, the use of mercenaries and nonstate proxies are not
an option. It would be unthinkable for American policy makers to use these.
American strategic culture favors its own conventional armed forces, sometimes
by Special Forces, as observed in past deployments in Somalia and Libya. Con-
sequently, the United States and its allies do not engage other non-African states
in direct great power competition military confrontation.*

If Africa involved solely great power competition in direct military con-
frontations, then the force design called for by FD2030 might have value, for
most of the threat analysis therein emanates from great power competition
threat analysis. However, the growth of violent extremist organizations, both
local and ideological extensions of Middle East Islamic fundamentalism, has
added to the threat environment and endangers U.S. interests in Africa. These
destabilize and threaten locals and have escalated regionally to threaten U.S.
geostrategic interests, for example al-Shabaab, Boko Haram, Hezbollah, Islamic
State in Iraq and Syria (ISIS), and al-Qaeda. They recruit from the local popula-
tion and merge with them, equating any Marine Corps deployment tasked with
the impossible mission of “looking for a needle in a haystack.”

Despite the difficulties to be overcome on the tactical level, violent ex-
tremist organizations have been included in FD2030 as tackling them is a cor-
nerstone of U.S. strategic policy. The catalyst for direct U.S. military action
against violent extremist organizations leading to deployment to engage them
in a preemptive and preventive manner and to assist African state partners to
do so emerged with kinetic diplomacy. This was a definition used to describe
the policy of President George W. Bush after 11 September 2001. This “war on
terrorism” has been applied by the Pentagon, resulting in a shift in U.S. military
strategy. That shift has been from containing threats such as applied by Cold
War deterrence to deploying forces to engage the threats abroad preemptively,
akin to taking the battle to the territory of the enemy.® An example of such a
shift was that in the Cold War period American forces were required to defend
aline such as the Rhine River against an invading Soviet force. Their presence in
Germany was to serve as a deterrent to a Soviet offense and they never entered
combat with Soviet forces. In the contemporary modern context, the tactics of
forward deployment require more logistics capability, for example the liberation
of Kuwait in 1991, the deployment to Afghanistan in 2001, and the Iraq War
in 2023. In these conflicts, American forces engaged in combat.

The political direction from the White House for such a shift from passive
defense to active offense has been echoed and outlined in military doctrinal
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documents from the Pentagon. This shift has been discussed within the pa-
rameters of the evolution in Marine Corps thinking that led to FD2030. For
example, there is a paradigm shift detailed in the open-source web version of
FD2030. It informs of a paradigm shift from the 1990s to 2015 quoting from
official documents such as Insurgencies and Countering Insurgencies, Field Manu-
al 3-24, that is also Marine Corps Warfighting Publication No. 3-33.5.” During
that period the United States was the sole superpower and enjoyed air, land, and
sea supremacy. However, there was a growing need to deploy forces globally in
counterinsurgent operations and this influenced the paradigm shift.®

Following this sound strategy logically of fighting the adversary away from
U.S. soil and given the existence of great power competition and violent ex-
tremist organization adversaries, it would have been assumed that FDD2030
would have included Africa as a threat analysis. However, it is a notable omis-
sion. Moreover, it should be included given the clear identification of great
power competition and violent extremist organization threats where it is fair to
state that Marine Corps deployment to Africa is an inevitability.’

Despite this inevitability, the immediacy of any such deployment is char-
acterized by hesitations that could lead to escalations and even failures. In the
past, U.S. policy makers have authorized Marine Corps deployments where and
when there has been a clear distinction of when conflict or war exists compared
to peace. This is not always the case anymore in Africa. The combination of
great power competition and violent extremist organizations is exacerbated by
a relatively new phenomena and terminology, mainly since 2016, to describe
the changing nature of adversaries and warfare. The multitude and diversity of
adversaries in the African threat environment has been summed up by a for-
mer commander of United States Special Operations Command Africa, retired
Army brigadier general Donald C. Bolduc. He explains that Africa is the best
example of a gray zone environment that U.S. forces encounter.”

A definition of the gray zone is provided by a National Security Informa-
tion team:

A conceptual space that describes a set of activities that occur between

peace (or cooperation) and war (or armed conflict) occurring when

actors purposefully use single or multiple elements of power to achieve
political-security objectives with activities that are typically ambiguous

or cloud attribution and exceed the threshold of ordinary competition,

yet intentionally fall below the level of large-scale direct military con-
flice."

Such gray zones are to be found in many countries and regions and have
become a military, political, and academic buzzword. The gray zone definition
and identification is significant to Africa for the adversary is not solely due to
great power competition and violent extremist organizations but could also be
a blend of tribal insurgents, jihadists, and criminals operating in failed states.
Sometimes these could be the same people as in violent extremist organizations
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and great power competition. For example, Hezbollah, which is a violent ex-
tremist Islamic Shia organization first seen in Lebanon in the 1980s as a rival
to the Shia Amal Movement. Hezbollah is now prevalent in many countries
worldwide and is a direct proxy of Iran. It is supported financially and militarily
aided by the IRGC that are part of the armed forces of Iran. Hezbollah and the
IRGC have been seen operating in unison, for example as first seen in 2010 in
Nigeria.'” Another example of great power competition and the gray zone is
seen in Russian mercenaries, exemplified by the Wagner Group, supporting the
regime in Mali."

While combating great power competition and violent extremist organi-
zations have a clearer statement in FD2030, the gray zone in Africa does not.
This is because the conflict manifests in struggles of resources versus political/
religious/ideological domination and is both physical and in cyberspace.'
The contest in the gray zone has ambiguous characteristics somewhere be-
tween peace (or cooperation) and war (or armed conflict). It does not cross the
threshold to the point where the U.S. president can clearly declare a state of
war. Any conventional Marine Corps force deployment to Africa has become
a precarious domain for U.S. strategic culture and policy makers and military
elites.”

Both the political and military elites might hesitate as deployment tradi-
tionally has been when conflict or war is clearly identifiable, and this is not the
case even against jihadist movements in the gray zone when they are not posing
an immediate threat. There might be cells of jihadists within the local popu-
lation widely dispersed and in rural areas far from U.S. geostrategic interests.
They might also be in cells of two or three in a village of 10,000 and not openly
definable as combatants (e.g., not wearing identifiable uniforms). Even if a de-
cision is taken to deploy the Marine Corps against them, the contest might be
asymmetrical. A more suitable security force would be police to make arrests,
if available.'

Adding to such hesitation has been previous Marine Corps deployments
to Africa that have been met with varying degrees of success and failure in
1992."7 Further hesitation might stem from lessons learned from hazards of
other direct high-profile interventions, for example the Marine Corps deploy-
ment to Lebanon in the Middle East, when there was no clearly defined exit
strategy.'®

A dichotomy prevails for while there might be hesitancy for deployment
arising from previous experiences that have not been overtly successful, for ex-
ample Somalia, there are also clear geostrategic interests and military hot spots
necessitating U.S. Marine Corps deployment. A clear threat analysis needs to
be included in FD2030 to ameliorate this dichotomy. The geostrategic interests
and military hot spots have been identified in a document released by the White
House in August 2022, where President Joseph R. Biden spoke of the U.S.
strategy toward Sub-Saharan Africa. From this it can be construed the specific
geostrategic locations where the Marine Corps might be deployed to support
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such a strategy. These would include the location of minerals such as uranium
in Niger, the maritime sea routes and choke points of the Cape Route, the Suez
Canal, and the Straits of Gibraltar, the southern flank of NATO that is North
Africa, especially Libya and off the coast of East Africa in the Indian Ocean to
protect shipping and trade."”

Among the specific military hot spots that can be identified for Marine Corps
deployment are against violent extremist organizations like al-Qaeda, ISIS, and
Hezbollah branches that operate in Somalia, the Sahel, the Maghreb, Lake Chad,
and most recently in Congo and Mozambique. Intertwined is the gray zone that
causes instability and conflict and is creating illegal migration to Europe that is
a cause for deep concern. Also, a potential focus is the ongoing conflict in Ye-
men and the IRGC forces operating in the Red Sea off the African east coast—a
region that has seen naval piracy. ** This piracy has declined but other maritime
crimes have increased. Illegal fishing along with smuggling and trafficking of
people and illicit items such as narcotics are all on the rise. These and the pro-
tection of the ships delivering humanitarian aid, for example by the United
Nations World Food Programme, is also seen as a priority in these hot spots.”

At the time of the writing of this article in January 2023, it is not known
how many military missions that the United States has undertaken or is current-
ly undertaking in Africa or how many troops are deployed. That fact remains
top secret. However, the White House strategy also stresses joint and combined
operations and support other than direct military intervention. This should also
be included in FD2030 to determine how the Marine Corps could work with
other branches, for instance United States Africa Command (AFRICOM) and
the National Guard.

AFRICOM operates with African states and European allies and NATO
in the mission to counter transnational threats and malign actors. This is ac-
complished by training and equipping local and regional security forces, in the
provision of economic, education, and environmental assistance and expertise
and overall advancing U.S. national interests through assistance, development,
education, and training programs.”> AFRICOM informs that it is engaged in
West Africa and the Sahel, North Africa, Central Africa, and East Africa.” It is
also reported that U.S. National Guard troops have or are still deployed to the
Horn of Africa. This includes Djibouti, Kenya, and Somalia.?*

Lessons from the Past
Lessons from the Marine Corps deployment to Somalia in Africa (1992-94)
are not that dissimilar to lessons from its deployment to Lebanon in the Middle
East (1982-83). A large force deployment with high-level intervention into
violent urban areas where there is no local stable governance could better be
achieved by shorter deployment and precision strikes. In both instances, the
Marine Corps withdrew after facing unacceptable causalities.”

Such specific examples and lessons are not mentioned in FD2030 but an
overall objective of FD2030 calls for the Marine Corps to be restructured for
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just that type of deployment. That is, FD2030 calls for the Corps to be a lighter,
faster, and more lethal service—one that can perhaps integrate Marines and
sailors into versatile “stand-in forces” that can respond to an array of crises.
However, just having an appropriate force structure would not guarantee that
the Marine Corps would be more successful than before. Specific lessons from
previous Marine Corps deployments should be included to enhance planning
and preparation.

An example that should be included is the Marine Corps deployment to
Somalia. On 9 December 1992, President George H. W. Bush ordered 1,800
Marines to Mogadishu, Somalia, to spearhead a multinational force aimed at
restoring order. Their role was part of a larger United Nations humanitarian
effort after the collapse of the Somali government. There were some successes by
the U.S. troops; international aid workers were soon able to restore some food
distribution and other humanitarian aid operations.?

However, without law and order, rival factions and militia groups emerged.
The Marines found themselves in roles they had not undertaken before and
were not prepared for it. They were in the crossfire of the militia groups, oper-
ating in violent urban environments for protracted periods with many patrols,
and could not easily defend themselves. Also debatable were the effectiveness of
rules of engagement. The Marines progressively found their main mission was
their own protection. More failures than successes, especially the downing of a
Black Hawk helicopter, led President William J. “Bill” Clinton to order all U.S.
troops to withdraw from Somalia by 31 March 1994.”

Both on the tactical and strategic levels, the Marine Corps was not prepared
and with a mismatch between force structure and objectives it did not achieve
the objectives. On the tactical level, the intervention in Somalia was considered
a failure due to the daily mayhem in the streets of the capital city of Mogadi-
shu, which bedeviled the security operation. On the strategic level, when the
Marine Corps arrived there was a lack of a national Somali leadership and when
they departed there was still no functioning government. The Marines had no
mission capability, nor were they tasked with the role to establish stable gover-
nance in Somalia that would have been a prerequisite for the objective of any
sustainable humanitarian effort.

Examining the experience of U.S. allies is also a valuable tool. France has
launched many expeditionary missions in Africa, especially in the Sahel and
Chad. It has learned similar lessons to the United States in Somalia—a lack
of sustainable, stable local governance coupled with the inability of African re-
gional forces to support them. For instance, the Economic Community of West
African States (ECOWAS) and the G5 Sahel have been catalysts to determine
that small forces should only be deployed for short precision-type missions.
Large forces deployed for a long period spend more time defending themselves
than anything else. Such lessons have also been learned from United Nations
and NATO deployed to Sudan, for example.”

Most recently in 2022 and early 2023, France has announced that French
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forces in Mali and Burkina Faso would withdraw after nearly 10 years of fight-
ing insurgents and jihadists. This was due to Mali’s military junta’s cooperation
with Russian mercenaries from the Wagner Group and Burkina Faso’s request
for France to do so. France has even withdrawn its ambassador from the latter
in January 2023.%°

Others including Germany, the UK, and the European Union force con-
tingent have followed suit to withdraw forces from both countries. They have
noted that leadership in Mali and Burkina Faso that faced a coup have not been
cooperative and so their own presence is seen as foreign intervention rather than
foreign assistance.’!

Such contestation are elements of great power competition that should be
included in the threat analysis of FD2030. China and Russia have apparently
gained the advantage as this withdrawal has opened the door for them to enter
these countries, and they have done so as advisors and trainers, while reaping
numerous economic and mineral deals.*

Learning from such deployments should be included in FD2030 to signal
that there are instances where the Marine Corps does not need to be deployed
landward as a large force. Adding to this is another example that highlights that
the correct force needs to be chosen for the mission. However, unless suitably
trained and equipped, the Marine Corps, even as a small precision strike force,
is not the correct one. One example is the attack on the U.S. consulate in Beng-
hazi, Libya, on 11 September 2012. The terror group Ansar al-Sharia undertook
a premeditated attack that resulted in the deaths of both the U.S. ambassador
and a U.S. foreign service information management officer as well as two Cen-
tral Intelligence Agency (CIA) contractors. Due to transportation challenges, it
was not even possible to deploy U.S. Marine Corps Fleet Antiterrorism Security
Teams (FAST) or even unmanned, unarmed surveillance drones.??

In both Somalia and Libya, lessons have been learned and the Marine Corps
has not been subsequently deployed landward. An example is the most recent
Marine Corps deployment to Africa in December 2020 as part of Operation
Octave Quartz. The Makin Island Amphibious Ready Group consisting of the
15th Marine Expeditionary Unit was available offshore Somalia and not land-
ward. Their mission was the protection of the withdrawal of American forces
from that country where their presence offshore was aimed to serve as a viable
force multiplier and as a deterrent to escalation.**

While learning from past failures and from the experiences of allies, it is
also important to learn from where the United States has had the greatest suc-
cess in working with local partners and to include this in FD2030. Lessons ap-
plied from Libya are an impetus to liaisons and work with locals and have more
viable rapid reaction forces. This was applied working with People’s Protection
Units (Yekineyén Parastina Gel or YPG) in 2014 in Syria and the use of the
Counter Terrorism Service (CTS) in Iraq to combat ISIS jihadists. The United
States provided air support to the YPG during the siege of Kobani and during
later campaigns. It helped the YPG defend territory against attacks by ISIS.
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The Syrian side in the civil war was supported by Russia, and so this conflict
involved both great power competition and violent extremist organizations.”
Another example is when the United States worked with the CTS in Iraq de-
ploying special forces.?® In both cases the specific context of the threat analysis
determined the force design. ¥ Such specific contextual assessment should be
included in FD2030 with a specific threat analysis of Africa.

Decluttering the Gray Zone across Africa
Learning from the past—both failures and successes—and from others is a
valid methodology for strategic guidance. Just as valid is identifying the ad-
versary and its capability and preparing and planning a Marine Corps force
design and structure with appropriate weaponry. The gray zone as described is
a cluttered battlespace given that it is urban warfare, where in the crowded en-
vironment it is difficult and problematic to easily distinguish between civilians
and combatants as, for example, the latter might not wear uniforms. Such a
battlespace with potentially ambiguous targets makes it hard to acquire, under-
stand, track, and to apply military effects and forces with precision. It is also a
cluttered battlespace in that there are many different types of adversaries, some-
times with different goals and sometimes with overlapping intentions. These
different types include the local state’s security forces, great power competition
using proxy forces, violent extremist organizations, local militias, and local and
international organized criminal networks. Therefore, it is cluttered because
there are multiple adversaries in multiple guises presenting multiple threats that
require multiple scenarios and probability analysis to be included in FD2030.
The methodology of preparing and planning for these has been learned from
previous insurgent and terrorist events such as the Madrid bombings in 2004.
This requires precise and valid evaluations and implementation of security, in-
telligence, and counterintelligence.?® The value of these will be to de-clutter the
gray zone, namely to identify and to provide the Marine Corps with a precise
adversary, its location, and its threat capability thereby enabling the appropriate
size and shape of any deployment with the necessary preparation and planning,.

The common thread running through all such strategic guidance is that the
gray zone inevitably must be decluttered for U.S. policy makers to be confident
when deploying a Marine Corps force. This is easier said than done, for gray
zone adversarial activities are not cataclysmic but tend to be gradual. There is
not a clear condition of war. This is evident both by activities of states in great
power competition, nonstate actors in violent extremist organizations, and oth-
ers, for example, organized crime. When their gradual adversarial activities are
classified by U.S. criteria as lower than the threshold of armed conflict, U.S.
policy makers will not be assured that a Marine Corps deployment would not
become the cause for an escalation to war and thus the United States would
be blamed for such foreign intervention—so they will not deploy. That might
result in a “too little too late” syndrome emerging.”

Decluttering the gray zone can be systematic by segregating the known
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from the unknown. For example, the location of states is known with borders
on a map. The governance of states are identifiable people and includes the bu-
reaucratic organization (e.g., political and military elites). Data can be gathered
about their intentions and their state’s military capability in both manpower
and equipment. The effectiveness and readiness of these can be observed during
exercises and so they become a known quantity and quality should the need
arise to engage them in combat. It is possible to determine to what degree they
are aligned to U.S. interests.*

More challenging is the nonstate-based threat environment, as the activi-
ties occur between war (or armed conflict) and peace (or cooperation). Many
activities fall into this turbid situation in the gray zone. For example, orga-
nized crime, including narcotics and weapon smuggling, insurgent movements,
lone-wolf terrorists, religiously motivated social movements and fanatics, cyber
threats, and illegal migration patterns.*’ There could also be multiple overlaps
where local actors could be acting with great power competition support or as
a proxy to them that would mean that each has their own objectives. Deterring
or dissuading one element might be effective on one level but not another.*

An example is to be found in Iranian proxy Hezbollah operations in West
Africa that have also been identified as being linked to money laundering ac-
tivities. Arrests and breaking the latter activity have not ended the former’s
destabilizing presence or Hezbollah’s recruitment of locals for Iran’s global Shia
Islamic revolutionary movement.® Another example is al-Qaeda in the Islamic
Maghreb (AQIM) that is both an Islamic fundamentalist group and is also en-
gaged in drug smuggling in Mali and Niger.*

An example of the entanglement of great power competition and violent
extremist organizations in the AQIM situation also highlights the cluttered gray
zone in Mali. France intervened in Mali and worked with local and Chadian
forces to upend the AQIM in north Mali. The French special forces operated
as light infantry in armored personnel carriers, but it should be noted that 59
French soldiers were killed.” The success was short-lived and since late 2022
France has begun withdrawal of forces from Mali and Burkina Faso, where in
addition to great power competition with increased Russia presence in Mali,
there is also a growth of violent extremist organizations and gray zone activities.
For example, AQIM has an increasingly active presence in Mali as an Islamic
fundamentalist movement and is also engaging in smuggling.

These examples are just the tip of the iceberg that justify why Africa should
be included in the threat analysis of FD2030 looking at great power competi-
tion, violent extremist organizations, and gray zone conflict. Africa is a diverse
and unstable environment with multiple numbers of adversaries engaged in
overlapping activities and connections.”” Caution should be taken that such
a complex environment does not lead to organizational complexity of overly
prescriptive force design in the strategic guidance in the form of multiple bu-
reaucratic levels, which would inhibit fluid operational-organizational inertia
on the tactical level .
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To forestall such an eventuality, strategic guidance could suggest that the
most appropriate tactics would be a short period precision strike deployment
of the Marine Corps to a hot spot. That would require security and intelligence
analysis on an ongoing basis to determine the right moment to deploy and to
withdraw for the greatest operational effect. This entails long-term planning
and preparation that needs to include extreme options; for example, deploying
the Marine Corps for less than 24 hours at less than 6 hours’ notice. As already
noted in FD2030, drones can play a greater role. At the same time caution
needs to be applied as too much data from surveillance and reconnaissance
without accurate analysis would not enable decision makers to be more effica-
cious.”

Therefore, a diverse force design should be included in FD2030 to cover
multiple options given the cluttered gray zone in Africa. Hybrid warfare is a
way that could be applied to suit such a diverse force design. It has been defined
as a fusion of different tools and instruments. Options that should be included
are a blend of the conventional force of the Marine Corps, drones, irregular

warfare by special forces, partnerships with other U.S. military branches such as
AFRICOM and the National Guard—and including cyberwarfare.”

Security

Decluttering the gray zone would be dependent on having accurate information
and analysis. This will require security, intelligence, and counterintelligence.
While there is a strong link between them, they are sometimes at odds with
each other. For instance, there can be organizational competition and reluc-
tance to share data and analysis.”!

Unless this is overcome, decluttering the gray zone in Africa will be com-
pounded. Each require clear definition and role and task assignment that should
be included in the strategic guidance of FD2030 supporting the specific force
design. For example, security and protection of U.S. interests is an existential
rationale for the Marine Corps. Security objectives could be to establish a short
period foothold in a hot spot or to deter an escalation while other means are
employed such as diplomacy. Protection could be supplied to vital installations
such as ports or as a force multiplier when other forces withdraw as seen in the
deployment offshore Somalia in 2020.%

To improve threat analysis and regulate tackling nonstate adversaries below
the threshold of war, the suitable security factors should be aligned with intel-
ligence. At the top of the list would be to ascertain when the gradual escalation
by great power competition and violent extremist organizations has reached
the point that would require the Marine Corps to move from a passive offshore
presence to that of an active landward deployment.>

The nature of the intelligence product on the multiplicity of local actors,
violent extremist organizations, overlapping gray zone activities, and links to
great power competition would serve to classify the descriptor of security needs
and whether the Marine Corps would partner with others. These partners could
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include the Navy, AFRICOM, European allies, and any form of hybrid warfare
such as cyber. An integral element of the intelligence product would also need
to determine the required logistics. One of the challenges is the size of Africa,
the second largest continent after Asia. Africa is three times the size of Europe
with the terrain that is diverse and includes both deserts and jungles.”* Every
Marine Corps deployment would be unique and complicated as Africa has 54
sovereign states of which 38 are coastal and several island nation-states.”

From lessons learned from Somalia, for the security of the Marine Corps
force, the intelligence product would also need to identify who and where the
adversary is. Nonstate adversaries might not wear uniforms and as they were re-
cruited from the local population could conceal themselves therein. They could
receive housing and food support from it; additionally, in a failed state they
have ungoverned territories that can provide safe haven for them to hide in.®

Intelligence

The intelligence product therefore requires data and analysis on all aspects of
great power competition in Africa, violent extremist organizations, and gray
zone actors.” The takeaway from this intelligence product to be included in
FD2030 would be the warning signs in threat analysis that would trigger a
Marine Corps deployment. As gray zone activities include denial and deception
efforts and stealth, the strategic guidance needs to register unexpected outcomes
rather than cataclysmic changes.’®

Identifying such unexpected outcomes for the threat analysis can be clas-
sified into two categories: puzzles and mysteries. To be effective for both, in-
telligence gathering will need to penetrate certain specific communities within
the overall society, namely human intelligence (HUMINT), especially those
that have been identified as recruitment grounds for violent extremist organi-
zations.”

Puzzles have a definite answer and intelligence needs to find it. Puzzle
type intelligence can be applied to various partnerships between the Marine
Corps, the Navy, AFRICOM, the National Guard, and African states. Ex-
amples are to build maritime safety and security, to counter illicit trafficking,
to address humanitarian needs, to promote regional stability and security, to
strengthen local, regional, United Nations, and African Union combined op-
erations, and to encourage sustainable development. The role of the Marine
Corps in these could range from active and passive protection and deterrence
to escalations.®

Mpysteries have no definite answer where any answer could be contingent
on other factors. Mystery type intelligence tends toward analysis that offers
a best forecast or probable scenario. The intelligence product tends toward
sense-making for responses as a different combination of the same factors could
lead to a different outcome. This was the case with Somalia and Libya.® Myster-
ies are the context where the Marine Corps is best not deployed. For example, a
lone-wolf terrorist is better left to counterintelligence efforts to trick him rather
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than sending boots on the ground to intercept them. The strategic guidance of
FD2030 should also note this as a limitation for Marine Corps deployment.

Counterintelligence

Without an excellent intelligence product, no Marine Corps force could deploy
successfully. Counterintelligence also has a part to play in U.S. tactics in Africa
though this is a different role from intelligence. It can be used when the Marine
Corps cannot be deployed or in lieu of it or to supplement and complement a
deployment. It does not necessarily aim to offer security or to protect people,
physical territory, or even information in cyberspace. Whereas intelligence to
support Marine Corps operations may struggle on puzzles and mysteries in
threat analysis, counterintelligence can operate and be successful with less un-
certainty.*?

Examples of intelligence and counterintelligence cannot be released due to
secrecy, but the National Intelligence Council has described their significance
in a memorandum updated on 4 August 2022.% From this memorandum it is
possible to ascertain that counterintelligence has a role in hybrid warfare with
the Marine Corps in the gray zone in Africa to trick adversaries into respond-
ing to classified information released about Marine Corps exercises or obsolete
Marine Corps plans. In this way it is sometimes contrary to security-driven de-
ployment and could lead to a dispute with intelligence over the release of such
material. Another tactic is to restrict normally unclassified or “open source”
information (OSINT), for example Marine Corps collaboration with the Af-
rican Union, if it is known that adversaries were using it to further their own
purposes for purposes such as extortion.* In both instances such tactics could
serve to disorientate and trick a violent extremist organization/gray zone adver-
sary to reveal its intentions and location.®

Nonetheless, both counterintelligence and intelligence using HUMINT
and OSINT can be a double-edged sword and counterproductive to security
and objectives. They might rely heavily on monitoring and gathering data from
the technologies and services provided by mobile/cell telecommunications, the
internet, and social media. However, any violent extremist organization or gray
zone adversary can also do so, especially if they have the support of other coun-
tries’ counterintelligence and intelligence services in great power competition.

Dictatorial totalitarian states that typify Africa can also use these same ser-
vices and technologies to monitor, censor, and subjugate their population.®
Various violent extremist organizations such as ISIS, Boko Haram, and al-
Shabaab have also used them for recruitment and psychological influence pur-
poses.”” A vivid example was live commentary with photos by al-Shabaab of
its attack on the Westgate shopping Mall in Kenya in 2013 on Twitter.*® But
this can be used by U.S. cyber teams to ascertain the physical location of such
violent extremist organizations when they broadcast and so determine where,
when, and how large a Marine Corps precision strike force to deploy—and this
should be included in the strategic guidance of FD2030.%°
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Conclusions

The 2018 U.S. National Defense Strategy was the impetus for FD2030 in that
it called for changes in American forces after evaluating the threat environment
and finding that there was a need to build a more lethal force and implement
reforms for greater performance.”” While FD2030 contains many positive el-
ements as a strategic guidance to meet this call, there are also certain elements
that been criticized while there are clear omissions.

For example, in being critical of FD2030, three senior retired Marine
Corps officers (Colonel Gary Wilson, Lieutenant Colonel William A. Woods,
and Colonel Michael D. Wyly) started their article by noting that the words
“Send in the Marines! The situation is serious. We need to fix it—fast!” have a
special meaning.”" They truthfully inform that the Marine Corps has for cen-
turies proven themselves in battle as a reliable force. However, these retired
officers have also spoken out over their concerns that FD2030 abandons the
principles of maneuver warfare and has an overreliance on technology. In their
view, the threat analysis of FD2030 and therefore its strategic guidance for re-
structuring is oriented toward the Marine Corps fighting units operating in the
Indo-Pacific region.”

The author of this article concurs that the threat analysis of FD2030 is
too specific and should also include great power competition, violent extremist
organizations, and gray zone in Africa as examined here. As it presently stands
using the strategic guidance of FD2030 and its suggested force design, deploy-
ing Marine Corps “boots on the ground” will not necessarily bring success
and victory in Africa. It is fair to state that despite such deficiencies the White
House together with the Pentagon will continue to look to the Marine Corps
to be deployed to Africa. There is no other U.S. military branch, together with
the Navy, that could defend the geostrategic concerns and tackle the hot spots
mentioned in this article.

As a matter of priority to ameliorate the deficiencies outlined above,
FD2030 needs to include lessons learned from the failures in Somalia, Libya,
and Lebanon. These clearly show that the U.S. Marine Corps at the time of its
deployment was not fit for the intended purpose of policy makers. At present,
it is also not fit for purpose in a deployment to Africa. Lessons learned from
successes elsewhere, for instance in Syria and Iraq, should also be included in
FD2030 as well as the experiences of others in Africa like the French in Mali
and Burkina Faso.

Lessons from the past and from others are only one item. Other entries
to be included are those examined in this article on great power competition,
violent extremist organizations, and gray zone contests and competition in Af-
rica that are challenging. The threat environment has multiple actors engaged
in multiple overlapping activities. The overriding concerns noted in this ar-
ticle conclude that without decluttering the great power competition/violent
extremist organizations and gray zone in Africa, the Marine Corps is not going
to be able to engage and easily combat the adversary and cause of the threat,
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especially nonstate actors and insurgent movements who are an extension of
Middle East fundamentalism, nor others such as the Russian Wagner group and
local Sub-Saharan African terrorist groups.

Options for strategic guidance and a force design that have been suggested
in this article are, for a short period, precision strike deployment of the Ma-
rine Corps dependent on precise intelligence on the location, size, strength,
and intentions of the adversary. Counterintelligence can play a role to trick an
adversary into revealing these details. Victory could also be attained through
hybrid warfare dissuading and deterring using information or psychological
operations. Here also drones could be used as recommended by FD2030 and
software (algorithms) could play a role in ensuring mission success.

With a restructured force design, the Marine Corps could still deploy in
its traditional role offshore as a formidable deterrent force and as a force multi-
plier partner with the Navy, special operation forces, AFRICOM, the National
Guard, African states, and European allies, both in precision strikes landward
and beyond. The Marine Corps could collaborate in security cooperation in-
cluding training and education, humanitarian assistance, medical readiness, de-
velopment strategies, and interdiction of illicit activities. In doing so, the policy
of containment and its strategies that prevailed prior to 9/11 would also be fur-
thered. The domino effect of reducing or eliminating great power competition,
violent extremist organizations, and gray zone conflicts in Africa would enable
U.S. forces to be concentrated elsewhere.
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The Deficiency of Disparity
The Limits of Systemic Theory and the Need
for Strategic Studies in Power Transition Theory

Athahn Steinback and Steven Childs, PhD

Abstract: This article synthesizes power transition theory (PTT) at the grand
strategic scale with military studies methods at lower levels of analysis. We an-
alyze the Russo-Japanese War, the recent Afghan War, and the ongoing war in
Ukraine as conflicts where political-military specificities enabled outmatched
powers to win or force a stalemate. These cases demonstrate the decisive influ-
ence of power projection, doctrine, geopolitical constraints, and readiness on
conflict outcomes. Finally, the authors operationalize PTT at the grand strate-
gic scale alongside military studies methods at the operational level to propose
U.S. responses to Chinese regional revisionism.

Keywords: power transition, Russo-Japanese War, Afghanistan War, war in
Ukraine, China-Taiwan crisis

Introduction
ower transition theory (PTT) offers an effective systemic theory to ex-
plain competition between states but struggles to predict the outcome
of specific conflicts due to reliance on broad metrics of national power.
PTT primarily estimates national power by comparing the Composite Index of
National Capability (CINC) scores or gross domestic products (GDP) of rival
states. By focusing on CINC and GDP, PTT implicitly assumes total economic
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mobilization while omitting case-specific influences including power projec-
tion and readiness. The authors explore the Russo-Japanese War, Afghan War
(2001-21), and ongoing war in Ukraine as cases where military studies meth-
ods provide more compelling explanations of a conflict’s course. The authors
then use the potential case of a U.S.-China war over Taiwan to synthesize PTT’s
grand strategic level with a military studies approach at the operational level to
demonstrate how the theory can better guide policy makers. From a policy per-
spective, PTT can be employed at the grand strategic level to detect emerging
challengers and identify which states to mollify or isolate. Meanwhile, military
studies approaches should be used in conjunction with PTT at lower levels of
analysis to determine how to respond to threats. Strategic considerations such as
power projection, readiness, and foreign intervention shape conflict outcomes
more decisively than abstract measures of national power as wars are not fought
on spreadsheets.

Merits and Limits of PTT as a Systemic Theory

Power Transition Theory serves as a leading theoretical lens for the study of
conflict at a systemic level. PTT rests on two pillars. First, it assumes that the
distribution of power within the system reflects a hierarchy of states akin to
a pyramid with a single state at the top. Second, PTT argues all states in the
system are either satisfied or dissatisfied with this dominant power’s order. The
dominant state constructs an order that reflects its own preferences, and the
order persists as long as the majority of power within the international system
remains in the hands of the dominant state and its satisfied supporters.’ The
preferences that underlie the dominant state’s order are shaped by any number
of factors, including history, territory, ideology, religion, culture, and so forth
and the dominant state establishes institutions and norms that reflect these
preferences.” Descending the pyramid from the few great powers at the top to
the slightly more numerous middle powers, and then down to the plethora of
minor states with little influence, the degree of satisfaction diminishes. Within
PTT, the world consists of numerous weaker states dissatisfied with the domi-
nant order and a small number of satisfied states wielding the majority of power
perpetuating the dominant order.

Using this pyramid of power and satisfaction as a basis, PTT defines the
mechanics of conflict in the international system. PTT predicts power transi-
tion conflicts frequently occur when a rising dissatisfied state approaches power
parity with a dominant state, leading to either the challenger initiating a power
transition conflict, or the declining dominant power striking preemptively to
protect its position. Peaceful transitions can occur when a satisfied state sup-
plants the dominant state as the United States did with the UK, but dissatisfied
challengers often resort to war to impose their own preferences, as demonstrat-
ed by both World Wars.®> The closer a dissatisfied challenger comes to pow-
er parity with the dominant state, the more likely a power transition conflict
becomes. Overwhelming power deters challenges, while parity invites them.*

The Deficiency Disparity



While much PTT scholarship largely revolves around global power transition
conflicts, the theory applies equally to regional and subregional power struc-
tures as well.> Within PTT, a dominant regional power can simultaneously be a
revisionist state against the current international order. Moreover, a rising glob-
al revisionist such as China may attempt a regional transition challenge against
the dominant global power before it initiates a bid for global dominance. De-
spite PTT’s limitations, it does reflect the general dynamics of systemic conflict
at a highly aggregated level from the late modern period onward.®

Power transition theory ably draws on the most cogent elements of its ma-
jor theoretical rivals to model international politics at a systemic level. From
realism, PTT draws the importance of power as a central component of inter-
national relations but provides clear conditions under which conflict erupts.
PTT’s prescription that an imbalance of power deters conflict is more empiri-
cally sound than realism’s embrace of parity as stabilizing in conflict dynamics.”
PTT draws on liberalism to explain the persistence of hierarchy and interna-
tional institutions created by dominant powers.® Moreover, PTT’s concept that
dominant powers typically establish their order in negotiation with satisfied
partners, instead of unilaterally imposing them, also draws on liberal concepts
of interstate cooperation.” PTT’s recognition of hierarchy forms a solid basis to
understand the persistence of peace between transition conflicts in contrast to
realism’s unrealistic tenet of perpetual anarchy. Finally, PTT implicitly draws on
constructivism in recognizing the influence of identity and ideology in shaping
preferences and animating satisfaction.'® Through preferences and satisfaction,
PTT more effectively grasps why individual states support the status quo or
become revisionist than any exclusive focus on power itself. Collectively, PTT’s
blend of realist, liberal, and constructivist concepts allow it to robustly explain
how power leads to conflict, why hierarchy and peace reign between wars of
transition, and why some states resort to violence while others support the sta-
tus quo.

Limitations of PTT as a Guide to Policy

While PTT enjoys numerous advantages over its peer systemic theories, it still
suffers from inherent limitations that inhibit its ability to inform policy regard-
ing conflict emergence and outcomes. Due to PTT’s focus on systemic under-
standing of total power, the theory overlooks the political-military realities that
characterize individual conflicts. For policy makers attempting to operational-
ize PTT, failure to understand these details may literally mean the difference
between victory or defeat in a power transition conflict.

PTT suffers from several key limitations that have already been ably cri-
tiqued. Measuring national power by CINC or GDP sometimes creates con-
tradictory predictions of conflict within the theory. CINC scores may suggest a
power transition conflict, but GDP indicates the rising power remains outside
the 80 percent power threshold necessary to initiate a challenge.!" Efforts to
base the theory’s entire operation on readily quantifiable data such as GDP
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or CINC have eliminated concepts including national morale and geography
present in the theory’s original conceptualization.'” Finally, no consensus exists
within PTT regarding how to measure a state’s satisfaction."

Beyond these critiques, the authors focus on two limitations that most se-
verely inhibit PTT’s utility to policy makers. First, sound policy making requires
considering case-specific political-military variables absent in PTT’s system-
level approach. The theory’s two levers affecting the likelihood of war, pow-
er, and satisfaction are used deterministically when applying theory to policy.
According to PTT logic, to avoid war states must either increase their power
versus their challengers to prevent a challenge at all or encourage their rising
challengers to become satisfied to facilitate a smooth transition.'* These path-
ways are not realistic. Total power does not easily lend itself to manipulation
by policy levers. GDP growth and key factors within CINC such as total pop-
ulation, urban population, and energy consumption may take decades of bot-
tom-up processes to meaningfully improve. Second, the concept that absent a
power advantage, policy makers hoping to avoid war should rely on socializing
a rising adversary into adopting the norms of a system alien to its own is ex-
cessively optimistic. The prospect of successfully socializing a dissatisfied and
rising revisionist power such as China is questionable, and attempting to do so
threatens to enhance the revisionist’s leverage to subvert the dominant order.
Dominant powers must be prepared to fight to retain their position, even if
a rising adversary surpasses them in total power. Moreover, proper exploita-
tion of political-military details can enable weaker states to fight and defeat
stronger rivals. PTT helps predict when conflicts may arise, but when rivalry
erupts into a war of power transition, case-specific political-military realities
determine how the war unfolds.

In short, PTT focuses on the wrong levers of national policy to confront
(or initiate) a transition challenge by emphasizing material elements absent
strategic bearing. By focusing excessively on total measures of national power,
PTT struggles to predict conflict outcomes in favor of weaker powers buoyed
by strategic advantages not captured in the narrow economic logic of GDP or
CINC. This critique applies to all theories that operate at such a generalized lev-
el. However, the authors believe PTT possesses great merit as a systemic theory
and seek to help the theory understand political-military specificities that shape
conflicts once they emerge to make PTT more useful to policy makers. Policy
makers must define their interests and devise strategies to safeguard them in the
complex international system. Conceptually sow to harness a state’s available
power in its many manifestations matters far more than how much power a state
is thought to have.

Deficiencies of Measuring Total National Power

Measures of total national power based on economic or material measures omits
key strategic constraints necessary to understand specific conflict outcomes.
GDP- and CINC-based measures of national power can be used at the grand
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strategic level to estimate a state’s total potential power within the internation-
al system, but these metrics should never be treated mechanistically as total
power superiority guarantees little. CINC- and GDP-based power models do
not consider power projection, implicitly assume total economic mobilization,
and struggle to predict the impact of foreign intervention in regional conflicts.
Excessive reliance on these metrics harms PTT’s ability to help policy makers
predict conflict outcomes unless the theory pairs itself with a military studies
approach to handle analysis below the grand strategic scope.

Measuring total national power by GDP provides a generalized estimate
of a state’s power. GDP alone does not ensure that a state invests in its military
capabilities. High GDP states can possess dysfunctional militaries insufficient
to protect their foreign interests as exemplified by Germany today.” Likewise,
the implicit technological advantages afforded by a higher GDP do not auto-
matically equate to insurmountable military superiority. No military can equal-
ly fill every niche, and competent combatants focus their efforts on procuring
technologies that exploit a rivals’ weaknesses. For instance, China possesses ad-
vanced antishipping missile capabilities that largely nullify America’s powerful
aircraft carriers within 600 kilometers of China’s coastline.'® Thus, a key Amer-
ican military advantage can be mitigated by an opponent boasting lower GDP.
Measuring national power by GDP also neglects the use of intellectual property
theft by a lower GDP state to close technological gaps with wealthier rivals. For
the purposes of PTT, GDP provides a rough measure of the total zheoretical
power of a state, but it does not capture a state’s actual military capabilities.

Composite Index of National Capability (CINC) scores estimate total
national power based on early twentieth-century measurements of economic
and military might that fail to grasp the complexity of modern warfare or glo-
balized economics. CINC measures each state’s military expenditure, military
personnel, energy consumption, iron/steel production, urban population, and
total population ratios to estimate the state’s total share of power in the inter-
national system."” Military expenditure offers only a surface-level estimate of
potential force composition or capabilities. An advanced military can still suffer
from poor power projection. Likewise, well-funded militaries, such as those of
many Arab states, can still chronically underperform due to ineffective, politi-
cized command structures.'® Total personnel presents an anachronism because
militaries typically become smaller as they professionalize and technologically
advance. CINC further disregards nuclear weapons, thus conflicting with
PTT’s concepts that nuclear arms provide leverage, and the threat of mutual-
ly assured destruction does not intrinsically deter aggression by nuclear-armed
revisionists."

CINC’s estimates of economic power through iron/steel production, en-
ergy consumption, and urban/total population neglect the complexities of a
globalized postindustrial world economy. Iron and steel output do not mea-
sure productivity in economies powered by microprocessors and manufactured
composites.”’ Second, energy consumption has never been a reliable indica-
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tor of productivity, as it conflates inefliciency with output in the case of states
such as the USSR that consumed more energy to produce less output.”! Finally,
CINC exaggerates the benefits of large populations by failing to account for
the social, economic, and military costs of maintaining them. Middle income
states with large populations such as Brazil or Indonesia consume large volumes
of economic output supporting their existing population without substantially
contributing to economic growth or mustering military might.?> CINC pro-
vides accessible but imperfect insight into total national power; policy makers
operationalizing PTT should only use CINC with full awareness of its limita-
tions. Bearing these core limitations of GDP and CINC in mind, deeper chal-
lenges of measuring total national power, including power projection, limited
warfare, and foreign assistance can be fully explored.

The primacy of power projection cannot be understated in interstate con-
flict. Power projection represents a state’s ability to project military force to
achieve political ends beyond its own borders.”> The degradation of power pro-
jection across distance is nonlinear and efforts to use distance and travel time to
a prospective warzone as a proxy for power projection fail to capture the com-
plexities of power projection in modern warfare.” Assets such as aircraft carri-
ers, aerial tankers, cargo aircraft, and forward bases disproportionately amplify
a state’s power projection capabilities at distance as demonstrated in both Gulf
Wars.”> However, antiaccess capabilities such as antishipping and antiaircraft
missiles employed by a regional adversary can limit the utility of these advan-
tages.” For example, even though the United States possesses unmatched global
power projection, a weaker competitor such as China may still gain a regional
power projection advantage through capabilities that deny access to American
power projection assets. One such example is the Chinese militarization of arti-
ficial islands in the South China Sea to extend forward basing directly into po-
tential combat zones. Moreover, states such as Germany and Japan that appear
strong according to GDP and CINC may suffer from abysmal power projection
capabilities even in their own home region.”” Power projection is essential in
predicting the possible outcomes of military escalation, but it requires case-
specific analysis that PTT omits without the assistance of military studies.

Attempting to measure total national power also implicitly assumes total
economic mobilization for a war effort. While PTT theorists correctly observe
that economic power has become more fungible into military power over the
past century, they underestimate the speed of modern warfare. State combat
during the Second Gulf Wars lasted little more than a month. Likewise, the
Russo-Georgian War lasted less than two weeks and Russia’s forceful occupation
of Crimea was complete in slightly more than one month.”* Modern mecha-
nized warfare moves with such speed that a political or territorial fait accompli
is often reached before any meaningful level of economic mobilization can be
achieved. While protracted conflicts and extensive economic mobilization still
occur as demonstrated by the ongoing Russian invasion of Ukraine, protracted
state conflicts are an exception, not the norm. Policy makers would do well to
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remember that most wars are limited wars and total economic mobilization
should not be automatically assumed.

Competing strategic interests or concerns play an equally decisive role in
determining the outcome of individual conflicts. Even in cases of severe total
power imbalance, such as the United States versus China in the Korean War,
policy makers may deliberately temper escalation due to strategic threats posed
by other states. Likewise, all the power in the world counts for little if policy
makers in status quo states faced with rising revisionist adversaries decline to
act due to domestic political concerns. Alternatively, a rising state such as the
United States in the late 1800s may simply decline to initiate a transition chal-
lenge and focus on its own internal affairs.”” National power is a tool directed
according to the priorities of policy makers, not the iron laws of theory.

The extent and efficacy of foreign intervention in regional conflicts also
eludes prediction within PTT based on GDP or CINC scores. As the United
States demonstrated in Afghanistan, even decades of security assistance and bil-
lions of dollars in equipment and training does not guarantee a positive mili-
tary outcome for the recipient state. Conversely, by employing limited military
force and highly selective material aid, France was able to play a decisive role
in ejecting Libya from Chad during the Toyota War (1987).*° Likewise, sub-
stantial Western equipment, training, and intelligence aid to Ukraine following
the February invasion has lent Kyiv key qualitative advantages over Russia.®!
Foreign intervention in regional conflicts ties so closely to case-specific political
and military considerations that efforts to predict outcomes of interventions
through measures of total national power becomes futile.

Due to the inherent limitations of measuring total national power, PTT
struggles to predict the outcome of specific conflicts. PTT serves as a threat
radar to detect likely conflicts. Using PTT, policy makers can identity which
states are powerful enough to warrant mollification if satisfied or isolation if
revisionist. Without accounting for power projection, PTT lacks a method to
measure how much of a state’s total power can realistically deploy in a specific
conflict. By assuming total mobilization, the theory overemphasizes nation-
al power available for any conflict short of total war. By omitting competing
strategic pressures limiting deployment of state power, PTT overestimates the
power of most states in any given conflict. Finally, total measures of power
are wholly inappropriate to predict the impact of foreign intervention. Conse-
quently, despite its merits at the systemic level, PTT currently lends little useful
guidance to policy makers confronting specific potential conflicts. PTT will be
more useful to policy makers if theorists supplement PTT’s strategic level of
analysis with a military studies approach at the operational level.

Cases

Each of the following cases highlights modern conflicts where political-military
nuances enabled a weaker power to militarily defeat or outlast a stronger op-
ponent contrary to the predictions of PTT. In each of these cases, the defeated
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party possessed vastly superior total national power as measured by both CINC
and GDP. In the Russo-Japanese War, superior Japanese power projection and
qualitative superiority enabled Tokyo to reshape East Asia’s regional power hier-
archy in its favor. In the Afghan War, the Taliban survived, owing to America’s
inability to finish them off inside Pakistan due to competing strategic concerns
and later returned to overthrow the weak Afghan government. Finally, the 2022
invasion of Ukraine revealed the Russian military’s poor readiness, low morale,
and obsolete doctrine rendered them vastly inferior to their smaller Ukrainian
neighbor and shattered illusions of Russian great-power status. While the de-
tails of each case are unique, trends and themes within them such as the prima-
cy of power projection, influence of conflicting strategic goals, and impact of
readiness and morale are common to wars across history and at all levels of the
international system. By exploring cases wherein political-military specificities
shaped the outcome of conflicts contrary to the expectations of PTT, the au-
thors aim to demonstrate the value to policy makers of supplementing PTT’s
utility at the grand strategic level with military studies approaches at lower lev-
els of analysis. PTT enjoys many merits, but for the purposes of informing
policy it needs to be paired with a military studies approach.

While it may be tempting to disregard these conflicts as limited wars and
thus of little interest to great-power politics, in PTT regional hierarchies matter
because they alter regional power structures within the broader global hierar-
chy.?* Japanese victory over Russia transferred regional dominance to Japan,
thus enabling its subsequent revisionist actions against the United States and
the UK. Russia’s invasion of Ukraine explicitly sought to undermine American
regional dominance by eliminating what Moscow believed was a vulnerable
American partner. Even the U.S. war in Afghanistan, despite not being a tradi-
tional power transition conflict, was still relevant to PTT and worthy of study.
This is because of its two-decade long opportunity cost it inflicted on American
resources and political attention that could have been better spent containing
resurgent revisionist Russia or rising China. These limited wars are critical in
international relations, and policy makers and PTT theorists alike should not
discount their lessons.

Case 1: The Russo-Japanese War, 1904-1905

The 1904—5 Russo-Japanese War exemplifies the supremacy of case-specific
strategic considerations such as power projection and doctrine over PTT’s ad-
herence to total power in actual warfare. Russia’s CINC score of 0.11 was more
than double Japan’s 0.05 in 1904, and during the conflict Russia’s CINC score
grew, while victorious Japan’s score declined.” Likewise, Russia enjoyed a 2.5
to 1 GDP advantage over Japan in 1904.%* According to the logic of calculat-
ing national power through CINC and GDZP, Russia should have possessed
clear superiority, and yet Moscow was soundly defeated. The keys to that defeat
rested in Russia’s deficient power projection ability in the East Asian theater,
adherence to obsolete military doctrine, and abysmal military morale. These
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case-specific constraints rendered total Russian power irrelevant and enabled
Japan to execute a regional power transition challenge without reaching parity.

Overview of the Russo-Japanese War

Following the failure of negotiations to demarcate separate Russian and Jap-
anese spheres of influence in Manchuria and Korea in 1903, Tokyo opted to
seize its territorial claims by force.” The Russo-Japanese war did not result from
miscalculation; it was a deliberate gamble by a weaker power to leverage its
regional military advantages to force a territorial fait accompli against a stron-
ger adversary. Heading into the war, Tokyo understood that Russia’s strategic
position was undercut by three factors. First, Russia’s overwhelming military
might could not be concentrated in theater due to the great distances involved
and poor logistical capabilities.*® Second, Japan enjoyed the benefit of surprise
as Russian leadership believed their total power advantages deterred Japanese
aggression.”” Third, the Anglo-Japanese Alliance deterred intervention by third
parties.”® Consequently, Japanese leadership estimated that Russia’s regional
vulnerability created a window of opportunity to gain a foothold on the conti-
nent and assert Japanese great-power status.

Japan initiated hostilities on 8 February 1904, with a surprise attack on the
Russian fleet anchored in Port Arthur, followed by a series of unopposed naval
landings over the next 10 days. Throughout 1904, Japan enjoyed the freedom
to strike when and where it pleased, while Russian commanders possessed limit-
ed intelligence regarding Japanese force concentrations or movements, and even
less means to inhibit their advance. Russian forces were left immobilized by
Japanese naval superiority, isolated by the advancing Japanese army, and crip-
pled by underestimating Japanese capabilities.”” By May 1904, Japan conquered
Korea and much of Russia’s ground forces, and all its battleships in theater were
trapped in Port Arthur. During the siege of Port Arthur, fighting continued
throughout Manchuria, but despite growing Russian force levels, outnumbered
Japanese forces consistently repelled Russian counterattacks attempting to re-
lieve Port Arthur. In January 1905, after seven months of grueling siege warfare,
and several indecisive naval battles, Russian forces in Port Arthur surrendered
and all surviving battleships of the Pacific fleet were scuttled to avoid capture.®
Although Japan suffered high casualties capturing Port Arthur, seizing the port
secured a crucial supply hub for reinforcements and freed Japanese forces to
advance farther into Manchuria. Moreover, the loss of Russia’s Pacific fleet bat-
tleships ended credible Russian naval resistance in theater.

As the war dragged into 1905, Japan reached the limit of its logistical ca-
pacity to support a major land war. Japan was running out of ammunition in
theater, trained reservists at home, and the Japanese army faced severe diffi-
culties getting supplies forward to combat units.*! Japanese morale, however
remained high, and its soldiers continued to outperform their more numerous
Russian adversaries, but Japan now ran a real risk of simply being ground to
death in a war of attrition. In February—March 1905, Japan inflicted approx-
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imately 89,000 Russian casualties during the Battle of Mukden, but Japanese
forces were unable to pursue the retreating Russians and secure a decisive vic-
tory.” Japan’s increasingly fragile logistics simply could not support further ex-
ploitation inland. Conversely, Russian forces afflicted by lethargic leadership,
poor morale among the rank and file, their own logistical woes, and civil unrest
in Russia meant it was unable to regain initiative and drive the Japanese back.”
Russia’s final gambit rested on the prospect that the Russian Baltic Fleet could
credibly oppose the Japanese Combined Fleet after trekking halfway around
the globe without access to proper port facilities and maintenance en route.
Unsurprisingly, the Baltic Fleet was annihilated in detail when intercepted at
the Battle of Tsushima Strait in May 1905. With the Russian navy defeated,
the mounting costs of the land war, and growing popular unrest, Moscow sued
for peace through negotiations.* Russia subsequently ceded Korea, Manchuria,
and South Sakhalin to Japan. To understand how Japan achieved this seemingly
impossible victory, we need to explore the crucial roles of power projection and
doctrine in the Russo-Japanese War that made Tokyo’s victory possible.

Twin Failures of Russian Naval Power Projection

and Force Posture

On paper, Russia enjoyed overwhelming naval superiority over Japan, but in
practice Japan enjoyed a regional naval advantage. The Russian Pacific Fleet’s
battleships were based in the easily blockaded Yellow Sea at Port Arthur, while
the bulk of the Pacific Fleet’s armored cruisers and torpedo boats were based in
Vladivostok, separated by the entire Korean Peninsula.”® Individually, neither
of these flotillas possessed the firepower to face the Japanese Combined Fleet;
Russia’s battleships were ill-suited to combat light torpedo boats, whereas the
cruisers lacked the heavy ordnance to duel with Japanese battleships. To achieve
parity, Russia’s Pacific Fleet needed to sail its squadrons through Japanese-
controlled waters and link up, at the risk of their own annihilation in transit.
Japan’s surprise torpedo boat attack on Port Arthur on the opening day of the
war damaged several Russian capital ships, sharply reducing their odds of suc-
cessfully evading a Japanese blockade to reach Vladivostok.* Advancing Japa-
nese ground forces further jeopardized Russia’s naval position by threatening to
eject them from Port Arthur into the waiting guns of the Japanese fleet or bring
them under constant artillery fire from land.*” From the moment the war start-
ed, Japan enjoyed a dominant position on the high seas, despite its numerical
disadvantage in total warships.

Throughout 1904 the Russian Pacific Fleet’s battleships remained trapped
in Port Arthur and incapable of interdicting the flow of Japanese troops and
equipment to the continent. In this way, Russia’s inability to contest the high
seas also contributed to its difficulties on land. By nature of the region’s geogra-
phy and Russia’s dispersed force posture, the Russian Pacific Fleet was compelled
to face a stronger enemy who had already dealt a surprise blow on unfavorable
terms. The Pacific Fleet was ground down through a series of skirmishes during
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Table 1. Comparative Russian and Japanese fleet strengths in East Asia, February

1904
Russian Pacific Fleet Japanese Combined Fleet*
battleships 7 battleships 6
armored cruisers 4 armored cruisers 6
cruisers 7 cruisers 12
destroyers 21 destroyers 22
torpedo boats 22 torpedo boats 28

*Omits Japanese warships assigned to auxiliary or coastal defense duties and un-
available for offensive combat operations.

Source: Yoji Koda, “The Russo-Japanese War: Primary Causes of Japanese Success,” Naval
War College Review 58, no. 2 (Spring 2005): 10-44.

Table 2. Comparative Russian and Japanese fleet strengths in East Asia, May 1905

Baltic Fleet Japanese Combined Fleet*
battleships 8 battleships 4
Coastal Battleships 3 coastal battleships 1
armored cruisers 3 armored cruisers

cruisers 6 cruisers 18
destroyers 9 destroyers 21
torpedo/gunboats 0 torpedo/gunboats 34

*Omits Japanese warships assigned to auxiliary or coastal defense duties and un-
available for offensive combat operations.

Source: Piotr Olender, Russo-Japanese Naval War 1905, vol. 2 (Sandomierz, Poland:
Stratus, 2010).

summer 1904 and the scarcity of naval repair yards in the Far East prevented
Russia from mitigating attrition in theater. When the Pacific Fleet’s battleship
squadron was finally forced to sea by Japanese artillery in August 1904, the
squadron failed to evade the blockade and its vessels were interned in neu-
tral harbors or forced to return to Port Arthur and was subsequently scuttled.
Likewise, the Vladivostok cruiser squadron was crippled beyond repair while
attempting to slip through Korean waters to rendezvous with the battleships.*®
By the time the Russian Baltic Fleet resupplied in Madagascar in January 1905,
the Pacific Fleet was already defeated.® In the ensuing four months, it took
the Baltic Fleet to reach the combat zone, the Japanese enjoyed ample time to
repair damage and replace lost vessels.”® Conversely, the Russian Baltic Fleet was
forced to transit halfway around the world, without access to friendly forward
bases or repair facilities, with some vessels that were never designed for high-
seas service.”! The Baltic Fleet’s numerical superiority in capital ships was under-
mined by demoralized and undersupplied crews and the fleet was annihilated
by Japan’s navy at the May 1905 Battle of Tsushima Strait.
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Russia’s theoretical naval superiority was meaningless in the actual conduct
of the Russo-Japanese War. The separation of its fleets by half a globe dimin-
ished Russia’s naval might, while the country’s poor global power projection
capabilities and the vulnerable posture of existing forces in theater further ex-
acerbated this weakness. Russia’s lack of overseas repair and refueling assets to
support the Baltic Fleet’s global transit and the unreadiness of its equipment
for long-range redeployment rendered it combat ineffective by the point it ar-
rived in theater. Likewise, the Pacific Fleet’s disposition of force at the start of
the conflict undermined its ability to counterbalance the Japanese Combined
Fleet. Japan never faced the combined might of the Russian navy; instead, it
faced two weaker Russian fleets and defeated them separately. Consequently, a
strategic situation that appeared to assure Russian victory on the macroscale, in
fact, favored Japan.

Failure of Russian Land Power Projection

and Military Doctrine

Russia’s apparent superiority on land proved equally illusory due to poor power
projection, archaic military doctrines, and abysmal morale. Russia’s poor in-
frastructure in the Far East prevented it from projecting overwhelming force
against Japan and allowed Japan to fight the Russian army on roughly equal
terms. Likewise, obsolete military doctrines combined with the low morale and
poor training of the army prevented Moscow from gaining qualitative superi-
ority. Consequently, revisionist Japan gained the upper hand on both land and
sea and forcefully reshaped the power dynamics of East Asia. While the partic-
ulars of every war vary, Russia’s defeat in 1905 serves as a stern warning that
total power does not guarantee military victory, even against weaker regional
revisionists.

Russia’s entire land war effort hinged on the single-track Trans-Siberian
Railroad, wholly inadequate for the logistical burden of high-intensity war-
fare. Transit times across the Trans-Siberian rail line averaged 4050 days, thus
planners in Moscow were compelled to plan resupply and reinforcement far in
advance of actual events at the front and errors required months to correct.’>
Weather hazards, incomplete rail sections, and chronic derailments further
compounded the Trans-Siberian Railroad’s logistical difficulties.”® Consequent-
ly, Russia’s land power projection capabilities were undermined throughout the
conflict, because it could not move men and material into theater as quickly
as the Japanese could by sea. During the conflict, Japanese forces generally re-
mained at full strength as fresh replacements arrived from the home islands,
while Russian forces hovered around 70 percent of their paper strength due to
shortages of replacements in theater.’® Despite the numerical supremacy of the
Russian army in its entirety, Japan enjoyed a significant regional force advantage
at the beginning of hostilities.” Due to these logistical constraints, Moscow
could not overwhelm the Japanese through sheer force of numbers. Moreover,
the threat of invasion by European rivals further reduced Russian power pro-
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jection capabilities by tying down Russia’s finest troops on its western borders.*
Logistical deficiencies severely undermined Russian land power projection and
strategic uncertainty further exacerbated these problems.

Russia enjoyed key technological advantages on land that promised to off-
set its logistical failures, but these advantages were undermined by obsolete doc-
trine and poor morale. When the war began, Russia had already begun issuing
machine guns to its combat divisions, while Japan was only just beginning to
embrace the new weapon.” Likewise, modern Model 1900 field guns made up
a full one-third of Russian artillery, in contrast to the archaic Type 31 mountain
gun used by Japan.’® Russia further utilized modern entrenchment techniques,
barbed wire, and minefields to funnel Japanese forces into the killing fields of
its machine guns. From a purely technical perspective, the Russian military was
well-equipped to fortify and defend its far-flung Eastern holdings. However, ar-
chaic doctrines and abysmal morale undermined qualitative advantages offered
by these technological advances.

Russian infantry doctrine continued to embrace nineteenth-century
massed volley fire tactics followed by a bayonet charge.”” While Russian train-
ing emphasized archaic practices of unaimed massed fire, their Japanese adver-
saries embraced modern concepts of individual marksmanship and initiative.®
Likewise, Russian doctrine did not foresee the possibility of night combat and
infiltration, which the Japanese explicitly trained for and exploited to great ef-
fect throughout the conflict.®’ Russia’s obsolete practices proved disastrously
ineffective on war waged around the clock with battlefields filled with trenches,
machine guns, and bolt-action rifles. While Russian forces offered effective re-
sistance when fighting from strong defensive fortifications, their obsolete doc-
trines diminished their ability to retake lost territory. Before the war had even
begun, poorer Japan already fielded a better trained military that embraced
new doctrines suited to modern warfare, despite its qualitative inferiority in
equipment. Technological advantages alone do not ensure a military is prepared
for a modern conflict; sometimes the less afluent combatant more accurately
predicts and exploits the conditions of future warfare.

Second, obsolete Russian artillery doctrine allowed Japan’s technologically
inferior artillery to outperform Russian rivals. Russian field artillery doctrine
did not use indirect fire to engage targets beyond line of sight, despite their new
field guns possessing that capacity. Russian doctrine further failed to anticipate
the dangers of hostile indirect fire and called for artillery to be deployed in
concentrated groups on high hilltops, without entrenchment or camouflage.
Finally, Russian artillery operated autonomously and chronically failed to coor-
dinate with adjoining infantry to protect valuable artillery assets.®* The Japanese
exploited these doctrinal deficiencies by employing their own artillery pieces
in dispersed groups, firing from beyond line of sight, coordinated by field tele-
phone wires and forward observers, to destroy Russian artillery with little fear
of reprisal.®* Throughout the war Japan continued to improve combined arms
cooperation by ultimately co-deploying artillery in the trenches with the infan-
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try while Russia continued to keep these forces separated.® Thus, Russia’s tech-
nological artillery advantage was nullified by doctrinal incompetence against
the innovative thinking of their less advanced rival.

Finally, poor morale and unmotivated soldiers exacerbated Russia’s doctri-
nal deficiencies. Russian field commanders consistently noted “complete ap-
athy, almost an indifference toward the war” among rank-and-file soldiers.”
Likewise, postwar Russian military reformers identified the lack of national sen-
timent or investment in the conflict’s outcome as a major contributing factor
to defeat. Military mutinies and civilian riots in Russia’s core territories erupt-
ed during the conflict in the east, precipitating its transition to constitutional
monarchy after the war.® In a society where 70 percent of the army’s conscripts
were impoverished peasants living under constant repression, the average soldier
had little incentive to sacrifice themselves for the tzar’s interests halfway across
the world.®” Conversely, Japan’s better trained soldiers also displayed greater
commitment to the conflict. Throughout the war, Japanese units continued
to fight without breaking, even as their commanders repeatedly threw them at

entrenched fortifications without concern for their survival.®®

Despite suffering
significant casualties, Japan reinforced its logistical and doctrinal advantages by
maintaining discipline among its rank-and-file soldiers throughout the conflict.

Inadequate power projection precluded Russia from gaining quantitative
superiority and forced Moscow to rely on qualitative advantages that it chron-
ically misused. Russia’s technological edge in artillery was nullified by deploying
these assets in ways that made them easy targets for less advanced Japanese
artillery. Likewise, despite acceptable defensive performance, Russian infantry
doctrine was poorly suited to retake lost ground. Finally, pervasive poor morale
stemming from the tsarist regime’s declining legitimacy lent the average Russian
soldier little reason to sacrifice themselves to defend far-flung outposts of the
empire. Despite impressive power according to the logic of GDP or CINC,
Russia could not concentrate its full might in East Asia. Bereft of overwhelm-
ing numbers, Moscow badly misused the forces it did possess in theater and
received a humiliating defeat at the hands of a regional rival.

Underestimating the Weaker

Party—japan Triumphant

Moscow’s defeat in the Russo-Japanese War presents a stark reminder that GDP
and CINC reveals little about the likely outcome of a conflict to policy mak-
ers. Russia’s total power did not prevent weaker Japan from seizing regional
dominance due to its superior power projection in theater. Likewise, possessing
technological advantages does not guarantee that a military will exploit these
advantages in combat. Predicting military outcomes from total power alone
courts the same hubris that delivered Russia an ignominious defeat in 1905 and
created a new political order in East Asia. American policy makers confronting
China today must carefully consider the military aspects of the rivalry to avoid
falling victim to a similar gambit.
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Case 2: The U.S. War in Afghanistan, 2001-2021

The recent war in Afghanistan further demonstrates the problems of PTT’s
GDP/CINC-based predictions of conflict outcomes divorced from strategic
and broader geopolitical factors. The Afghan War simultaneously reveals the
difficulties PTT faces predicting outcomes in asymmetric warfare, coupled with
its omission of competing priorities that impede the use of national power.
Compared to the Russo-Japanese case, the conventional power imbalance be-
tween the belligerents in Afghanistan was significantly wider. Table 3 notes the
CINC scores and gross domestic product measures before the onset of hostil-
ities between the U.S. and Taliban governments up to the most recently avail-
able data. The government of Pakistan is further included given the prominent
role that elements of its security apparatus played in supporting the Taliban.

At the beginning of the war, in late 2001, the United States maintained
a nearly 35 to 1 advantage in power over the Taliban as measured by CINC
score. This ratio narrows to a factor of 9 to 1, including the full government of
Pakistan on the Taliban’s side of the ledger.”” With GDP alone, the imbalance
skyrockets to a factor of more than 1,000 to 1, down to 86 to 1, if including Pa-
kistan. This phase of the conflict fully aligns with PTT’s predictions considering
the huge power advantage of the United States and its allies over the Taliban.
Such calculations also assume that all the energies of the government of Paki-
stan were devoted to the effort, which is clearly not the case. Consequently, the
practical disparities in capability should be even greater than these portrayals.

The fall of Kabul to the Taliban in 2021, however, contradicts the theory’s
expectations. As a nonstate actor there are no concrete datasets that provide a
hard power measure of the Taliban’s capabilities; however, comparing the U.S.
and Afghan governments’ combined scores to that of the government of Pa-
kistan yields preponderance factors of 56 to 1 for GDP and a CINC power
imbalance by a factor of 9 to 1. Moreover, the U.S. and Afghan governments
operated with the support of North Atlantic Treaty Organization (NATO) part-
ners in the International Security Assistance Force, further bolstering the power
brought to bear against the Taliban insurgency.

Security assistance data demonstrates that the U.S. government provid-
ed nearly $73 billion in military aid to Afghanistan between 2001 and 2020,
which was close to 20 times the government of Afghanistan’s military expen-
ditures.”” These monies were directed to paying the salaries of Afghan security
personnel and included extensive training and equipping efforts for the Afghan
National Police and the Afghan National Army. Despite these significant invest-
ments, there was no return in terms of security performance. Former Ambassa-
dor Ryan C. Crocker argued that Afghan personnel were “useless as a security
force because they are corrupt down to the patrol level.””! Such was the extent
of this corruption that as many as 18 percent of security personnel on record
were “ghost” soldiers who existed for the purposes of commanders skimming
their paychecks.”” U.S. forces and logistical support was required to keep Af-
ghan security forces operating. However, the Taliban continued to make gains.
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‘The Afghan government could count on more than 250,000 of its own security
personnel, with some scholars estimating that the daily on-call number was
180,000.” By comparison, estimates of the Taliban hover around 60,000 full-
time fighters.”* These figures do not include the thousands of Western troops or
contractors in theater at any given point during the conflict and the extensive
support they brought in terms of artillery and airpower. Notably, during the
course of the war most of the Afghan forces operated with qualitatively supe-
rior weaponry and in a largely defensive role while Taliban fighters maintained
an offensive orientation without access to air support or armored vehicles. Per
raw troop count and the disposition of forces the traditional military logic of a
3:1 advantage, albeit at the theater level, was inverted in favor of the defense.
Yet, the Afghan National Army decisively lost the war and failed to defend its
capital city.

How did such a lopsided case in terms of power distribution yield a decisive
victory for the weaker side? The key to U.S./Afghan defeat in 2021 rests in the
broader geopolitical situation in South-Central Asia. Despite an overwhelming
advantage in on-call firepower in favor of the U.S.-aligned Afghan government,
the Taliban benefited from a safe haven and sponsorship by elements within
the Pakistani government. The Taliban enjoyed relative freedom to reorganize
and recruit inside Pakistan, protected from most elements of U.S. power by Pa-
kistani sovereignty. America’s understandable unwillingness to expand the war
into the Taliban’s safe havens inside Pakistan and risk throwing the entire region
into chaos by destabilizing a nuclear-armed power strongly contributed to the
Taliban’s victory. The Taliban could afford to fight for years, even sustain heavy
losses, because losses could be recovered inside Pakistan, aided by direct support
from elements of the Pakistani government. Thus, America was never fully able
to defeat the Taliban because it never gained full control over the Taliban’s bases
of operation or neutralized the Pakistani government’s role in resupplying the
Taliban. Geopolitical realities precluded military victory, and the United States
was never capable of fully defeating the Taliban before handing control over to
the fatally flawed and doomed to fail Afghan government.

The Taliban's Long Road (Back) to Kabul

Eventual Taliban victory in August 2021 was aided by regional political trends
established before the war even began. As part of their efforts to achieve strategic
depth against India, Pakistani leadership long sought to establish a friendly re-
gime on their western flank in Afghanistan, while directly supporting Kashmiri
militant groups against India.”” For the former, Pakistan facilitated aid to the
Taliban, while in the latter it enlisted the assistance of international jihadists,
including Osama bin Laden. Pakistani ties to the Taliban also extended beyond
simple matters of state policy as Inter-Services Intelligence (ISI) personnel op-
erating in Afghanistan predominantly shared both Pashtun tribal identity and
fundamentalist Islamist ideology with the Taliban they assisted.

During the Afghan warlord period in the early- to mid-1990s, Pakistan
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Table 3. Comparative U.S., Afghan, and Pakistani CINC and GDP (in millions con-
stant 2015 USD) values

CINC (2000) | CINC(2016) | GDP (2000) | GDP (2020)
United States 0.1426877 0.1330576 | $13,754,300 | $19,247,056
Afghanistan 0.0040984 0.0028154 $11,900 $20,621
Pakistan 0.0132468 0.0151497 $146,487 $320,098

Sources: CINC data per “National Material Capabilities v6.0 Dataset”;, GDP data for Af-
ghanistan in 2000 extrapolated from Maddison project dataset and converted to con-
stant 2015 USD; Jutta Bolt and Jan Luiten van Zanden, “Maddison Style Estimates of the
Evolution of the World Economy. A New 2020 Update” (Maddison Project Working Paper
WP-15, October 2020);, and GDP drawn from World Bank, “GDP (constant 2015 US$)—
United States, Pakistan, Afghanistan,” World Bank Group, accessed 31 October 2022.

extended its influence inside Afghanistan by harnessing cross-border Pashtuns
tribal connections. First, Pakistan attempted to bring Afghanistan’s Pashtun
population under their influence through pro-Pakistani mujahideen com-
mander Gulbuddin Hekmatyar and then, more successfully, by supporting the
Kandahar-based warlords who subsequently formed the Taliban.”® Extending
Pakistani influence, although not control, over the Afghan Taliban proved pos-
sible since many Taliban fighters and leaders alike were strongly shaped by and
connected to Pakistan. As a prominent expert on the Taliban, Ahmed Rashid
observed:
The Taliban were born in Pakistani refugee camps, educated in Paki-
stani madrassas and learnt their fighting skills from Mujaheddin par-
ties based in Pakistan. Their families carried Pakistani identity cards.
The Taliban’s deep connections to Pakistani state institutions, political
parties, Islamic groups, the madrassa network, the drugs mafia and
business and transport groups came at a time when Pakistan’s power
structure was unravelling and fragmented.”

IST support for the Taliban and al-Qaeda persisted following the 11 Sep-
tember 2001 terrorist attacks. After the United States and the Northern Alli-
ance defeated the Taliban at Kabul in November 2001, Taliban and al-Qaeda
combatants coalesced in their last major bastion in the northern city of Kunduz.
Among them were Pakistani military advisors and intelligence officials embed-
ded with the movement. With Northern Alliance forces closing in and fear-
ing the embarrassment of its agents being captured, Pakistani president Pervez
Musharraf orchestrated a quid pro quo with President George W. Bush seeking
to evacuate his military advisors in exchange for helping the United States gain
access to the region for military operations.”® The evacuation commenced in a

series of secret Pakistani flights dubbed the “Kunduz Airlift.” Whether through
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these evacuations or in the successive weeks via the porous border, al-Qaeda’s
senior leadership also escaped capture. That Osama bin Laden was ultimately
found in a compound within a mile of the Pakistan Military Academy suggests
some degree of complicity within elements of Pakistan’s security services.

Following the success of the Northern Alliance and U.S. forces in deposing
the Taliban, the security situation allowed officials to create a constitution and
hold elections in 2004. After these milestones, the U.S. government in 2005
elevated Afghanistan to the level of “strategic partner.”” For Pakistani strate-
gists, the potential rise of a pro-Indian government in Afghanistan backed by
the United States directly threatened their aspirations for strategic depth. Rees-
tablishing a pro-Pakistani government inside Afghanistan became a matter of
Pakistani national interest, and the pro-Islamabad Pashtun Taliban continued
to present ideal proxies for the task.

The security situation in Afghanistan quickly destabilized in subsequent
years as Pashtun fighters from Pakistan flowed across the border to support a
Taliban insurgency. The central government based in Kabul faced the difficult
task of creating a strong centralized government in a society that is ethnically
fractured, tribal, and dramatically underdeveloped. Demographically the larg-
est ethnic bloc in the country are Pashtuns (42 percent) who are joined by
various other ethnic minorities.* Persistent grievances between concentrations
of minorities in the north and the majority Pashtun populations in the south
and east continued to sow mistrust and conflict. Although the nation’s Human
Development Index climbed in the years following the Taliban’s ouster in 2001,
in 2021 Afghanistan still ranked 180th out of 191 countries, even before the
government’s collapse.®! Moreover, the country ranked 174th out of 180 coun-
tries on Transparency International’s Corruption Index in the last year where
data was available.®” The Taliban exploited the national government’s rampant
corruption and weakness and enjoyed a steady stream of fighters from across
the border supported by camps in Pakistan’s then Federally Administered Tribal
Areas.

ISI support for the Taliban remained significant despite Pakistan’s alleged
support for the U.S.-led Global War on Terrorism. ISI support efforts coincided
with major Taliban offensives such as in 2006 and the extent of assistance ex-
tended beyond sanctuary across the border to include actively providing train-
ing and furnishing equipment, fuel, and ammunition.® ISI training provided
to the Taliban included instruction in creating suicide bombs and improvised
explosive devices, both crucial to Taliban combat operations. Some estimates
note that as many as 80 percent of Taliban fighters in some sectors were trained
in Pakistan.®* Much of this training and recruitment took place in madrassas in
the border region, which are ideologically aligned with the Taliban.

Despite shared interests and ideological similarities, the Taliban were not
completely aligned with the Pakistani government. In fall 2007, the Pakistani
Taliban launched an offensive against the Pakistani government to seize the
city of Swat in 2006. A Pakistani counteroffensive subsequently recaptured the

The Deficiency Disparity



Swat valley, but soon the Pakistani Taliban returned, forcing the government
into a cease-fire in February 2009. By spring 2009 the government launched a
renewed offensive to reclaim Swat and pursue the group’s leadership specifically.
However, the offensive did not seek to assert Pakistani control over the entirety
of the border region or seck to undermine the broader Taliban movement. As
the Swat valley confrontation indicates, while the ISI consistently aided the Tal-
iban, they never controlled them. The Taliban was simultaneously a partner and
challenger to the Pakistani government, a weapon the Pakistani government
unleashed against Afghanistan at its own risk, but never a puppet. As part of
the equilibrium, Islamabad never attempted to drive the Taliban from Pakistani
territory entirely.

Pakistan’s role as the Taliban’s primary state supporter and as a Taliban base
of operations was actively understood by U.S. leadership at the time. The the-
ater of operations was even routinely referenced as AfPak in recognition of Pa-
kistan’s persistent role during the conflict, both as a Taliban base of operations
and active supporter. The U.S. special representative to Afghanistan and Paki-
stan at the time, Richard Holbrooke, noted the critical role that the territory
of Pakistan played when he said that “it is on the eastern side of this ill-defined
border that the international terrorist movement is located.”® U.S. leaders were
fully aware of Pakistan’s key role in the conflict, but larger concerns precluded
serious action against/inside Pakistan. At an operational level, the United States
relied on Pakistan as the most direct route of resupply into Afghanistan. Mean-
while, at a strategic level, fear of creating a worse crisis by destabilizing Pakistan
loomed large over American decision making.

The border region haven and continued assistance by the ISI worsened the
security efforts to stabilize Afghanistan. The year 2010 marked the height of the
insurgency, following the announcement of a troop surge in 2009 by incoming
President Barack H. Obama. This effort sought to “disrupt, dismantle, and
defeat al Qaeda and its safe havens in Pakistan and Afghanistan, and to prevent
their return to either country in the future.”® The surge in troops was matched
by a surge in American foreign aid, which doubled from approximately $1
billion in 2009 to an average of $2 billion in 2010 and 2011. After security
gains in 2013, the U.S. government officially handed over security to the Af-
ghan government, and in 2014 President Obama announced a schedule of the
U.S. withdrawal. However, the Taliban’s bases in Pakistan remained active and
thus the cornerstone of the entire Afghan insurgency survived the surge. In the
successive seven years, the Taliban gradually reasserted control of regional prov-
inces in the south and east, which later became the basis for their campaign of
national conquest.

In the final stages of U.S. involvement, in 2017 President Donald J. Trump
adopted a policy of expanding military operations and delineating more de-
cision making to military officers in theater. Trump simultaneously directed
diplomats to negotiate with the Taliban while remaining security operations
confronted growing Islamic State elements in Afghanistan. The following year
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Trump restricted aid to Pakistan and announced a renewed offensive against the
Taliban. By 2020, U.S. and Taliban representatives signed a peace deal shifting
diplomacy to the Taliban and Afghan government and the United States an-
nounced a major drawdown to 2,500 personnel remaining in country. In April
2021, incoming President Joseph R. Biden announced a full withdrawal of U.S.
forces by 11 September. On 6 August, the Taliban captured their first regional
capital at Zaranj, and within a little more than a week the Afghan national
government collapsed and the national capital at Kabul fell without significant
fighting on 15 August. With the protective shield of U.S. forces removed, even
after years of training and material support the Afghan government proved ut-
terly unable to defend itself.

Competing Strategic Goals Preclude U.S. Victory

In the end, the Afghan government proved unable to defend itself, but the
foundation of U.S./Afghan defeat stemmed from the failure to neutralize Paki-
stan’s role as a base for and supplier of the Taliban. If the Taliban never enjoyed
the luxury of regrouping and recruiting inside the relative safety of Pakistan, the
weak Afghan government may have never faced an opponent strong enough to
overcome its limited power. Larger geopolitical considerations precluded Amer-
ica from crippling the Taliban insurgency by eliminating its Pakistani bases of
operation. On the contrary, the United States provided Pakistan more than
$91 billion in foreign assistance since 2001, even as Pakistan’s security services
supported the Taliban.®” Pakistan was simultaneously an American adversary
and partner.

U.S. policy makers used foreign assistance to Pakistan at an operational
level to maintain a key supply route through Pakistani territory and gain easier
access to the eastern portions of the Afghan theater. Intervening inside Pakistan
with the level of U.S./allied force would have required control of both sides
of the border and necessitated toppling the Islamabad regime and turning the
crucial U.S. logistics route through the country into an active insurgency zone.
In short, from an operational perspective, intervening inside Pakistan was pro-
hibitively dangerous, even ignoring the more pressing strategic implications of
invading a nuclear power. In a strategic sense, propping up the Islamabad re-
gime was preferable to the risk of allowing the regime to fall and risk its nuclear
arms falling into the hands of anti-American terror groups. Islamabad’s sup-
port for the Taliban was dangerous and prevented U.S. victory in the Afghan
War, but Pakistani regime survival was still preferable to the hazards posed by
its potential collapse. The United States could either win the Afghan War but
risk creating a larger regional catastrophe with global ramifications, or it could
support the same state that kept the Taliban insurgency alive in the hopes of
averting a wider crisis.

Predicting outcomes based on CINC or GDP is futile in conflicts such as
the Afghan War, because in the end American defeat stemmed from competing
strategic concerns that precluded the military steps necessary to win. The Unit-
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ed States could contain the Taliban by beating their advances back annually
using the extraordinary military power available to America and its allies, but
it could never destroy the Taliban completely. Conversely, the infinitely weaker
Taliban merely needed to prevent the Afghan national government from creat-
ing a stable civil society, replace its losses behind the shield of Pakistan, and then
topple the weak Afghan government as soon as the United States ceased combat
operations. The Afghan government’s rapid defeat was the epilogue of U.S.
strategy at odds with itself, and Washington wasted two decades in a holding
pattern until the conflict was abandoned and allowed to run its course. Victory
or defeat in Afghanistan had little to do with actual power and everything to do
with larger strategic constraints on the use of power.

War Cannot Escape Politics—The Taliban Victory

The United States spent two decades pursuing illusory victory in Afghani-
stan, while any chance for lasting victory remained firmly out of reach behind
Pakistani borders. Total measures of power favored by PTT cannot capture
case-specific limitations on the use force wrought by competing strategic or
political priorities. Simply because a state can project overwhelming power as
the United States did inside Afghanistan matters little if it cannot fully de-
feat its opponent due to competing political necessities, such as the American
unwillingness to expand the war inside Pakistan. Instead, the United States
frittered away manpower, resources, and its national image chasing victory that
could never come. When Afghanistan finally collapsed in 2021, the shock to
American power reverberated around the globe. Revisionist adversaries seized
on apparent American weakness to test the edges of what they perceived to be
Washington’s declining imperium. Just 20 days after Kabul’s fall, China dramat-
ically increased the number of incursions into Taiwan’s air defense identification
zone, and these increased sortie rates expanded dramatically in the subsequent
month.® A little more than six months after Kabul’s fall, Russian president
Vladimir Putin launched a full-scale invasion of Ukraine in direct opposition
to the Pax Americana that has dominated European politics since the end of
the Cold War. After two decades, thousands killed, and more than $2 trillion
spent during the conflict, the Afghan War clearly demonstrated that no amount
of material preponderance can guarantee victory if overarching political condi-

tions prevent operational level military success.®

Case 3: The War in Ukraine, 2022-2023

The ongoing Russian invasion of Ukraine illustrates the pitfalls of obsolete mil-
itary doctrine, inadequate modernization, and poor training or morale in the
face of a determined combatant strengthened by foreign material aid. GDP
and CINC have failed spectacularly to predict the course of the war thus far.
Ukraine stands at approximately 20 percent of Russias CINC score, 7 per-
cent of its GDP, and despite apparently overwhelming odds, continues to push
Russia back.” According to the logic of measuring power by CINC and GDP
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Russian victory should have been swift and decisive and yet the war leans in
Kyiv’s favor as Ukrainian forces have delivered stunning defeats to the Russian
military. Understanding the war in Ukraine requires engaging with concepts
that cannot be readily captured by sweeping assessments of broad national ca-
pabilities. Simply stated, Ukrainian forces outfight their Russian opponents due
to deeply engrained Russian doctrinal and procurement deficiencies. For the
broader field of PTT, the war in Ukraine proves finite military details matter in
predicting conflict outcomes. Even seemingly minute details such as equipment
modernization, doctrine, and training can profoundly reshape a conflict in fa-
vor of a seemingly hopelessly outmatched state.

Opening Moves, 24 February-8 April

On 24 February 2022, after months of preparation, Russia invaded Ukraine
intent on toppling the Ukrainian government. Instead of a swift blitzkrieg,
Moscow found itself trapped in a quagmire with its forces overextended and
vulnerable. Russian forces initially attempted to drive through Ukrainian posi-
tions guided by the dubious assumption that Ukrainians would not resist. Entire
Russian units were annihilated with little resistance as they wandered blindly
into Ukrainian defenses without support or preparation.”’ Russian units that
did fight frequently advanced deep into Ukrainian territory without protecting
their flanks, thereby exposing themselves to encirclement and their logistics
to ambush.”> While attempting advances on four primary axes (Kyiv, Sumy/
Kharkiv, Donbas, and Kherson), Russia demonstrated an inability to support
all four lines of advance effectively.” Crucially, most Russian axes of advance
lacked follow-on forces needed to secure lines of supply and neutralize defend-
ers bypassed in the initial breakthrough.” Deprived of fuel, necessary supplies,
or immediate reinforcements, Russian spearhead units lost momentum and op-
erational initiative passed to the defenders in northern Ukraine. Meanwhile,
Russia’s air forces remained ineffective both due to their frequent absence and
failure to secure air supremacy—necessary to prevent movement of Ukrainian
forces reacting to Russian breakthroughs. Where Russian forces encountered
strong resistance near Kyiv, Kharkiv, Chernihiv, and along the Donbas line of
contact, they quickly defaulted to costly direct assaults with little maneuver
or finesse in efforts to dislodge the defenders through sheer weight of num-
bers. While Russian forces made incremental gains in the Donbas and overran
Ukrainian territory south of the Dnieper, their main efforts against Kyiv and
Kharkiv ended in humiliating defeat that saw Russian forces withdraw from
much of northern Ukraine by 8 April.”> Even Russia’s deepest breakthrough
into southern Ukraine was soon halted and forced back on the defensive.”® De-
spite possessing nearly every material advantage on a spreadsheet, Russia utterly
failed to capitalize on those advantages in real combat.

Donbas Offensive, 18 April-25 June

After a brief period of reorganization and redeployment, Russia renewed its
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offensive, intent on eliminating Ukrainian forces in the Donbas region. Unlike
the opening phase, Russia concentrated its forces on a single-front advance,
supplemented by small operations elsewhere. While Russia made better use of
its substantial artillery advantage during the Donbas phase of the war, it still
replicated the same pattern of attempted maneuver, failure, and default to cost-
ly frontal assault. Russia launched the Donbas offensive with a classic pincer
movement aimed at shattering the defenders’ flanks near Izium and Popasna to
encircle large portions of Ukraine’s most experienced combat units near Siev-
ierodonetsk.”

Despite some initial success, Russias pincer lost momentum and degen-
erated into a series of bloody frontal assaults culminating in the capture of
Sievierodonetsk on 25 June.”® Ukrainian forces evaded encirclement, retreated
in good order, and continued to contain the Russian advance. Despite gaining
a local territorial victory, Russia failed to either unhinge the Ukrainian defensive
line and achieve broad territorial gains or inflict the kind of catastrophic casu-
alties needed to irreparably damage Ukraine’s military capabilities. Meanwhile,
Ukrainian counterattacks regained ground near Kharkiv and held Russian forc-
es in check along the southern front toward Kherson.” The failed Donbas phase
of the conflict served as a bloody interlude between the humiliating Russian
failures of the initial invasion and Ukraine’s counteroffensive.

Ukrainian Counteroffensives,
6 September-11 November
After grinding Russian forces down for six months, Ukraine gained operation-
al initiative and launched a wildly successful counteroffensive in Kharkiv and
Luhansk Oblasts starting on 6 September. Within a week, Ukrainian forces
liberated the logistical hubs of Izium and Kupiansk, severing Russia’s railway
lifelines into northeastern Ukraine.!” Likewise, Ukrainian forces regained near
complete control of Kharkiv Oblast to the Oskil River and ejected Russian
forces across the northern border. Within a month Ukraine conducted a sec-
ond encirclement of Russian forces near Lyman, pushed into Luhansk Oblast,
and threatened to unhinge Russia’s northern flank above Sievierodonetsk.'”" As
fighting for Lyman subsided, Ukraine launched a second counteroffensive in
the south, creating another localized rout, and ultimately culminating in the
liberation of Kherson, the only major city captured by Russia, on 11 Novem-
ber. In two months, Ukraine regained more territory than Russia conquered
during the entire summer Donbas offensive and dealt deep material and per-
sonnel blows to Russian forces in the field. Throughout both counteroffensives,
Russian forces continued to fight poorly, rout frequently, and prove unable to
wage mobile warfare. Likewise, Russian modernization and equipment readi-
ness continued to backslide as modern combat vehicles were replaced by older
models from reserve stocks.'”

In response to the twin shocks of the Kharkiv and Kherson counteroffen-
sives, Russia declared partial mobilization and began forced conscription across
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the country to replace losses. However, little attention was given to training or
equipping mobilized forces, and many fresh soldiers were deployed to com-
bat without even receiving basic training.'”® Attacks of recruitment facilities
escalated throughout Russia, soon joined by reports of fratricide inside mobi-
lized units, and more than a million Russians fled the country following mo-
bilization.'* Partial mobilization provided the Kremlin manpower to bolster
numbers at the front, but the lack of training provided to mobilized personnel
combined increased reliance on obsolete equipment, perpetuating the quali-
tative decline of Russia’s armed forces. The same key issues of modernization,
readiness, and morale that facilitated Russia’s shocking failures throughout its
invasion of Ukraine have intensified. If the war in Ukraine remains a conven-
tional conflict, Russia will fail to achieve its objectives of regime change and
Ukraine will continue to liberate lost territory.

Inadequate Modernization

and Poor Material Readiness

Although Russia’s CINC and GDP overmatch versus Ukraine seems formidable
on paper, inadequate modernization of equipment and poor material readiness
undermined Russia’s military capabilities. Russia continued to modernize its
arms since the end of the Cold War, however, production rates fall far short of
demand. Analysis of Russian combat losses reveals that many maneuver units
operate obsolete equipment.

Of Russia’s most modern vehicles and aircraft, only 67 T-90M main battle
tanks, 9 BMP-T tank support vehicles, 133 Kamov KA-52 attack helicopters,
and 97 Sukhoi SU-35 4.5 generation fighters were in service at the war’s on-
set.'” Due to years of delays, Russia’s next generation of armored fighting vehi-
cles have not entered active service.'” Whatever value Russia’s modern hardware
offers is of limited utility in such small numbers. In truth, Russia’s land forces
have received low priority in modernization budgets since 2020, despite their
paramount importance to Moscow’s revisionist ambitions. As an example, 26
percent of the 2020 State Armament Program’s funding was directed to Russia’s
vestigial navy, compared to 14 percent for its gargantuan army.'”” New vehicles
have been developed primarily for export, with little regard to improving the
capabilities of the Russian army itself. Moreover, Russian military industry re-
mained dependent on technology imported from the West to produce its most
modern equipment right up to the day of the invasion.'”® Sanctions imposed
after the invasion of Ukraine have subsequently impeded production of Russia’s
newest war machines, forcing the country to adapt to resume production or
produce older, less sophisticated weapons instead. The months of production
lost have further hindered efforts to replace losses, let alone modernize its forces.
Moscow’s military-industrial complex is well-suited for internal security and de-
veloping new arms exports, but it lacks reserves of modern equipment necessary
to wage sustained high-intensity warfare.

Shortages of modern equipment have forced Russia to rely heavily on Soviet-
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era arms, but due to a combination of poor maintenance and corruption, actual
equipment stocks have fallen far short of on-paper estimates. Many Russian
reserve vehicles lack critical equipment, such as engines.'® In late March, the
Russian military remobilized long-term vehicle reserves in Boguchar, near the
Ukrainian border, but found 40 percent of equipment stored there was inop-
erable."® Within days after the invasion, antiquated Soviet-era vehicles such as
the T-72A (1970), T-72B (1984), and BMP-1P (1979) began to enter combat.
Many of these Soviet relics were captured in incredibly poor states of repair,
having been visibly neglected for years, further degrading their combat capa-
bilities. More importantly, many of these obsolete vehicles lack crucial add-on
explosive reactive armor that they are supposed to have, to protect against mod-
ern antitank weapons. Moscow’s reliance on Soviet-era equipment did not abate
as the war dragged on; in June, Russia began deploying 50-year-old T-62s to
Ukraine in response to mounting losses among more advanced tanks.'"! With
Russia suffering more than1,600 visually confirmed tank losses alone, Russian
forces fall further behind in the modernization of equipment.'* Russia has
failed or is unable to mitigate deficiencies with equipment such as explosive
reactive armor.'”® Consequently, Moscow is trapped in a downward spiral of
equipment quality due to limited industrial incapacity versus the large volumes
of force it must support in combat.

Failure of VKS

The inability of Russian Aerospace Forces, the Vozdushno-kosmicheskiye sily
(VKS), to gain air superiority over Ukraine stands as one of the war’s colossal
failures. The VKS’s impotence stems from a combination of material deficien-
cies and an obsolete air warfare doctrine that views air forces as auxiliary support
for ground units. The VKS lacks both an effective doctrine to utilize aircraft on
a modern battlefield and the material reserves to wage high-intensity state war.

The core of the VKS’s failure in Ukraine stems from a World War II-era
doctrine rooted in the idea that air forces should be “flying artillery,” intended
to support ground forces, instead of a fully developed warfighting tool."'* This
flying artillery doctrine hobbles Russian military operations because it does not
envision the use of air forces independent of ground operations or conduct air
campaigns. Properly executed air campaigns aim to lock down airspace, decap-
itate command control, and interdict enemy ground movements.'” The idea
of maintaining air control, relentlessly striking hostile air defense systems, and
expending thousands of tons of ordnance to render airfields useless is alien to
Russian doctrine. Instead, the VKS focuses on providing flying artillery sup-
port to ground forces, spotting for ground-based artillery, and terror bombing
against civilian populations.''® Russia’s employment of air power during the war
in Ukraine reflects these ideas. The VKS embarked on a few indecisive days of
strikes against Ukrainian air defenses and airfields at the start of the invasion
before reverting to its traditional role in tactical air support, interspersed with
terror bombings using valuable precision-guided munitions.'"” Even more tell-
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ing, as Russia commits soldiers and vehicles into Ukraine by the thousands, the
VKS typically deploys one to four aircraft per strike package with little coordi-
nation between strikes. The VKS appears incapable of coordinating large-scale
airstrikes or air operations more sophisticated than localized air support and has
never attempted to establish air superiority over any part of Ukraine.'"® Rus-
sia has squandered its overwhelming aerial advantage on paper through flawed
doctrine exacerbated by material deficiencies.

The VKS suffers from equipment modernization pitfalls detailed earlier,
specifically limited availability of its newest aircraft. However, the failure to
mass produce modern aircraft should have mattered less for the VKS consider-
ing Ukraine’s reliance on Soviet-era air and antiaircraft systems when the war
began.'” The VKS’s most serious material pitfalls flow from insufficient reserves
of precision-guided munitions. The VKS rapidly depleted its stockpiles of these
munitions against infrastructure and civilian targets in a terror bombing cam-
paign, compatible with Russian doctrine but divorced from military needs on
the ground.”?® Doing so forces fighter-bombers to resort to less accurate un-
guided munitions, delivered at lower altitudes, placing aircraft in additional
danger from low-altitude air defense systems.'?! Consequently, Russia’s air at-
tacks have become less effective as the war progresses while Ukraine has en-
hanced its air-defense capabilities with more advanced Western equipment.

Beyond shortages of precision-guided munitions, Russia failed to mod-
ernize its drone arsenal to supplement traditional air power. While Ukraine
responded to similar difficulties of using traditional air power due to Russian
antiaircraft systems through increased reliance on drones, Russian drones have
not yet played a significant role in the conflict.'””* Ukraine uses a sizable arsenal
of Western drones to strike supply depots, antiaircraft systems, and facilities
beyond reach of traditional air power. Conversely, Russian drone development
and production was sidelined in favor of more vulnerable attack helicopters.'?
Ukraine has leveraged the advantages of drones to great effect whereas Russia
struggles to catch up due to its frail electronics industry and reliance on import-
ed Western components.'*

After the first days of the war, the VKS failed to suppress or destroy
Ukrainian medium- and high-altitude air defenses. This pressured VKS sorties
to remain close to the ground where they are vulnerable to low-altitude air de-
fenses. This failure was matched by a parallel failure to eliminate the Ukrainian
air force in the opening days of the war. Russia attacked Ukrainian airfields
at the beginning of the invasion but overall failed to cripple the Ukrainian
air force. Ukrainian aircraft face the same air-defense threats as their Russian
adversaries, but the Russians still failed to remove them entirely. Moreover, the
Ukrainian air force actively trains its pilots for low-altitude operations, and
Russian pilots found themselves forced into a low-altitude battlefield for which
they were inadequately trained.'” The Ukrainian air force remains a threat-in-
being, helping deter Russian air strikes against crucial interior lines of com-
munication in western/central Ukraine and providing occasional support to
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Ukrainian ground forces. Without air superiority, Russia cannot meaningfully
interdict the movement of Ukrainian ground forces from the skies, lending
Kyiv freedom to move its forces between hot spots.

Deficient Training and Poor Morale
Much like its Russo-Japanese War ancestor, the modern Russian military suffers
from inadequate training levels and low readiness rates combined with compet-
ing security concerns outside of theater, as well as poor morale. Russian forces are
not well trained for combat. Relatively few units are actually available for action
in Ukraine, and poor morale saps the capabilities of the units that are deployed.
The Russian military suffers from low training levels. Roughly 30 percent of
the Russian military, including its elite paratrooper units, consists of conscripts
and even the vaunted Spetsnaz commandos still employ some conscripts.'*®
While conscripts can fight effectively when properly motivated by crises such
as foreign invasion, they present a liability to armies that already suffer from
poor morale or lack a professional core to supplement. Many of Russia’s per-

127 Half of Russia’s military

sonnel are one-year contract soldiers or conscripts.
personnel are contract soldiers, of which 30 percent are professionals who have
completed more than one contract, and the remaining 20 percent are first-year
contract soldiers.'” Consequently, between first-year contracts and conscripts,
a staggering 50 percent of the Russian military consisted of soldiers with less
than a year of military experience at the beginning of the invasion. Russian
forces admit this time frame is insufficient to train soldiers for combat.'” By
contrast, the standard enlistment period for American or British soldiers is eight
and four years, respectively. Russian units in the field unsurprisingly display
signs of low morale and poor discipline, including looting, atrocities, failure to
execute orders, and occasional mutinies. Stopgap measures like mobilization
and the indefinite extension of military contracts or forcible remobilization of
reservists and conscripts threatens to undermine morale further. As casualties
mount, Russia has transferred internal security forces out of Chechnya and gar-
rison units from its foreign military bases in Tajikistan and occupied Georgia to
replace losses in Ukraine. Likewise, it levies conscripts from occupied Ukraine
itself under the banner of the Donetsk and Luhansk People’s Republics (DNR/
LNR puppet republics), to provide additional cannon fodder. Finally, Moscow
extensively utilizes its private military contractors to stiffen the resolve of its
proxy forces.”™ As Russia continues to deploy even lower-grade forces, it will
further debase the quality of its troops.

While Russia must rely on quantity in the conflict, low readiness rates and
competing security concerns undermine its ability to overwhelm Ukraine with
sheer volume of force. Before Russia launched its invasion of Ukraine, it was
already 150,000 personnel short of its nearly million-person target.'’! Standard
prewar practice in the Russian army required brigades to maintain a single bat-
talion battlegroup in a combat-ready status, less than 30 percent of each bri-
gade’s total force.'? The rest of each brigade must be hastily assembled in a crisis
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from conscripts and contract soldiers. Hasty mobilization leaves units little time
to learn to operate as a coherent unit before entering combat.'* Practical expe-
rience in Ukraine reveals many Russian units routinely fail to coordinate inter-
nally, let alone with other units, and fight with little tactical finesse.”* Russia’s
need to garrison its extensive borders and requirements of internal security in
southern/eastern Russia further diminishes the amount of force it can realisti-
cally deploy to Ukraine. Partial, or even general mobilization, will not resolve
Russia’s manpower deficiencies.

In truth, Russia has little choice but to deploy conscripts, mercenaries, and
other expendable cannon fodder en masse. In 2019, the Russian army main-
tained a mere 4,000—5,000 reservists by Western standards.'® On paper, it
could reactivate the two million former conscript and contract soldiers available
in deep reserve to compensate for losses, but remobilizing veterans proves prob-
lematic. First, only 10 percent of former soldiers receive any refresher training
after completing their initial service. Second, the Russian Ministry of Defence
admits that it does not effectively track ex-soldiers, frustrating remobilization
efforts.’*® Russia’s recent “partial” mobilization amounted to random conscrip-
tion regardless of prior military experience to provide untrained bodies for the

war in Ukraine.'?”

In 2021, the Russian Army trialed a new reserve program
aimed at creating a three-year contract active reserve, but the effort fell far short
of stated goals and did not bolster Russian reserves.'*

Russia was prepared for defense and deterrence, not initiating the largest
war in Europe since 1945."%? Russia’s professional reserve deficiencies were fur-
ther exacerbated by disproportionately high casualties among elite units during
the initial invasion and heavy casualties among the officer corps and long-
serving contract soldiers.'* Russian forces may grow more numerous, but they
will not grow more competent as the war progresses. Relying on poorly trained,
understaffed, and low morale forces undermines Russian prospects for victory
against Ukraine. Even if Russia somehow resolves its modernization deficiencies
and the VKS embraces a modern air warfare doctrine, the poor quality of Rus-
sian forces will continue to cripple performance.

A Hollow Bear—When Power Is an Illusion

The ongoing course of the Ukrainian war defies the mechanistic logic of PTT,
but it is unsurprising when viewed in terms of political-military specificities.
Russia enjoys overwhelming material superiority on paper, but its actual pow-
er against Ukraine is limited in ways PTT’s preferred power metrics of GDP
and CINC cannot capture. Inadequate modernization forces Russia to rely on
obsolete equipment against an opponent with access to vast quantities of mod-
ern Western equipment. Due to material shortages and archaic doctrine, the
VKS has proven itself incapable of conducting a sustained air campaign against
Ukraine, lending Kyiv freedom to maneuver largely unharmed behind the front
lines. Finally, deficient training, readiness, and morale degrades Russian effec-
tiveness in combat, in the face of a determined and skillful opponent. From
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the grand-strategic perspective where PTT prospers, these fine military details
may seem like minutiae, but they are decisive in actual military campaigns. If
policy makers operationalize PTT based solely on the theory’s measures of total
national power independent of case-specific military considerations, opportu-
nities for victory against revisionist rivals, as in Ukraine against Russia, will be
overlooked and lost. Russia’s own failure to appreciate the importance of mili-
tary details has mired it in a war it cannot win, left its reputation as a great pow-
er in tatters, and strengthened the U.S.-led dominant order in Europe. Wars are
not fought on spreadsheets. Details matter. Moscow failed to see this, and PTT
scholarship must avoid the same pitfall as it seeks to guide policy.

Operationalizing PTT in Defense of Taiwan

Power transition theory can aid policy makers by serving as a threat radar at the
grand strategic level, while leaving predicting theater strategic and operational
outcomes of specific conflicts to more appropriate military studies methods.
PTT helps policy makers understand the wider grand strategic stage, while mil-
itary studies provides essential case-specific understanding of military and polit-
ical specificities to predict likely conflict outcomes. In light of this concept, the
authors will use the case of China’s regional power transition challenge against
the United States, with Taiwan as its likely first target as an example of how to
better operationalize PTT for Western policy makers.

Shaping the Conflict through PTT
Following the logic of PTT, China is a dissatisfied revisionist great power that
presently lacks the power or allies to confront the United States on a global
scale. Thus, a regional power transition struggle in East Asia initiated by Beijing
against the United States presents a more credible threat. Given Taiwan’s prox-
imity and its political importance to the Chinese Communist Party, the island
republic presents a likely first target for Chinese revisionism. Consequently,
this article will apply PTT’s methods to determine which states in the region
matter at a grand strategic scale. Table 4 displays the rough total power disparity
between China and the U.S.-aligned Quadrilateral Security Dialogue (QSD)
states surrounding China that are the most likely to take direct action against
Beijing’s revisionist ambitions. When measured by CINC, China reaches 90
percent of the total strength of the QSD states, easily within the 20 percent
power parity danger zone advocated by PTT theorists. However, as measured
by GDP, China only reaches 54 percent of the strength of the QSD status
quo states. While CINC and GDP’s propensity for exaggerating national power
should be kept in mind, it remains clear that China poses a regional threat to
U.S. interests. Beijing outmatches all U.S. partners in the region combined in
total power as measured by both CINC and GDP. American involvement is es-
sential to confront China, and with U.S. power included the situation becomes
far more favorable.

Through PTT’s total measures of national power combined with its con-
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Table 4. Comparative CINC and GDP values of China and Quadrilateral Security
Dialogue states

CINC (2016) GDP (2021)

millions 2015 USD
United States 0.1330575 $20,338,578
Japan 0.0329674 $4,433,848
India 0.0868413 $2,733,062
Australia 0.0018544 $1,512,962
People's Republic of China 0.2306177 $15,801,911

Sources: CINC data per “National Material Capabilities v6.0 Dataset.” GDP from “GDP
(constant 2015 US$)— United States, Japan, India, Australia, China,” World Bank Group,
accessed 29 September 2022.

cept of satisfaction, policy makers can identify which states to integrate fur-
ther into security arrangements, which to satisfy purely to keep them out of
revisionist coalitions, and which to ignore as irrelevant. To confront China,
the United States must deepen the Quadrilateral Security Dialogue toward a
formal alliance and ensure the continued satisfaction of its members as the basis
of regional opposition to Beijing. The QSD already includes both of South and
East Asias leading non-Chinese local powers, India and Japan, as measured
by CINC and GDP. Care should be taken to accommodate the satisfaction of
these states, particularly rising India, by further investing them in American-led
institutions to discourage defection from Washington’s coalition. Moreover,
steps should be taken to improve the satisfaction of relatively powerful U.S.-
aligned or neutral regional states such as South Korea and Indonesia that have
shown little interest in directly confronting China.'*! While it may be unreal-
istic to expect either state to take direct action against Beijing, mollifying them
promises to prevent defection of these major regional actors to any Chinese-led
revisionist bloc. Beyond the region, the United States should also seek to in-
vest other major strategic partners in opposition to China such as Britain and
Germany, which have indicated interest in containing China’s rise.'** Even if
little direct military assistance is expected from these states, involving them in
opposing China helps invest them in potential economic pressure or embargo
schemes necessary in a major war. Thus, America’s objective should be to isolate
China by keeping powerful regional actors satisfied with the American-led or-
der to either deter China entirely or force it to oppose U.S. regional dominance
without major partners.

This application of PTT promises to help policy makers understand region-
al power dynamics in East Asia, conceptualize what states possess power, and
what states are worth going out of America’s way to satisfy. These considerations
are essential at the grand strategic level because they help inform American di-
plomacy, but they predict little about the likely course of any conflict. PTT sets
the stage for conflict. It does not predict how the actors will perform.
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Understanding the Specifics

China’s territorial disputes with its neighbors and efforts to build competing in-
ternational institutions such as the Asian Infrastructure Investment Bank, signal
Beijing’s dissatisfaction and revisionist ambitions. Taiwan constitutes a logical
first target of Beijing’s regional power transition challenge, but only military
studies can model the specifics of such a conflict. PTT sets the stage for the con-
flict, now it hands off to military studies to predict the political-military details
that threaten to shape a war for Taiwan. The United States and its allies enjoy
advantages in Taiwan’s highly defensible geography and command of the glob-
al commons. Conversely, China possesses advantages in antiaccess/area-denial
(A2/AD) weapons and proximity of its industrial heartland to the combat zone.
Taiwan may be hopelessly outmatched according to total power calculations of
CINC and GDP, but there are compelling arguments that predict a war over
the island could go either way.

Taiwan’s geography gives the island republic a fighting chance. First and
foremost, a direct invasion of Taiwan requires the largest opposed amphibious
landing in human history."*® Amphibious landings are notoriously difficult
even for the most experienced militaries, and they require both excellent in-
terservice cooperation and extreme logistical support to execute successfully.
Moreover, China’s interservice cooperation required to pull off such a complex
operation is untested. The People’s Republic of China has never staged a siz-
able opposed amphibious landing and has not fought a major state war since
it invaded Vietnam in 1979. Even after clearing the substantial amphibious
hurdle at the start of an invasion, most of Taiwan’s interior consists of rugged
mountains, suburban sprawl, and metropolises, all of which substantially favor
the defender. The forested mountains of Taiwan’s interior provide innumera-
ble points of concealment for missile systems. Likewise, modern metropolises
constitute substantial fortifications in and of themselves, and Taiwan’s well-de-
veloped metro network promises shelter to move personnel and equipment
around combat zones without attracting attention.'** Even if the Chinese mil-
itary proves itself highly competent, a direct invasion of Taiwan promises a
meat grinder for Chinese forces. To defeat a Chinese invasion, Taiwan does not
need to defeat every landing; instead, it needs to inflict sufficient damage on
Chinese logistics and amphibious assets to render resupply of invasion forces
impossible and eliminate them via attrition. Swift Chinese victory over Taiwan
remains unlikely, and short of extraordinary strategic surprise and decapita-
tion, there are few reasons to believe Taiwan will be a cheap acquisition for
Beijing. Using the present war in Ukraine as an example, the longer Beijing
takes to secure its objectives and the more collateral damage inflicted on the
civil population, the greater international support for economic and political
consequences for China becomes.

Beyond Taiwan, America and its allies command the global commons
through unmatched power projection capacities and possess the capability to
blockade China and liquidate its overseas bases. China possesses a relatively
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weak nuclear-powered attack submarine fleet, and its surface ships as well as bas-
es abroad are vulnerable to American retaliation in a major escalation.'® Even if
China assembles a formidable navy with potent power-projection capabilities,
it does little to help the fact that China is largely surrounded by pro-American
states. American allies can and should be provided with anti-shipping capabili-
ties to target any Chinese ships passing through their waters in a conflict. Much
like the German High Seas fleet during World War I, all the advanced warships
in the world matter little if they cannot safely leave home. Moreover, a general
blockade of naval trade to China conducted beyond China’s antishipping mis-
sile range threatens to impose a heavy economic price on Beijing. China may
be able to confront the United States and its allies within East Asia, but its lack
of global partners and reach presents a major liability if the West is willing to
accept the economic costs of imposing a blockade. America controls the global
commons. China does not. If Taiwan can inflict substantial losses on Chinese
forces, and if its allies can punish China with severe economic sanctions, then a
potential pathway opens to destabilize the Chinese Communist Party and force
it to either negotiate or risk collapse.

Conversely, China boasts strong A2/AD capabilities that curtail American
power projection in East Asia’s littoral waters. Chinese ballistic missiles threaten
American access to the region by holding key forward island bases on Okinawa,
Guam, and Saipan at risk in the event of a conflict."*® Likewise, antishipping
missiles in continental China project a roughly 600-kilometer area denial radius
against American surface naval assets operating in the East and South Chi-
na seas.'” Consequently, China threatens simultaneously to impede resupply
of Taiwan and sharply degrade American power projection inside the combat
zone surrounding the island. In the event of a Chinese invasion or blockade of
Taiwan, the United States and its allies will not be able to flood the island with
equipment as has been done in Ukraine. Disabling China’s antishipping and
ballistic missile capabilities requires extensive strikes inside continental China
itself. Such strikes remain implausible due to heavy concentrations of Chinese
antiaircraft systems and the high mobility of the targeted launcher units.'*® In
summary, the United States cannot credibly eliminate China’s A2/AD capabili-
ties. It must plan around them in any war over Taiwan. Only a small part of to-
tal U.S. power will be available to directly defend Taiwan, and most equipment
aid will have to arrive before a conflict starts.

Beyond capacity to curtail American power projection, China enjoys its
own power projection advantage against Taiwan due to proximity. Whereas
American equipment will have to travel to Japan, Australia, or even back to the
United States for repair and reinforcement, China can replace losses in theater.
Damaged but not destroyed assets will be much easier for China to replace than
the United States. China’s power projection capabilities fall far short of the
United States, but they do not need power projection parity to cross a strait less
than 200-kilometers wide. Whereas the United States and its allies must operate
aircraft from either vulnerable carriers or forward bases on Okinawa, China
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can operate virtually its entire air force in the combat zone from well-defended
bases in its own homeland.'#

Still, China faces key naval and air power projection challenges in any pro-
posed invasion of Taiwan. First, Chinese air forces need to successfully suppress
Taiwanese air defense networks and establish air superiority over the island.
Taiwan’s rugged geography complicates this task, and executing sustained
suppression/destruction of enemy air defense operations requires a talented air
force coupled with excellent planning. Second, China possesses an overwhelm-
ing ground force, but it must transport those forces by air and sea into Taiwan
to present a credible threat. China still deploys relatively few amphibious as-
sault ships and will likely rely heavily on civilian vehicle transports to project
land forces into Taiwan."® If China fails to either control the air or protect its
amphibious assets, its invasion risks failure. Consequently, China commands
a major regional power projection advantage due to proximity, but it still has
to use these capabilities wisely and avoid undermining its whole war effort by
wasting them.

Synthesizing PTT with Strategic Specificities in Taiwan
Taken at face value, applying PTT to a Taiwan escalation without an additional
military studies perspective suggests overwhelming Chinese victory. However,
even a brief overview of the political-military specifics of a potential Taiwan
conflict indicates that outcome is far from assured. Both sides enjoy strong
advantages and crucial weaknesses. Taiwan’s geography and the amphibious na-
ture of any invasion grants substantial advantages to the defender. Moreover,
American global power threatens to place China under severe international eco-
nomic pressure that it is poorly positioned to resist. Conversely, China’s A2/AD
capabilities negate projection of substantial American military power around
Taiwan. China’s innate advantages from proximity further strengthen Beijing’s
hand by shortening its logistical tail and allowing it to operate from the relative
safety of its own home territories. War for Taiwan could realistically go either
way; in fact, the situation strays dangerously into the territory of parity that
PTT argues incentivizes conflict in the first place.

Fortunately, by synthesizing PTT at the grand strategic level with military
studies at theater-strategic and operational levels, the steps for U.S. policy mak-
ers to defend American dominance in East Asia become clear. At the grand stra-
tegic level, China will initiate a regional power transition challenge against the
United States as it moves closer to regional power parity. Taiwan represents the
logical first target due to its proximity to China, strategic significance inside the
first island chain, and political import to the Chinese Communist Party. Thus,
we can predict where but not when the first blow of China’s power transition
challenge will land. To confront this challenge at the grand-strategic level, U.S.
policy makers need to:

1. Satisfy and further invest members of the Quadrilateral Security Dia-
logue in a security arrangement designed to contain China.
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2.

Satisfy neutral regional actors to deter defection to a Chinese revision-
ist bloc. Make China face the U.S. regional order alone.

Engage major powers outside the region to build support for severe
economic consequences, up to and including blockade, if China strikes
Taiwan.

Meanwhile, at the theater level, the United States needs to prepare for the

war PTT indicates is coming. This article divides these suggestions into those

focused specifically on strengthening Taiwan and those intended to improve

American or allied capacities to confront Chinese revisionism across the region.

Defending Taiwan

1.

Provide Taiwan with its own antishipping, ballistic missile, and un-
manned submersible vehicle capabilities to threaten China’s amphibi-
ous assets, break blockades, and hold China’s airfields and ports at risk.
Strengthen Taiwan’s air-defense capabilities to prevent total Chinese
control of airspace to facilitate at least limited U.S. aerial resupply.
Provide Taiwan with large volumes of infantry weapons, ammunition,
and communication equipment suited for urban combat. Taiwan will
largely have to fight with the tools it starts the war with; Ukrainian-
scale resupply is not an option.

Sponsor Taiwanese creation and training of a territorial defense force
along Ukrainian or Polish lines to maximize deployable Taiwanese
force against Chinese invasion.

Confronting Chinese Regional Revisionism

1.

Ensure forward deployed U.S. air and logistical assets in Japan are suf-
ficient for high-intensity warfare to create a ready reserve of personnel
and equipment already in theater.

Support comprehensive modernization and expansion of Japanese air,
air defense, and naval forces. Japan must be able to protect its airspace
and defeat Chinese intrusions into the East China Sea.

Prioritize modernization and production of American submersible
combat assets suited to hunt Chinese amphibious landing ships and
submarines.

Enhance American train and equip cooperation with India to make the
Indian military a more substantive threat to tie-down Chinese forces
outside of the main East Asian combat zone.

Collectively, these policy recommendations seek to strengthen U.S. dom-

inance in East Asia and isolate China. China will challenge the United States

as a dissatisfied revisionist, driven by its opposition to America’s rules-based

order, and Washington must prepare accordingly for war. The authors base the

theater-level recommendations on the concept established throughout this ar-
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ticle that the state with weaker total power can defeat a stronger state given the
right tools, conditions, and suitably limited war goals. This principle applies
equally to the United States and China. Global power dominance of the United
States combined with its allies does not assure Chinese defeat in Taiwan, and
American policy makers should not become complacent by assuming it will.
Likewise, China’s overwhelming on-paper overmatch against Taiwan does not
guarantee a direct invasion will succeed. The authors have chosen the theater
strategic policy recommendations on the basis that Taiwanese victory is possi-
ble if it is provided with enough weapons and training to irreparably damage
invading Chinese forces. Even short of direct Taiwanese victory, inflicting heavy
material losses on Beijing undermines its ability to launch further aggression in
East Asia and potentially destabilizes the Communist regime. Beyond Taiwan,
this article’s recommendations focus on either improving capacity of American
regional allies to defeat Chinese aggression or enhancing the ability of American
forces to subvert China’s A2/AD advantages. China presents a formidable but
by no means invincible adversary. China can be defeated, and in the process,
both the sovereignty of Taiwan and the persistence of American dominance
can be secured. In the case of Taiwan, PTT sets the stage for China’s revisionist
challenge, but strategic specificities in theater provides insight into the likely
character of that conflict once it erupts. Far from encouraging war, promoting
a disparity in military capability at the operational level is needed to deter Chi-
nese challenges to the security order in East Asia.

Conclusion

Power transition theory has great merit as a systemic theory to guide policy at
the grand strategic scale, but it must be synthesized with case-specific strategic
studies approaches to predict likely outcomes of conflict. By utilizing military
studies methods at the theater-strategic and operational levels, the authors do
not believe they are reducing the utility of PTT through theoretical bloat. On
the contrary, the authors merely identify the limits of PTT’s scope and hand
off to more appropriate methods at more finite levels of analysis. From a policy
perspective, PTT detects threats, while strategic studies provide insight into
confronting those threats. Total measures of power alone such as GDP and
CINC overestimate deployable national power and neglect the ability of some
“weaker” states to punch above their weight or the inability of “stronger” states
to invest in military capabilities.

In each of the cases explored in this article, a stronger power failed to defeat
an allegedly much weaker adversary. In the Russo-Japanese War, Japan leveraged
superior regional power projection and qualitative superiority of its forces to
overcome its better equipped but poorly supplied, trained, and deployed Rus-
sian adversary. In the Afghan War, America’s inability to eliminate the Taliban’s
Pakistani strongholds due to competing strategic concerns ensured the United
States could never translate military superiority into lasting victory. Finally, in
the 2022 invasion of Ukraine, Russia’s poor military readiness, morale, and ob-
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solete doctrines rendered their allegedly overwhelming power mute in the face
of more skillful and better-equipped Ukrainian defenders.

Bearing these lessons in mind, the authors apply PTT at the grand stra-
tegic scale to explain China’s rise as a dissatisfied revisionist and synthesize
it with case-specific military and political considerations to inform U.S./
Taiwanese countermeasures to Chinese revisionism. This same logic can be ap-
plied to virtually any looming power transition conflict. To constructively guide
policy, PTT must be used appropriately at the grand strategic level and synthe-
size itself with traditional strategic studies methods to analyze specific conflicts.
When properly used, PTT presents a strong theoretical lens to identify conflict
across the globe, but it must divorce itself from the misperception that wars are
fought on spreadsheets to reach its fullest potential; total power alone guaran-
tees nothing—only how that power is employed matters.
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Intermediate Force Capabilities
Countering Adversaries
across the Competition Continuum
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Abstract: This article outlines the relevance of intermediate force capabilities
as a key enabler for North Atlantic Treaty Organization (NATO) operations in
the gray zone.! NATO adversaries, well aware of the NATO thresholds for em-
ployment of lethal force, intentionally operate in a way that limits the alliance’s
options in crisis and conflict situations. At present, these options are often re-
stricted to two extremes of mere presence or the use of lethal force. Summariz-
ing almost two decades of NATO research into nonlethal/intermediate force
capabilities, the article examines the applicability of these capabilities across
the competition continuum. Finally, the article makes two key observations.
First, it identifies future modeling and simulation requirements to represent
employment of intermediate force capabilities, and second, it identifies possible
promising research and development of subdomains in directed energy nonle-
thal weapons.
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Introduction
he North Atlantic Treaty Organization’s (NATO) 2030 Initiative and
Strategic Concept commit the alliance to “prevent crises, manage con-
flicts and stabilize post-conflict situations” and “ensure that NATO has
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the full range of capabilities necessary to deter and defend against any threat to
the safety and security of our populations.”> One of the challenges of the cur-
rent security environment, where our adversaries, well aware of NATO thresh-
olds for employment of lethal force, operate with impunity below the level of
armed conflict:
Adversaries are undertaking acts of aggression that deliberately stay
below the lethal force threshold or that ensure a lethal response from
NATO would incur costs—undesired escalation, risks of collateral
damage including civilian casualties, negative narratives, and other ad-
verse strategic or political outcomes—to the Alliance.?

Examples of these activities range from dangerous aerial and maritime ap-
proaches, fomenting unrest in third countries, to sponsoring insurgencies and
terrorist attacks. In short, NATO’s adversaries are undertaking acts of aggres-
sion that either deliberately stay below the level of armed conflict threshold
or that ensure that any lethal response from NATO would incur costs such as
undesired escalation or civilian casualties, all resulting in negative narratives and
other adverse strategic outcomes.*

Currently, the NATO responses are often limited to two extremes of mere
presence or applying lethal force, thus ceding the initiative to the adversaries.
As will be discussed in this article, intermediate force capabilities help solve
this military problem across the competition continuum, with concept exper-
imentation (wargaming) results highlighting contributions that build through
the stages of the Framework for Future Alliance Operations.” These active means,
such as directed energy nonlethal weapons (NLW), cyber, electromagnetic war-
fare, and information operations help to deliver effects beyond presence but
below the threshold of using lethal force.®

This article, in summarizing the last 20 years of NATO research in NLW
(and more recently intermediate force capabilities), shows how these capa-
bilities could provide NATO with the ability to deter or counter adversaries’
activity in the gray zone and facilitate use of lethal force when the latter is
justified. The next section discusses the current and future security and opera-
tional environment, considering the full spectrum from competition, through
to confrontation, to an open conflict. It is then followed by the definition of
intermediate force (IF) and intermediate force capabilities as proposed by a
recently completed study under NATO Systems Analysis and Studies (SAS)
designated SAS-151.7 After that, the recently developed NATO intermediate
force capabilities concept and the associated wargaming campaign are described
in greater detail. Finally, it is followed by a discussion of current capability defi-
ciencies and future research and development opportunities as identified by the
NATO SAS-151 wargaming campaign.

Security Environment: From Competition to Conflict
Analyses of the international security environment have increasingly drawn at-
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tention to what is becoming understood as the “competition continuum,” often
referred to as the gray zone.® Military operations in the space between peace
and war where states are currently involved in competition with each other
presents unique challenges for military planners. A Rand study exploring these
challenges defined the competition continuum (i.e., gray zone) as “an opera-
tional space between peace and war, involving coercive actions to change the
status quo below a threshold that, in most cases, would prompt a conventional
military response, often by blurring the line between military and non-military

actions and the attribution for events.”

Competition Continuum, Joint Doctrine
Note (JDN) 1-19, defines the competition continuum as “a world of enduring
competition conducted through a mixture of cooperation, competition below
armed conflict, and armed conflict.”"® These definitions highlight several key
aspects/characteristics of the competition continuum as a unique and challeng-
ing environment.

First, the competition continuum is truly a continuum and not several dis-
tinct zones, points, or steps along an escalation ladder. For instance, academic
literature will often break the continuum down for illustrative purposes, such
as into cooperation, collaboration, competition, confrontation/conflict, and/or
clash/armed warfare."" This often gives the false impression that one transitions
from one distinct zone to another. However, as noted in Competition Contin-
uum, “The competition continuum is not a three-part [or four- or five-part]
model substitute for the two-part peace/war model . . . [as] cooperation, com-
petition below armed conflict, and armed conflict can occur simultaneously.”'*
As such, one can be involved in simultaneous interactions with the same strate-
gic actor at different points along the competition continuum. Actors can also
move up and down the continuum depending on the status of their relationship
with another actor and even skip steps along the continuum. Thus, operation-
alizing activities in the competition continuum involves using all elements of
state power (as will be described below) and controlling escalation/deescalation
both vertically and horizontally."

Second, adversaries will purposefully and actively try to blur the line(s)
between zones in the competition continuum rather than reinforce their differ-
ences. One way this is most effective is when an adversary plays on the ambigu-
ity of legal, political, and/or scientific aspects of attribution. This occurs most
typically in the cyber domain and has caused challenges for NATO regarding
whether a particular malicious act could trigger Article V.'* In this case, a state
knows it has been attacked, but it is not 100 percent sure who is responsible
for the attack.” The most important of these lines, however, is to blur the line
between outright war and the area of competition below armed conflict/open
hostilities. This involves generating a situation where it is unclear whether a
state of war exists, and if it does, who is a belligerent and who is not.'® An ad-
versary who can confuse and obfuscate the fact that one is even being attacked
holds a distinct strategic advantage in an engagement.

Third, conducting, exploiting, and taking advantage of activities below the

Intermediate Force Capabilities



threshold of armed conflict has generally been perceived as a course of action
pursued by weaker states against stronger states. Remaining below the thresh-
old of armed conflict enables weaker states to pursue interests in opposition to
stronger states and challenge stronger states because they no longer have to en-
gage superior adversaries in head-to-head confrontations.'” However, exploiting
the competition continuum below armed conflict is in fact being used in peer-
to-peer or near-peer relationships, and even in situations where stronger states
engage in and pursue interests and activities against weaker states.

Consequently, states are actively seeking ways and means to exploit seams
and gaps in each other’s defense capabilities and security architecture in the
current strategic environment. Frank G. Hoffman notes that these activities
encompass a “full range of different modes of warfare including conventional
capabilities, irregular tactics and formations, terrorist acts including indiscrimi-
nate violence and coercion, and criminal disorder. . . . [It] can be conducted by
both states and a variety of non-state actors.”*® Thus, activities in the competi-
tion continuum involve all elements of state power, actions aimed deliberately
below the level of state-on-state use of force, and are typically synchronized and
coordinated toward objectives in an organized manner to achieve synergistic
effects.” This is important because of the immediate relevance of these potential
effects on security relationships and agreements. Actions below the level of overt
conflict threaten a state’s security interests by appearing to call into question its
ability to defend its interests.”’

Finally, activities in the competition continuum are about seizing and
maintaining the initiative, causing decision-making challenges, and cre-
ating strategic dilemmas for one’s adversary. To use a well-known military
decision-making framework, it is not about getting inside the observe—orient—
decide—act (OODA) loop of an adversary, or about performing the OODA
loop faster than an adversary, but about paralyzing and/or breaking the adver-
sary’s OODA loop. Ultimately, judicious and controlled application of gray
zone tactics, techniques, and capabilities is to create strategic, operational, and/
or tactical dilemmas for an opponent. As noted, the aim is to not so much
challenge an opponent in a head-to-head confrontation, but rather to constrain
the options available to them, thereby maximizing one’s operational freedom
of movement in the area between peace and war.?' Because these activities
take place below the threshold of armed conflict, they paint opponents into a
corner—constraining a state’s military, diplomatic, economic, and political de-
cision space by forcing them to either accept the emerging status quo or use
force to resolve the dilemma.

Intermediate Force Capabilities and NATO

During the last two decades, NATO pursued a series of nonlethal weapons
(NLW) studies. Of these, SAS-078 (NLW Capability-Based Analysis) resulted
in the list of NATO NLW requirements approved by NATO Allied Command
Operations and Supreme Allied Command Transformation and a list of iden-
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tified NATO capability gaps.”? The study was based on a set of 37 security
vignettes that were assessed during two seminar wargames sponsored by the
Allied Command Transformation. While reflecting on the realities of the con-
flicts in Afghanistan and Iraq, the vignette set went beyond counterinsurgency
and identified the requirements much more broadly. The identified vignettes
encompassed land, maritime, and air operations and included port protection,
boarding operations, counterterrorism in maritime and land domain, search
and rescue, noncombatant evacuation, convoy operations, megacity failure,
and a variety of counterinsurgency vignettes. There were 34 identified counter-
personnel and countermateriel requirements across these 37 vignettes.” These
included the requirement to warn, tag, stop, move, deny access, suppress, de-
grade, and disable personnel both individually and in groups in a variety of
environments. Similarly, it included requirements to stop, move, degrade, and
disable a variety of vessels and vehicles or disable sensor and weapon systems.

Between 2014 and 2017, SAS-094 studied and validated the NLW contri-
bution to mission success.”* This study reviewed lessons learned from Afghani-
stan and Iraq and executed a series of wargames and, in conjunction with NATO
Defence Against Terrorism Programme of Work, two live NATO Non-Lethal
Technology Experiments (NNTEX). The study demonstrated that in many
scenarios (checkpoint and access control, patrol, maritime vessel boarding,
search and seizure), NLWs enhanced time and space for decision making, im-
proved mission success, and decreased both collateral damage and risk to allied
troops.” For example, the final report from the maritime experiment observed:
“Integrating non-lethal capabilities into the VBSS teams’ mission improved
their operational effectiveness to warn, move, deny access, suppress individuals,
and decrease civilian casualties,” and in the conclusions it states, “integrating
non-lethal capabilities into VBSS missions demonstrated military utility during
NNTEX-15M. The non-lethal systems of the Enhanced CAPSET provided
the VBSS teams with additional, and more effective, escalation of force options
while conducting their missions.”* Similarly, the NNTEX-15L concluded that
“the non-lethal capabilities improved mission effectiveness, provided additional
means of warning and communication, and significantly reduced likelihood of
collateral damage.””

In 2018, the NATO SAS-133 study introduced the term intermediate force
capabilities to replace the term nonlethal weapons. The latter term became
somewhat controversial and insufficient to describe a wide range of capabilities
to deliver often reversible effects that attempt to minimize undesirable casual-
ties or material damage. Furthermore, the definition of nonlethal can be rather
controversial, especially when including counter-materiel capabilities.?®

Finally, in 2019, the NATO SAS-151 study designed and implemented
two wargames demonstrating the value of intermediate force capabilities in the
maritime domain across tactical, operational, and strategic levels.” To enable
this cross-level assessment, a novel approach to wargaming was developed.?’
This approach combined several distinct tabletop wargame approaches into
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one. For the initial two games this approach consisted of a free kriegspiel (for
the tactical/operational levels) and a matrix game (for the strategic level). How-
ever, this approach was later improved by adding additional structure to the
kriegspiel and modifying the matrix game to include the use of a diplomatic-
information-military-economic framework.’" The impact of intermediate force
capabilities and the wargaming approach utilized for the SAS-151 wargame
series were demonstrated at the 2020 NATO Concept Development and Ex-
perimentation Conference. Later, the NATO Military Committee tasked the
Allied Command Transformation to develop an intermediate force capabilities
concept, and SAS-151 was asked to support the effort.”

In response to the tasking, SAS-151 and the Allied Command Transforma-
tion subsequently jointly proposed defining intermediate force as “force below
lethal intent to temporarily impair, disrupt, delay, or neutralise targets across
all domains” and intermediate force capabilities as “active means below lethal
intent that temporarily impair, disrupt, delay, or neutralise targets across all do-
mains and all phases of competition and conflict.”* Using this definition, inter-
mediate force capabilities became a unifying term encompassing not only NLW/
(including variety of directed energy capabilities), but also electromagnetic war-
fare, cyber, influence/information operations, and even stability policing and
use of special operations forces. Rand has conducted an independent study that
leveraged a custom-built logic model, which was then applied to past opera-
tional vignettes.** The study addressed the questions of how NLWs contributed
to the operation, which NLWs were most applicable in certain contexts, and
the effects on adversary actions and tactical risk, among other insights.” The
results of the study were twofold. One, the model showed that when related to
the desired operational outcomes, these capabilities have commonalities that
broadly address the hybrid warfare/gray zone requirements. And second, the
application to past operational vignettes led to conclusions that the “key out-
comes include improved gray-zone capabilities, the ability to operate in envi-

ronments that would otherwise have been too risky, and enhanced perceptions
of U.S. forces.”

Intermediate Force Capability Concept Development
The NATO intermediate force capabilities concept was developed and validated
by SAS-151 through a series of wargames with the strategic environment pro-
gressing from competition to conflict. The first game focused on force protec-
tion tasks. These included access point control, handling noncompliant crowds,
and dealing with small unmanned aerial systems used to harass or attack pro-
tected targets. The considered intermediate force capabilities were largely repre-
sented by directed energy nonlethal weapons. The wargame demonstrated the
value of directed energy nonlethal weapons, but it also brought up the need
to conduct a preemptive information operations campaign to stress the non-
lethality/no permanent damage of these systems.”

The second wargame focused on the use of intermediate force capabilities in
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escalation management at the operational level, again in the maritime domain.
While the focus remained on the directed energy nonlethal weapons, there was
also an increased role for an information operations campaign. In this case,
managing escalation at the tactical level (e.g., managing the threat of the use
of force by the adversary’s paramilitary units without resorting to lethal force)
and extended decision-making space proved invaluable for strategic escalation
management (i.e., prevention of a large-scale conflict). The intermediate force
capabilities were critical in enabling friendly forces to execute the naval task
group’s air operations while the adversary simultaneously used small unmanned
aerial systems to try to block these operations. The tactical use of intermediate
force capabilities enabled the friendly forces to retain task group cohesion and
consequently operational and strategic initiative and enabled them to manage
escalation. However, the maritime domain wargame reinforced the need for
preemptive information operations campaign focused on the safety of directed
energy nonlethal weapons. The wargame also brought to attention the need for
additional capabilities (electromagnetic warfare and cyber).?®

The third game shifted to the land domain (capacity building scenario)
and began at a higher level on the strategic escalation ladder.?” The scenario for
the wargame involved hostile forces using lethal force against host nation and
NATO forces. There was also a threat of an imminent escalation (invasion) of
the host nation if NATO forces gave any justification to the opposing forces.
The scenario contained the added complexity of hostile forces using civilians
as human shields and increasing countermobility challenges for NATO forces.
The hostile forces intentionally organized crowds to block NATO quick reac-
tion forces, who were deployed to assist friendly forces under attack. From the
friendly force perspective, the possibility of using intermediate force capabilities
to facilitate lethal engagement was explored. The intermediate force capabilities
enabled more targeted use of lethal force when required, while significantly re-
ducing collateral damage (e.g., intermediate force capabilities stopping hostile
vehicles or suppressing the adversary’s targeting, to enable the more effective use
of lethal force at the place and time of the friendly force’s choosing). The war-
game also showed that intermediate force capabilities could be effectively used
to counter the use of civilians as a countermobility tool. The scenario suggested
that the mobility of intermediate force capabilities may be more important than
their range/power.®

A series of two wargames focusing on the operational use of information
operations was then conducted. These two games, apart from introducing a
novel approach to wargaming information operations by creating an audience
that, while removed from the information operations teams, still participated
in information exchange and creation. The game assessed the effectiveness of
various information operations capabilities and approaches in forming a strate-
gic situation. One of the key observations was that it would be beneficial (and
might be a strategic necessity) for NATO countries to provide intermediate
force capabilities to partner/host nations in order to manage domestic escala-
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tion, particularly when competing international actors are involved (e.g., an-
other country leveraging its ethnic minorities as a destabilizing factor in another
country).*!

The final game involved joint operations (a contested noncombatant evacu-
ation from a port at the beginning of interstate hostilities). The game tested the
previously identified ends, means, and ways of intermediate force capabilities.
For example, it considered intermediate force capabilities roles such as coun-
termobility and countering an adversary’s use of civilians in a countermobility
role, crowd management, stopping/slowing vehicles and vessels, and countering
small unmanned aerial systems. It validated the advantages of mobility versus
range and power, and it also considered hostile intermediate force capabilities
employment against NATO forces. One of the key observations from this par-
ticular wargame was the cost of inaction. Without intermediate force capabil-
ities, the NATO forces had only two options: doing nothing or resorting to
lethal force. From the strategic perspective both options were costly. NATO
forces chose inaction, which led to severe strategic consequences and forced
NATO countries to submit to the adversary’s conditions. The outcomes of the
game informed the final Allied Command Transformation intermediate force
capabilities concept workshop and led to the final intermediate force capabili-
ties draft submitted to the Allied Command Transformation.*

Apart from informing concept development, the wargaming series led to a
recommendation to further develop wargaming and modeling and simulation
capabilities to enable better (and higher fidelity) representation of the inter-
mediate force capabilities employment to support doctrine development and
options analysis for intermediate force capabilities acquisition. An initial proof
of concept was executed in August 2022 under the NATO SAS-MSG-ET-EZ
study. The event involved integration of the Command Professional Edition™
(Command PE™) constructive simulation application with a strategic wargame
scenario. It led to a series of recommendations that were incorporated in a pro-
posal for a NATO SAS-MSG-180 study that has commenced this year. The
study will have two objectives: 1) development of a federated intermediate force
capabilities representation in constructive simulations, and 2) integration of
modeling and simulation and wargaming to enable high-fidelity validation of
tactical capabilities across all levels of warfare.®

Capability Deficiencies and

Research and Development Opportunities

Apart from leading to the development of the intermediate force capabilities
concept, the wargame series provided some insights relevant for future research
and development, particularly in the domain of directed energy nonlethal weap-
ons. One system that stood out was the Active Denial System (mm wave).*
This finding was consistent with the concurrent Rand study.” The games sug-
gested that the mobility of the system was often more important than range.

This was true about other systems such as the radio-frequency vehicle stopping
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device as well. Game three and four also showed quite conclusively that the
ability to mount these capabilities on armored vehicles and aircraft, particularly
helicopters, would be a game changer.*® Another capability gap, if addressed,
that would provide a significant advantage, is a vehicle-/vessel-stopping device.
Ideally, stopping devices should be controllable remotely and should be able to
stop large systems, including armored vehicles.”

However, the games also conclusively demonstrated that legacy less-lethal
and NLW systems (e.g., batons, pepper spray/tear gas, rubber bullets/bean-bag
rounds, electro-muscular incapacitation devices [e.g., the Taser™], etc.) can
be counterproductive as they can create the impression of the use of excessive
force. During the wargame, their employment led to unintended escalation and
helped fuel the adversary’s narrative that NATO was participating in the op-
pression of ethnic minorities. In contrast, the directed energy nonlethal weap-
ons were effective at minimizing negative effects. Nevertheless, even long-range
directed energy systems were effectively countered by staying out of range of
the system. Thus, the notional mobile systems performed much better and had
greater operational effect.®®

Conclusions and Recommendations

NATO adversaries are undertaking acts of aggression that deliberately stay be-
low the lethal force threshold or that ensure a lethal response from NATO
would incur undesirable cost to the alliance.*” NATO capabilities to counter
gray-zone actions are limited, particularly at the tactical level, and consequently
NATO forces could plausibly find themselves in a situation where the only two
options are doing nothing or using lethal force. Both of these reactions might
have very negative operational or strategic consequences through emboldening
adversaries (former) or unwanted escalation and miscalculation (latter). Inter-
mediate force capabilities provide NATO and its members with a range of op-
tions between these two extremes and consequently would enable them to:

e Better manage escalation below the threshold of an armed conflict;

*  Better manage escalation in the context of irregular warfare;

*  Manage situations where an adversary uses civilians as a weapon (e.g.,
in countercountermobility scenarios);

*  Maintain force protection options in situations where the use of lethal
force may be undesirable or problematic from a collateral damage per-
spective (e.g., in the vicinity of critical infrastructure); and

*  When appropriate, facilitate the more effective use of lethal force while
reducing undesirable effects.

However, the past research also revealed limitations of the use of tabletop
wargames for options comparison between specific intermediate force capabili-
ties.”® Furthermore, tabletop wargames in general have limited ability to model
small unit/platform-level performance. Since further research work is required
into doctrine and techniques, tactics, and procedures of intermediate force ca-
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pabilities employment, it will be necessary to develop improved fidelity of inter-
mediate force capabilities representation through computer-assisted wargames.
At the same time, it is necessary to maintain the ability to assess operational and
strategic implications of the intermediate force capabilities employment.”® At
present, there is limited representation of intermediate force capabilities in ex-
isting computer wargames; adding capabilities that rely on cognitive responses
may be nontrivial.”> To address these challenges, NATO Science and Technol-
ogy Board approved a bipanel study designated SAS-MSG-180 that will work
on: a) development of better representation of intermediate force capabilities in
constructive simulations and b) working on modeling and simulation wargam-
ing integration to improve the ability to assess operational and strategic benefits
of intermediate force capabilities (and by extension any cross-domain/cross-
level capabilities). The expectation is that this study will result in the interme-
diate force capabilities representation in existing computer-assisted wargames,
while preserving the ability to assess the impact of intermediate force capabil-
ities employment at the operational and strategic level developed by SAS-151.

The second observation, consistent between SAS-151 and the Rand logic
model, is that not all intermediate force capabilities have equal tactical and op-
erational benefits. Consistently during wargames, legacy NLW systems (batons,
CS gas, rubber bullets, etc.) were the least effective, while the directed energy
nonlethal weapons showed the most promise.”® Of particular benefits in the
games were the active denial system (to ensure allied forces’ mobility in the
presence of civilians), high-power microwave counterunmanned aerial systems,
and radio frequency vehicle stopping devices (including the ability to slow or
stop heavy vehicles up to and including tanks). One of the observations con-
sistent across all the games was that the range of these systems was secondary
to mobility. That means that the capability requirements should prioritize the
size, shape, and power requirements over the range. SAS-151 study concluded
that small and light enough directed energy nonlethal weapons capabilities to
be suitable for airborne and small armored vehicle applications would be more
beneficial than having long-range systems.™

In summary, more than 20 years of NATO intermediate force capabilities/
NLW research showed potential tactical and operational benefits of these capabil-
ities in deterring and countering hostile activities in the gray zone. Future research
needs to explore intermediate force capabilities representation in computer-
assisted wargames and simulations to enable high-fidelity options comparison
for acquisition and doctrine development at individual/platform level.
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Abstract: Russia’s experience in Ukraine highlights the importance of the Au-
man weapon system in next generation warfare. They show that despite techno-
logical superiority and investment in sophisticated weapons and equipment,
such as hypersonic missiles, people are the core of a successful military strategy.
While Russia’s invasion of Ukraine has resulted in kinetic and largely conven-
tional warfare, the human weapon system is essential across the range of mil-
itary operations, particularly in gray zone operations. There may be no place
where the human weapon system is more important; strategic and meaningful
management of the human weapon system for use in countering gray zone ac-
tivities may prevent escalation into kinetic operations.
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t the onset of the conflict between Russia and Ukraine, Russia was (and
one could argue still is) the technologically superior force with more
than 4,000 military aircraft, 12,000 tanks, 605 naval vessels, 850,000
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active duty troops, antisatellite weapons, the world’s widest inventory of ballis-
tic and cruise missiles, nuclear forces, hypersonic technology, clandestine and
proxy forces, and extensive cyber and information warfare operations.' It had a
sophisticated military apparatus, coupled with the power of nuclear deterrence.
On paper, the invasion of Ukraine should have been a quick victory for Russia.
Their military campaign, however, has been largely unsuccessful, and as of fall
2022, Ukraine has fought back and stunningly recovered territory throughout
their country.”

Russia’s experience in Ukraine highlights the importance of the human
weapon system in next generation warfare. By human weapon system, the au-
thors are referring to the role that individuals play in operations. This includes
how diversity, past lived experiences, and unique backgrounds are utilized. Rus-
sia’s experiences show that despite technological superiority and investment in
sophisticated weapons and equipment, such as hypersonic missiles, people are
the core of a successful military strategy. While Russia’s invasion of Ukraine has
resulted in kinetic and largely conventional warfare, the human weapon system
is essential across the range of military operations, particularly in gray zone op-
erations. The gray zone refers to those activities that take place between peace-
time and war. They may be conceived of as gradualist campaigns and employ
nonmilitary and quasimilitary tactics that fall below the threshold of conflict.
They may include both state and nonstate actors. There may be no place where
the human weapon system is more important; strategic and meaningful man-
agement of the human weapon system for use in countering gray zone activities
may prevent escalation into kinetic operations.

Indeed, Russia can serve as a case study for how poor management of the
human weapon system can undermine technological advancements. Intercept-
ed calls, former Russian officials, and social media accounts show the extent to
which Russia’s human weapon system is in poor shape. “I dont want to be here.
I’'m not a warrior. I wasn't even f-

£

phone.> Another soldier described the deficiencies: “There is simply no disci-

g trained, to run away from the tanks, for

K’s sake,” a disgruntled Russian soldier expressed to his mother over the

pline, and it will only get worse now that they have mobilized 300,000 people
who will be barely trained. . . . The army doctrine is based on punishment, so
soldiers get penalized if they mess up. . . . Screw-ups will happen until they
change the whole philosophy.”* A former Russian official shares these details
about the state of Vladimir Putin’s military forces in the Ukraine war.

As the United States considers next generation warfare, particularly how it
is going to shape the force to successfully compete in gray zone operations with
Russia and the People’s Republic of China (PRC), management of the human
weapon system must be a primary concern. As put forward in the National Se-
curity Strategy, outcompeting the PRC and containing Russia are key strategic
priorities.” The National Defense Strategy prioritizes deterring aggression from
these countries and being prepared to prevail in armed conflict if necessary.®
There are certainly material solutions to addressing these challenges, including
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modernized combat systems, tactics, and technologies like long-range precision
fires, hypersonic missiles, modernized bomber fleets, littoral combat operations,
and other agile mission capabilities.” Without a clear understanding of how to
leverage the human weapon system, all technological, doctrinal, or strategic
advancements are ineffective. In Force Design 2030, the Commandant of the
Marine Corps further recognizes that while there are structural changes that
need to be made, and technological investments (and divestments) to meet the
pacing threats, investment in Marines is a linchpin to success in any changes
that may occur.® This people-focused approach is mirrored in all branches of the
U.S. military. The Army 2030 initiative asserts that despite the need for tech-
nical advancements, people are the key advantage that the U.S. Army has over
its adversaries.” The Chief of Naval Operations” Navigation Plan 2022 asserts
that empowering our people is the key warfighting advantage that the Navy
brings to the future fight.'® The chief of staft of the Air Force asserted that “we
must empower our incredible airmen to solve any problem” as a key pillar of
his Accelerate Change or Lose strategy."! And the Space Force’s Campaign Support
Plan emphasizes the importance that relationships play in the ability of the
Service to fulfill its mission and contribute to national security.'* The Services
clearly recognize that people play a key role in military operations. Continuing
to highlight how people contribute to current and future operational needs will
strengthen investment in our people and continue to give the United States a
competitive edge.

In this article, the authors lay out the case for why management of the hu-
man weapon system must continue to be prioritized as a focus of competition
in the gray zone. If the United States is going to succeed in outcompeting our
near-peer adversaries, it begins with leveraging our people. The authors begin
with a discussion of the human weapon system and its application in the mili-
tary context, including the importance of human weapon systems management
to understand internal military capabilities and the external environment in
which a military is operating. The article then discusses how the human weapon
system will give the United States an edge in gray zone competition. The au-
thors conclude with a discussion of current challenges to human weapon system
management and what the Department of Defense and military Services can do
to mitigate them.

What Is the Human Weapon System?

The human weapon system refers to the role that people play in warfighting.
While people have always been essential to warfighting, recent decades have
seen a deliberate focus on developing the human weapon system and integrat-
ing a whole of person approach to optimizing military operational effective-
ness. In 2006, the Uniformed Services University of the Health Sciences hosted
the first conference on “Human Performance Optimization.”"? The conference
grew out of the realities on the battlefields of Iraq and Afghanistan. In the early
years of the Global War on Terrorism, Special Operations Forces leadership de-
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clared that “humans are more important than hardware,” and in 2004 Deputy
Secretary of Defense Paul D. Wolfowitz stated that we need to “develop the
next generation of . . . programs designed to optimize human performance and
maximize fighting strength.”'*

Throughout the early and mid- 2000s, the Department of Defense (DOD)
and military Services invested in modernizing human performance.” They de-
veloped a capabilities-based model of understanding the performance require-
ments of the operational environment and revamped training, equipment, and
standards to meet new needs.'® Physical performance labs studied the best ways
to optimize training to meet the physical demands of military operations. Phys-
ical fitness assessments were updated to incorporate both functional movements
and provide an overall assessment of individual health and well-being. Nutri-
tionists have been hired to overhaul chow-hall food to ensure that servicemem-
bers are receiving the optimal nutrition to meet physically demanding jobs."”
As technology rapidly advances, there are additional calls to continue to invest
in understanding the human-technology interaction regarding human perfor-
mance.'®

While physical performance is one part of the human weapon system,
managing the human weapon system is not only about physicality. Mental re-
silience is just as important as physicality to successful military operations."
Developing programs that build mental resilience, investing in mental health
care, and incorporating a range of practices to promote self-care, unit cohesion,
and build trust are ways that mental resilience has been built into the human
weapon system.”’

Physical performance and mental resilience are aspects of the human weap-
on system that the military Services can develop within individuals. Fitness
and resiliency are largely trainable traits; the Services invest in and customize
training for their specific operational needs. Yet, there are untrainable and more
intrinsic aspects of the human weapon system that are just as important. Op-
timizing the human weapon system focuses on ensuring that the United States
has the most effective fighting force in the world. It includes both optimizing
the physical and mental well-being of U.S. citizens so that they can perform at
their best while leveraging the unique backgrounds of individuals to strengthen
U.S. national security through employment of diverse skill sets, innovation,
and talents.

The nearly two decades of conflict in Iraq and Afghanistan highlighted the
importance of how diverse backgrounds were essential for military operations.
Lioness teams and Female Engagement Teams were essential for combat oper-
ations.”! All-male infantry units, even with extensive training, could not have
the same impact as women, who were able to engage in culturally sensitive and
appropriate ways. Counterinsurgency, Joint Publication 3-24, codified the need
to bring diverse backgrounds to the fight, discussing both the unique role that
women play in these types of conflicts and the need for deliberate cultural un-
derstanding as part of the way the United States exploits its adversaries.**

The Human Weapon System in Gray Zone Competition



Figure 1. Examples of the various facets of the human weapon system
diversity, li experiences, gender, perspectives, talents, assets, race, sexua
orientation, decision-making, radical, representation, values, biases, employment
benefits, support, understanding,

development, cohesion, quality of

life, competitive, Human weapon future, visibility,

stability, freedom, care, transgender,
religion, disabilities, culture, languages,
innovation, heritage, debate, constructive
conflict, different passions, interests, knowledge, expertise, parents, lifestyle,
ages, generations, communication styles, strengths, weaknesses, teamwork,
abilities, challenges, physical, mental, well-being, people-focused, effectiveness
Source: Bonnie Rushing, 2022, adapted by MCUP.

Counterinsurgency provides a clear and obvious example of how the unique
backgrounds of servicemembers can contribute to military operations. Now,
the United States pivots to focus on strategic competition where it is just as
critical to understand the importance of the human weapon system and lever-
age the unique and diverse talents of our servicemembers. Though technology
continues to evolve and strategic competition is unfolding, the United States’
strength depends on the ability of the DOD to recruit and retain individuals
with diverse skills and abilities to take on the country’s toughest security chal-
lenges.

Leveraging the diversity of our servicemembers is essential for the United
States to be competitive across the range of potential military operations—
from competition in the gray zone to kinetic combat operations. This idea is
reinforced at the executive level. In a recent memorandum, “Memorandum on
Revitalizing America’s Foreign Policy and National Security Workforce, Institu-
tions, and Partnerships,” President Joseph R. Biden notes that diversifying the
national security workforce—including the military—is essential for closing
mission critical gaps in skills and perspectives.” The White House’s National
Security Strategy (NSS) further emphasizes the need to ensure the well-being
of our military servicemembers and also to continue to diversify the force as
essential components to achieving the United States’ strategic goals.” As the
United States competes against near-peer threats, diversity and innovation are
critical. As the NSS states, the primary means by which our national security
objectives will be obtained is by “strengthening the national security workforce
by recruiting and retaining diverse, high-caliber talent.”

The diversity of our workforce is particularly important as our primary
adversaries—namely the People’s Republic of China and Russia—are engaging
in training and recruiting efforts that narrow the opportunities for independent
decision making, innovation, morale, and personnel development.* Leveraging
the human weapon system is thus a strategic asset that is required in today’s
rapidly changing security environment.
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Diversity is critical while considering all potential courses of action. Instead
of operating in an echo chamber where a leader surrounds themselves with
only like-minded team members that may simply agree on everything or gen-
erate similar ideas, diverse teams generate higher levels of innovation, creatively
solving problems with higher success rates. Research shows that teams that are
diverse consider more facts before deciding and are more likely to accurately
interpret facts than homogeneous teams.” Diverse teams also create more tech-
nologically innovative solutions and are more likely to come up with “radical”
solutions that solve the root cause of problems.?®

Proper management of the human weapon system has an internally and
externally reinforcing function. Strategic leaders must understand the needs of
their airmen, guardians, soldiers, Marines, and sailors (the internal aspect of
the human terrain) while also understanding the ever-changing sociocultural
environment (external) in which they operate. The Department of Defense’s
Women, Peace, and Security Strategic Framework and Implementation Plan cap-
tures aspects of the reinforcing mechanisms between the internal and external
aspects of the human terrain.”? The ordering of the three defense objectives
provides a roadmap for how understanding the human weapon system can help
the United States succeed in strategic competition.

Defense Objective 1. The Department of Defense exemplifies a diverse

organization that allows for women’s meaningful participation across

the development, management, and employment of the Joint Force.

Defense Objective 2. Women in partner nations meaningfully partici-

pate and serve at all ranks and in all occupations in defense and security

sectors.

Defense Objective 3. Partner nation defense and security sectors ensure

women and girls are safe and secure and that their human rights are

protected, especially during conflict and crisis.

Defense objective 1 is the internal aspect of human terrain. As will be dis-
cussed below, it includes understanding how to create policies and pathways
that allow for all to meaningfully participate in the institution. From defense
objective 1 flows defense objective 2. Success in strategic competition hinges
on the United States being a leader in the protection of democracy, human
rights, and empowerment. To be an international partner of choice, the United
States must model these actions internally. Objective 2 cannot be fully achieved
without meaningful investment in objective 1. Finally, defense objective 3 is
aimed at creating a more just and secure world. The protection and treatment
of women is directly related to the security of states.’® As the article will show,
the ability to have a meaningfully diverse force (objective 1) and build allies
and partners around a shared sense of purpose (objective 2) will lead to a more
holistic and meaningful understanding of the operational environment, includ-
ing ensuring that women and girls are protected and empowered during crises.
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The Human Weapon System

in Gray Zone Competition with the PRC and Russia

The PRC and Russia currently challenge U.S. national security with advanced
technology, weapons development, and ceaseless gray zone warfare tactics.
Regardless of the ever-changing battlefield and technology environment, the
human weapon system remains crucial for operational success, including effec-
tively countering adversarial gray zone threats. Through proactive and positive
management of the human weapon system, the United States can succeed in
competition and potentially prevent gray zone competition from escalating into
kinetic operations.

The National Defense Strategy defines these operations as “coercive ap-
proaches that may fall below perceived thresholds for U.S. military action and
across areas of responsibility of different parts of the U.S. Government.”! It
calls out both the PRC and Russia (as well as other adversaries) for employing
gray zone tactics as part of their overall strategies and asserts that campaigning
in the gray zone must be a key part of the Joint force’s capability in the future
threat environment.

The PRC views gray zone activities as a natural extension of how countries
exercise power and uses it to build favorable geopolitical conditions without
triggering major backlash.”> The People’s Republic of China particularly fo-
cused on using gray zone tactics against our allies and partners in the U.S. Indo-
Pacific Command area of responsibility, targeting Japan, Vietnam, Taiwan, the
Philippines, and India. Russia sees gray zone activities as a way to compete with
the United States—and the North Atlantic Treaty Organization (NATO) more
broadly—in unconventional ways that go predominantly uncontested because
they fall below the threshold of what typically elicits a military response.’® Rus-
sia may also be using gray zone activities to actively shape their near environ-
ment to be more favorable for follow-on kinetic military operations (such as the
invasion of Ukraine).*

Gray zone operations are difficult to counter because they are “gradualist
campaigns,” combining a mix of traditional military activities with both non-
military state and nonstate actors.”

As seen in table 1, gray zone operations include a wide range of activities.
Military responses to these activities must walk a fine line. Conventional mili-
tary responses can escalate gray zone activities and draw unwanted international
attention, yet the military participates in responding to gray zone activities,
and, in many ways, are the key actors responsible for ensuring that activities do
not escalate.

The human weapon system is a key component of the military capability
to appropriately respond to gray zone activities. Diversity in experiences and
backgrounds is essential to countering mis- and disinformation. Diverse under-
standing of the cues and codes contained in images and language are essential
for differentiating real from fake information and for providing important so-
cial context as to why certain populations are the targets of falsehoods.*
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Table 1. Examples of gray zone activities

Tactic Examples

Information operations | Disinformation campaigns in the media
Censorship of dissenting or antigovernment

messages
Political coercion/ Blocking of NATO expansion into Balkans Belt and
disruption Road Initiative

Economic coercion/ Use of military vessels to intimidate or harass
disruption commercial shipping

Market dominance (i.e., Russia’s liquified natural gas
energy market dominance)

Disruption of space Jamming and spoofing of satellites

operations Testing offensive space weapons by the PRC and
Russia

Proxy forces/ Funding of “little green men” by Russia

paramilitary China’s use of commercial fishing vessels to

challenge international water access
Establishing dual-use bases or ports in contested

areas
Military basing Forward deployed troops or equipment in contested
in disputed territories areas
Creation of artificial military bases in disputed sea
territory

Conducting exercises in contested areas

Cyber operations Breaches of election security systems
Hacking into financial systems

Source: courtesy of the authors.

Members of the military are specifically targeted by mis- and disinforma-
tion campaigns.”’” A more diverse force will help inoculate servicemembers from
falling for this gray zone tactic both through a greater collective understanding
of what mis- and disinformation is and through creating more creative solutions
to countering fake information.”® These strategies can also be used to counter
mis- and disinformation that appear more broadly in society.

A diverse force also offers our allies and partners a counter to China and
Russia’s authoritarian politics. China’s Belt and Road Initiative not only brings
economic impact to countries, but it also imposes China’s narrow political and
social norms to trading partners. These include anti-LGBTQ policies, a male-
sex preference in children, and single-party rule.” Authoritarian regimes—or
even authoritarian leaning factions among democracies—center many of their
policies around misogyny.*’ As a result, women and girls have been central in
countering authoritarian regimes.*' The political and economic coercion by the
PRC and Russia seek to undermine or destabilize democracy. As the United
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States engages with allies, partners, and potential partners around the world, it
has an opportunity to model an alternative to these authoritarian policies. By
embodying a diverse and cohesive force, the United States can counter efforts
by China and Russia to deny diversity in society. The DOD’s implementation
guidance to the Women, Peace, and Security Act of 2017 recognizes the impor-
tance of promoting diversity with our allies and partners. Meaningful manage-
ment of the human weapon system will ensure the United States does.*?

Additionally, proper management of a diverse human weapon system will
help ensure that economic investments are meaningful and less prone to cor-
ruption. While the military is not the primary arm of economic investment, it
works closely with organizations like the U.S. Agency for International Devel-
opment (USAID) and other private entities to ensure overall security and sta-
bility. When women are involved in economic aid, the outcome results in more
security and stability in the place where the aid was distributed.”’ Similarly,
when national economic growth is coupled with strategies that help women—
such as access to child care, equality in education, and equitable health care
benefits, women are able to take better advantage of such opportunities and
the whole of society is strengthened.* A diverse military will help to see where
risks to an equitable distribution of economic opportunity may be, as well as
key opportunities.

Finally, a diverse force is essential for countering military posturing—
including adversarial basing and exercises. Much of the posturing done by our
adversaries’ militaries is done to elicit a response from the United States as a
means of escalating activity. Yet, rather than countering with direct military
action, strategic engagement in military exercises can counter the impact of our
adversaries in the region. For example, the U.S.-Australia joint exercise Talis-
man Saber both had the countries engaging with a near-peer competitor and
worked to promote gender equality in vulnerable countries in the region.” The
Joint exercises Viking 18 and Viking 22 integrated gendered components to
planning high-north exercises, and the result was an ability to counter Russia’s
narrative about hard security outcomes.*¢

While the military alone is not responsible for responding to gray zone ac-
tivities, it plays a significant role. U.S. forces are forward deployed throughout
the world, at permanent bases, temporary assignments, and as part of force pro-
jection and quick response packages. As such, they are often the first to respond
to a crisis. Additionally, forward deployment serves as a soft-power cultural
exchange with allies and partners, which gives them key insights into the risks
posed by gray zone activities.

Diversity Directives and Personnel Policies

To effectively manage the human weapon system through the recruitment and
retention of a diverse force, the DOD and the Services publish directives and
policies related to diversity, equity, and inclusion. Furthermore, Service branch
leaders update and implement policies related to diversity initiatives to expand
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servicemember lifestyle options, quality of life, more inclusive dress and ap-
pearance, increased awareness and combat of biases, and care for victims of
harassment and assault.

Directives on diversity at the federal level include: Executive Order 13583,
Establishing a Coordinated Government-wide Initiative to Promote Diversity
and Inclusion in the Federal Workforce; the Women, Peace, and Security Act
of 2017; and the Department of Defense DEI Military Equal Opportunity
Program.?” Collectively, these directives aim to advance equity, inclusion, civil
rights, racial and gender rights, and equal opportunity at the highest levels of
the country’s national security infrastructure. They cultivate diverse and digni-
fied workforces, international security, peace, development and afford equitable
opportunities in safe environments, free from prohibited discrimination, retal-
iation, and harassment.

At the Service levels, there are branch-specific policies and regulations re-
lated to diversity that mirror much of the federal-level guidance. Each Service
branch of the military has similar regulations and goals: Diversizy and Inclusion,
Air Force Instruction 36-7001; the Army’s Army People Strategy: Diversity, Eq-
uity, and Inclusion Annex; the Navy’s “Diversity, Equity & Inclusion” objectives;
and the Marine Corps’ Talent Management 2030.* These directives tailor na-
tional guidance to Service-specific objectives.

They are intended to guide the Services’ recruitment and workforce man-
agement to attract, recruit, develop, and retain high quality, diverse person-
nel, with a culture of inclusion to leverage America’s talent pool and power
of diversity for strategic advantages in the Joint force. This includes diversity
of demographics (personal characteristics, age, race/ethnicity, religion, gender,
socioeconomic status, family status, disability, sexuality, gender identity, and
geographic origin), cognitive and behavioral diversity (neurodivergent individ-
uals, differences in styles of work, thinking, learning, and personality), organi-
zational and structural diversity (institutional background characteristics and
experience), and global diversity (knowledge of and experience with foreign
languages and cultures, inclusive of both citizens and noncitizens).*’ Services
similarly describe diversity as a critical way to enhance decision making, creativ-
ity, and the competitive edge to optimize operational effectiveness.”

There are additional policies that enable diversity in the military, including
freedom of religion, sexual assault prevention and response (known as SAPR,
including mandatory annual training to help shape healthy and safe climate and
culture, victim care, and support) the repeal of the “Don’t Ask, Don’t Tell” pol-
icy against nonheterosexual servicemembers, and updated guidance welcoming
transgender military personnel to serve openly.

Support policies can also indirectly increase diversity. For example, parental
leave policies have expanded to include both caregivers, regardless of gender,
lengthened in duration, and the inclusion same-sex couples and adoptions.
Support is also provided for miscarriages and other fertility-related concerns.
Pregnant personnel may continue to fly actively if they desire. New mothers
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also have a longer recovery time available prior to an official fitness test require-
ment.”!

Dress and appearance regulations have been updated to include more hair-
styles, such as ponytails, increased bun and bangs size, more options for women
to wear trousers, jewelry, cell phone use, hands in pockets, and more. These
changes consider different hair types, comfort, and quality of life while still
upholding good order, discipline, and military effectiveness.”*

Within different Services, physical fitness standards and programs are being
updated to both reflect changes in the demographics of the force and the chang-
ing nature of military requirements. While not diversity policies directly, they
recognize that outdated physical fitness norms may harm servicemembers.>
In the Air Force, the physical fitness test is now including alternative event
choices, the ability to take a “diagnostic” physical fitness test and choose to
save it as official afterward, special considerations for certain career fields where
higher standards are required, and updated accounting for gender, age, climate
acclimation, injuries, and test location altitude.” The Marine Corps is updating
its body composition standards, allowing for higher weights and body fat per-
centages to reflect the strength and body mass requirements of women in newly
opened career fields.>

There are also efforts to improve diversity and remove potential bias from
promotion and special assignment positions. Service directives have worked to
eliminate references to race, gender, parental status, or religion from all pro-
motion, award, and special assignment boards.>® While the intent is to remove
conscious and unconscious biases that may be inhibiting diversity, it is a large
undertaking to remove all identifying markers. In briefings about the updated
process, the Services acknowledge that scrubbing records of all identifying in-
formation is not yet complete and identifying information is still a part of some
records.”

The policy commitment to diversity is essential in setting top-down focus
on human weapon system management. Yet, personnel-focused policy alone
will not ensure U.S. success in gray zone competition. There are ongoing chal-
lenges to fully managing the human weapon system that must be addressed.

Challenges to Human Weapon System Management
and Employment: Recruitment and Retention
While the United States is currently more successful than the PRC and Russia
in managing the human weapon system, it still faces significant challenges, par-
ticularly with recruitment and retention of diverse servicemembers and nation-
al security professionals. The United States needs a qualified and diverse talent
pool to counter adversary gray zone operations and to harness servicemember
expertise and innovation for the next generation of warfare. This diversity is
what sets America apart from its adversaries: “Indeed, pluralism, inclusion, and
diversity are a source of national strength in a rapidly changing world.”®

The all-volunteer force presents challenges, in that diverse individuals must
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self-select into Service. Propensity to serve in the military for all young people
continues to decline, and in fiscal year 2022 the Army missed its recruiting goal
by approximately 15,000 soldiers, and while other Services met their goals,
they had to rely on unplanned bonuses and financial incentives or changes to
recruiting targets.”

Some demographics do not join or remain in the armed forces as often,
for example, “military service still skews heavily towards men (4 out of 5 active
duty enlistees are male)” and there is an overrepresentation of the Black Amer-
ican population in the military—specifically, about twice as many Black men
serve in the U.S. military as their White male counterparts, numerically.®® This
“can be seen as a double-edged sword. On the one hand, the military has served
as an important means of economic mobility for many Black men. On the oth-
er hand, the dominance of Black Americans in military service—and therefore
among these most likely to be put in harm’s way on behalf of the nation—is
striking, especially in light of broader current conversations about race, justice
and equity.”®!

It is important for the military to represent the people it serves, and that
starts at recruiting stations where there must be visibility on diverse personnel
in the office, on the materials, and seen in marketing campaigns. Recruiters
must enhance their current approaches by following social trends of America’s
teenage population.®” Growing youth propensity to serve also requires engag-
ing with youth in the means they are the most comfortable, including popular
social media platforms, other information networks, and in trending applica-
tions.”® Distributing correct facts, debunking military stereotypes and myths,
and wholly representing the talent pool is crucial for attracting talent of all
demographics. Women and their families, for example, fear possible sexual as-
sault in the military and may not join for this reason.® Effective delivery of
inclusive practices, accurate narratives, and employment of inclusion-focused
recruiting not only builds diversity in our ranks, but it also builds trust with the
American people and taxpayers who feel wholly represented by troops of every
background.

In addition to recruiting diverse and effective talent, rezaining talent is a
challenge for the U.S. military. The Department of Defense Diversity, Equity,
Inclusion, and Accessibility Strategic Plan: Fiscal Years 2022—2023 prioritizes ob-
jectives for career progression and retention. There must be opportunities for
all demographics to be promoted and serve in key positions and gain career-
enhancing education with selection transparency. Additionally, the roadmap
prioritizes mentorship for underrepresented groups and elimination of work
environment and policy barriers that inhibit equitable practices.®> Leaders must
ensure all members have fair opportunities to develop and succeed. Further-
more, structural concerns may disproportionately impact certain demograph-
ics. Women are almost one-third more likely to leave the Service at any time
than their male counterparts. Family concerns, including access to adequate

and affordable housing, stability for children, family planning support, reliable
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and affordable childcare, and other quality of life factors are cited as top reasons
women leave the Services.® These issues are “inextricably linked” to military
readiness.”” Addressing and rectifying these problems must be a priority to re-
tain talented personnel.

The National Defense Authorization Act for Fiscal Year 2023 (NDAA) ad-
dresses some of these issues. The Services and the Department of Defense are
hiring more than 2,000 prevention professionals, aimed at changing the culture
around sexual harassment and assault and other adverse behaviors that harm re-
cruitment and retention efforts.®® The NDAA also called for studies to examine
compensation models, barriers to home ownership, and promotion pathways
for servicemembers.®”” Other recent DOD actions may also address barriers. A
recent memorandum on family planning by the secretary of defense seeks to
address both privacy and access to care concerns that arose out of the Dobbs vs.
Jackson Women’s Health Organization (2022) that overturned the provision of
a constitutional right to an abortion.”” While it is too soon to determine the im-
pact of these changes, they show an understanding of the requirement to meet
the needs of servicemembers to recruit and retain a diverse force.

Challenges to Human Weapon System Management
and Employment: Ties to Operational Effectiveness
Recruitment and retention are not the only challenges that the United States
faces regarding the human weapon system. Most of the directives discussed are
focused on personnel systems and policies. However, for the Services to fully
embrace an action, there must be direct ties to operational effectiveness. The
Independent Review Commission on Sexual Assault in the Military found that
while personnel issues are frequently talked about as “readiness issues,” they are
not measured or tracked as such, allowing them to become afterthoughts in the
minds of operationally minded military leaders.”

Making the direct connections between personnel actions and operational
effectiveness is a missing link for the effective management and employment of
the human weapon system. Arguments about the “wokeness” of the military
highlight that the operational link between a diverse force and operational ne-
cessity is not yet fully understood.”” To fully engage across gray zone activities,
the Services need to incorporate the importance of diversity in their doctrine,
planning, and professional military education processes.”

These actions have proven tactically, operationally, and strategically effec-
tive. Gender advisors and gender focal points at the combatant commands have
strengthened the United States’ strategic partnerships in key contested regions
and improved stability and security during humanitarian and disaster response
operations.”* Additionally, they have proven successful in strengthening ties be-
tween the DOD and other government agencies, such as the Department of
State and USAID.” This whole-of-government approach is necessary for gray
zone competition.

Building off the success of combatant commands, the DOD and military

Rushing and Hunter

Vol. 14, No. 1

267



Journal of Advanced Military Studies

268

Services would benefit from standardizing aspects of the gender advisor work-
force and integrating diverse perspectives throughout the operational planning
process. Revising the planning process to consider all perspectives will signal to
the force that addressing diversity initiatives is essential and leads to an inclusive
culture where the safety and well-being of all members is seen as an essential
part of security and military operations.”

Conclusion

Success in gray zone operations requires thoughtful management of the human
weapon system. To do this, the United States must also leverage the diverse
talents of its force and fully integrate diverse perspectives into operational plan-
ning and readiness. As our near-peer competitors are becoming increasingly
narrow in their view of security, there is an opportunity to leverage diverse per-
spectives and be successful before competition escalates to conflict. While the
United States has enacted various diversity initiatives in the past several years,
the importance of personnel cannot be eclipsed by investments in technology.
As the United States shifts focus on a new pacing threat, the human weapon
system remains the linchpin of our success.
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“Trying Not to Lose It”
The Allied Disaster in France
and the Low Countries, 1940

Richard J. Shuster, PhD

Abstract: This article argues that the critical point of failure in the Allied ca-
tastrophe in France and the Low Countries in 1940 was a military plan that
ignored key tenets of operational art and planning. In doing so, it points out
that the Allies lacked a strategy oriented toward victory, failed to balance their
operational factors of time, space, and force, and planned against a single po-
tential enemy course of action. Together, these components set the conditions
for a swift Allied defeat that shocked the world.

Keywords: World War II, strategy, Allies, military planning, France, the Low

Countries

Introduction
Whatever form the final triumph may take, it will be many years before the
stain of 1940 is effaced.
~ Marc Bloch, 1940!

he Allied debacle in 1940 that resulted in a stunning German victory
in the West has been a popular subject for decades. How does France, a
major military power considered to have one of the greatest armies in the
world, spend 20 years planning for a war and then lose it disastrously alongside
British, Belgian, and Dutch forces in a mere six weeks? A number of historians
have addressed this question from a variety of perspectives. Nonmilitary stud-
ies of the defeat in 1940 have examined political, social, and cultural factors
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that have blamed political instability and weakness, social decay, and cultural
malaise. Military explanations have focused primarily on doctrine and tactics.
These studies point out that once the Germans executed Case Yellow, the as-
sault on France and the Low Countries, the Allies were crushed, with outdated
doctrine and methodical tactics proving unable to combat the revolutionary
use of massed armor and supporting air power. This study, however, argues that
the critical point of failure in the Allied defeat in 1940 occurred prior to the
German assault and must first be laid at the doorstep of planning.

Planning has two rather simple aphorisms that indicate that it is difficult
to develop a plan that achieves success without the need for refinement or ab-
solute knowledge of enemy intentions: “No plan survives first contact with the
enemy” and “the enemy gets a vote.” While it is true that any military force will
have to adapt to actual conditions on the ground once a campaign or operation
begins, a plan has tremendous influence on one’s ability to achieve the objec-
tive. Overall, planning can be defined as “the deliberate process of determining
how (the ways) to use military capabilities (the means) in time and space to
achieve objectives (the ends) while considering the associated risks.”> A sound
plan, or one that will have the best chance to achieve its objective, is one that is
steeped in operational art, a collection of theoretical elements that inform the
commander’s vision for a campaign or operation. If, as Professor Milan Vego of
the U.S. Naval War College explains, “operational planning is the synthesis of
all aspects of operational art theory and practice,” then Allied planning in 1940
illustrates a clear disregard of the principles of operational warfare.?

When drafting the campaign plan to defend against a German attack, the
Allies failed to develop an effective strategy to defeat Germany or to consider
and implement key elements of operational art, especially in balancing a clear
military objective with the operational factors of time, space, and force. In ad-
dition, their tunnel vision in planning solely against the enemy’s most likely
course of action and disregarding other more dangerous contingencies had cat-
astrophic results. Together, these three major shortcomings that existed even
before the German onslaught began in May 1940—a strategy without victory,
an imbalance of operational factors, and the preoccupation with a single course
of action—spelled doom for the victors of 1918.

The study of the Allied defeat by Germany in 1940 has garnered consid-
erable attention since the end of the war and has contributed much to the un-
derstanding of the dramatic event. Memoirs, books, and articles are plentiful,
each with their own unique contribution to the still growing historiography.
Memoirs generally have focused on military events and actions, typically either
ascribing or denying fault in the process. General Maurice Gamelin, the mil-
itary mind behind the failed defense of the West in 1940, generally dismissed
any personal wrongdoing and placed the onus of defeat on his subordinate
commanders. His three-volume collection, Servir, contains his postwar analy-
sis of his decisions both prior to and during the fight for France and the Low
Countries. It also includes a number of contemporary orders, instructions, and
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letters that are critical to any understanding of the events of 1940.* Marc Bloch’s
classic account, Strange Defeat, provides the author’s insights and anguish as a
French staff ofhcer during the events.” Other Allied memoirs of the debacle,
including those by both French and British senior officers involved in the plan-
ning and execution of Allied operations in 1940, add to some of the finer details
of the personalities and decisions of the period.®

Military studies of 1940, of which there are many, have tended to address
the strategic and tactical levels of war. Many of these are excellent and are too
numerous to cover here.” At the strategic level, the focus of many scholarly
works has been on military relations between France and its allies in both West-
ern and Eastern Europe as well as French military policies leading up to the
war such as arms production and the construction of the Maginot Line. At the
tactical level, they have examined the specific actions and fighting capabilities of
the Allies in defending France and the Low Countries. French doctrine and the
Allied use of armor have emerged as common reasons for the defeat.®

Missing in much of the military side of the discussion is the influence of
Allied planning on the outcome of events in the spring of 1940. If, as many
studies point out, French doctrine hindered the actual execution of tactical ac-
tions on the battlefield, then it was essential that the French devise a watertight
plan that would maximize the Allied ability to defend the West. But this was
not the case. General Gamelin and his staff, with British acquiescence, set up
their forces to fail before the German offensive even began. Inadequate doctrine
and faulty tactics merely exacerbated an already hopeless situation.

Strategy without Victory
There can be no doubt that our whole plan of campaign was wrong.
~ Marc Bloch®

Allied strategy at the eve of the Second World War was predicated upon a long
war. Whereas the French and British at the start of the First World War had stat-
ed confidently that their troops would be “home by Christmas,” there was no
such illusion in 1939. On the contrary, the Allies expected a war that would last
years. Instead of projecting a sense of victory, Allied strategy was built around
the idea of avoiding defeat. The French and British estimated that they could
only muster enough military strength to be able to conduct offensive operations,
let alone defeat Germany, after two years. And that was contingent on whether
the Allies could defend against a German assault for that long. As it turned out,
they could not, at least in regard to the continent of Europe. Instead, the war
for France and the Low Countries in 1940 was over quickly, a mere six weeks, a
duration that mocked Allied strategy, planning, and operations.

From the signing of the Treaty of Versailles in June 1919 to the declaration
of war with Germany in September 1939, France had focused on Germany as
the primary threat to its national security. Throughout the 1920s, French dip-
lomats established alliances and relations throughout Europe to thwart any po-
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tential German aggression, while French military leadership insisted on physical
guarantees of security by stationing troops in strategic locations in the demili-
tarized Rhineland. Allied weapons inspectors roamed the countryside searching
for illegal armaments, fortifications, and military personnel.'® Military planners
focused on how to defeat Germany, revising their plans regularly throughout
the interwar period. When Adolf Hitler finally unleashed his forces on the West
in May 1940, the French High Command had been preparing for the war for
20 years and was only surprised that it had taken so long.

French military strategy advocated two major phases of a war with Germa-
ny. France would first remain on the strategic defensive for upwards of two years
and then transition to the strategic offensive once it, and its allied partners,
had increased their military power in personnel and equipment."" Doctrinal
concepts within this strategy included the continuous front and an emphasis
on firepower (particularly artillery). The strategy of a long, two-phase war was
developed and endorsed by both civilian and military leadership. Although the
French general staff produced a campaign plan in support of the defensive half
of the strategy, it gave little thought to how to operationalize the offensive phase
necessary to defeat Germany. Victory remained something to think about in
the future.

Similar to the French, the British national security strategy anticipated a
long war that involved a strategic defensive to offensive transition. The British
planning staff developed a three-phase military strategy in the spring of 1939:
defensive military operations to buy time to increase combat power, strategic
bombing of Germany (while defeating Italy in North Africa), and a transition
to offensive operations with an alliance with the United States in order to defeat
Germany.'” They anticipated a war that would last three years.” Similar to the
French, the British conception of future offensive operations to defeat Germany
remained vague.

After an interwar period punctuated with differences in how to deal with
Germany, the two former alliance partners were drawn together in the face of
Hitler’s aggression. Always fearful of having to fight Germany alone, the French
would not risk war without British support."* Gamelin considered a French
agreement with the British as most urgent and argued that the French could not
defend their borders successfully without British military forces."” Intelligence
sharing increased and staff talks began in March 1939.'¢ Prior to the spring,
with each side wishing to avoid war at all costs, no combined planning had been
conducted. That all changed once Hitler occupied Czechoslovakia in violation
of the Munich Agreement. With war on the horizon, the French and British
staffs began formal discussions on a basic Allied military strategy.'”

When developing their long war strategy in 1939, the Allies had differ-
ences about potential operations in Scandinavia and the Balkans but were
unanimous in their support of preventing the German occupation of Belgium
and the Netherlands. Despite having no formal alliance with Belgium, French
prime minister Edouard Daladier and British prime minister Neville Chamber-
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lain wanted to provide the smaller nation with “maximum help” in the event
of a German invasion. Daladier feared that German occupation of the Low
Countries would threaten France’s main industrial region in the north while
Chamberlain stressed that it would threaten London, southern England, and
the maritime approaches with air attacks.'® They both saw benefits in keeping
German forces farther to the east and advocated for the defense of as much
Belgian territory as possible.'” Most importantly, the idea that Germany would
focus an attack on the west in central Belgium emerged as a strategic assump-
tion that influenced all subsequent planning.

Ironically, the Allies had planned for years to avoid the bloodletting of the
First World War, and now they devised a military strategy aimed at repeating
a long war of attrition followed by an ultimate offensive. The initial campaign
objective was somewhat amorphous: not the defeat of Germany but the defense
of a line that would be defined by the military leadership of France. What or
where to defend now lay in the hands of General Maurice Gamelin, the French
and Supreme Allied commander, who had been given complete freedom of
action by Daladier to draft the plan to defend the West.** Although Gamelin
developed a French plan, work still needed to be done on an Allied plan. None
existed when the war erupted in September 1939.*!

The philosophy of planning not to lose permeated Allied thinking in
1939/40 and is evident in all of Gamelin’s plans in this period. Gamelin de-
veloped the Allied campaign plan with a laser-like focus on Belgium, and to a
lesser degree the Netherlands. For years, the French High Command had been
focused on a German advance through Belgium.? Only here, Gamelin thought,
could the Germans achieve decisive results.”? His operational vision, however,
suffered from severe myopia. He developed three variations of a campaign plan
for the defense of the West, and all three—Escaut (Plan E), Dyle (Plan D), and
the Breda variant—had only slight variations of the same concept that required
French and British forces to move as rapidly as possible into Belgium to check
the expected German advance.

The Allies had complete confidence in the outcome of the upcoming defen-
sive fight, particularly in the French Army’s capabilities. Although they would
later complain of a clear superiority in German capabilities, in reality the rela-
tive combat power was roughly equal, with the exception of a superiority in the
size of German air forces. Chamberlain claimed that the Germans had “missed
the bus” when they did not begin their offensive in 1939. When the Germans
finally attacked the Low Countries on 10 May 1940, Gamelin responded with
almost a smug confidence that the Allies would repel the hated enemy. His
counterpart in Britain, General William Edmund Ironside, chief of the Imperi-
al General Staff, had no doubt of Allied success.?*

Allied confidence was misplaced, to say the least. Gamelin’s plan to defend
the West pleased Allied civilian leadership but his solution to avoid defeat by
focusing his efforts on a defense of central Belgium would create a cascading
series of disasters that Allied tactics and doctrine could not overcome. Daladier,
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like Gamelin, believed that the primary mission of the French Army was to
prevent defeat.” General Ironside admitted that the Allied outlook was hardly
inspirational with the comment that “a war cannot, however, be won merely by
trying not to lose it.”*® Yet, he threw his wholehearted support behind the plan.
The commander of the British Field Force, General John Vereker Gort, stated
at an Allied meeting in September 1939 that “the war can be lost in France or
Belgium, even though it perhaps cannot be won there.”” Arguing that their
national interests were at stake, the British Chiefs of Staff Committee went so
far as to advocate an Allied advance into Belgium if the Germans invaded the
Netherlands, even if the Allies encountered Belgian resistance to their move-
ment.”®

By the time the Germans launched their assault on the West, French and
British national and military leadership were in full agreement that they would
advance their forces into Belgium to defend a line that was kilometers from
the French border. The French would keep the fight away from their northern
industrial region and add British, Belgian, and Dutch forces in doing so. The
British would protect the coastal areas that could be used to threaten Britain
with air and submarine attacks. Any ideas of defeating Germany were put on
hold. For now, all they had to do was to fight the Germans to a standstill,
and all would not be lost. When the Germans attacked the Low Countries on
10 May, the Allies reacted methodically with their advance and confidently in
their expectations to prevent the German occupation of an area that both con-
sidered critical to their national interests. When the German main effort, how-
ever, appeared in the vicinity of Sedan, far to the south of the expected enemy
line of operation, the Allied strategy of a long war and its supporting defensive
campaign plan were laid to waste.

Imbalance of Operational Factors
Not only did we meet the enemy too often in unexpected places, but for the
most part, especially, and with increasing frequency, in a way which nei-
ther the High Command nor, as a result, the rank and file had anticipated.
~ Marc Bloch?

Years after the end of the war, the mastermind behind the German plan to
defeat France and the Low Countries, General Erich von Manstein, summa-
rized the intent of Case Yellow simply by explaining that the Germans “just
did the obvious thing; we attacked the enemy’s weakest point.”*® Those simple
words illustrate the essence of operational art, more specifically the balance of
operational factors of time, space, and force in order to achieve the objective.
Initial German plans in 1940 placed the main effort in the north to swing
through Belgium and the Netherlands, but Hitler rejected the idea as too pre-
dictable and became enamored with Manstein’s idea.’" Although the German
Chief of Staff, General Franz Halder, modified Manstein’s plan, he remained
true to the critical importance of placing the German main effort against the
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Map 1. Plan Yellow vs. Plan D (Breda variant)
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weak French center, between the onrushing Allied forces in the north and the
formidable defenses of the Maginot Line to the south. For the Germans, it was
the perfect setup of forces in time and space to defeat the Belgian, Dutch, and
the best French and British forces in the north before executing the follow-up
operation (Case Red) that would knock France out of the war. A concentration
of German armor in highly mobile panzer divisions under the bold leadership
of General Heinz Guderian would lead the main assault through the Ardennes
to the Channel coast. For the French and British, who would send the bulk of
their mobile forces racing into the Low Countries while failing to understand
the importance of concentrated armor, it was a recipe for disaster (map 1).

French plans regarding war with Germany had long focused on the need to
avoid fighting on the French frontier, choosing instead to base their operational
idea on an advance into Belgium. Gamelin put all of his energy into this con-
cept, developing three variations of a campaign plan distinguishable only at the
point in which Allied forces would meet their German counterparts on the field
of battle in Belgium. In the fall of 1939, Gamelin had drawn up two versions of
his plan—Plan E and Plan D—and in the spring of 1940, he added his third
version—the Breda variant—that became the plan that the Allies executed in
May. All three versions, but particularly the Breda variant, were conceptually
flawed. In essence, the plans were not much more than deployment orders, with
Gamelin concerned most about the need to “complete his deployment” before
contact was made with German forces.*?
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The differences between the three versions of the plan were mainly in the
locations of the Allied defensive line. Force dispositions in each plan were sim-
ilar: the French 16th Corps (and then all of Seventh Army), the British Expe-
ditionary Force (BEF), and the French First Army would move into Belgium
and incorporate the Belgians into their defensive line while the French Ninth
and Second Armies remained essentially static along the French frontier up
until the Maginot Line. Plan E, developed by Gamelin in September, required
the Allies to secure and hold the line of the Escaut River, forming a junction
with Belgian forces at Ghent, as well as holding the French frontier. Forward
elements would push east of the Escaut and fight a delaying action along the
Dendre River while much of the Seventh Army was held in reserve near Reims.
In November, Gamelin drafted Plan D, which pushed Allied forces roughly
another 65-95 kilometers east to the Dyle River, along the Namur-Wavre-
Louvain-Antwerp line, and incorporated the entire Seventh Army into the
northern part of the line.” Allied forces would link up with Belgian forces in
the vicinity of Antwerp and attempt to occupy the Dutch islands of Walcheren
and Beveland. Cavalry would advance forward to act as a screen to delay any
potential German forces.** Gamelin then added the Breda Variant in March
1940, which pushed Allied forces, specifically the French Seventh Army that
had once been held in reserve, even farther to the east to Breda/Turnhout in the
Netherlands. The farther east the Allies moved, however, the higher risk they
incurred as they fell into the German trap.

Gamelin’s plans lacked the key ingredient for success, or in this case, the
ability to employ superior (or even sufficient) force at the right time and place
in order to achieve the objective. Instead, they created conditions that ceded
any potential advantage to the enemy. When assuming that the Germans would
concentrate on central Belgium, he employed his best equipped and most mo-
bile forces in Belgium in the north, relied on the static Maginot Line in the
south, and considered the center of his defensive lines in the rugged Ardennes
area an economy of effort. The Germans, of course, attacked the weakest part
of the line with overwhelming force and maneuvered with alacrity to the En-
glish Channel, cutting oft Gamelin’s most precious forces in the north and then
crushing the entrapped Allied forces in a classic hammer and anvil approach.

When developing his plan to defend against a German attack, Gamelin’s
fatal flaw was to focus on force in his desire to achieve parity regarding overall
numbers of divisions vis-a-vis Germany. He expected his forces to defend Bel-
gian and even Dutch territory until sufficient Allied offensive forces could be
built up, forcing the Germans into a long war of attrition to offset their advan-
tages in manpower and mobile warfare. Gamelin believed that the Allies would
not have a superiority in force at any time before 1941 and would take no deci-
sive action without it.”> With a long war strategy in mind, Gamelin envisioned
a grueling repetition of the fighting in the First Word War, with Allied numbers
once again eventually turning the tide in their favor.

Gamelin’s focus on the importance of force, particularly regarding numbers
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of divisions, was a major factor in how and why he devised his campaign plan
to move into Belgium to counter a German assault. The preoccupation with
numerical equality, designing a campaign that would tally up Allied divisions
and ensure continued manpower over time, was his answer to “trying not to lose
it.” French preoccupation with Germany’s superior combat potential in terms
of numbers of personnel can first be seen in the interwar years, when the French
worked tirelessly to prevent the militarization of all sources of manpower such
as the regular army, police, and paramilitary organizations.*® As the chances
for war increased in the late 1930s, Gamelin had concluded that France did
not have enough manpower to defend against a German assault.” Throughout
the period of the “Phony War,” Gamelin reiterated that France had a clear dis-
advantage in the numbers of divisions vis-3-vis Germany.*® His answer to this
age old problem was to devise a campaign that would have the best chance of
adding precious British, Belgian, and eventually Dutch divisions to the Allied
cause. In this manner, he could create numerical equality with the Germans
and then fight a largely static form of warfare until he was able to build up a
numerical superiority to shift to the offensive. When Germany attacked in May,
Gamelin had successfully evened the score as far as force. In fact, 135 German
divisions faced 151 Allied divisions.?” In reaching parity, however, Gamelin had
actually sacrificed advantages in space and time and increased risk to the mis-
sion and to his forces.

Gamelin’s intent to increase Allied forces was centered first and foremost on
the need to keep Britain in the fight. Although the size of the BEF was small in
this period, a mere 10 divisions by May 1940, Gamelin envisaged a long war,
and over time Britain would be able to produce a large number of quality divi-
sions to help tip the scales against any German force advantage. According to
Colonel Jacques Minart, who served on Gamelin’s staff in 1939-40, Gamelin’s
impetus to move his forces into Belgium was his fear that the German occupa-
tion of Belgium and the Netherlands would knock the British out of the war
or at least force them to withdraw from the continent.” Ironically, of course,
this decision helped lead to France’s defeat while Britain was able to survive the
German capture of the Low Countries and the subsequent air attack on Britain.

Fear of losing British support weighed on Gamelin at the start of the war.
In one of his first meetings with the British in September, Gamelin claimed
that he needed as much British help as possible to defend against the expected
German attack in the Low Countries.*’ French intelligence produced reports
that influenced Gamelin in the fall, warning that Germany had the potential to
double its current military strength with the reconstitution and training of mil-
itary age personnel.” The French military representatives who had been having
staff conversations with the British warned in September that German occupa-
tion of the Flemish coast would create serious danger for Britain.* In October,
Gamelin urged General Ironside to increase the number of British divisions to
the continent, emphasizing the “necessity of the common effort which we must
undertake in regard to effective strengths so that we may not find ourselves this
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coming Spring in a dangerous state of inferiority in face of the German forc-
es.”* Ironside was well aware of Gamelin’s force sensitivity and understood that
the French would “continue to pressure us to send the maximum number of
divisions to France.”® The British questioned Gamelin’s plans at times, partic-
ularly force dispositions and defensive preparations, but never the idea to move
into Belgium.*

When focusing on force, Gamelin also planned to add Belgium’s 22 divi-
sions to the Allied defense against Germany. His desire to incorporate Belgian
divisions into the Allied defense was a consistent theme in his planning, another
number that he could add to the force balance sheet to offset German force
advantages. In drafting Plan E in September, Gamelin argued that his force
dispositions in Belgium along the Escaut would allow the Belgian Army to re-
constitute its forces (expected to be in combat with the Germans) and “to take
its place on the Allied front.”¥ He believed that employing his forces along the
south bank of the Escaut River had defensive advantages, but more importantly
would rally the Belgians, adding their divisions to the Allied defense against the
German attack.*® He repeated his desire to rally the Belgians and incorporate
their forces into the Allied defensive line in another meeting with the British
on 19 November.”

Finally, Gamelin envisioned the Allied move into Belgium could be a way
of adding Dutch forces to his overall plan. First considered in a September
instruction to Georges, he pointed out that his Plan E to move into Belgium
would be a prelude to any land support given to the Netherlands.”® During Al-
lied meetings in November 1939, when Gamelin presented his Dyle version of
his campaign plan to the British, he also began to examine the question of how
to add the Dutch to the Allied force mix. At this point Gamelin had long since
settled on a plan based on Allied movement into Belgium but now laid out his
plan for an Allied move to the Dyle that included sending forces into Dutch
territory as well. Elements of the French Seventh Division on the far left of the
Allied line would occupy the mouth of the Escaut and the two Dutch islands
of Walcheren and Beveland to link up with Dutch forces. More importantly, he
emphasized the disadvantage in French force numbers and that the additional
22 Belgian and 10 Dutch divisions were necessary to even out the numbers
against Germany.”!

Gamelin eventually relented completely to his force preoccupation in his
Breda variant of the Dyle Plan. After warning Daladier in January 1940 that
he needed to address the lack of Allied “numerical equality” with the Germans,
he modified his plan further to ensure the addition of Dutch divisions and to
help protect Belgian forces.” In an instruction to George on 12 March 1940,
Gamelin first pointed out that the Dyle Plan placed the Seventh Army north
of Antwerp in order to ensure the security of the lower Escaut and to forge a
connection with the Belgians and Dutch. To maintain communication with the
Dutch and add their forces to the Allied defensive line, Gamelin now pushed
the Seventh Army even farther to the east, toward the Breda-Saint-Leonard or
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even the Tilburg-Turnhout line. He argued that this extension of the Allied
front to the east would actually reduce risk to his forces in helping to reinforce
the Belgian forces against the German assault.”> Now, elements of the Seventh
Army would extend another 48 kilometers to the east, farther away from the
French frontier, and to the extreme north of the Allied line, isolated from the
main fighting that would soon take place 240 kilometers to the south.
Gamelin’s subordinate commanders’ concerns with the Breda variant fell
on deaf ears. Georges was one of the only voices though that brought up the
uncomfortable notion that the Germans may not attack in strength in Belgium
but rather make their main effort possibly in the center of the French defen-
sive line. He complained that the new modifications to the Dyle Plan stripped
away his reserve forces and placed them far to the north. Gamelin, however,
rebuffed Georges’s critique, arguing that it was out of the question to abandon
the Netherlands and that it was necessary “to make an effort to at least give a

”54 In ex-

hand to the Dutch and try to have a land communication with them.
change for 10 Dutch divisions that were overwhelmed quickly by the Germans
in May, Gamelin had further entrapped some of his best forces far to the north,
with little hope of either holding the secondary German effort in the north or
supporting the Allied defense against the German primary effort to the south.

The focus on increasing force by advancing into Belgium led to an imbal-
ance with time and space that the Allies could simply not overcome once the
fighting erupted. When Allied intelligence reported that the long anticipat-
ed German attack had begun, French and British forces followed Gamelin’s
tragic script. They reached the Dyle line with little resistance, as the Seventh
Army moved steadily toward Breda, and along with the BEE engaged what they
thought was the German main effort in central Belgium. Large engagements
with German Army Group B occurred in Hannut and Gembloux to prevent
the Germans from crossing Gamelin’s “open plains” of Belgium, while the bulk
of German armored divisions in Army Group A overran the much smaller Bel-
gian forces in the Ardennes and the French forces in Sedan. The Allied line
crumbled.

With all their planning focused on moving into Belgium, neither France
nor Britain gave much, if any, thought to the time it may take to employ their
forces anywhere else. Once locked into combat with German forces, the Al-
lies faced a difficult fighting withdrawal, and any notion of repositioning their
best forces to meet the German main effort along the Meuse in the Sedan area
was overcome by the tyranny of distance and time. The French had also failed
to assess with any accuracy the area facing the center of their defensive line.
Overestimating the defensive value of both the Ardennes and the Meuse, these
natural defenses were rendered impotent when faced with overwhelming local
superiority of force. Most importantly, the Germans had a far superior force-
to-space ratio in the sector of main effort and the point of main attack—the
area between Sedan and Dinant.® With the Allies locked in a ferocious battle
with German armored and infantry forces in Belgium, they were unable to dis-
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engage their best forces to meet the concentrated German armored forces 240
kilometers to the south that were breaching the Meuse River in the Sedan area
and would soon reach the English Channel coast.

Scripting Disaster: Tunnel Vision and Mirror Imaging
Only the most elastic of minds can make sufficient allowance for the unex-

pected—which means, in most cases, what the enemy will do.
- Marc Bloch>®

When the Germans attacked on the morning of 10 May 1940, Gamelin, in
reference to his Dyle/Breda Plan, asked his subordinate commander: “Since
the Belgians have appealed to us, can you see how we can do anything else?”’
Georges affirmed the expected response; there simply was no other plan.”® The
rigid adherence to what amounted to a single course of action reveals a stun-
ning lack of creativity and sound operational thinking. The Allies had written a
script on how to fight Germany with a singular focus on moving into Belgium
as quickly as possible, memorized it in full, and then performed it with aplomb.
The French Seventh Army arrived in the vicinity of Breda, British forces reached
the Dyle, and the French First Army arrived on the Wavre-Namur line, all with
no significant issues. Now the Germans just had to follow the same script and
the Allies would be the saviors of Europe once again. The Germans, however,
had other ideas. Manstein’s belief that the best solution was not necessarily the
most logical solution—because the enemy could be planning along identical
lines—is both simple and instructive.”

Campaign and operational planning are most effective when multiple
courses of action are generated to achieve an objective, and then each course of
action is evaluated against potential enemy courses of action. This is an art, not
a science, and therefore relies on the application of sound military theory, with
a dose of creativity. Yet, the Allies had developed only slight variations of one
course of action that matched up perfectly with a single, most likely German
course of action. In most cases a commander does not have a perfect aware-
ness of enemy intentions so it is imperative to consider the impact that various
potential enemy actions could have upon one’s forces in order to improve the
effectiveness of the plan. In theory and practice, the Germans understood that
it was wise to adopt the enemy’s most dangerous enemy course of action as a
basis for one’s planning in order to reduce risk.*’ Current U.S. joint doctrine,
for instance, stipulates that each friendly course of action should be analyzed (or
wargamed) against the enemy’s most likely and most dangerous courses of ac-
tion. In his postwar memoirs, Gamelin even admits that “one must always plan
for the worst”®" In 1939-40, however, the French and British ignored theory
and logic and instead based their plan on wishful thinking.

Gamelin personally devised the Dyle/Breda Plan based on an enemy re-
sponse that illustrated what he would have done—classic mirror imaging. In
this case, his lack of creativity and application of sound theory led him to be-
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lieve that the main German effort would be on the “open plains” of Belgium.®
This mirror imaging satiated his desire to secure British support and add Bel-
gian and Dutch divisions to the Allied defense but left his forces unprepared
to deal with any contingencies. Ironically, the original German plan was to
advance exactly as Gamelin had anticipated, but Adolf Hitler dismissed it as
another Schlieffen Plan that lacked any original thinking. In the Allied case,
however, strategic leadership never questioned its creativity or potential to de-
ceive the enemy. They all assumed, like Gamelin, that the Germans would focus
their main effort in that area.

Allied tunnel vision on a single course of action planned against a single
German course of action was apparent early in the planning process. In Sep-
tember 1939, as Gamelin pondered his Escaut Plan, he had already assumed
the German weight of main effort would be across the Belgian plains. In an
instruction to Georges, Gamelin was only concerned with the amount of time
it would take Allied forces to reach the proper defensive line in Belgium before
meeting the German main effort (gros de l'effors).> General Howard Vyse, the
British director of military operations, reported that Gamelin was preoccupied
with a German attack on the Low Countries, thinking that it represented an
“audacious” move.* Ironically, Gamelin referred to a German move into Bel-
gium as “the most dangerous” because it could have the fastest results.* He told
Ironside in mid-September that the Germans would attack through the neutral
countries, and he never wavered from this belief.®® Preoccupation turned to
negligence, as the Allies were completely unprepared to deal with the ultimate
German plan to breach the Meuse in the center of the Allied line and race to
the English Channel.

The only exceptions to the Allied exclusive focus on Belgium were some
fleeting thoughts that the Germans could attempt to attack through Switzerland
or to outflank the Maginot Line. During a meeting with his Allied counterparts
on 6 October 1939, Gamelin raised the idea of a German attack through Swit-
zerland but quickly dismissed it as unlikely.” Gamelin also revealed that he had
considered the possibility of a German attack through Luxembourg and the Ar-
dennes, moving southward behind the Maginot Line.®® This potential German
course of action, however, never emerged in the critical Allied discussions in
November, or frankly at all. If such a contingency had been planned, and then
executed as a branch plan in May 1940 once the Germans revealed their true
intentions, the outcome of 1940 could have been a far cry from what occurred.
At the start of the war, Gamelin had pointed out to Georges the need to main-
tain large strategic and tactical level reserves behind the lines.®” In the end, it is
curious that Gamelin designed his campaign plan to meet the defensive Allied
strategy of a long war by stripping his reserves away from the center, where they
could most easily reach any part of the defensive line and employing them in
the far reaches of his left wing.

Historians have examined the role of intelligence in how it supported the
Allied response to the German assault, but a study on the link between op-
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erational intelligence and Allied planning in 1940 has yet to be written. Was
Gamelin’s fixation on a German attack in Belgium supported by intelligence?
It is difficult to say. Gamelin later claimed to be ill-informed of the direction
of the main German attack through the Ardennes.”® Allied intelligence, at least
at the tactical level, did report German armored columns snaking through the
Ardennes in the early hours of the German assault. At the operational level of
war, however, Allied intelligence focused on German capabilities, particularly
the number of divisions available for combat in the West but ignored potential
German intentions that could have influenced Allied planning. Ernest May,
in Strange Victory, argues that French intelligence had uncovered many clues
that pointed to an attack through the Ardennes but that nobody was able to
synthesize these snippets of information in an accurate estimate of German
intentions.”"

It is also difficult to ascertain whether Gamelin would have listened to such
heresy and changed his plan accordingly. Making significant modifications
to all the detailed planning of meticulous timetables that focused on getting
Allied forces to the proper defensive line in Belgium would have been quite
challenging after months of beating the same drum over and over. The British
were also in complete agreement concerning what they considered to be the
German intent.”* A sound plan, however, should always reflect any changes in
the situation. As it turned out, when the situation did reveal that the Allies had
erred in their assumption of the German main effort in Belgium, it was left to
subordinate commanders to conduct ad hoc/crisis action planning. The Ger-
man tempo, however, disrupted any potential Allied decision-making cycle to
produce a coordinated response.

Stealing a phrase from Neville Chamberlain in reference to Hitler not
launching an assault on the West in 1939, the Allies “missed the bus” on Ger-
man intentions. In planning, an assumption is made to continue planning
when something is unknown. In other words, a likely conclusion or judgment
is made in the absence of facts. Much like Allied leaders assumed that the Ger-
mans would turn west after the completion of their campaign in Poland, they
assumed that Germany would concentrate their forces in Belgium because the
terrain was suited for the offense and that was where the Germans had been suc-
cessful in the previous war. Of course, going back to the war prior to that one
could have shed some light on a more dangerous possibility—that the Germans
would employ superior force in the area of Sedan. Instead, Allied plans began to
treat their assumption of the main German assault in Belgium as a fact instead
of the grave risk that such an assumption represented.

In his postwar memoirs, Gamelin incredulously defended his plan to ad-
vance into Belgium by claiming that “staying on our border was the easy way
out. .. it was, indeed, tempting.”” In his mind, a German takeover of Belgium
would physically and diplomatically sever France and Britain and put an end to
a united front against the common enemy.”* He only had to keep the Germans
locked in a stalemate and eventually the British would send enough troops to
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give him the force superiority that he believed was a prerequisite of success. This
stubborn adherence to a preconceived idea, with little attention paid to any
other contingency, played right into German hands. Avoiding defeat instead
became a self-fulfilling prophecy.

Conclusion
In other words, the German triumph was, essentially, a triumph of

intellect.
~ Marc Bloch”

During the six weeks of the campaign in the west in 1940, the Allies suffered
approximately 100,000 killed in action, roughly equal to the amount the Unit-
ed States lost in all four years of bitter fighting in the Pacific. This staggering
number of dead in a relatively brief period underscores the point that Allied
soldiers paid a steep price for the mistakes of their strategic civilian and military
leadership. Armed with a strategy that had no clear vision of victory, Gamelin
had devised a campaign plan that ignored key facets of operational art and
sound planning. Many more soldiers and civilians would soon pay the price for
that failure.

Lessons learned from the Allied debacle in 1940 are numerous. As far as the
execution of the Allied plan, previous studies have drawn conclusions on the
faulty employment of Allied armor, the exposure of the linear front concept to
maneuver warfare, the methodical nature of the French employment of forces,
and antiquated command and control. This study has examined the topic from
a strategic and operational viewpoint prior to the actual campaign, examining
the rationale and implications of a strategy that lacked a clear vision of victory, a
campaign plan that did not balance operational factors, and planning that never
accounted for a potential most dangerous enemy course of action. These were
the critical ingredients that set up the French and British forces to fail.

The Allied long war strategy, developed at the start of the war, had no clear
vision of victory. Instead, the French and British planned to defend their na-
tional interests with a war of attrition in Belgium for at least two years to build
up superior combat power for offensive operations in the future. The War to
End All Wars was now a blueprint for success. The Allied focus on defending
Belgium operationalized the long war strategy, as it appealed to both nations’
strategic concerns and addressed Gamelin’s quest to even the force score with
Germany. It was the only contingency, and with few exceptions everyone ac-
cepted it without question. More than just an example of group think, it was
a plan that appeased each Allied nation’s fears. The French could move the
dreaded front away from French territory with the added prestige of protecting
their neighbors. For the British, it meant that they could concentrate their land
forces on the continent as close to Britain as possible and use their naval and air
assets in support without compromising national security. But a second phase
of the Allied campaign to conduct offensive operations to defeat Germany nev-
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er even reached the planning stages. Gamelin had planned a half measure; it
was a defensive campaign with no concept to link it to subsequent operations.

Gamelin’s fixation on force, illustrated by his campaign plan to ensure the
addition of British, Belgian, and Dutch forces through a concentrated move
into Belgium, tipped the balance of time, space, and force and prevented the Al-
lies from achieving their objective of defending France and the Low Countries.
In support of the Allied long war strategy, Gamelin had ensured the continued
support of British forces and anticipated adding Belgian and Dutch divisions
to his force ledger. In doing so, he satiated his own preoccupation with force
that he believed was instrumental in preventing defeat. Gamelin had concluded
that this could only be done by defending Belgium and Dutch territory. He
therefore positioned his best forces at the northernmost point in the defensive
line, ready to prevent the Germans from exploiting the flat terrain in Belgium
and outflanking them at the coast. As a result, he was unable to meet the actual
German main effort in the area of Sedan, as the superior enemy concentration
of force at the right time and place, coupled with a high operational tempo,
shredded the Allied long war strategy and revealed Gamelin’s campaign plan as
a paper tiger.

The Allies had put all their effort into one plan against the most likely ene-
my course of action—a German advance across Belgium—accepting enormous
risk in doing so. They ultimately fought the campaign that they had envisioned
for months, not the campaign that the actual situation demanded. When the
Germans simply focused on the weakest part of Gamelin’s long-planned Allied
defensive line, there was no contingency plan to meet it and no chance to repo-
sition their best forces in time. Months of planning around a single option had
led to a predictable plan, and for the Allies, a predictable result. With no serious
consideration of contingency plans, Gamelin had gambled everything on a Ger-
man most likely course of action that pleased his political masters but proved
to be nothing more than his own wishful illusion. In the end, the Allied plan
did not survive first contact with the enemy. The enemy had gotten a vote too.
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