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Cyberspace and Naval Power

Matthew J. Flynn, PhD

Abstract: Seapower has come to cyberspace as a measure of the so-called great-
est transfer of wealth in history given the efforts of China and other states to
steal intellectual property online. But the first greatest transfer of wealth com-
prised Europe’s rise to prominence post-1500 ACE. What historians call the
“rise of the West” came to fruition with a forfeiture of the ideological promise
of sharing the benefits of Western civilization worldwide. Cyberspace promises
to align both threads of the new naval power, economic gain, and ideological
conviction, a novel change in the history of conflict at sea all made possible by
the technical marvel of cyberspace.

Keywords: greatest transfer of wealth, naval power, openness, rise of the West,
cyber sovereignty, conflict at sea

ne main purpose of naval power is attaining resources to drive the
economic enrichment of a nation. That push naturally breeds conflict
at sea among nation-states seeking the same end. The foremost success
in this competition is what scholars call the “rise of the West” and refers to
Europe’s ability to gain prominence post-1500 ACE, as a realignment of re-
sources went decidedly in favor of the emerging Western nation-states. A series
of modest naval expeditions led to a concerted effort to gain riches abroad and
bring them to Europe. Military coercion first interdicted and then redirected

Dr. Matthew J. Flynn serves as professor of war studies at Marine Corps University, Quantico,
VA. He specializes in the evolution of warfare and has written on topics such as preemptive
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He also coauthored a study analyzing revolution and civil liberties, titled Washington & Napoleon:
Leadership in the Age of Revolution (2012). Books such as First Strike: Preemptive War in Modern
History and Contesting History: The Bush Counterinsurgency Legacy in Iraq (2008) look at preemp-
tive warfare as national policy and counterinsurgency’s impact on national power, respectively.
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trading networks in the Americas and Asia to such an extent as to revive Europe
as a power center that relied on sea lines of communication to accomplish what
became the greatest transfer of wealth in history.

Today, a similar change unfolds in cyberspace, but in the other direction.
The new greatest transfer of wealth arises from non-Western states acting in
cyberspace to steal technology from Western states to then seek advancement
on the world stage. To address this reality, those considering conflict at sea must
weigh how cyberspace has assumed the mantle of naval power to feed a glo-
balization movement driving regional inequalities. However, smoothing over
difference, rather than creating imbalance, appears to be the new mandate of
casting cyber power alongside naval power.

The ensuing “sea” conflict in cyberspace struggles to apply geographic di-
mensions when using the labels West and non-West nomenclature that makes
sense only when referring to European countries and the United States as West-
ern. That division falters today since Japan, for example, can be considered
Western, not because of its geographic location but because it marries an inter-
national trade imperative with some form of democracy. A better focus dismiss-
es geography. A more inclusive means of government contrasts with dictators
imposing authoritarian rule while pursuing global trade opportunities as well.
The resultant political tension inherent in this contrasting dynamic draws naval
power into the cyber realm where geographic boundaries are even harder to
attain or maintain than at sea.

The struggle to realign state power continues online as more open states
confront governments hoping to limit access in this new space. The issue here
is controlling content coupled with the urge to communicate among a popula-
tion subsuming the mere desire to conduct an economic transaction. That key
distinction means a cyber conflict over resources demands an ideological show-
down in that domain, as was the case with the rise of the West. It is less things
coming full circle than it is naval power as cyber power forcing the rise of the
West paradigm to fulfill its lofty ideal of sharing resources globally in the hopes
of forestalling conflict. The alternative leaves trade benefiting one region more
than others and functioning as a means of imbalance on the world stage. The
thesis of this article is that the ideological goal of promoting democracy with
trade is a needed choice given that the extension of that ideal to cyberspace via
openness can check China’s growing power.

The Greatest Transfer of Wealth

In recent times, cyber vulnerabilities have eroded state sovereignty to the point
where China, in particular, has plundered intellectual capital from the United
States via online theft and espionage. Critics of an open internet lament this
“greatest transfer of wealth in human history.”! Thanks to cyberspace, global
interaction now works against Western interests, making that exchange felt in a
remarkably short period of time of some 40 years. Stealing Western secrets via
cyber access has identified a startling shift of riches among nations that com-
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menced in short order, threatening the Western advantage in global trade and
perhaps imposing a position of disadvantage.

This fear of economic parity or even inferiority contained a noticeable dec-
laration of hypocrisy given Europe’s, then Americas, rise to power via a similar
exchange, amounting to the first greatest transfer of wealth in human history.
Scholar William H. McNeill described this process as the “rise of the West.” He
stressed the ability of a European power center after the year 1500 to exploit
the wealth of existing trading networks in the Americas and Asia during some
400 years.” Poverty-stricken Europe then remade itself into the most powerful
region of the world.

While McNeill recognized some benevolence in this process, others called
out Western expansion as no more than imperialism. This practice allowed a
European primacy in world affairs that rested on a social system embracing
universalism; only one “modern world” existed, albeit after 1500 one tilted to-
ward European ascendancy.® That line of analysis spurred additional research
to address why an impoverished Europe rose to dominate more prosperous
regions of the globe. If biological factors could help explain the European
conquest in the Americas, as Alfred S. Crosby showed in 7he Columbian Ex-
change, and Jared Diamond stressed in Guns, Germs, and Steel, that devel-
opment did not explain what occurred in Asia where uncontrolled illness
did not decimate the population there but Europeans still came to dominate
the region.* Some based this outcome on internal, European factors. In 7he
Wealth and Poverty of Nations, David Landes wrote that a superior work ethic
explained the results and that key mentality sprung from geographic condi-
tions; Western Europe simply enjoyed a better climate than other regions, the
ensuing salubrious living facilitating a drive toward “industrial innovation.”
More insight in this respect led to intellectual inclusion. Europeans borrowed
ideas from outside their region when they needed to, and, even if in a halting
fashion, embraced the best ideas internal to Europe. Less restriction due to
shedding prejudice invited an open-mindedness that meant a distinct advan-
tage.

McNeill’s book 7he Rise of the West set the parameters of this line of histor-
ical inquiry: a dominant China and Middle East giving way to a rising Europe
after 1500. Those scholars focused on Asia conceded the main cause of eclipse
was a lack of intellectual prowess. For this reason, Asia abdicated a leading role
in world affairs, a withdrawal centered on China. For instance, China had initi-
ated a movement in intellectual discovery before seeing Europe birth a “modern
science” that eclipsed Chinese efforts. Others championed Asia as too great a
region to be pushed to the side even if faltering in the face of modernity. As
Eric L. Jones writes in Growth Recurring: Economic Change in World History,
“economic growth would have been possible in any society had impediments,
especially political ones, been removed.” Yet, to examine circumstance, wheth-
er producing internal weakness or foolishly yielding to it, overlooked the main
driver of this evolution. This was the inequality of competition turned into
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conflict, although not always a clash predicated on violence and therefore not
one of war.

Cyberspace captures that very framework of structure mattering more than
geography—when that template is affirmed, the world becomes flat indeed.
Joseph Needham called this possibility a “regionless” competition and an inev-
itable and needed synthesis between East and West.® Such a broad action led
to a universalism speaking to a unity inherent in science—a global reality sur-
passing earthly difference and featuring a “cultural essentialist” thinking.” For
Needham, openness referred to a joint venture in science that had always been
humanity’s intent. That goal awaited a grand technological accomplishment—
such as global connectivity.

Up to this point, human intellectual capital spelled the currency for either
taking a region forward or seeing it bypassed. A stagnate or even retrograde
movement stemmed from an obtuseness that generated physical realities from
intellectual rigidity; a fear of global interaction followed, slowing development
within a state and inviting a decline in national power. This reaction crippled
the Ottoman Empire’s ability to sustain its power when religious dogma crowd-
ed out the reforms needed to counter European advances.' Addressing barriers
to exchange among diverse peoples interacting in a borderland more often than
not signified the future prospects of a regional power. Those engaged beyond
borders looked forward with confidence to future days; those erecting barri-
ers expressed trepidation about the same end. Those seeking engagement, or
Landes’s drive to an intellectual openness, encounter McNeill’s prophecy of a
“world-wide cosmopolitanism” and a world visited by a “vastly greater stability”
arising from a “Western imprint.” To see such a future meant a stilling of vio-
lence as a means of settling disputes due to a “growingly effective international
bureaucracy.”"!

For a time, it appeared that a Western-dictated globalization had indeed
subsumed the world. Western culture reached the far corners of the Earth large-
ly on the back of the economic success of capitalism. When Europe forfeited
its dominant position after the World Wars of the mid-twentieth century, it fell
to the United States to deliver this outcome. The fall of the Union of Soviet
Socialist Republics (USSR) heralded this achievement. With the collapse of that
state, a long-standing opponent of American-defined democracy, the norm of
government empowering as many people as possible moved unimpeded about
the world.'” The pushback was immediate, some decrying the new faith in de-
mocracy as no more than a capitalist-based “world war,” others denouncing the
immorality of Western influence as “neoliberal” and as a means to allow the
strong to dictate to the weak, thereby expanding social inequality. Consumer-
ism also surfaced as a global norm and as a less flattering reflection of Western
culture.” In short, if most nations acted along Western norms of commerce,
too many states had found ways to blunt the push for democracy associated
with capitalism and did so with U.S. complicity, all in the name of making
money.' These critics could not stop the movement, however. If not an “end of
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history,” civilization had achieved a threshold, a single system elevated to appear
the banner of modernity, at the least a needed benchmark to reach in order to
flourish in a new world."

As governments willingly sought out financial advantage, humanity
glimpsed a borderless world as multinational corporations pushed for monetary
exchange that relegated demarcation lines to potentially ceremonial markers.'®
In this process of globalization, the nation-state system took a hit as well, and
international boundaries appeared to wane in the face of economic advance-
ment."”

Content to watch a natural evolution in globalization, the United States
prepared to reap the benefits of a world now shaped according to its norms. This
change would be a slow process, but one clearly bowing before U.S. interests.
One must appreciate the calm and almost welcoming disposition of the United
States toward this development. Its vision of world affairs was coming true, and
its belief in its exceptionalism was reaching fulfillment. Simply motivated by
ideas of communion aided by governmental blessings of the effort, humanity
had reached for a meeting of the minds, a shared endeavor of making prosperity
and hope a global mission.

This self-actualization of the human race fit American lofty sensibilities.
When the internet surfaced, this thinking gained further traction, generating
a moment when technology had delivered the means of implementing global-
ization.'® A missed opportunity had been made good since connectivity meant
something more than merely economic advancement. The new age reached past
the rise of the West as cyberspace delivered a noble and rightful payoff, one ben-
efiting all and doing so by smashing borders and doing this not by authoring a
land invasion propagated by armies answering to a single state or alliance, but
doing so by the sheer force of ideas. The international exchange should be one
of discourse, of people reaching out to one another, of learning about each other
in ways never before possible—instantaneously and without the oversight by
either elected or self-appointed authorities.

Cyber Sovereignty

Borders appeared to be dead at this point since one people inhabited the Earth,
not citizens of differing states, but those online or “netizens.””” And then ad-
versaries of globalization spreading via cyberspace declared that openness does
not serve as an expression on behalf of humanity; rather, it marks the cultural
threats lurking in the new domain. One must be on guard against these insidi-
ous, intellectual dangers, and attempting to mount that defense means curtail-
ing an open internet. Championing cyber sovereignty represents a start, not so
much a genuine means of curbing connectivity since logical (physical) connec-
tion remains, but more of a willingness to stop unfettered human interaction
via openness that would result in so much more than seeking online access to
turn a profit. One had to dominate the monetary proceeds of cyberspace and
control, even stop, the social interaction that accompanies such trade. The rise
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of the West mentality had come to cyberspace: profit via a bounty allowing one
region to attempt to exploit another but stymie societal connection that might
drive parity among competitors.

When it comes to cyberspace, territorial sovereignty enjoys an uneasy tran-
sition to the domain. A state exercises control over the physical infrastructure
located on its soil providing connectivity to the internet. One expert describes
this mandate as authorizing governments to “regulate activities occurring with-
in their territories and to enforce their domestic law.”® This stand appears
straightforward enough and therefore valid. A state would naturally govern on-
line use within its borders. Yet, a government will enable information online to
flow onto another country. In this light, cyberspace does not fall under one na-
tion’s sovereignty. Rather, countries have an obligation to promote and ensure
connectivity. Clearly, nations function as parts to a whole even as those parts
may well answer to state sovereignty.”' 7he Tallinn Manual on International Law
Applicable to Cyber Warfare, the West's quintessential answer to placing cyber
realities firmly on a legal footing, captures this ambiguity perfectly. “Rule 17
defines “sovereignty” as allowing a state to “exercise control over cyber infra-
structure and activities within its sovereign territory,” “although no state may
claim sovereignty over cyberspace per se.”**

In this confusion regarding what constitutes shared cyberspace lies a grow-
ing uncertainty regarding what guarantees openness within a state. No matter a
declared respect for territorial sovereignty, Western actions advancing openness
transgress on the very idea of sovereignty as a means of connectivity ensuring
best business practices. For the West, the de facto norm allows openness to
function as an outgrowth of that connectivity. To states fearing openness, new
international agreements must make plain the violation of a free exchange of
ideas.”” Given this divergence, territorial sovereignty has not been sufficient to
make clear what must happen in cyberspace. Somehow, despite an alignment
of cyber sovereignty with the concept of the nation, a clear understanding of
openness has fallen outside that norm.

Those supporting cyber sovereignty base their views on the Westphalian
state system of 1648. This logic flows from the assumption that agreeing to
territorial borders granted Western European nations a reprieve from endless
conflict. Once ending the Thirty Years’ War with this agreement, prosperity rose
and helped Europe attain a dominant position in the world.?* This character-
ization of the nation-state system overstates Western achievement. In Europe,
defining borders did not always equate to a national identity. That step evolved
much more slowly and perhaps arrived only with the French Revolution in
1789. Still, after 1648, Europe did take another big step forward in terms of
regional identity and exerting global power, and the fact that conflict among
these emerging states assumed more predictable and acceptable forms no doubt
played a role in this development.

Bringing to bear some old thinking about nationalism on the new reality of
cyber yields a familiar outcome, as nation-state norms become a mechanism for
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authoritarian regimes to control the interface. What eventually became a key
part of Western expansion—state sovereignty fostering centralized rule—now
enables many nations to deny their citizens unfettered access to the internet
by implementing government regulations that maintain a watchful eye over all
internet traffic.”® Nations attempting to erect borders in cyberspace to keep out
undesirable contacts try to restrict openness as they deem appropriate.

The Reach of Naval Power

To exert naval power generated interaction as much as confrontation among
nations. The same applies to cyberspace and that mixing worries countries
vulnerable to that exchange. As connectivity continues to grow in cyberspace,
those governments fearing openness as the free exchange of information and
ideas online offer increased resistance. That opposition stems from leaders of
autocratic nations worried about the cultural impact of connectivity, and, sur-
prisingly, from many voices in democratic states responsible for protecting their
networks. Altogether, cyber sovereignty becomes a means of trying to thwart
openness by retaining state borders in a cyber world.

Those propagating fears of connectivity to enforce cyber sovereignty appeal
to Western norms of government-imposed boundaries, law, and possession. To
make state sovereignty work in the cyber age, one has to give up on the idea
of one world. All people are not the same. Rather, different parts of the world
enjoy different rules and norms. Cultural specificities mean a rationale for sepa-
ration and maintaining an international state system featuring different nations.
That goal betrays the most effective use of naval power in history: the rise of
the West. The question becomes, can Western powers arrest this process in the
cyber age, and to what end? Perhaps shoring up network security can stop a loss
of intellectual capital. But to do so cripples the other arm attending economic
expansion, a quality resting on American sensibilities. The world could be unit-
ed by overcoming difference, and the United States had set out to do this from
its inception. That conceit did not require all people to be American. Rather,
all people clearly should be American because the pursuit of freedom knew no
boundaries when considered a universal attribute.” With this reference, cyber
sovereignty presented a technically savvy body politic with a visceral contradic-
tion: technology speaking to global outreach and a movement endorsing that
very connection, but also a cry from within the United States for cyber sover-
eignty in order to protect the American public from that very outcome.

To dispel such a gross contradiction, the emerging global interchange in
cyberspace met with recrimination among U.S. state authorities as a reaction
to fears of a borderless world. Fancy defined those past movements where mere
cyber connectivity had helped mobilize whole populations to act against their
oppressive governments. The Middle East arose as a striking example in this
regard, an early success story being the Arab Spring. Then came an unspoken
global repudiation of the movement. Populations had acted, to be sure, but
the outgrowth had produced dislocation and destabilized the region. Dicta-
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tors have weathered that movement to this point, but technology could still
usher in a sea change.” The United States suffered the most regress in terms of
what might come next. Americans had believed a government holding people
in check stood for oppression. Now, populations in other parts of the world
can agitate for freedom, but have to face an American litmus test demanding
an unclear standard.

Other states noticed the hesitation and strove to recover their own sense of
purpose. States like Russia and China justified cyber sovereignty as online con-
trol that quelled their society of users from thinking that fostered social largesse.
In the case of China, big data offers enticement to that very end: increased
business activity from better processing power coupled with an upgrade to state
surveillance.” Thoughts that looked to humanity as one entity, and not many
competing groups, suffered in the face of that oppression. Any aspirations of a
global, American-led online world faltered as a result as governmental authori-
ties looked to arrest this process of online interaction by enacting controls over
the very means of exchange that defined openness.

Embracing control meant that all nations could point to war as the out-
growth of cyber realities. Threats dominate the platform, not promise. Fear
should guide the online experience, not trust. What had been an arbitrary ex-
perience enjoined with the excitement of connecting with everyone anywhere
now has to have intrusive limits and safeguards. People cannot be trusted, the
technology cannot be trusted, and the world remains a warzone first and fore-
most. Cyber merely advances a pending doom, a means to accentuate a familiar
path of conflict.”

Western governments could no longer be certain of the outcome of such
a struggle should unfettered online access be the norm. These power centers
hoped to hold onto power by controlling private business. The idea of corpo-
rations, the monied interests in the hands of those less willing to obey state
boundaries, setting governance, or merely undermining government by doing
nothing to rein in the presumed chaos, appeared a real possibility in a cyber
age where that sector had in fact created so much of the platform and did so
to serve a humanity hungering for connectivity.*® Profit followed, and nation-
states allowed corporations to exist with continued financial gain so long as the
corporate entity towed the line of state sovereignty in pursuit of a world resting
on devices to make connections in all walks of life, and so arrives the internet
of things.

So far, the idea of naval power remained intact and familiar, if one accept-
ed cyber sovereignty. But realigning sovereignty has always been the foremost
outcome of naval power gaining resources and has always fueled conflict at sea.
Now, U.S. decision makers had to contended with that reality in cyberspace.
The connection is that interaction at sea or across cyberspace means redefining
sovereignty, or trying to keep it as it always is no matter that impossibility.
Resources were certainly one aspect of this struggle, but there remained the
ideological imperative accompanying such thinking. After the rise of the West,
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Americans defended the best of this European expansion, a hope that enrich-
ment of one region would cause the emulation of that success in other less
fortunate regions of the globe. A shared prosperity would emerge and with that
change a more peaceful accord among like-minded nations.

Today, the ability to steal ideas online meant non-Western states acted to
make this very prophecy come true. But defending cyber sovereignty meant
Western states opposed that attempt. While protecting and defending intellec-
tual property made sense, the larger issue of invalidating the ideological premise
Americans safeguarded in the rise of the West meant a defeat of casting the
American ideal globally.

Naval power was supposed to make good this vision when in American
hands. American naval power made sea lanes accessible across the world, a com-
mon access to international waters. This guarantee appeared self-serving in the
extreme as those norms fueled the American trade juggernaut. Equal access
benefits Americans most. But American altruism stresses a universalism in the
intent; free trade could benefit everyone. The new greatest transfer of wealth
disputes this optimism both in effect and purpose. First, other nations such as
China trade across the globe. Second, the ideological need to share ideas as a
means to economic empowerment had come to pass, but in an illegal manner
according to Western observers. No matter, the obvious contradiction had been
exposed: a desire for material resources justified by a promise of parity someday,
but a promise that was never honored. Cyber realities had tested the ideological
conviction behind Western naval power and found it wanting.

Seeing difference across the globe underscored how democratic (Western)
states feared the very connectivity they did so much to foster. Cyber had not
brought humanity to a point of bliss, but instead brought crisis. Technology
could not save someone; it could only foment a dark reckoning. Human inge-
nuity could not get one past these inflexible moments. With each advance in
cyberspace, humanity faced limitation, not largesse. Such doom spawned only
one form of government—one purporting control. Projections of wise leaders
in government doing unpleasant tasks for a greater good, albeit a localized
good as per any understanding of sovereignty, encouraged obedience among
state populations. States did not proctor community, only self-preservation
of a lone actor. The internet served both aims, a nurturing of individualism
in search of a community but also a fear of overextending one’s private reach.
Identifying that contradiction as misfortune meant that the outcome mat-
tered more than the process. Those shaping the online world embraced this
deliberate emphasis, a by-product of stressing cyber sovereignty. Just as 1648
marked a great abuse of power in the name of sovereignty, so too did a cyber
world limited in recollection of democratic activism online.?! The push online
to break the grip of state sovereignty became a forgotten story, and so too did
the push of humanity aspiring for change by accepting a clash over thinking,
less a war over territory.
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Future of Naval Power as Cyber Power

The vilification of cyber as a nemesis to a universalism inherent in the medium
made it easy to spurn a sharing of long-held power; rather, a sad reactionaryism
took hold. This thinking reversed what the founders of American republican
government expected and undermined the advent of democracy already sur-
facing online.’® That result means Americans face a crisis when contemplating
naval power and a conflict at sea. To deny a realignment of riches as was unfold-
ing in the cyber domain appears an obvious mandate, until the intellectual cost
of that act comes to the surface. The ideological baggage of any naval presence
came to roost in cyberspace like never before as the online quality of humanness
reaching across the globe threatens sovereignty. Most tolerated the business end
of connectivity, even encouraged it, for obvious reasons: financial gain. Too
many could not condone the output behind a shared human activity of simply
sharing ideas, especially not if the world must remain as it was before online
realities took hold.

A final contrast remains, set by those proclaiming the virtue of cyber sover-
eignty. They maintain that the threats online are so great and pervasive that one
cannot but conclude that severe restrictions of online use would be the logical
extension of cyber sovereignty. At the very least, controls could reduce online
use to mere polite conversations, all approved by the state. Moreover, public
information could be approved by state authorities, and only sanctioned users
could post or access such material. However, such controls would discourage
use altogether, a near impossibility not due to financial loss but more due to
the absurdity of returning to a life before internet use. The gains are clear from
ease of access to information, from financial transactions saving time and mon-
ey, from the ability to talk to more people more often for more time and at
affordable cost. Those seeking retrenchment fail to consider the impossibility of
setting the clock back. An appeal to a better existence in the past is easy to sell
and nearly impossible to enact.

The demonization of the new continues, however. Governments promise
the impossible of controlling online use and hold out the fear of not being able
to do that very thing. Assurance and despair seck user obligation to cyber sov-
ereignty. That surrender accepts a status quo that no longer exists, a status quo
grossly imperfect in its outgrowth delivering strife and conflict, and a status quo
that merely sought self-preservation of an old order that hardly spoke to univer-
sal functionality, the very premise of online existence. One could not hold back
time, denounce the future, and seek to control the onrush of modernity, even
when appealing to cyber sovereignty.

A future defying cyber sovereignty is here, for now. Clearly in the ether of
cyberspace stands stateless terrain, a cognitive terrain, an area completely free
of state sovereignty. That standing parallels sea power and suggests the rise of
the West remains in play as an ideological imperative at long last redressing the
regional inequalities that came from that development. More of a sharing of
intellectual capital as a means of economic enrichment must come into play,
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or the United States must give up on its push for an ideologically shared vision
of trade fostering better relations in order to find similarity and accord among
peoples. Cyber vulnerabilities have allowed parts of the world to catch up to
the West, but that development means the West can right a long-standing ill
inflicted on less powerful states that were to meet the promise of advancement
someday, but something held as too far off to be actionable, until now. One
need only accept this fact of openness and protect it. This feat arrived from an
ability to tap a space that had awaited human discovery. Somewhere between
Earth and space in the electromagnetic sphere, cyberspace lurked and delivered
a universal existence speaking to the best of humanity. That truth is self-evident,
best testified to in the efforts of states to redact the existence of openness fol-
lowed by the state drive for cyber sovereignty to quash the society of users that
functions online and produces a community that is bigger than government.

In place of that supposed utopia comes the dystopia of returning the world
to what it was before cyberspace. Authoritarian states like Russia and China
recoil before this medium.?® Putin attempts to cast a narrative that abounds
in cyberspace and has enjoyed some success in capturing a nostalgic Russian
history embracing territorial expansion even if facing connectivity with great
trepidation.® China’s great fire wall stands to keep its citizens apart from online
realities, all the while that nation engages in global commerce designed to foster
exchange beyond its borders.*> Smaller states fear the impact of these “cyber
rebellions” t00.*® North Korea, for example, remains a reclusive state but one
forced to engage in cyber ransom attacks to prop up their cash-starved edifice.
Looking beyond its borders is a great imperative to enrich the nation and keeps
alive the possibility of internal upheaval from public discontent stemming from
web access.” Even the United States weighs concerns about online, citizen ac-
tivism as radicalism at home roils its body politic. To look backward suggests
a return to a unifying American identity as divorced from the world, an end
tacitly admitting an inability of a democracy to weather a free exchange of in-
formation.*®

Again, such retrograde thinking clashes with online realities that may well
be effaced or diminished as a consequence, but not before the folly of such
an outcome reveals itself. That struggle, so parochial in the past, now assumes
much larger parameters. Openness replaces that narrow ideological construct
with a declaration of human access to ideas.*” This universalism defines a fron-
tier as it should be, the validation of the human need for discovery. To this end,
those attempting to defend cyberspace as a positive strive to place cyberspace
on a level defying sovereignty. This effort has yet to achieve its full measure, one
that accepts globalization as a process reshaping the power structure enacted
with the rise of the West.

Cyberspace has closed the gap of riches, but now comes the ideological
measure. The online world means Western states must live up to the ideological
conviction inherent in the rise of the West as that of sharing resources to create
more like-minded peoples who then shun the propensity to turn toward war. In
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turn, China will have to do the same. With this recognition comes a vision of
cyberspace declaring human interchange as the prized commodity arising from
trading goods. Naval power as cyber power forces the acceptance of this other
arm of Western expansion, as shared material gain means ideology can at last
help defend an open trading system given the altruistic motive behind online
existence. This presents another opportunity to foster an exchange across the
globe and on a more equitable basis given the difficulty in setting standards of
sovereignty in cyberspace. In that dynamic stands a counter to Chinese hopes of
expansion via online subterfuge to commandeer the intellectualism defining a
so-called Western region today. To compete with the West in cyberspace, China
and other authoritarian states must risk becoming like their declared adver-
saries, a measure of democracy as a symptom of naval power and as the new

ideology driving reality in cyberspace as that domain recaptures the lost virtue
of the rise of the West.
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