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				From the Editor

				It is with great honor that I provide the introduction for this issue focusing on emerging disruptive technology for the Journal of Advanced Military Studies (JAMS). Artificial intelligence (AI), advanced human-machine team configu-rations, profound technological developments, and the never-ending security demands for all societies in this fast-paced world have placed humanity at the edge of a steep incline. Our species is moments away from multiple historic, likely game-changing developments that will require massive changes in how our military profession understands, prepares, and executes missions to deter conflict, win decisively when required, and encourage peaceful coexistence.

				During the next decade or less, we will likely witness a firm expansion of humanity into the solar system, becoming a multiplanetary species with cos-mic aspirations that carry with them new and unfamiliar security requirements. In the same period, we may finally spawn artificial intelligence that rivals or exceeds our own in ways that have extraordinary military consequences, with parallel robotics and drone developments giving AI the means to interact in the human world with their unique cognitive abilities. Decision-making methodol-ogies, doctrines, practices, and even the language and underlying principles that comprise the current understanding of how to strategize and achieve tactical success must be tempered not with traditional or familiar tools, but with these emerging and unprecedented ones that will undoubtedly cause a paradigm shift in how we conduct war.

				This issue of JAMS attempts to illuminate these new pathways with provoc-ative and well-researched offerings. Major John Bolen boldly proposes drone employment en masse using swarm configurations, while Ameema Khalid con-siders the space domain and the clear need for new space policies, laws, and security preparations through a technological, deterministic lens. Lieutenant Commander Jonathan Alexander explores how human operators may become “enmeshed” into human-machine teams that carry new moral issues and risks. Paul A. Eisenmann critiques Western democracies in this emerging world of technological ambiguity, where authoritarian regimes may have the upper hand in waging cyber wars. These authors examine conflict and decision making with 
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				clear appreciation of the disruptive nature of this rapidly changing technologi-cal environment before us. 

				Yet, we might not toss the human baby out with the AI bathwater. Defense of institutional norms, principles, and beliefs in this rapidly changing period is a valid and necessary area for debate. Major Vincenzo Gallitelli critiques the rise of AI by defending the institutionally favored conventions of Carl von Clause-witz, offering ways for humans to harness AI without becoming replaced. Major Gavin Holtz works in parallel, proposing interagency concepts that integrate new AI abilities with established military frameworks such as John R. Boyd’s OODA (observe, orient, decide, act) loop. Ehsan Ejazi and Mahsa Ahmadyan offer analysis on how AI might be used to efficiently sustain existing geopolitical orders that use proxy wars to prevent nuclear or total war escalations. These au-thors provide signposts for future pathways where disruptive technology might be harnessed to further buttress existing institutional norms and best practices. 

				Lastly, this issue features some unorthodox and forward-looking positions on how far we might be technologically disrupted from our comfort zone. Lieu-tenant Colonel Jani Liikola and Commander Petteri Blomvall challenge the institution in a provocative fashion, offering readers new insights into how AI multiagent systems might transform nearly everything in the defense paradigm. A.S.M. Ahsan Uddin offers readers an overview of fantastic technology and theory such as antimatter missiles, kinetic bombardment from space, and anti-gravity propulsion that could in the coming decades move from the improbable to the feasible. 

				These authors collectively have peered out into the uncertainty and fog between our present state and a near future where these profound technological developments manifest in one form or another. We may be standing before some momentous transformation where new and dangerous pitfalls lurk. Read-ers should find their offerings in this issue of JAMS illuminating in a variety of ways to pierce the techno-veil. 

				Ben Zweibelson, PhD 

				Strategic Innovation Group Director,

				U.S. Space Command
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				Achtung—Swarm!

				A Proposal for Swarm Maneuver Groups

				Major John Bolen, USA

				Abstract: The unmanned combat vehicle, or combat drone, is making its pres-ence felt on battlefields around the world. Much like the tank and aircraft in World War I, drones have been employed individually or in small groups to conduct reconnaissance and precision strikes. But the Department of War’s re-newed focus on large-scale combat operations warrants new thought regard-ing drone employment. This article is not a treatise on the technical aspects of unmanned combat vehicles, but instead a proposal for drone employment en masse as an operational maneuver force. It uses historical examples of op-erational maneuver, recent drone operations, and imagination to generate a new concept for combat drone employment: the swarm maneuver group. The high mobility and mass of the proposed swarm maneuver group offers the Joint Force a new means of conducting persistent deep operations to disintegrate adversary antiaccess/area-denial (A2/AD) systems and enable Joint operational access to theaters. The aim of this article is to generate creative thought, debate, and purposeful action regarding the offensive employment of unmanned com-bat vehicles in large-scale combat operations.

				Keywords: swarm maneuver group, unmanned systems, military innovation, antiaccess/area-denial, A2/AD, Joint Force, swarm tactics, combat drone doc-trine

				Introduction

				The United States faces the prospect of a multifront war against sever-al rogue adversaries and a peer, which is arguably the most existential threat the United States has faced in its history, the People’s Republic of 
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				China. As highlighted in the Joint Operational Access Concept (JOAC), these adversaries have robust antiaccess, area-denial (A2/AD) systems combining the tyranny of distance with the lethality of long-range reconnaissance-strike com-plexes. They seek fait accompli victories, believing they can achieve political objectives with armed incursions before the United States and its allies can mass a credible military response. Simultaneously, shortfalls in recruiting and retention efforts and large numbers of citizens unfit for service constrain the size of the U.S. military. While the United States has the best servicemembers in the world and many exquisite capabilities, the Services are spread thin and have constrained mobilization potential.

				During the interwar years, figures such as J. F. C. Fuller, Georgii Samoi-lovich Isserson, Heinz Guderian, and William L. “Billy” Mitchell grappled with a similar dilemma: How can the offense, constrained by peacetime budgets and force sizes, overcome the immense depth and firepower of the modern defense at the outset of the war? Two new combat platforms, tanks and aircraft, had achieved tactical successes in World War I but in limited and auxiliary roles. Armor served as infantry support, and aircraft in reconnaissance and air-to-air combat. 

				In the 1920s and 1930s, these visionaries and others developed doctrine for the offensive employment of armor and airpower en masse to achieve not just tactical breakthroughs but operational-level ruptures of entire defensive systems. They used history, combat experience, training, and imagination to develop new theories of warfare, often before tanks and aircraft of sufficient quality existed to validate their proposals. It was not until the 1939–40 German invasions of Poland and France that their hypotheses were substantiated. Tanks, aircraft, operational design, and offensive-minded leadership outmaneuvered and defeated the epitome of defensive depth and firepower, the Maginot Line. 

				A new offensive means, the unmanned combat vehicle (UCV), is making its presence felt on battlefields across the world. Just like tanks and airplanes in World War I, they are spread throughout the force in driblets, conducting aerial reconnaissance and isolated strikes. But as the German general Heinz Guderian said, “You hit somebody with your fist and not with your fingers spread.” The United States requires a highly mobile force with sufficient mass to conduct, as stated in the Joint Concept for Entry Operations: “opportunistic and unpredict-able maneuver in and across multiple domains, establishing local superiority at multiple entry points to gain entry and achieve objectives.”1 

				This article proposes a new method of using UCVs to meet many of the requirements outlined in the JOAC—the swarm maneuver group. This is not a treatise on the technical aspects of UCVs but instead a theory of their or-ganization and employment en masse as a deep maneuver force synthesized from historical examples, recent tactical actions, and imagination. The aim is to 
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				generate creative thought, debate, and purposeful action regarding the offensive employment of UCVs to disintegrate adversary A2/AD and decision making and enable Joint entry operations. 

				Mongols, Napoléon, Vicksburg, and 

				Operational Maneuver Groups: 

				Historical Precedence for Operational Maneuver

				During 1240–41, the Mongols invaded Eastern Europe with the intent of sub-jugating Hungary. A simultaneous operation in Poland led by the Mongol com-mander Subutai supported the Hungary operation by preventing the opposing forces from concentrating combat power. The Mongols divided their army into four columns, each of which had two to three tumens (divisions) of 10,000 horsemen. Column commanders had the freedom to plan their own route and tactical actions, so long as they adhered to the operational timeline and theater strategy.2 

				Mongol commanders bypassed enemy strongpoints and only attempted to storm fortresses once. If resistance was strong, they moved on. By raiding vulnerable yet critical parts of their enemy’s civil-military system—agriculture, small towns, etc.—they consolidated gains while avoiding enemy strengths. When the opportunity to defeat their enemy in detail emerged, as at the Battles of Mohi and Liegnitz (April 1241), the Mongols used speed, deception, swarm-ing tactics, and envelopments to defeat the slower European forces.3 

				Six centuries later, during the American Civil War, commanders on both sides employed large, mobile groups of horse cavalry in raiding operations. In 

			

		

		
			
				Map 1. Map of the Mongol invasion of Eastern Europe

				Note the use of multiple, converging columns.

				Source: Derek Davidson, “Today in European history: the Battle of Mohi (1241),” Foreign Ex-changes, 11 April 2019.
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				late 1862, Union major general Ulysses S. Grant initiated his first campaign to capture the Confederate river fortress of Vicksburg, attempting an overland march east of the Mississippi River. Lieutenant General John C. Pemberton, the Confederate commander, launched two deep cavalry raids on Grant’s supply lines while keeping his main forces in Vicksburg. The first Confederate raid, led by Nathan Bedford Forrest, destroyed rail junctions in the vicinity of Jackson, Mississippi, roughly 200 kilometers (km) behind Grant’s forces, severing Union wire communications and supply lines.4 Nearly simultaneously, General Earl Van Dorn led 3,500 Confederate cavalry in three columns in a raid on Grant’s main supply depot at Holly Springs. Van Dorn’s forces quickly overcame the defenders and destroyed the Union depot.5 Grant’s attempt to use support area forces to neutralize the Confederate raiders failed and, with the loss of his lines of supply and communication, he was forced to temporarily regroup at Mem-phis, Tennessee. 

				In April 1863, Grant launched a second Vicksburg Campaign, this time seeking to cross the Mississippi River south of the fortress. On 17 April, he dispatched a brigade of 1,700 cavalry and six small guns under Colonel Benja-min H. Grierson with the dual purposes of distracting Pemberton from Grant’s movement and fixing Confederate forces, primarily their cavalry, away from the Union crossing site. Grierson avoided Confederate strengths and attacked weaknesses. He routinely detached subordinate elements to move on separate axes and made numerous feints to confuse the Confederates as to his real objec-tive. He also employed an advanced reconnaissance force wearing Confederate uniforms to provide early warning of enemy forces.6

				For 16 days, Grierson covered 970 km of enemy territory and destroyed more than 80 km of Confederate railways and telegraph wire.7 More impor-tantly, he fixed a division of Confederate combat power in a secondary sector while Grant crossed the Mississippi. His actions highlight the outsized opera-tional effects that highly mobile maneuver forces can have on opposing armies as well as their commanders’ minds. 

				During the 1945 Soviet invasion of Japanese-held Manchuria, the Red Army employed forward detachments of combined-arms mechanized divisions, corps, and armies to execute deep penetrations of Japanese positions and seize objectives that supported follow-on-force advances. These forward detachments operated jointly with Soviet air, airborne, and amphibious groups to penetrate up to 800 km into Manchuria and disintegrate Japanese command and con-trol (C2) and transportation systems.8 During the Cold War, Soviet military theorists used the forward detachment model to conceptualize the operational maneuver group. An operational maneuver group is:

				a highly mobile, combined arms formation intended to operate ahead of the main body of Warsaw Pact frontal forces. It would be commit-
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				ted, through a gap created in enemy defenses by first echelon forces, to conduct a “deep operation” in the enemy rear.9

				Operational maneuver groups would disrupt North Atlantic Treaty Organi-zation’s (NATO) C2, neutralize airfields, seize mobility corridors, and threaten enemy capitals in order to enable the success of follow-on-forces. Their employ-ment would, ideally, force an early decision in conflict while avoiding NATO’s 

			

		

		
			
				Map 2. Grierson’s raid in support of Grant’s Vicksburg Campaign

				Source: Mike Phifer, “Grierson’s Raid in Support of Grant’s Vicksburg Campaign,” Warfare His-tory Network, accessed 24 September 2025.
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				high-readiness frontline units and succeeding before NATO could mobilize ad-ditional forces or employ nuclear weapons. 

				Recent Developments in Unmanned Combat Vehicles

				Mavericks of armored and aerial warfare during the interwar years pulled from contemporary conflicts and training exercises to develop their theories and doc-trine. They also accounted for technical improvements in tanks and aircraft, the five most critical of which were described by Soviet brigade commander Georgii Isserson as increased speed, improved firepower, greater range, higher mobil-ity, and mass production. Isserson particularly emphasized mobility, stating, “Everything that increases mobility enriches offensive potential. Defensive po-tential can be increased only by increasing firepower.”10 A treatise on the many technical developments of UCVs exceeds the breadth of this article and belongs to experts in the field but suffice it to say the five critical factors described above apply to UCVs today. The following section instead focuses on the performance of UCVs in recent conflicts, wargames, and training exercises as a means of examining their future potential. 

				Abqaiq-Khurais Attack

				On 14 September 2019, Iran attacked Saudi oil refineries at Abqaiq and Khu-rais with a barrage of 18 loitering munitions and several cruise missiles.11 These drones and missiles likely traveled 300–500 km and reached their targets de-spite the presence of Saudi antiaircraft guns and a Patriot missile defense sys-tem.12 This small tactical action had strategic effects on the global petroleum supply chain and highlights the potential of future UCV attacks on national logistics infrastructure. The attack also demonstrated the benefits of combining loitering munitions with more expensive and capable missiles. 

				Second Nagorno-Karabakh War

				During 44 days in 2020, Azerbaijan inflicted a significant military defeat on Armenia in the Second Nagorno-Karabakh War. It was the first war to feature mass-employment of unmanned systems executing reconnaissance strike com-plexes. Azerbaijan initiated the war with a rapid suppression of enemy air de-fense operation, destroying 50 percent of Armenia’s air defense and 40 percent of its artillery in the first 15 minutes of the war.13 Using remotely piloted bi-planes to trigger Armenian radars and air defenses to engage, Azerbaijan loiter-ing munitions and armed UAVs subsequently destroyed the exposed air defense systems. Azerbaijan combined these attacks with electronic warfare disruption of Armenian radar and artillery suppression of defensive positions, enabling UAV freedom of maneuver.14 

				Azerbaijani commanders established reconnaissance strike zones (RSZ), 
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				a three-dimensional permissive fire control measure allowing human-out-of-the-loop (HOOTL) engagements by UCVs. HOOTL refers to “a weapon system that, once activated, can select and engage targets without further intervention by a human operator.”15 Satellites, reconnaissance UAVs, and small teams of clandestine Azerbaijani forces conducted target identification in RSZs for both UAVs and conventional fires.16 Azerbaijan first destroyed key Armenian defensive network components (air defense, electronic warfare, C2, and fires), then attrited ground maneuver forces and interdicted supply lines.17 

				Simultaneously, a three-corps ground offensive exploited an Armenian defense fixed throughout its depth by RSZs. Two Azerbaijani corps fixed the Armenians along the northern portion of the front allowing Azerbaijan’s main effort, the II Corps and a special forces element, to penetrate Armenians defens-es in the south and capture the critical city of Shusha. Also of note, thick fog grounded UCVs for two days during the conflict, displaying the limitations of these systems.18

				Russo-Ukrainian War

				The ongoing Russo-Ukrainian War is emerging as a testing ground for UCVs akin to what the Spanish Civil War was for the Wehrmacht’s armored and air forces before World War II. On 29 October 2022, the Armed Forces of Ukraine (AFU) launched a multidomain swarm attack on the Russian Black Sea Fleet docked at Sevastopol, Crimea. In total, 16 unmanned systems—9 UAVs and 7 unmanned surface vehicles (USVs)—traveled 160 km across the Black Sea to the Russian port.19 Reports on the success of the attack vary, but it likely dam-aged the Russian fleet’s flagship and a minesweeper while losing all 16 drones.20 While not operationally significant, this marked the first time a swarm of UAVs and USVs executed a joint strike on an enemy port and demonstrates the po-tential for future littoral swarm employment en masse. 

				UCV experimentation and proliferation continued during the relative op-erational stalemate of 2023–25. First, Ukraine expanded its deep-strike cam-paign against Russian infrastructure with drone attacks hundreds of kilometers deep in Russian territory.21 Second, in December 2024, the Battle of Lyptsi became the first all-robotic air-land offensive in history. Although only a small tactical engagement with minimal consequence in the war, Lyptsi may one day be remembered similarly to the first insignificant uses of tanks on World War I’s Western Front.22

				Taiwan Wargames

				Rand highlighted the potential for large numbers of low-cost, reusable UAVs in support of the defense of Taiwan in their publication, Operating Low-Cost, Reus-
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				able Unmanned Aerial Vehicles in Contested Environments. The UAVs in the war-game were a mix of XQ-58 Valkyries (8.9 hours loiter time, 9,362 km range) and a smaller “kitten” variant (5.6 hours loiter time, 6,182 km range), one-tenth the size of the Valkyrie. The defenders tasked the UAV group with maintain-ing intelligence, surveillance, and reconnaissance over the strait to enable the accurate delivery of Harpoon antiship missiles against People’s Republic of Chi-na (PRC) vessels. To accomplish this, the UAVs established a 10,000-square-kilometer formation of 500 UAVs flying over the Taiwan Strait at 30,000 feet. They communicated and shared intelligence using a mesh communications network and a chain of relays.23 The UAVs enabled the defenders to destroy more than 70 percent of the PRC fleet.24 The wargamers mitigated the effects of enemy jamming by employing the UAVs at high altitudes, though the article admitted lower-altitude and overland employment would increase the success of enemy jammers.25

				OFFensive Swarm-Enabled Tactics 

				Since 2017, the Defense Advanced Research Projects Agency (DARPA) OFFen-sive Swarm-Enabled Tactics (OFFSET) program has conducted coding, simu-lations, and field experiments focused on offensive drone swarm employment. Per DARPA’s website, the stated objective of the program is to develop ground and air drone swarms that enable infantry units to seize eight square city blocks in four to six hours. The drone swarms, up to 250 UCVs in size, execute tac-tical enabling operations such as reconnaissance and surveillance and cordon and combine both UAVs and unmanned ground vehicles (UGV). The program completed its sixth urban field experiment in late 2021 and participated in the U.S. Army’s Project Convergence 2022.26

				The Swarm Maneuver Group 

				The swarm maneuver group is a highly mobile, combined arms, unmanned formation intended to enable the Joint Force to achieve cross-domain synergy. Swarm maneuver groups employ AI-enabled swarm tactics, converging mass, and multidomain capabilities to conduct deep maneuver to disintegrate adver-sary systems and decision making at both the tactical and operational levels. Swarm maneuver groups do not achieve decisive results on their own; they enable predominately manned forces to gain operational access and close with and destroy adversaries from a position of advantage. 

				Swarm tactics are coordinated and harmonious attacks on an objective from multiple directions. Swarm tactics require economy of force: attack with enough combat power to overwhelm the defender’s ability to respond, but not so much as to produce target overkill. For example, an entire swarm maneuver 
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				group regiment may be required to neutralize an aircraft carrier, while a single UCV may destroy a fuel truck. 

				Converging mass is the rapid assembly of dispersed forces at decisive points and moments, followed by the immediate disaggregation of forces once the desired effect is achieved. When not massed, swarm maneuver groups move in multiple, dispersed (horizontally and vertically) columns and routinely make feints and direction changes to confuse adversaries as to their intended objec-tives. Columns are mutually supporting, close enough to allow converging mass as opportunities present themselves. 

				Organization

				This article presents two potential small maneuver group types: continental and littoral. Continental small maneuver groups operate in the air domain and consist entirely of UAVs. UGVs are not incorporated in the below design to maximize mobility and speed. Littoral small maneuver groups are specially de-signed to operate in coastal areas and consist of UAVs, USVs, and unmanned subsurface vehicles (USSVs). While the graphical depictions of small maneuver groups in this article are organized and symmetric for sake of clarity, in actual operations small maneuver groups will maneuver fluidly to complicate adver-sary targeting. 

				Small maneuver groups are employed in three sizes: regimental (supports maneuver division or Joint equivalent), division (supports maneuver corps or Joint equivalent), and corps (supports army or theater army or Joint equivalent). The continental small maneuver group regiment contains 1,012 total UAVs organized into nine subgroups and can conduct combined arms operations on up to three lines of operation. The littoral small maneuver group regiment has 728 UCVs organized into nine subgroups, and it is designed to combine aerial, surface, and subsurface swarms on a single line of operation. A small maneuver group division consists of three regiments, and a small maneuver group corps consists of three divisions. 

				The subgroups are broken down into two categories: swarm groups and enabling groups. Swarm groups are the small maneuver group’s main firepower: mass-produced UCVs employed in kamikaze swarm tactics or aerial and sub-surface minefields to deny enemy maneuver. Enabling groups are more exquisite UCVs that use combined arms effects to allow the swarm groups to accomplish their assigned task. The subgroups are as follows: 

					•	Satellite neutralization group (SNG): UAVs that maneuver in low Earth orbit with conventional or nuclear propulsion. One SNG sup-ports up to one small maneuver group corps. 

					° Task: Neutralize enemy low-Earth orbit satellites through elec-
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				tronic attack or affixing to satellites and propelling them back to Earth.

					°	Purpose: Deny adversary space-based intelligence, surveillance, and reconnaissance, C2, and precision-navigation and timing.

					•	Reconnaissance swarm: Mesh network UAVs modeled on the above Rand wargame. 

					°	Task: Wide-area intelligence, surveillance, and reconnaissance queued by Joint reconnaissance.

					°	Purpose: Queue swarm columns onto enemy forces or objectives. Enable accurate Joint fires. 

					•	Advance group: UCVs with enhanced intelligence, surveillance, and reconnaissance capabilities. Ideally disguised to appear as enemy sys-tems or nature. 

					°	Task: Aerial reconnaissance. 

					°	Purpose: Provide early warning to a small maneuver group. 

					•	Swarm group: Groups of 100 relatively cheap, expendable kamikaze-style UCVs. 

					°	Task: Employ swarm tactics to destroy, neutralize, suppress, or dis-rupt enemy forces. 

				°	Purpose: Nested with Joint task force purpose.

					•	Firepower group: Standoff engagement UCVs armed with penetrating munitions, antiradiation missiles, and electromagnetic pulse bombs. 

				°	Task: Support and attack by fire. Precision strikes.

				°	Purpose: Enable swarm group maneuver.

					•	C2 group: Remotely piloted UCVs capable of controlling or retasking small maneuver groups. 

				°	Task: Provide human-in-the-loop C2.

				°	Purpose: Enable human C2 of small maneuver groups.

					•	Signal group: UCVs designed to enhance connectivity in degraded areas.

					°	Task: Data sharing and communication between swarm groups and to Joint task force headquarters. 

				°	Purpose: Enable small maneuver group C2. 

					•	Electronic warfare group: UAVs capable of electromagnetic jamming, deception, and reconnaissance. 

					°	Task: Suppression and deception of enemy radars and precision munitions. Electromagnetic reconnaissance. 

					°	Purpose: Disrupt adversary air defenses. Allow small maneuver group freedom of maneuver. 

					•	Information warfare group: Signals intelligence UAVs capable of broadcasting via digital networks.
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					°	Task: Deliver pro-U.S. information and messaging to digital de-vices.

				°	Purpose: Incite civil resistance against adversaries.

					•	Air-to-air group: Unmanned or remotely piloted fighter aircraft, like-ly models that are currently or soon to be retired. 

				°	Task: Combat air patrol. 

				°	Purpose: Defeat enemy aviation. 

					•	Antimine group: USSVs designed to defeat enemy subsurface obsta-cles.

				°	Task: Reduce subsurface obstacles.

				°	Purpose: Enable subsurface swarm freedom of maneuver.

				Various small maneuver group organizations should be tested in wargames and virtual environments such as the Warfighter Simulation program. If vali-dated, further wargaming should refine the capabilities and design of the small maneuver group. Small scale field experiments should follow, then integration with the Joint Force in free play excises such as the National Training Center at Fort Irwin and Marine Air Ground Combat Center at Twentynine Palms. 

				Small maneuver groups must be forward postured to enable combatant commanders to employ them on day one of a crisis or conflict. The UCVs should be stored in distributed and concealed locations or on mobile plat-forms and hardened against both kinetic and electronic attack. Small maneuver 

			

		

		
			
				Figure 1. Horizontal plane view of a continental small maneuver group regiment

				Source: courtesy of the author, adapted by MCUP.
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				groups should be given HOOTL permission to scramble if adversary first strike operations are detected. 

				Small Maneuver Group Employment

				Due to their high mobility, small maneuver groups are ideal maneuver forces to conduct indirect approaches in support of main body forces on more di-rect lines of operation. Harmonization between the two forces is critical. For example, a small maneuver group should begin a raid or saturation attack on an adversary while friendly main body forces enter the adversary’s primary en-gagement area. A great historical example of unity of purpose is Grierson’s raid enabling Grant’s crossing of the Mississippi. 

				The second tenant is early and rapid offensive employment. Everyone has a plan until they get punched in the mouth. Small maneuver groups are for-ward stationed to be able to counterattack aggressors on day one of a conflict to prevent a fait accompli. Small maneuver groups should be programmed to execute operations in accordance with established operation plans on human approval or engagement criteria being met. In more deliberate operations, small maneuver groups typically operate forward of manned Joint Force formations. 

				The third tenant is cross-domain synergy and weaponeering. Small ma-neuver groups do not achieve strategic success on their own; they enable cross-domain synergy in the Joint Force. In the diagram below, forward stationed 
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				Figure 2. Vertical plane view of a continental small maneuver group regiment

				Source: courtesy of the author, adapted by MCUP.
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				U.S. forces, allies, and partners fix and disrupt adversaries in the contact layer. Joint all-domain fires, masking, protection, and deception enable small maneu-ver group penetration or infiltration of A2/AD. Satellite neutralization groups, space and cyber rolling barrages, trojan horse attacks, and long-range Joint fires enable small maneuver group freedom of maneuver in enemy rear areas. Small maneuver group raids and saturation attacks, combined with Air Force strategic bombing and air interdiction, disintegrate A2/AD from within. These attacks, combined with psychological and information operations, disrupt adversary decision making and exploit vulnerabilities in authoritarian regimes. These cu-mulative effects inflict system paralysis on adversaries, enabling the operation-al access or forcible entry of high readiness follow-on-forces such as airborne units, carrier strike groups, and amphibious ready groups. 

				Figure 3 is an example Joint task force penetration of the PRC’s A2/AD system in the Western Pacific, overlayed on Isserson’s deep operation concept.27 Note SMG saturation attacks, raids, and Joint forcible entry operations disin-tegrate the PRC’s A2/AD systems and enable Joint task force freedom of ma-neuver.

				Small maneuver groups allow Joint task force weaponeering: exquisite Joint fires focus on the highest-value and most protected enemy targets while small maneuver groups mass on more vulnerable yet critical points, such as C2 and logistics. During Operation Desert Storm, there were more than 40,000 ground targets prosecuted during a 43-day campaign by an Air Force larger than today’s. Against the PRC, there would likely be 100,000 or more such targets.28 Instead of gradual attrition of a high value target list, small maneuver groups provide the mass to attack several decisive points simultaneously.

				The fourth requirement for a small maneuver group’s employment is the establishment of reconnaissance strike zones: RSZs are three-dimensional per-missive fire control measures allowing HOOTL engagements by autonomous systems. AI-enabled identification, friend or foe algorithms, and engagement criteria allow UCVs to decide, detect, deliver, and assess at machine speeds, reducing kill chains to seconds. To shorten kill chains, Joint task force fires should not require clearance to fire into RSZs occupied solely by small maneu-ver groups. 

				The fifth and final tenants of small maneuver groups are their risk and expendability: small maneuver groups must be primarily or entirely unmanned and viewed as expendable. This enables Joint force commands (JFCs) to execute audacious, high-risk, high-reward operations against adversaries that may result in unacceptable casualties to manned formations.

				The three basic methods of small maneuver group employment are:

					1.	Raiding: Raiding operations are modeled on Mongol and U.S. Civil War cavalry raids and Soviet operational maneuver groups (OMGs). 
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				Small maneuver groups avoid enemy strengths and attack weaknesses such as enemy headquarters, C2 nodes, telecommunications infrastruc-ture, depots, logistics infrastructure, electric plants, and other lightly defended but critical components of an enemy’s warfighting poten-tial. Raiding operations disintegrate enemy A2/AD and C2, interdict sustainment, demoralize adversaries, and disrupt their decision cycles. Small maneuver groups threaten every inch of an adversary’s civil-military system, forcing enemies to divert combat power to support areas or let the small maneuver group run amok in their rear areas. Raiding small maneuver groups persist in the enemy’s support zone as long as sustainment capabilities allow. 

					2.	Saturation attacks: The Abqaiq-Khurais and Sevastopol attacks pro-vided the inspiration for small maneuver group saturation attacks. In this employment, small maneuver groups mass against strongly defended yet critical adversary system components such as airfields, ports, air defense batteries, missile groupings, and enemy reserves. If 

			

		

		
			
				Figure 3. Example of Joint task force penetration of the PRC’s A2/AD system in the Western Pacific, overlayed on Georgii Isserson’s deep operation concept

				Source: base image from Georgii Isserson, The Evolution of Operational Art, trans. Bruce W. Menning (Fort Leavenworth, KS: Combat Studies Institute Press, 2013), 35, adapted by MCUP.

			

		

		
			[image: ]
		

	
		
			
				21

			

		

		
			
				Bolen

			

		

		
			
				Vol. 16, No. 2

			

		

		
			
				possible, small maneuver groups use deception and converging mass to achieve surprise prior to beginning saturation attacks. Even if detect-ed and countered, saturation attacks will force defenders to commit massive amounts of surface to air and air to air munitions, creating opportunities for follow-on force exploitation. Small maneuver groups can also be committed against critical enemy main body forces, such as amphibious, airborne, or air assault groupings during enemy joint forcible entry operations. Though small maneuver group attrition will be extremely high in saturation attacks, the damage to critical enemy system components and preservation of follow-on-force combat pow-er and human lives will merit the expense. Attrition operations must enable Joint Force success. As Vietnam taught military planners, kill counts do not always equal victory. 

					3.	Joint forcible entry: Airborne, air assault, and amphibious Joint forc-ible entry are among the most difficult operations to execute. Small maneuver groups can fulfil three roles to enable joint forcible entry operations: advance guard, main body security, and aerial or littoral minefield. In an advance guard role, small maneuver groups conduct a reconnaissance in force of the approach heading and airhead line or 

			

		

		
			
				Figure 4. A small maneuver group reconnaissance strike zone overlayed on a notional U.S. Army operational framework for offensive operations

				Source: base image from Operations, Field Manual 3-0 (Fort Belvoir, VA: U.S. Army Publishing Directorate, October 2022), 6-44, adapted by MCUP.
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				beachhead, neutralizing enemy air defense, antiship, and counterattack forces that survived preassault fires. In main body security, small ma-neuver groups act as a three-dimensional shielding force for air and sea transports, interdicting enemy missiles and aircraft with kamikaze-style collision attacks. Once U.S. forces seize a lodgment, small maneuver groups establish an aerial or littoral minefield: a three-dimensional guarding swarm tasked with neutralizing enemy direct and indirect fires against the protected force. The aerial minefield occupies a hollow-cylindrical RSZ between the coordinated fire line and fire support coordination line. After lodgment stabilization and follow-on-force introduction, small maneuver groups can transition to raiding and sat-uration attacks in support of JFC offensive operations. 

				Small maneuver groups enable U.S. interests in competition and crisis. During competition, small maneuver groups offer increased aerial reconnais-sance mass to company commanders. For example, in the South China Sea the reconnaissance and advance groups could increase surveillance of PRC gray-zone fishing fleets in Philippine waters. Filming their coercive methods and publishing it for the world to see could increase political pressure on the PRC to obey international law. Electronic warfare groups can jam the fishing fleets navigation systems and communications, and information warfare groups can spread pro-U.S., anti-PRC information to these proxies. Small maneuver groups should partner with Marine Corps stand-in forces, Joint Special Opera-tions Command, and Army security force assistance brigades to train with part-ners and allies. SMGs must demonstrate their lethality and operational range to adversary decision-makers to inflict doubt on their ability to accomplish fait accompli campaigns. During crisis, small maneuver groups conduct demon-strations to display U.S. resolve to both deter adversaries and assure allies and partners. Small maneuver groups maintain the ability to conduct preemptive strikes on adversaries in conjunction with air forces and long-range fires.

				Current Shortfalls and Limitations

				As with tanks and aircraft during the early interwar years, UCV capabilities do not yet match the requirements necessary to transform the small maneuver group from theory to reality. While progress is constantly being made, the fol-lowing capability gaps need to be addressed.

				Sustainment: The small maneuver group needs to be capable of deep of-fensive maneuver and persistent presence in enemy territory. Hydrogen fuel cell batteries and solar power offer potential solutions to extending UAV endur-ance, as well as in-flight battery swaps currently being experimented with on the civilian market. As small maneuver groups are attrited, replacement UCVs 
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				can be delivered via self-movement or aerial delivery. Forward-postured and disaggregated 3D-printing sites can produce swarm group UCVs in mass and their components as needed. During periods of competition, stockpiles of extra small maneuver group UCVs of all types should be mass produced to facilitate the high attrition likely in conflict. 

				Command and control: Improvements in AI-enabled swarm tactics, ma-chine learning, data sharing, rapid identification friend or foe (IFF) software, and robust space-based C2 capabilities are all required to make the small ma-neuver group a reality. Using OFFSET as a baseline, digital and real-world exer-cises should be used to build data sets and improve algorithms. Joint all-domain command and control (JADC2) is a possible solution to the C2 requirements of small maneuver groups. 

				Protection: Against hostile kinetic fires, speed, and dispersion are the best protection measures for small maneuver groups. To increase resilience to elec-tronic attack, UAVs must be hardened to resist effects and forward stationed in hardened sites. As an example, Russians implemented primitive measures to reduce the effects of jamming on their Iranian-purchased Shahed-136 loi-tering munitions in Ukraine.29 In the event of GPS denial, small maneuver 
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				Figure 5. Visual depiction of a small maneuver group supporting a joint forcible entry—airborne operation

				Top: A small maneuver group serves as main body security of transport aircraft. Left: A small maneuver group advance guard neutralizes enemy forces in the vicinity of a planned drop zone and confirms pre-assault fires effects. Right: A small maneuver group establishes an aerial minefield to protect an airborne lodgment. 

				Source: courtesy of the author, adapted by MCUP.
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				groups navigate by AI-driven terrain association, celestial navigation, or prepro-grammed coordinates. When jammed, UCVs must execute in accordance with AI algorithms or conduct a terminal attack. Small maneuver groups conduct feints, move in unpredictable manners, and disperse to overwhelm adversary sensors and decision making. In short, when employed en masse, the drone will always get through. 

				Weather effects: Storms, rain, fog, extreme temperatures, and other natural factors will reduce the effectiveness of small maneuver groups. They also pro-vide opportunities for undetected infiltration of enemy territory. 

				Policy: SMG operations require national-level authorization to conduct HOOTL targeting and engagements in RSZs. IFF systems will need improve-ments to reduce the risk of collateral damage, especially over areas with signifi-cant civilian populations or when operating close to friendly forces. 

				Conclusion

				As Heinz Guderian wrote in Achtung—Panzer!, the inspiration of this article, regarding the tank in 1937: 

				On many issues there still exist differences of opinion of a sometimes quite fundamental nature. Only time will tell who is right. But it is incontrovertible that as a general rule new weapons call for new ways of fighting, and for the appropriate tactical and organizational forms. You should not pour new wine into old vessels.30

				This is one attempt at not pouring new wine into old vessels. The methods and proposals in this article are far from perfect, and critiques and alternative opinions are encouraged. The goal of this article is not to be right but to ensure the Joint Force generates new ideas, dialogue, and purposeful action regarding the employment of UCVs in support of the Joint Operational Access Concept and Joint entry operations. If we do not, adversaries will. The only failure in this field will be a failure of imagination. 
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				Strategic Vulnerabilities in Space

				U.S.-China Militarization and 

				the Risks to Global Strategic Stability

				Ameema Khalid 

				Abstract: This study investigates the militarization of space by the United States and China using the theoretical frameworks of technological determinism and the security dilemma. Data analysis of policy documents, military doctrines, and strategic literature reveals how technological advancements, mutual distrust, and dual-use technologies have transformed space into a contested domain. Findings indicate that the lack of international regulations and transparency exacerbates the risks of miscalculation and conflict. The study suggests action-able measures, including binding treaties, enhanced transparency, and conflict resolution mechanisms to promote peaceful space exploration. This research contributes to the broader discourse on space security by offering insights into managing militarization challenges in a rapidly advancing technological era.

				Keywords: strategic stability, space militarization, technological determinism, security dilemma, military doctrines 

				Introduction

				In 1962, President John F. Kennedy famously declared, “We choose to go to the Moon in this decade and do other things, not because they are easy, but because they are hard,” embodying the aspirational vision that once uni-fied humanity in space exploration.1 However, outer space, once a symbol of collective progress, has now become a focal point of geopolitical competition. In 2022, global space-related spending surpassed $100 billion reaching $546 billion, highlighting the growing strategic significance of space.2 The intensify-
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				ing militarization, particularly between the United States and China, reflects a shift in global dynamics. This rivalry, fueled by dual-use technologies and the recognition of space’s critical role in national security, economic prosperity, and technological leadership, presents both new opportunities and risks to global stability. 

				Space has historically represented humanity’s highest aspirations, exempli-fied by milestones like the Apollo 11 Moon landing in 1969 and the creation of the International Space Station, which began construction in 1998 and was fin-ished in 2011.3 The 1967 Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer Space, Including the Moon and Other Ce-lestial Bodies (colloquially known as the Outer Space Treaty [OST]) enshrined the principle of using space for peaceful purposes, free from weapons of mass destruction. However, as Scott Sagan noted, “Seemingly harmless inventions have often been repurposed for destructive ends.”4 Advances in dual-use tech-nologies blur the lines between civilian and military applications, driving the current U.S.-China space competition. Strategic priorities are increasingly re-placing collaborative aims.

				Here, a distinction is necessary between the militarization and weapon-ization of space. Militarization is the incorporation of space systems into mili-tary activity like surveillance, navigation, reconnaissance, and missile warning functions, which is already advanced. Weaponization, conversely, involves the deployment of offensive and defensive weaponry in or through space with the intent to destroy or incapacitate targets. Contrary to general concerns, the com-plete weaponization of outer space has not yet been achieved.5 Thus far, as of 2025, there have been initial experiments like China’s 2007 direct-ascent an-tisatellite weapon (ASAT) test, the United States’ 2008 intercept of USA-193 in Operation Burnt Frost, India’s Mission Shakti in 2019, which successful-ly tested an ASAT weapon by destroying a satellite, and Russia’s destructive test in 2021 against Cosmos-1408. Since then, there have been nondestructive demonstrations such as Russia’s 2020 co-orbital test along with other directed-energy and co-orbital experiments.6 These are only steps in the direction of weaponization and do not constitute a continued presence of weapons in orbit. 

				This research thus centers on militarization because it reflects the compet-itive dynamics already transforming strategic stability. Militarization via dual-use technologies, strategic doctrines, and security dilemmas pushes escalation and suspicion well before weaponization occurs. By examining militarization as an independent driver of instability, this article underscores how space compe-tition is undermining strategic stability even without permanently stationing weapons in orbit. 

				Theoretical frameworks such as technological determinism and the security dilemma offer insights into this competition. Technological determinism suggests 
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				that technological advances inherently drive strategic behavior, as seen in de-velopments in satellite and antisatellite technologies, which spark an arms race in space. The security dilemma explains how defensive actions by one state are perceived as offensive by another, intensifying distrust and militarization. These dynamics fuel the U.S.-China rivalry, with broader implications for global se-curity.

				The militarization of space poses significant challenges to global strate-gic stability, particularly regarding crisis management, arms race stability, and deterrence. Space-based infrastructure, vital for communication and surveil-lance, is highly vulnerable, as demonstrated by China’s 2007 antisatellite test, which created debris threatening vital systems. Additionally, arms race stability is compromised as nations race to develop superior space capabilities, risking unsustainable escalation.7 Deterrence is complicated by the ambiguity of space technologies, where dual-use satellites make it difficult to distinguish defensive from offensive actions, increasing the risk of miscalculation.8

				This research examines the vulnerabilities arising from space militarization, emphasizing the need for enhanced governance, transparency, and international cooperation to mitigate these risks. As space becomes a more critical domain, the challenge is to ensure it does not evolve from peaceful exploration into un-checked exploitation and conflict. While exploration reflects collective scientific progress, exploitation highlights the pursuit of strategic and economic gains that risk augmenting rivalry. Addressing these issues will be crucial to maintain-
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				Figure 1. U.S. defense support program early warning satellite Liberty, deployed to provide warning of missile launches during the Gulf War

				Source: Curtis Peebles, High Frontier: The US Air Force and the Military Space Program (Washing-ton, DC: Air Force History and Museums Program, 2020).
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				ing global strategic stability and securing a sustainable future for outer space.

				As humanity ventures further into the final frontier, the stakes have never been higher, with national security, technological leadership, and the stability of global strategic relationships hanging in the balance. The militarization of space not only threatens the fragile equilibrium of global strategic stability but also jeopardizes the potential for space to remain a domain of peaceful exploration and shared progress. By understanding the drivers, risks, and implications of this phenomenon, this research aims to contribute to the development of strat-egies that ensure a secure and sustainable future for outer space.

				U.S.-China Space Militarization: Potential Implications

				The escalating rivalry between the United States and China for space militariza-tion has raised significant concerns about its implications for strategic stabili-ty. As both nations actively pursue advanced space capabilities, the potential implications on international security are multifaceted. The development and deployment of space-based weapons and ASAT capabilities by the United States and China have amplified the concerns about the risk of an arms race extending beyond Earth’s atmosphere. The absence of clear international norms and regu-lations governing space militarization further complicates the threat to strategic stability, as the potential for misunderstandings, miscalculations, and uninten-tional escalations looms large. The lack of established protocols for managing potential conflicts in space heightens the risk of destabilizing events that could impact Earth. The interdependence of modern economies and the global nature of modern security challenges places emphasis on a comprehensive and collab-orative approach to address the implications of U.S.-China space militarization on strategic stability. There is a dire need to analyze the evolving dynamics of space militarization between the United States and China, exploring the associ-ated risks to strategic stability and proposing viable frameworks for internation-al cooperation. If left unchecked, the increasing militarization of space between the United States and China is likely to disrupt strategic stability. 

				This research provides a holistic analysis of the escalatory U.S.-China space militarization race and its potential impact on global strategic stability, crisis escalation risks, as well as deterrence issues. It also aims to examine the drivers behind the absence of robust arms control legislatures for space-based weap-ons and identify policy agendas for cooperative actions that can mitigate these threats to ensure a secure future for space as an equitable realm for peaceful explorations and sustainable global security.

				Research on the Militarization of Space

				The literature on space militarization presents a range of perspectives, exam-ining strategic stability, historical comparisons, and emerging threats. Histor-
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				ical parallels, as discussed in Pericles Gasparini Alves’s Prevention of Arms Race in Outer Space: A Guide to the Discussions in the Conference on Disarmament and Curtis Peebles’s High Frontier: The U.S. Air Force and the Military Space Program, provide valuable insights into the Cold War’s space race between the United States and the Soviet Union.9 These works argue that the current rivalry between the United States and China in space bears similarities to that era. However, the world today is markedly different, shaped by multipolar dynam-ics and significant technological advancements. With new spacefaring nations entering the field, the challenge lies in crafting strategies to prevent the further militarization of space.10

				Bleddyn E. Bowen’s Original Sin: Power, Technology and War in Outer Space and Dean Cheng’s works emphasize the realist perspective, where national se-curity concerns drive space militarization.11 Realism highlights the strategic ad-vantage of controlling space assets vital for modern military operations. Yet, this viewpoint often overlooks other important factors such as economic interests, domestic politics, and technological progress. Introducing alternative theories, such as liberalism—focused on international cooperation or constructivism (emphasizing the role of norms and perceptions) could enrich the understand-ing of space governance.12

				The rapid development of technologies like hypersonic weapons, directed-energy systems, and cyber capabilities poses challenges to existing frameworks such as the Outer Space Treaty.13 These advancements blur the lines between civilian and military applications. Their military character is evident: hyper-sonic weapons are being tested as nuclear-capable delivery systems that oppose space-based early warning; directed-energy weapons are designed to blind or disable satellites, a key military enabler; and cyber operations increasingly at-tack satellite command networks, which was seen in the 2022 hack of an Amer-ican satellite owned by Viasat, which impacted their KA-SAT network. The hack occurred on the first day of Russia’s invasion of Ukraine on 24 February 2022.14 China’s 2021 test of a hypersonic glide vehicle illustrates the manner in which such technologies directly challenge strategic stability, observing that the OST’s focus on weapons of mass destruction in space does not extend to the militarization of such new platforms.15 Works like The Hypersonic Revolution by Richard P. Hallion underscore how technological determinism—the idea that new technologies drive progress and competition intensifies these chal-lenges.16 Ahmad Khan and Sufian Ullah’s analysis points out the OST’s short-comings, particularly its lack of enforcement mechanisms to regulate dual-use technologies and ASAT weapon tests.17 To address these gaps, the development of new treaties with robust verification mechanisms and risk-reduction strate-gies is critical. Confidence-building measures and transparency protocols are essential to prevent miscalculations that could escalate tensions.18 While in the 
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				current geopolitical landscape of U.S.-China tensions, Russia’s estrangement, and India’s growing counterspace capabilities, such negotiations seem unlikely; however, voluntary moratoria on destructive ASAT testing as the United States pledged in 2022, later joined by Japan, Canada, and some other nations and track 2 diplomacy could offer modest yet feasible ways to reduce risks until broader agreements become possible.19

				Articles like Ulrich Kuhn’s “Strategic Stability in the 21st Century: An In-troduction” and Parliamentary reports like Claire Mills’s The Militarisation of Space explore the deterrence dynamics between the United States and China.20 While deterrence remains central to strategic stability, applying it to space in-troduces unique challenges. Unlike nuclear deterrence, space deterrence faces issues such as crisis instability and the dual-use nature of technologies. Ad-dressing these concerns calls for innovative governance frameworks.21 Effective communication channels and confidence-building measures can help avert un-intended escalations. Decentralized governance models and multistakeholder approaches, as suggested by James Clay Moltz’s article “The Changing Dynam-ics of 21st Century Space Power,” could build trust and reduce risks.22 Prior-itizing international norms over unilateral measures is essential for long-term stability.

				Critical Gaps in Legal Frameworks and Treaties

				Despite the depth of existing literature, several critical gaps remain unaddressed. The limitations of current treaties, such as the Outer Space Treaty, highlight the urgent need for updated legal frameworks to address dual-use technologies and emerging threats like hypersonic weapons and directed-energy systems. The lack of enforcement mechanisms further exacerbates the challenge of ensuring compliance. Additionally, the unique characteristics of space deterrence, par-ticularly its distinction from nuclear deterrence, remain insufficiently explored. The literature often downplays the risks of crisis instability and unintentional escalation in space, which could trigger conflicts.

				Another overlooked aspect is the need for robust verification systems and effective communication channels to build trust and reduce risks. The prolifer-ation of weapons in space, combined with inadequate frameworks to regulate their use, poses a significant threat to strategic stability. Furthermore, the con-cept of “peaceful use” of outer space remains ambiguously defined, especially concerning dual-use technologies that blur civilian and military applications. Greater clarity and consensus are required to guide international cooperation and governance. Finally, there is a lack of emphasis on interdisciplinary ap-proaches that integrate technological, legal, and policy perspectives to ensure the long-term sustainability of space activities.

				This article highlights the need to address the limitations of existing trea-
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				ties, incorporate diverse theoretical perspectives, and propose actionable solu-tions to mitigate the risks of space militarization. Further research is needed to develop effective verification systems, clearly define peaceful uses of outer space, and explore interdisciplinary approaches.

				Theoretical Framework

				This research uses the theories of technological determinism and security dilem-ma, which provides a broader understanding of the topic under consideration. Technological determinism provides insights into the objectives of the United States and China in space and analyses the implications of their endeavors on global strategic stability. On the other hand, the security dilemma thoery ex-plores the threat perceptions of the United States and China and elucidates the need and the security concerns of both states in the space domain. 

				Theoretical Frameworks

				Technological Determinism

				Technological determinism asserts that technological advancements inherently drive societal and strategic transformations. In the context of U.S.-China space militarization, this theory explains the inevitability of advancements in space technologies fueling competitive dynamics. For instance, China established the Strategic Support Force (SSF) in 2015 to centralize space, cyber, and electronic warfare missions. In 2024, it disbanded the force and reorganized its functions into three separate entities: the Space Force, the Cyber Force, and the Infor-mation Support Force. This has triggered reciprocal measures from the United States such as its Space Force in 2019 and development of advanced satellite surveillance systems.23 While these developments were not a direct response to the SSF, Department of Defense analyses made repeated references to adversar-ies (mainly China and Russia) counterspace advances as central arguments for establishing an independent Service dedicated to space. These actions reflect the autonomous trajectory of technological progress, where each state’s innovations compel the other to respond, perpetuating an escalation spiral. The develop-ment of ASAT weapons by both nations further illustrates this deterministic cycle, as each perceives the other’s advancements as a threat requiring a counter-measure.

				While technological determinism provides valuable insights into the inevi-tability of technological progress shaping military strategies, it often downplays the role of human agency and governance. The theory assumes an unyielding trajectory of innovation, yet history shows that policy interventions and coop-erative frameworks can mitigate escalatory tendencies, as seen in arms control efforts during the Cold War.

			

		

	
		
			
				33

			

		

		
			
				Khalid

			

		

		
			
				Vol. 16, No. 2

			

		

		
			
				Security Dilemma

				The security dilemma highlights how defensive measures by one state can be perceived as offensive by another, fostering mutual suspicion. This is evident in China’s BeiDou navigation system. Although framed as a civilian project, its origins lie in the 1995–96 Taiwan Strait crisis, when Chinese leaders came to believe that reliance on the American controlled GPS had undermined their missile operations, underscoring escalation based on one state’s actions that ac-celerated the other state’s technology development in response:

				According to a retired Chinese general, China’s military concluded that an alleged disruption to GPS caused it to lose track of some ballistic missiles it fired into the Taiwan Strait during the 1995–1996 Taiwan Strait Crisis. This was “a great shame for [China’s military] . . . an un-forgettable humiliation. That’s how we made up our mind to develop our own global [satellite] navigation and positioning system, no matter how huge the cost. BeiDou is a must for us. We learned the hard way.”24

				This episode was interpreted in Beijing as humiliation and a stark reminder of strategic vulnerability, reinforcing the determination to build an independent navigation system regardless of costs. While conceived from a defensive logic of autonomy, BeiDou’s evident military utility has raised alarm in the United States. Similarly, the U.S. deployment of the X-37B spaceplane—capable of rapid orbital maneuvering—has spurred concerns in China about potential of-fensive uses. The dual-use nature of these technologies underscores the difficulty of distinguishing between defensive and offensive intentions, thereby escalating tensions and complicating deterrence.

				Historical parallels, such as the Cold War space race, reveal how percep-tions of technological superiority often spiral into arms races. However, the security dilemma’s assumption of rational actors sometimes overlooks ideolog-ical or economic motivations that drive state behavior. For instance, China’s investment in space infrastructure is not solely defensive but also tied to broader economic ambitions, such as the Belt and Road Initiative’s space component.

				The Fragile Balance: 

				Strategic Stability Risks in the U.S.-China Space Race

				Imagine a stool with three legs—unsteady, yet remarkably sturdy. This fragil-ity accurately represents the intricate balance of power referred to as strategic stability, which serves as the foundation of international relations. It represents a condition in which powerful nations are deterred from employing military force against one another.25 The preservation of this delicate equilibrium is cru-cial to avert conflict and uphold peace. 
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				The escalating rivalry between the United States and China in space mili-tarization is undermining the core concepts of strategic stability, causing uncer-tainty about their effectiveness and giving rise to concerns about the future of global security. As the fight for supremacy in space grows stronger, the possibil-ity of wars, uncontrolled arms races, and weakening deterrent systems becomes a significant concern, leading to a pressing need to consider the consequences for the future of peace on Earth. By discussing the concept of strategic stability and its tiers, this research illustrates implications of the U.S.-China space mili-tarization arms race, crisis stability, and deterrence stability. 

				Tiers of Strategic Stability

				The concept of strategic stability is based on three core pillars: crisis stability, arms race stability, and deterrence. Crisis stability refers to the capacity of na-tions to effectively and peacefully address and resolve international crises. This is crucial because even minor crises have the potential to grow into more signif-icant wars. Various elements, including miscalculations, escalation, and unin-tended accidents can erode crisis stability. Miscalculation arises when a nation inaccurately assesses the intentions of another nation. Escalation is the process by which a situation intensifies and becomes unmanageable. Unintentional ac-cidents might also give rise to conflict. 

				Arms race stability denotes a state in which nations do not feel obligated to constantly augment their military capabilities. When nations participate in an arms race, it can develop a sense of insecurity and paranoia, which height-ens the likelihood of conflict, whereas deterrence is the capability of a state to discourage an opponent from launching an attack against it. Deterrence relies on the prospect of retaliation. For a deterrent threat to possess credibility, it must be perceived as believable. The other nation must have confidence that the deterring nation will genuinely carry out its threat in the event of an attack. To possess the capability of deterring, a threat must possess a capacity to cause substantial harm to the aggressor.26 

				These pillars interact to establish a conducive environment in which coun-tries experience a sense of security and are less inclined to engage in armed aggression. The process of militarizing space by the United States and China is causing substantial challenges for the three tiers. The likelihood of crises turning into conflicts is being heightened, along with the destabilization of arms race dynamics and the undermining of conventional deterrent approaches. The pro-duction and placement of sophisticated space-based weapons and technologies create additional sources of instability in global affairs, presenting substantial obstacles to the preservation of peace and security in outer space. 
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				Risk of Crisis Instability and Escalation

				The increasing development and deployment of offensive counter-space capa-bilities by both the United States and China raises significant concerns for crisis instability in the space domain. Although these capabilities may seem small, they have the capability to greatly destabilize the fragile balance of power and set off a series of destabilizing actions and reactions between these two prospec-tive rivals. Crisis instability pertains to the susceptibility of the space domain to intensify tensions and conflicts during times of crisis or increased geopolitical rivalries.27 The inherent threat stems from the fact that even very slight im-provements to offensive counter-space capabilities can cause significant discom-fort and anxiety among competitor states, resulting in increased tensions and intensifying competition. The unpredictability of crisis instability in space is exacerbated by the ambiguity surrounding the consequences of such situations. Although the precise outcome of a space crisis cannot be foreseen, the risk of crisis instability is significant and is projected to increase as the United States and China further develop offensive counter-space capabilities.

				Crisis Instability and the Offense-Defense Conundrum in Space

				Thomas C. Schelling illustrates crisis instability through a scenario where armed individuals fear the other will shoot first, prompting preemptive action.28 This analogy mirrors space militarization, where the United States and China, driven 
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				Figure 2. Tiers of strategic stability

				Source: courtesy of author, adapted by MCUP.
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				by strategic distrust, may consider first strikes advantageous to avoid perceived vulnerabilities. The asymmetric benefits of preemption—particularly in neu-tralizing ASAT capabilities—can incentivize rapid, decisive action, escalating tensions. 

				Space conflict risks are heightened by reduced human cost and the strategic imperative to maintain dominance. For example, the United States may opt for a preemptive strike to incapacitate China’s ASAT systems, viewing this as essential to protect critical assets and strategic dominance. However, such mea-sures risk triggering uncontrollable escalation.29 Retaliatory cycles could destroy satellites, disrupt global communications, and create long-term space debris, jeopardizing space stability.

				Additionally, the U.S.-China rivalry in space is also exacerbated by ambi-guity surrounding offensive and defensive maneuvers. Unlike terrestrial warfare with defined boundaries, space operations lack clarity.30 For instance, destroy-ing a satellite might be framed as defensive, but without sovereignty in orbit under the OST, such acts are more likely interpreted as strategic aggression. This dual-use nature of technologies like lasers and cyber tools further blurs distinctions, complicating intent interpretation.

				Such uncertainty fosters crisis instability. Imagine China destroying a U.S. surveillance satellite passing over its territory claiming defense, while the United States perceives it as a hostile act undermining intelligence capabilities. Current norms like the OST guidelines for peaceful use, the United Nations Committee on the Peaceful Uses of Outer Space norms, and more recent political under-takings like the U.S. commitment not to conduct destructive ASAT tests offer some constraint.31 However, they are voluntary, sporadically followed, and have no strong enforcement, so the threats of miscalculation and escalation remain.32

				The disparity in interpretation can exacerbate suspicions and intensify an-imosity among states, hence augmenting the likelihood of conflict escalation. Perception has a critical role in the interpretation of actions in space.33 Engag-ing in the destruction of an adversary’s satellite, even in a defensive manner, when it is located above your own territory, may be interpreted as an aggressive action. For example, in the event that a U.S. missile defense system successfully neutralizes a Chinese satellite that was inadvertently approaching low-Eart orbit over U.S. territory China may perceive it as an unwarranted act of aggression, despite the U.S. intention to safeguard itself from an unanticipated but poten-tial threat. 

				Deploying ASAT weapons exacerbates this offense-defense conundrum by lowering conflict thresholds. If either the United States or China employs ASAT systems, mutual vulnerability could spiral into large-scale conflict, driven by reciprocal escalation and mistrust.
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				Vulnerability of Space Centers of Gravity: 

				A Threat for Crisis Escalation

				Space plays a pivotal role in national power, serving as a key battleground in U.S.-China rivalry. This competition for strategic superiority is not merely hy-pothetical but poses a genuine risk of escalating into conflict. At the heart of this struggle are centers of gravity (COGs), critical resources, capabilities, and advantages that enable states to achieve objectives and exert influence in space.34 These include satellites, space stations, ground control facilities, launch sites, and communication networks, forming the cornerstone of a nation’s space in-frastructure.35

				The race to secure dominance over COGs has profound implications for crisis stability. Significant investments by both nations in space infrastructure mean that any perceived threat to a COG could trigger a “use it or lose it” mindset, prompting preemptive strikes and initiating a perilous cycle of escala-tion. This competition is further exacerbated by the intrinsic vulnerabilities of space COGs, such as the limited maneuverability of satellites.

				Military strategists in both nations prioritize identifying and exploiting weaknesses in their opponent’s COGs. Through wargaming simulations, they evaluate scenarios to devise countermeasures and preemptive strategies. How-ever, preemptive actions based on incomplete intelligence risks miscalculations, misunderstandings, and unintended consequences, potentially escalating into a large-scale space conflict. Such hostilities amplify the risks of destabilization, undermining crisis management and intensifying global tensions.

				To mitigate these risks, both nations must prioritize dialogue, transparen-cy, and strategic restraint. Without these measures, the competition for space COGs threatens to destabilize global security and escalate conflicts into un-charted territory.

				Resource Competition and Quest for Dominance: 

				A Threat to Global Peace

				Both the United States and China recognize the immense strategic impor-tance of space resources as pivotal to achieving geo-economic leadership and asserting global influence. Control over critical space positions and regulatory frameworks grants these nations the ability to shape wealth distribution, assert dominance, and influence the emerging global order.36 This high-stakes compe-tition increasingly raises the prospect of unilateral sovereign claims or territorial appropriation in space, such as declaring exclusive economic zones or defense identification zones.37 Although there are some states, like the United States, that have committed to restraint on ASAT testing that is destructive, such steps do not respond to wider sovereignty issues. Unilateral assertions of space ter-
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				ritory or resources would violate Article II of the OST, which forbids national appropriation of outer space, and invite defensive escalation.38 

				In this context, one actor’s attempts to assert dominance may trigger co-ercive countermeasures from the other, aimed at preserving national identity, strategic objectives, and geopolitical status. These measures could range from targeted military interventions to leveraging economic tools, such as disrupting supply chains or neutralizing critical assets. The dual-use nature of space tech-nologies—serving both civilian and military purposes—further compounds the difficulty of distinguishing peaceful endeavors from aggressive maneuvers. Per-ceived threats, like ASAT capabilities, often blur the line between defense and offense, intensifying mutual distrust.

				China’s 2007 direct-ascent capability test, designed to destroy satellites and augment missile defense, exemplifies this duality. The precedent for destruc-tive ASAT testing was first set by the United States in 1985 and reaffirmed in 2008 with the intercept of the USA-193 satellite.39 Chinese adventure, how-ever, marked the first such demonstration in the twenty-first century and set a precedent that stoked concerns about space weaponization.40 Similarly, in 2008 the U.S. interception of a satellite using missile defense systems demonstrated 
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				Figure 3. The center of gravity depicting the need, will, and intent of any state or military force to make decisions, strategies, devise a course of action, and shortlist means to accomplish its objectives and vested interests 

				Source: courtesy of author, adapted by MCUP.
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				the inherent ambiguity of dual-use technologies, further destabilizing strategic perceptions.41

				The crux of the challenge lies in deciphering intentions. Misjudging defen-sive postures as offensive threats, or underestimating provocations, risks spiral-ing tensions into conflict.42 The opacity surrounding space activities amplifies the dangers of miscalculation and reactionary cycles. To avert escalation, the United States and China must prioritize transparency and dialogue, fostering mutual understanding to ensure that space remains a realm of stability, cooper-ation, and shared progress.
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				Figure 4. Hypothetical illustration of Kesseler Syndrome depicting how space accidents caus-ing debris can lead to inadvertent escalations

				Source: Bettina M. Mrusek, “Satellite Maintenance: An Opportunity to Minimize the Kessler Effect,” International Journal of Aviation Aeronautics and Aerospace 6, no. 2 (2019): https://doi.org/10.15394/ijaaa.2019.1323.
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				The Domino Effect: A Hair-Trigger Threat

				Satellites are marvels of engineering, but they are expensive and intricate pieces of machinery. Even a strike with a small bit of space debris can make them en-tirely useless. As opposed to fighter aircraft, which can be damaged slightly and still operate, satellites do not have redundancy when breached, so they are par-ticularly vulnerable. This vulnerability is best shown by the Kessler Syndrome (see figure 4), a hypothetical situation in which successive accidents produce a debris cloud that obstructs future space activities for decades. 43

				A Russian weather satellite, Parus, and a retired Chinese rocket had a close call but no collision in October 2020.44 The event indicates how unstable the space environment is and how easily even small miscalculations can have far-reaching consequences in the form of a chain reaction. What if this kind of collision had really happened, sending debris damaging both countries’ vital communication satellites? Tensions may quickly rise as a result of the allega-tions and finger-pointing that would occur, leading both sides to possibly take retaliatory action. This instance demonstrates the domino effect’s vulnerability by implying that a single attack might destabilize a balanced deterrent environ-ment. In this case, even an accidental collision on a vital satellite may set off a catastrophic series of counterattacks that would destroy infrastructure and pull both countries into a confrontation that might have worldwide consequences. This vulnerability is being exacerbated by the United States’ and China’s ex-panding space arsenals. 

				Defense systems and antisatellite capabilities are being developed by Chi-na’s newly formed Aerospace Force in April 2024 (following the 2024 disso-lution of the Strategic Space Force) and the U.S. Space Force. These systems can result in errors in perception and unintentional escalation because they are meant for quick responses in the event of a conflict.45 For example, China is concerned about the U.S. Boeing X-37B spacecraft’s potential for offensive maneuverability due to its reusable design and concealed cargo. Yet, Beijing has also pursued similar capabilities, launching its own reusable spaceplane in 2020 and 2022, underscoring the action–reaction dynamic of space competition.46 Now consider the following scenario: China misinterprets an X-37B routine mission as a lead-up to an attack. This misconception might result in a preemp-tive strike on a vital U.S. satellite, setting off a domino effect of counterattacks. 

				Due to the satellites’ susceptibility to collisions as well as the possibility of errors in perception and calculation, a volatile atmosphere is created where even a minor incident has the potential to escalate into a major war.47 Prioritizing dialogue, openness, and confidence-building measures are crucial as both the United States and China develop space capabilities in order to reduce the pos-sibility of unintentional escalation and maintain peace in the space domain.

				Technological determinism and the security dilemma suggest that tech-
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				nological advancements shape military doctrines and the development of ca-pabilities, ultimately shaping the power balance. The pursuit of superiority in space capabilities is a defining factor in the strategic rivalry between these two major powers. The belief that technological progress yields a strategic advantage introduces inherent instabilities, disrupting traditional notions of strategic sta-bility. The pursuit of superior space capabilities challenges the delicate balance necessary to prevent conflict, creating a paradox. The dual nature of space ca-pabilities lies in the fact that the same technologies developed for launch vehi-cles, satellites, and others can serve both military and civilian purposes, which can also serve both defensive and offensive purposes. This causes a dual-use-dilemma and can escalate tensions, contribute to an arms race, and bring the world near unavoidable conflict.48 

				The U.S.-China space arms race poses escalation risks due to the compet-itive environment created by advanced capabilities. This competition increases the risk of miscalculation, misinterpretation, or accidental triggering of con-flicts in space. The arms race dynamics raise concerns about the fragility of strategic stability. Each state is deploying cutting-edge technologies, believing it enhances security. However, this competition introduces the risk of unintended escalation.49 The concept of “spillover” in escalation dynamics can be applied to the space domain, extending conflicts beyond their original scope. The fragility of the pursuit of technological supremacy demands sophisticated diplomatic initiatives and mitigation strategies to navigate the complexities of space mili-tarization in an era dominated by technological determinism. 

				Challenges of Arms Race 

				and Arms Control in Outer Space

				The United States’ and China’s burgeoning space competition offers an un-precedented and worrisome phase of arms race instability that the world has rarely seen. Unlike the Cold War, where rivalry was primarily state-driven and nuclear-focused, today’s contest involves dual-use technologies, commercial actors, and contested governance, creating unprecedented risks for escalation. The ramifications of these two countries’ competition for supremacy in the last frontier extend beyond national boundaries, posing important queries re-garding the future trajectory of space exploration, collaboration, and security. Arms race instability is the term used to describe the situation in which two or more states’ pursuit of military superiority causes tensions to escalate, trust to erode, and the likelihood of conflict to increase. In a situation like this, each side aims to outcompete the other militarily, which fuels a spiral of armaments accumulation and elevated tensions.50 This dynamic is often described as Thu-cydides’ Trap; that is, the structural tension between a dominant power and a rising power. Just as Sparta feared the ascent of Athens, the United States today 
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				faces strategic anxiety over China’s rapid rise.51 The threat is not only in space weapons accumulation but in the way perceptions of vulnerability can push both sides toward confrontation. 

				The arms race’s inherent danger and uncertainty, which includes the possi-bility of miscalculation, misinterpretation, and unintentional escalation are the root cause of the instability. Technological developments, geopolitical rivalry, strategic competition, and the proliferation of space weapons are some of the variables that might aggravate this instability.52 In the end, the instability of the weapons race raises the probability of conflict and jeopardizes global security and stability. The instability of the arms race takes on a new dimension in the context of the U.S.-China space race. Both countries are actively working to develop and employ cutting-edge space-based military capabilities. The collec-tive-action dilemma could result from any action taken by one side that sets off a series of escalations and retaliations in the goal of military control in space.53 

				Escalating Arms Race and Destabilization 

				of Mutually Assured Destruction in Space

				A perilous feedback loop between the United States and China is intensifying as both nations pursue missile defense systems and ASAT weapons, escalat-ing capabilities and tensions. These technologies, even during development, are perceived as threats, prompting both sides to expand their space arsenals. This cycle risks undermining deterrence by enabling preemptive strikes, further destabilizing the strategic balance.

				The concept of mutually assured destruction has now extended into the space domain, introducing unprecedented risks.54 Unlike the nuclear mutually assured destruction of the Cold War, space rivalry builds a unique kind of in-stability. Since satellites are extremely susceptible to preemptive attack, there is always a “use-it-or-lose-it” problem: countries might worry about losing vital communications, navigation, and intel networks at the start of a conflict, which might encourage dangerous escalation. Such an attack would not only blind military forces but also severely disrupt civilian life, highlighting the catastroph-ic consequences of space warfare. Moreover, the use of ASAT weapons rather than mere deployment exacerbates this instability by creating debris fields that could render critical orbital regions unusable for centuries, effectively locking humanity out of vital space resources.

				The dual-use nature of missile defense systems further fuels suspicion. They are not considered “dual-use” technologies in a strict sense because they serve a noncivilian function. However, they often possess a dual capability; the same interceptors designed to target ballistic missiles can also be employed against satellites, as demonstrated in the U.S. 2008 Operation Burnt Frost.55 China 
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				perceives U.S. advancements in missile defense as direct threats to its space infrastructure, driving its own counter-space and ASAT developments and ac-celerating the arms race.

				Both nations seek to protect space assets, but their actions escalate the like-lihood of a catastrophic conflict. Without strategic restraint, dialogue, and co-operative frameworks, space-based mutually assured destruction threatens to destabilize global security, extending conflicts far beyond Earth’s boundaries and placing humanity’s future in space at grave risk.

				The Nature of the Space Arms Race

				Compared to conventional terrestrial arms races, the arms race fueled by Chi-na’s and the United States’ militarization of space offers a distinct perspective. Space, as opposed to land, sea, or air is a shared environment. Historically, the goal of arms races has frequently been to obtain an advantage in particular areas. But in space, a nation’s actions might inadvertently affect other nations. When a satellite is destroyed while in orbit, debris is released into orbit that might harm or destroy other satellites, making peaceful space exploration impossible for every state. 

				The primary goal of traditional weaponry is immediate devastation. ASATs and other space weapons, however, add a new level of complication. Not only does destroying a satellite render it inoperable but it also leaves a cloud of debris in the orbit. This debris has the potential to collide with other satellites, starting a chain reaction that might escalate the crisis.56 Furthermore, site inspections and verification of weapon stocks were a common feature in conventional arms races. A certain amount of confidence and verification about arms control are made possible by this transparency. It is far more difficult to monitor and vali-date space capabilities, though. Dual-use satellites are those that can be used for both military and civilian purposes. 

				While the Registration Convention (1976) commits states to giving basic details on space objects placed in orbit, it does not mandate revealing their exact purposes or military uses.57 This permits nations to maintain secrecy about the true capabilities of their space programs, making verification and trust more dif-ficult. Finally, disarmament in a conventional arms race refers to the destruction of weapon stockpiles. But the issue is even more complicated in space. Debris removal from orbit is now a very expensive and difficult task. The large debris objects can be removed at exorbitant cost, but tiny untrackable fragments can-not be cleared currently, making complete debris removal totally impossible. It would take a long time and great effort to mitigate the current debris popula-tion, even if nations came to an agreement on an arms control treaty.58 
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				Arms Control Efforts in Space: A Flawed Framework

				Outer space is often viewed as a lawless frontier, yet it is governed by a frame-work of international laws designed to regulate human activities and prevent conflict. The United Nations Charter, international humanitarian law, and the 1967 Outer Space Treaty collectively provide guidelines for how states should behave in space.59 These include obligations concerning registration, account-ability, liability, and contamination prevention. While efforts to prevent space-related conflicts, including the deployment of weapons, have been ongoing, the legal landscape remains underdeveloped and fragmented.

				Although the OST is frequently considered a nonarmament treaty, it con-tains crucial provisions that indirectly support arms control. Drawing from the 1963 Partial Test Ban Treaty, the OST prohibits the placement of nuclear weapons or other weapons of mass destruction in space or on celestial bodies. It mandates that celestial bodies, such as the Moon, be used solely for peaceful purposes. However, the OST does not place extensive restrictions on the use, testing, or deployment of conventional weapons, either in space or directed toward space objects. This legal gap has been a point of concern as states like the United States and China intensify their space-related military capabilities.

				Further arms control efforts are seen in the Hague Code of Conduct, which includes transparency measures for space activities, and the Environmental Modification Convention, which prohibits the use of environmental manip-ulation techniques for military purposes.60 The Anti-Ballistic Missile Treaty, though historically significant, no longer holds relevance after the United States formally withdrew in 2002, citing the need for unconstrained missile defense development.

				A significant issue in space governance is the ambiguity surrounding the 

			

		

		
			
				Table 1. Differences between conventional and space arms race

				
					Features

				

				
					Conventional arms race

				

				
					Space arms race

				

				
					Battlefield

				

				
					Land, sea, and air

				

				
					Outer space

				

				
					Nature of weapons

				

				
					Tanks, aircraft, missiles, nuclear weapons

				

				
					Satellites, antisatellite weap-ons, directed-energy systems

				

				
					Verification

				

				
					Relatively easier (treaties, inspec-tions)

				

				
					Very difficult (dual-use technol-ogies, covert programs)

				

				
					Disarma-ment

				

				
					Achieved through arms control agreements (e.g., Strategic Arms Reduction Treaty, Intermediate-Range Nuclear Forces Treaty)

				

				
					Limited success; no binding treaty banning space weapons

				

				
					Targeted regions

				

				
					Specific geographic regions (bor-ders, theaters of war)

				

				
					Entire globe (space-based assets affect all regions)

				

				Source: courtesy of author, adapted by MCUP.
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				term peaceful purposes in the OST. This lack of definition is fueling uncertainty, particularly amid the escalating space competition between the United States and China. The OST’s advocacy for space to be used for peaceful purposes without a clear definition creates a gray area, allowing states to engage in dual-use space activities—technologies that can serve both civilian and military ob-jectives.61 This lack of clarity enables countries to develop space programs with potential military applications while still remaining formally adherent to the OST’s peaceful intent, exacerbating geopolitical tensions.

				The United States and China, both leading space powers, increasingly en-gage in activities with dual-use capabilities. China, for instance, has conducted antisatellite tests, such as the 2007 ASAT demonstration, which, although not violating the OST, showcased its ability to deploy space-based weapons. Un-like dual-use technologies like launch vehicles, this ASAT demonstration was explicitly military in design, yet it raised concerns regarding the distinction between compliant dual-use programs and overt weaponization. This event heightened concerns in the United States, which viewed it as a threat to the peaceful use of space. These incidents underscore the mistrust between the two nations, hampering collaboration and fostering a competitive escalation that could lead to an arms race.62

				Moreover, the absence of a precise definition of peaceful purposes compli-cates verification efforts. For example, determining whether a satellite designed for Earth observation is solely for civilian use or could have military applica-tions for targeting becomes a subjective judgment. Without clear criteria, verifi-cation of compliance with the OST becomes prone to bias and suspicion. Even overt military systems do not breach the OST, which bans weapons of mass destruction in space, leaving compliance intact but skepticism augmented, thus further straining relations between space-faring nations.

				This uncertainty contributes to a climate of secrecy in space programs, with both the United States and China reluctant to disclose comprehensive details of their activities. Because OST does not define peaceful purposes explicitly, disclosing any dual-use capability would cause misinterpretation as militariza-tion, thus this uncertainty incentivizes states to limit transparency. This lack of transparency also makes it difficult to monitor potential weaponization and arms development in space. Consequently, both nations are caught in a security dilemma—each perceives the other’s space program as a potential threat, driv-ing them to enhance their own military space capabilities in response.63 This cycle of suspicion and competition could lead to an avoidable arms race.

				To mitigate these tensions and promote stability in space exploration, it is crucial to define peaceful purposes more precisely in international space law. However, major powers like the United States, China, and Russia are unlikely to support such efforts as ambiguity benefits them to expand dual-use capabili-
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				ties while remaining compliant with OST. However, recognizing this challenge does not devalue the need for dialogue over reducing interpretative gaps, a nec-essary determinant in long-term stability. A clear definition would help foster transparency, build trust, and ensure a cooperative future for space activities, where security concerns are addressed without resorting to weaponization.

				U.S.-China Stalemate on Space Arms Control

				The issue of arms control in space has become contentious because of the con-trasting ideas put forth by the United States and China regarding future actions beyond Earth’s atmosphere, as the former favors voluntary norms and trans-parency measures while the latter advocates for legally binding treaties like the proposed Placement of Weapons in Outer Space Treaty (PPWT). The core of this debate stems from basic disparities in approach, with each state advocating for separate concepts and techniques in establishing the rules and norms for effective arms control and managing the arms race in space.64 The United States advocates for a system of international regulations for controlling weapons in space, which is based on established agreements like the Outer Space Treaty.65

				This approach highlights the significance of clear interpretations and strict adherence to the principles specified in these treaties. Its aim is to enhance transparency in space activities, thus fostering confidence and minimizing the likelihood of misunderstandings or miscalculations. A key aspect of the U.S. vision is the promotion of international norms that inhibit the creation and utilization of space weaponry. The United States considers space to be a cru-cial domain for global security and stability. Therefore, it aims to avoid the weaponization of space by employing diplomatic initiatives and engaging in multilateral agreements. 

				China supports a multipolar system, where developing spacefaring nations have more influence in decision-making processes. They perceive the U.S.-dominated system as favoring established powers to an excessive degree and aim to restore a more equitable allocation of power and influence in the governance of space.66 This vision underpins China’s promotion of the proposed Preven-tion of the Placement of Weapons in Outer Space Treaty (PPWT) with Russia, which upholds the principle of noninterference in national space programs. For Beijing, the PPWT represents both a counterweight to the United States’ dominance and an appeal to equitable multipolar governance.67 They oppose restrictions on their space endeavors, especially those that are seen as limit-ing their technological progress or national security concerns. China’s stance demonstrates its intention to assert its sovereignty and autonomy in space.

				Moreover, the United States perceives China’s development of antisatellite capabilities as a threat to peaceful space endeavors, since it may potentially expose its satellites to vulnerability. Washington perceives a definite differen-
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				tiation between ASATs and ballistic missile defense (BMD), advocating for a prohibition on the latter while not impeding the former. China, however, per-ceives the U.S. emphasis on BMD as hypocritical, as it is concerned that it may potentially be used for aggressive intentions. They argue that any prohibition on ASATs should also include restrictions on sophisticated BMD systems to preserve strategic balance and stability. 

				The ideological conflict between the United States and China leads to a stalemate in discussions aimed at creating a comprehensive treaty that effective-ly addresses antisatellite weapons and BMDs effectively.68 Both sides are ada-mant about not making concessions on crucial matters, as they emphasize that their positions are primarily motivated by concerns regarding national security and strategic objectives. The current deadlock presents substantial obstacles to global endeavors in monitoring and regulating space operations, intensifying conflicts, and accelerating the space arms race. The lack of substantive dialogue and collaboration between the United States and China makes it difficult to achieve consensus on crucial matters concerning space weapons control. 

				The Verification Dilemma

				The escalating U.S.-China competition in space militarization presents stra-tegic gains and drawbacks. While it pushes technological boundaries, it also intensifies verification challenges, complicating arms control efforts and accel-erating an unregulated arms race in outer space. Verification in space is in-
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				Figure 5. United States’ and China’s contrasting approaches toward space arms control

				Source: courtesy of author, adapted by MCUP.
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				herently difficult due to the unique conditions involved. Ensuring compliance with international agreements is complex, as objects in orbit are thousands of kilometers away, making it challenging to observe and analyze them accurately from ground-based sensors. High-powered telescopes provide limited insight, akin to identifying a car’s function from a blurry photograph, thus complicat-ing assessments of a satellite’s purpose and capabilities.

				Further complicating matters, many space technologies have dual-use po-tential, serving both civilian and military functions. For instance, differentiating a communication satellite from one with reconnaissance capabilities based on orbital parameters alone is challenging, contributing to the verification prob-lem. Effective monitoring would require transparent sharing of information about space programs; however, the United States and China are reluctant to disclose such details. Concerns about compromising their technological edge or exposing vulnerabilities lead both states to withhold critical information, intensifying mutual suspicion.69

				This secrecy fosters a worst-case-scenario mindset, fueling an unregulated arms race. China views the U.S. Space Force as a shift toward an aggressive space posture, driving China to increase its military space spending. This cy-clical action-reaction dynamic sustains a high-stakes rivalry, marked by both nations preparing for potential conflict scenarios. Without a practical, trustable verification system, accurately assessing each state’s space capabilities remains challenging, and the lack of transparency exacerbates tensions. Consequently, both nations engage in a high-risk strategic game, making it difficult to achieve stability in outer space.

				Deterrence Challenges in Space

				Space-based deterrence is seriously threatened by the United States’ and China’s competitiveness in space militarization. Both countries are working on build-ing antisatellite and directed energy weaponry to be able to target each other’s satellites. This leads to a more vulnerable situation: A country’s ability to com-municate, navigate, and gather intelligence might be severely compromised by an attack on its satellites. Fear of reprisal may not be sufficient to prevent an attack given how dependent both sides are on space infrastructure, particularly if one side thinks it can significantly outmaneuver the other by striking first. The militarization of space risks undermining nuclear deterrence by fostering first-strike incentives, where states may believe space dominance can offset the fear of nuclear reprisals. 

				Deterrence can be defined as influencing an adversary’s cost-benefit cal-culations to discourage it from doing something it might otherwise choose to do.70 In practice, deterrence seeks to convince an opponent that taking a prohibited action will result in costs, inability to succeed, or some combi-
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				nation of the two. One can persuade the opponent to decide against acting on the grounds that the likely consequences would exceed the likely rewards. Coercive persuasion takes the form of deterrence. The goal of deterrence tactics is to affect the actions of a voluntary agent, who has the freedom to refuse to comply with the threats or comply with them.71 Controlling tactics are those aimed at preventing the other party from making a decision; they are not de-terrent techniques. 

				Nuclear versus Space Deterrence

				The United States’ and China’s space militarization efforts have fundamentally changed the dynamics of successful space deterrence, making the implementa-tion of nuclear deterrent techniques more challenging. It is clear from studying nuclear deterrence that it is not perfect and depends on threats to sway future behavior. If the opponent chooses to disregard the threat, they have no way of knowing how much damage the foe can do or how effective their strikes would be. The opponent makes decisions based on this uncertainty. They assess the possibility of their strike succeeding against the possible costs of ignoring the threat. 

				Furthermore, two fundamental assumptions that ensure successful nuclear deterrence against one’s opponent are credibility and potency.72 The threat must be genuine and forceful enough to deter an attack. It also needs to be convinc-ing enough to the opponent that it will be carried out. The promise that good behavior will not be punished comes in second. The other player must also be assured that restraint will preserve the status quo, that not attacking will result in no punishment (implicit assurance). Such assurance encourages appropriate behavior. These ideas sound reasonable and promising when applied to land, but they become very difficult when applied to space. 

				Through the imposition of costs and consequences on potential adversaries, space deterrence aims to dissuade hostile actions against vital space infrastruc-ture. The context in which space-based deterrence functions is essentially differ-ent because there are no physical borders, territorial boundaries, or well-defined norms of engagement. Attacks in space might not be as globally devastating as nuclear war.73 The threat is diminished if an attack on a single satellite is not severe enough to justify escalation to a full-scale counterattack. 

				Moreover, compared to nuclear war, the possible outcomes of targeting space assets are less certain. An enemy finds it more difficult to feel certain that they will not be penalized for a restricted attack because of this ambiguity. A wider variety of threats are covered by space deterrence, such as directed ener-gy weapons, cyberattacks, electronic warfare, and ASAT weapons. Challeng-es brought about by these advancements include the possibility of escalating conflicts, the militarization of space, and the spread of destructive powers. The 

			

		

	
		
			
				50

			

		

		
			
				Strategic Vulnerabilities in Space

			

		

		
			
				Journal of Advanced Military Studies

			

		

		
			
				table below shows the distinction between space-based and nuclear deterrence. 

				Now, this article will explore the threats that U.S–China space militariza-tion poses to space deterrence, explain why this militarization is increasingly losing its efficacy, and discuss the need for new strategies to counter deterrence instability and escalation risks it generates.

				Challenges of Punishment 

				and Denial Deterrent Strategies 

				The United States and China have developed advanced space-based capabilities, including missile defense systems, ASAT technology, and jamming systems, which render traditional deterrence strategies, such as “an eye for an eye,” in-creasingly ineffective. The United States’ heavy reliance on space infrastructure for military operations, communications, and intelligence makes it particularly vulnerable, as retaliatory actions against Chinese satellites may not adequately deter attacks. U.S. losses in space would likely be more detrimental for its ad-versaries’ deterrent strategies, further complicating deterrence as Washington might interpret such attacks as escalatory and respond forcefully.74 In contrast, China’s growing but less dependent space capabilities reduce its risk exposure, making threats of retaliation less impactful and escalation more likely.

				Proportional retaliation, such as targeting China’s ASAT launch facilities, risks rapid escalation. Escalating to airstrikes on urban centers would be dispro-portionate and could provoke broader conflict.75 Effective deterrence requires credible threats balanced by proportionality; disproportionate actions, such as bombing cities for satellite losses, lack credibility and undermine strategic sta-

			

		

		
			
				Table 2. Differences between nuclear and space deterrence

				
					Feature

				

				
					Nuclear deterrence

				

				
					Space deterrence

				

				
					Environment

				

				
					Earth-bound, terrestrial, and atmospheric domains

				

				
					Outer space, orbital environment

				

				
					Threat certainty

				

				
					High—destructive capacity prov-en and demonstrated

				

				
					Lower—uncertainty due to dual-use technologies and limited use cases

				

				
					Threat credibility and potency

				

				
					Extremely high—assured de-struction

				

				
					Ambiguous—depends on technological capability and attribution

				

				
					Scope of threats

				

				
					Targeting states, cities, military forces

				

				
					Satellites, communication net-works, global infrastructure

				

				
					Defense

				

				
					Missile defense limited, mostly deterrence by punishment

				

				
					Hard to defend against; resil-ience and redundancy preferred

				

				
					Limitations

				

				
					Risk of mutual destruction, high political cost

				

				
					Attribution problems, escalation risks, debris creation

				

				Source: courtesy of author, adapted by MCUP.

			

		

	
		
			
				51

			

		

		
			
				Khalid

			

		

		
			
				Vol. 16, No. 2

			

		

		
			
				bility. This creates a pressing challenge for both nations to establish an equilib-rium in their evolving deterrence strategies. 

				Denial-based deterrence, emphasizing satellite resilience, is also fraught with challenges. Satellites’ inherent exposure in space limits passive defenses like shielding, which offers modest protection and often relies on secrecy. Active de-fenses, such as lasers or directed energy weapons, present technical and econom-ic constraints, including increased launch costs and limited maneuverability due to fuel constraints.76 Keplerian mechanics and high orbital speeds (around 17,000 mph in low Earth orbit) further restrict satellites’ ability to evade calcu-lated attacks.77 These dynamics make it difficult for deterrence strategies relying solely on maneuverability or active defenses to succeed.

				Asymmetric perceptions of risk and reward complicate deterrence. China may calculate that limited strikes on key U.S. satellites could yield strategic advantages with minimal retaliation, challenging the United States to innovate deterrence strategies that address these vulnerabilities while maintaining strate-gic stability.

				Considering these challenges, a comprehensive space defense strategy is necessary. This approach should explore various defensive solutions, includ-ing advancements in space situational awareness (SSA) to enhance detection and tracking of threats in orbit. SSA capabilities are critical in providing early warning and potentially neutralizing threats before they cause damage. A com-bination of enhanced SSA, innovative defensive measures, and credible and proportional deterrent strategies can help secure space assets and maintain sta-bility.78 By adopting such a strategy, the United States and China, as leading 

			

		

		
			
				Table 3. Differences between active and passive defenses

				
					Features

				

				
					Passive defense

				

				
					Active defense

				

				
					Definition

				

				
					Defensive measures that aim to minimize damage and exposure without engaging threats directly

				

				
					Defensive measures that actively detect, respond to, and neutral-ize threats

				

				
					Advantages

				

				
					- Cost-effective in the long run

					- Low operational complexity

					- Reduces exposure to risks

				

				
					- Real-time threat response

					- Greater adaptability

					- Can neutralize or deter 

					 attackers

				

				
					Limitations

				

				
					- Cannot eliminate threats

					- Static and predictable

					- Limited adaptability

				

				
					- Expensive and resource-

					 intensive

					- Risk of escalation

					- Requires skilled personnel

				

				
					Examples

				

				
					- Firewalls

					- Encryption

					- Intrusion prevention systems 

					- Access controls

				

				
					- Intrusion detection systems

					- Honeypots

					- Threat hunting

					- Automated response systems

				

				Source: courtesy of author, adapted by MCUP.
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				space powers, can mitigate risks of escalation and preserve stability and safety in an increasingly contested domain.

				OODA Loop Gap in Space

				Space warfare occurs with an accelerated pace, as both China and the United States possess the capability to launch unexpected assaults on each other’s sat-ellites using kinetic ASAT weapons. Defense in this domain necessitates the efficient execution of the OODA loop—a decision-making framework com-prising four critical stages: observe, orient, decide, and act.79 This framework underscores the importance of swift and informed responses to mitigate threats, yet its application in outer space faces significant challenges.80

				The observe phase involves identifying and collecting data on potential threats. In outer space, this is hindered by the difficulty of monitoring dimin-utive, maneuverable objects like ASAT weapons. Limited sensor coverage, particularly for high-orbit systems such as geosynchronous satellites, creates significant detection gaps. Attackers can exploit these gaps to launch unde-tected assaults, compromising the ability to respond effectively.81 The orient phase, which requires analyzing the data to understand the nature and severity of threats, is similarly constrained by delays in data processing and limited sen-sor capabilities. This results in incomplete or outdated situational awareness, further complicating timely decision making.

				During the decide phase, commanders must formulate actionable plans based on available data. However, the pace of space war and intricacies of the space environment dictates severe time limitations, usually compelling deci-sion makers to make decisions with limited information. Even once a decision is made, the act phase—like maneuvering satellites or activating countermea-sures—is limited by orbital mechanics, fuel restrictions, and technological lag, making timely inception problematic. 

				The challenges inherent in the OODA loop highlight the urgent need for advancements in sensor technology, data processing, and real-time decision-making frameworks. Without these enhancements, the vulnerabilities in each phase of the OODA loop leaves space assets exposed to operational failures and augmented susceptibility to hostile interference or accidental collisions. As technological determinism suggests, advancements in offensive space capabil-ities continue to outpace defensive measures, challenging existing norms and treaties like the Outer Space Treaty. The dynamics underscore the paradox of technological progress, where the pursuit of strategic advantage undermines stability.

				Strategic stability—comprising crisis management, arms control, and de-terrence—is increasingly strained by U.S.-China competition. The prolifera-tion of counterspace capabilities heightens the risk of crisis escalation through 
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				miscalculations and retaliatory spirals. Unlike traditional arms races, space mil-itarization introduces unique instability, as ASAT weapons and missile defense systems enable preemptive strikes, while attribution challenges further render deterrence ineffective. Furthermore, ambiguities surrounding the definition of peaceful purposes and verification challenges exacerbate the complexity of arms control efforts.

				The stakes in this cosmic brinkmanship are immense. A single misstep could result in catastrophic conflict with global ramifications. To avert such outcomes, global cooperation is imperative. Robust arms control agreements, enhanced transparency, and prioritization of peaceful initiatives are essential to preserve strategic stability. Navigating this volatile domain with foresight and intelligence is critical to securing a sustainable and conflict-free future in outer space. 

				Recommendations for Space Security

				The intensifying space militarization by the United States and China poses sig-nificant challenges to global strategic stability, necessitating a multifaceted and collaborative approach. Addressing these challenges requires the integration of technological advancements, the formulation of comprehensive strategies, and robust global cooperation. By adopting targeted measures, both nations can promote security, stability, and the sustainable use of outer space, ensuring that its vast potential benefits all. 

				The following recommendations outline critical policies and strategies to 

			

		

		
			[image: ]
		

		
			
				Figure 6. OODA loop of decision making and course of action

				Source: adapted from Col John R. Boyd, A Discourse on Winning and Losing, ed. Grant T. Ham-mond (Maxwell, AFB: Air University Press, 1987).
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				foster peaceful coexistence in space, mitigate conflict risks, and enhance mutual security. These measures emphasize improving crisis and deterrence stability, advancing arms control mechanisms, and building a balanced framework for long-term collaboration in the space domain. 

				Enhance Crisis Stability through International Dialogues

					•	Foster regular communication channels between the United States and China to clarify intent and prevent miscalculations during crises.

					•	Establish bilateral and multilateral forums to discuss space security concerns, drawing precedents like the Artemis Accords and support with memorandums of understanding and agreements for real-time information exchange during emergencies.

					•	Encourage the use of regional platforms, such as the Asia-Pacific Re-gional Space Agency Forum, to address space security in localized con-texts.

				Promote Transparency and Space Situational Awareness (SSA)

					•	Develop joint SSA initiatives to improve tracking, cataloging, and monitoring of space objects, thereby reducing the risk of misinterpre-tation.

					•	Share satellite launch notifications, orbital data, and operational details to build mutual trust and reduce the likelihood of accidental escala-tions.

					•	Expand data-sharing efforts with independent experts and internation-al organizations to enhance oversight and accountability.

				Commit to Restraint in the Use of Kinetic ASAT Weapons

					•	Advocate for a “no-first-use” pledge by the United States and China for kinetic ASAT systems, initially between the United States and China as leading space powers, but with a goal of expanding to other states like Russia and India to prevent space debris and orbital congestion.

					•	Leverage diplomatic pressure and advanced nonkinetic capabilities to encourage responsible behavior and reduce reliance on destructive ASAT systems.

					•	Work toward a multilateral framework under United Nations supervi-sion to establish a global ban on ASAT testing and deployment.

				Define and Regulate Space Weapons

					•	Develop internationally accepted definitions for space weapons based on their design and intended use, focusing on their potential to cause harm in space.
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					•	Categorize weapons into high-, moderate-, and low-threat levels, with high-threat weapons (e.g., destructive lasers and nuclear arms) subject to strict bans, and low-threat systems requiring transparency measures.

					•	Introduce protocols to regulate dual-use technologies, ensuring their peaceful application while mitigating security risks.

				Strengthen Verification Mechanisms

					•	Design robust verification frameworks that combine satellite monitor-ing, open-source intelligence, and independent expert evaluations to ensure compliance with space agreements.

					•	Address national security concerns by introducing phased transparen-cy agreements, beginning with nonsensitive data sharing and evolving into comprehensive verification practices.

					•	Explore technological solutions for real-time monitoring, such as ad-vanced SSA systems, to provide early warnings of potential violations.

				Foster Multilateral Cooperation on Space Governance

					•	Engage with global and regional organizations like the UN Commit-tee on Peaceful Uses of Outer Space to address the governance gaps in space, focusing on collaborative efforts for arms control and debris management.

					•	Develop shared norms and protocols for peaceful space activities, in-cluding mechanisms to resolve disputes and ensure accountability like the China and Russia sponsored International Lunar Research Station that promote an alternative governance vision.

					•	Encourage Joint missions and projects between the United States and China to establish trust and demonstrate commitment to shared goals in space exploration and utilization.

			

		

		
			
				Table 4. Proposed space weapons categories to make arms control efforts effective and more practical 

				
					Space weapon category

				

				
					Description

				

				
					Example

				

				
					Regulation focus

				

				
					High-threat weap-ons

				

				
					Widespread or lasting harm

				

				
					Lasers to destroy satellites, nuclear weapons

				

				
					Stringent regulations or prohibitions

				

				
					Weapons of moder-ate threat

				

				
					Disable or destroy a single satellite

				

				
					Electronic jammers, lower-power lasers

				

				
					Restrictions on de-ployment or testing

				

				
					Low-threat weap-ons

				

				
					Limited effectiveness, minor disruption

				

				
					Basic ASAT capa-bilities, short-range jammers

				

				
					Transparency and notification require-ments

				

				Source: courtesy of author, adapted by MCUP. 
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				Conclusion

				The militarization of space by the United States and China reflects a complex interplay of geopolitical ambitions, technological advancements, and shifting national objectives. Initially spurred by Cold War tensions and perceived Sovi-et threats, the United States established space dominance, investing heavily in military space technologies. China, driven by military, prestige, and economic factors, has since emerged as a formidable space power, challenging U.S. su-premacy. This U.S.-China rivalry now extends beyond exploration, focusing on control over strategic space resources and the military advantages space offers.

				Technological determinism and the security dilemma illustrate this com-petition’s impact on strategic stability, as advancements fuel mutual suspicion. Space is perceived as a zero-sum game, where the line between defensive and offensive capabilities is blurred, fostering a cycle of militarization. This escala-tion threatens the three pillars of stability—crisis management, arms control, and deterrence. The deployment of ASAT weapons and missile defense systems risks crisis escalation and undermines deterrence, as space-based weapons en-able potentially destructive, preemptive strikes. The lack of clarity on peaceful purposes and challenges in verifying space activities further complicate arms control efforts. This rivalry thus disrupts the balance of power, increasing the likelihood of miscalculation and unintended conflict, ultimately threatening peace in the space domain.

				Last, the hypothesis that the militarization of space by the United States and China is likely to disturb strategic stability is strongly reinforced by the creation of a feedback loop characterized by suspicion and discontent. Techno-logical progress (technological determinism) serves as the catalyst for military space programs, leading one nation to view the other’s accomplishments as a potential security threat, resulting in a security dilemma, which can then cre-ate a Thucydides’ Trap situation, particularly with the United States’ focus on maintaining supremacy over China in all domains. This perpetuates a cycle of distrust and heightened allocation of funds toward military endeavors in space. 

				The stakes could not be higher. A single misstep in this celestial game of brinkmanship could result in a catastrophic conflict with substantial and far-reaching consequences. To avert such a dismal result, a comprehensive, co-operative framework becomes essential to manage the risks of conflict, maintain crisis stability, and ensure responsible use of this vital domain. The suggest-ed approaches—enhanced global dialogues, a no-first-use commitment, a multi-stakeholder space arms control regime, and a phased approach to trans-parency—form the pillars of a sustainable path forward. By focusing on trans-parency, space situational awareness, and the creation of internationally agreed definitions and regulations, the United States and China can lead the way in establishing norms that benefit all spacefaring nations.
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				A multilateral framework, underpinned by open-source intelligence and collaborative information-sharing platforms, could foster mutual understand-ing, mitigate misperceptions, and reduce the potential for miscalculations in space. Commitment to these measures by the United States, China, and other stakeholders would not only help prevent a costly and dangerous space arms race but also serve as a model for international cooperation. Such a commit-ment would ensure that space remains a domain of shared prosperity, setting a precedent for stability, security, and collaborative innovation in this new fron-tier by avoiding the risks of a Thucydides’ Trap of continued escalation of the two preeminent space powers.
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				Lethal Autonomous Weapons Systems, 

				Human-Machine Teaming, and Moral Enmeshment

				Lieutenant Commander Jonathan Alexander, USN

				Abstract: In modern warfare, lethal autonomous weapons systems (LAWS) in-troduce artificial intelligence–enabled capabilities that may execute lethal actions without final human judgment. Their development envisions human-machine teams (HMT) that combine machine precision with human situational aware-ness in what has been termed “centaur warfighting.” Although some argue that autonomous weapons will shield personnel from the psychological burdens of combat, others contend that such systems risk morally distancing human op-erators from lethal outcomes. This article instead examines how humans may become “enmeshed” with machines within HMT sociotechnical structures, producing new forms of moral exposure and potentially contributing to moral-ly injurious experiences at the tactical level.

				Keywords: autonomous weapons, human-machine team, HMT, centaur warf-ighting, moral injury, moral enmeshment, moral luck

				Introduction1

				In the history of war, technology has been discovered, designed, and deployed to increasingly distance combatants from their enemy. In today’s modern warfare, the development and likely future deployment of lethal autono-mous weapons systems (LAWS) represents a potentially new era, as artificial in-telligence (AI)-enabled weapons may make lethal decisions apart from the final 
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				judgment and input of human warfighters. Paul Scharre argues in Army of None that “technology has brought us to a crucial threshold in humanity’s relation-ship with war. In future wars, machines may make life-and-death engagement decisions on their own.”2 The state of military affairs is currently in the middle of this “crucial threshold” as illustrated by defense-related news sources regular-ly publishing stories on the current development of autonomous systems and real-time militarized emerging technologies innovation and experimentation in the Russo-Ukrainian War.3 Numerous factors contribute to the “relentless drive toward autonomy”—the nation’s decreased appetite for physical risk to military personnel; lower costs per unit of unmanned autonomous systems; a militarized emerging technologies arms race with peer and near-peer adversaries; the need for hardened systems in cyber-contested wartime environments; and the ever-increasing speed of algorithmic warfare that may not permit humans to stay meaningfully engaged in the kill chain.4

				Current LAWS development does not envision armies of lethal autono-mous robots flying, marching, and sailing through the battlespace independent of all collaborative human partnership and control. Some of the sensationalized rhetoric around LAWS makes this seem the case, but most of the literature and future operational concepts embrace human-machine teaming (HMT).5 With-in this hybridized sociotechnical system of the HMT, the relationship between the human and machine has been metaphorically and cleverly depicted as “cen-taur warfighting.”6 The mythological centaur is a creature with a human head and upper body and a horse’s lower body. Paul Scharre leverages this image to describe the unique advantages that humans and machines both provide: “The best systems will combine human and machine intelligence to create hybrid cognitive architectures that leverage the advantages of each. Hybrid human-machine cognition can leverage the precision and reliability of automation, without sacrificing the robustness and flexibility of human intelligence.”7 As LAWS are currently developed and likely deployed in the future, a crucial ques-tion emerges—in the “centaur” HMT relationship, how might the machine’s autonomous lethal actions morally and psychologically impact the human war-fighter as the end user at the tactical level of war? 

				While there has been significant scholarship on the ethical, moral, and legal dimensions of LAWS, to date, there has been sparse research and discussion on the potential moral and psychic effects on those who will employ such weap-on systems. The limited literature that does exist predominately suggests that the deployment of LAWS in place of human combatants will either minimize war-related traumas like post-traumatic stress disorder and moral injury or LAWS will morally displace, distance, or desensitize servicemembers from the consequences of the lethal robot’s autonomous actions.8 However, as this arti-cle argues, the deployment of LAWS serving as a prophylactic against the hu-
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				man experience of wartime moral and psychic distress or contributing to moral displacement, distancing, and desensitization may not be the case, as some philosophies of technology and studies on anthropomorphizing in human-robot relationships theorize how the human may become enmeshed and en-tangled with the machine in the sociotechnical architecture of the HMT. This enmeshment may very well extend to the moral effects and consequences caused by autonomous weapons, especially if laws of war (LOW), namely the jus in bello principles of discrimination and proportionality, are violated.9 With the possibility of enmeshment and entanglement, if a lethal machine violates LOW, this could create a potentially morally injurious experience for the human war-fighter. When it comes to the possibility of moral enmeshment in the hybridized relationship between the human and machine, perhaps Scharre’s description of HMT as centaur warfighting is more prescient than his clever metaphorical use intends. 

				The structure of the article is as follows. It begins with brief overviews of both LAWS and moral injury and is followed by a theoretical exploration of how the human combatant in a sociotechnical HMT may become morally en-meshed with the machine and ultimately feel a sense of moral responsibility for the machine’s autonomous actions. The term theoretical exploration is not used to avoid rigorous scholarship or deflect any burden of proof. In the same way that engineers study potential shortcomings or failures in structures yet to be built, the methodology of this exploration is the application of established phil-osophical and psychological theorems. The investigation of technological and relational enmeshment occurs via: (1) an analysis of Bruno Latour’s philosophy of technology and his idea of the “collective”; (2) research on warfighters rela-tionally anthropomorphizing the robots they team with in combat; and (3) an application of the philosophical concept of moral luck.10 The article concludes with recommended areas for future research so that militarized HMT can be conscientious centaurs. 

				As emerging technologies are increasingly integrated into the future mil-itary context, illustrated by the Department of Defense’s (DOD) Replicator Initiative and the North Atlantic Treaty Organization’s (NATO) Allied Com-mand Transformation, it is vital for civilian and military leadership—policy makers, defense planners, technologists, and commanders alike—to recognize critical inflection points and reflect on the human dimension of autonomous warfare.11 This not only incorporates considerations on how to wage war justly (jus in bello) but also includes intentional efforts to provide “the moral and psy-chological armor needed to preserve honor and perhaps even humanity during and after war.”12 This type of multifaceted reflection can foster an even greater freedom for servicemembers to fulfill the mission and fight in good conscience because they will trust that ethical and moral issues have been considered by 
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				their leaders in the design, development, and deployment of the technologies at their disposal. Warfighters and their families deserve nothing less.

				Lethal Autonomous Weapon Systems

				While space constraints limit a thorough discussion on LAWS and other con-ceptual issues (e.g., continuums of autonomy and lethality; technical com-ponents and concepts; ethical, moral, and legal concerns), a brief overview and definition of LAWS is useful.13 Department of Defense Directive (DODD) 3000.09, Autonomy in Weapon Systems defines LAWS as 

				a weapon system that, once activated, can select and engage targets without further intervention by an operator. This includes, but is not limited to, operator-supervised autonomous weapon systems that are designed to allow operators to override operation of the weapon system, but can select and engage targets without further operator input after activa-tion.14 

				Additionally, it is worth quoting in full the DOD’s definition of autonomy, contrasted with automation, in the 2018 Unmanned Systems Integrated Road-map, 2017–2042:

				Autonomy is defined as the ability of an entity to independently devel-op and select among different courses of action to achieve goals based on the entity’s knowledge and understanding of the world, itself, and the situation. Autonomous systems are governed by broad rules that allow the system to deviate from the baseline. This is in contrast to automated systems, which are governed by prescriptive rules that allow for no deviations. While early robots generally only exhibited auto-mated capabilities, advances in AI and ML [machine learning] tech-nology allow systems with greater levels of autonomous capabilities to be developed. The future of unmanned systems will stretch across the broad spectrum of autonomy, from remote controlled and automated systems to near fully autonomous, as needed to support the mission.15

				LAWS are also often described by the place of the human operator “in/on/out of” the observe, orient, decide, act kill chain loop (a.k.a. John R. Boyd’s OODA loop).16 “In” the loop refers to the operator deciding what the robotic system does at every stage from target acquisition to engagement. “In” the loop is sometimes also referred to as semiautonomous weapons that “only engage individual targets or specific target groups that have been selected by a hu-man operator.”17 “On” the loop means that the system will carry out most of its functions without a human operator, but the human may intervene at any time. “Out of” the loop (sometimes called “off the loop”) is a fully autonomous 
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				system where the machine carries out each action of OODA. DODD 3000.09 currently directs humans to stay in or on the loop, but it leaves room for future LAWS development and deployment.

				In operational concepts of future HMT, the human warfighter and LAWS may team together on the physical battlefield or be separated in the battlespace but connected via high-definition sensors and screens. As an example of the former, one operational scenario might have an infantry squad employing an autonomous ground robot acting as the “point man,” minimizing risk to hu-man combatants in the event of initial contact with the enemy. A physically distanced scenario might look like an operator launching a lethal autonomous drone swarm from another continent yet still witnessing kinetic effects via sen-sors and screens. 

				Moral Injury

				Moral injury (MI) is the “damage done to one’s conscience or moral compass when that person perpetrates, witnesses, or fails to prevent acts that transgress one’s own moral beliefs, values, or ethical codes of conduct.”18 Brett T. Litz et al.’s seminal article describes MI as “perpetrating, failing to prevent, bear-ing witness to, or learning about acts that transgress deeply held moral beliefs and expectations.”19 Jonathan Shay defines MI as “a betrayal of what’s right by someone who holds legitimate authority in a high stakes situation.”20 In veteran war reporter David Wood’s What Have We Done: The Moral Injury of Our Longest Wars, he conducts interviews with combat veterans, mental health clinicians, and military chaplains and develops an insightful experiential expla-nation of moral injury:

				Moral injury is a jagged disconnect from our understanding of who we are and what we and others ought to do and ought not to do. Ex-periences that are common in war . . . challenge and often shatter our understanding of the world as a good place where good things should happen to us, the foundational beliefs we learn as infants. The broader loss of trust, loss of faith, loss of innocence, can have enduring psycho-logical, spiritual, social, and behavioral impact.21

				Signs and symptoms of MI include: (1) inappropriate guilt and shame; (2) social or relational issues (e.g., avoiding intimacy, anger and aggression, reduced trust in other people and cultural contracts); (3) spiritual and existential prob-lems (e.g., loss of spirituality or weakened religious faith, negative attributions toward God or higher power, lack of forgiveness, crisis in meaning); (4) sub-stance abuse and other attempts at self-handicapping; and (5) suicide and other self-harm behaviors.22 

				Moral injury is typically viewed as a phenomenon distinct from post-
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				traumatic stress disorder (PTSD). When Shay, serving as a psychiatrist for the U.S. Department of Veterans Affairs Boston Outpatient Clinic, began to study Vietnam veterans’ combat experiences, he did not see PTSD as an adequate explanation of the psychic trauma experienced by those he counseled. Thus, he coined the term moral injury. In his 2014 journal article “Moral Injury” in Psychoanalytic Psychology, he reflects:

				The DSM [Diagnostic and Statistics Manual of Mental Disorders] diag-nosis, Posttraumatic Stress Disorder (PTSD), does not capture either form of moral injury [i.e., Shay’s own betrayal-focused or Litz et al.’s perpetrator-focused MI]. PTSD nicely describes the persistence into life after mortal danger of the valid adaptations to the real situation of other people trying to kill you. However, pure PTSD, as official-ly defined, with no complications, such as substance abuse or danger seeking, is rarely what wrecks veterans’ lives, crushes them to suicide, or promotes domestic and/or criminal violence. Moral injury—both flavors—does.23 

				Clinical researchers Sonya B. Norman and Shira Maguen note overlap-ping symptomology of PTSD and MI—guilt, shame, betrayal, and loss of trust. They also highlight nosological differences, especially PTSD’s fear-based reac-tions, hyperarousal, startle response, memory loss, and flashbacks, and MI’s sorrow, regret, shame, and alienation.24 Research and scholarship related to un-derstanding and treating moral injury, including perspectives from both clinical and humanities disciplines, has proliferated in the past two decades because, as Wood observes, MI is “the signature wound of this generation of [Global War on Terrorism] veterans.”25

				Human Machine Teaming and Moral Enmeshment

				War as a Moral Arena

				War is a moral arena. Article 15 of Francis Lieber’s 1863 Instructions for the Government of Armies of the United States in the Field (a.k.a. the Lieber Code or General Orders No. 100 by President Abraham Lincoln) states: “Men who take up arms against one another in public war do not cease on this account to be moral beings, responsible to one another and to God.”26 Psychotherapist Edward Tick also reflects on the moral nature of war:

				During warfare, we human beings take over the Divine func-tions of granting life or administering death and of determin-ing the destinies of peoples and nations. . . . Taking life is the essence of war and is also in essence a moral and spiritual act . . . . Precisely because we become arbiters of life, death, and fate, we enter religious and spiritual dimensions and are in a 

			

		

	
		
			
				67

			

		

		
			
				Alexander

			

		

		
			
				Vol. 16, No. 2

			

		

		
			
				world of ultimate matters that Karl Marlantes calls “this war-time sacred space, this Temple of Mars.”27

				This “moral and spiritual act” in the arena of war is why warfighters may experience MI if they “perpetrate, witness, or fail to prevent acts that transgress one’s own moral beliefs, values, or ethical codes of conduct.”28 While this article argues that moral enmeshment between the human and machine may be pos-sible in the HMT, and therefore the use of LAWS may potentially contribute to moral injury in the warfighters who deploy them at the tactical level of war, as noted above, the opposite is often suggested—the introduction of LAWS may reduce occurrences of MI. For instance, while Scharre does not necessarily espouse the future use of LAWS, he writes, “In a world where autonomous weapons bore the burden of killing, fewer soldiers would presumably suffer from moral injury. There would be less suffering overall. From a purely utilitar-ian consequentialist perspective, that would be better.”29 His brief mention of MI comes at the end of a lengthier section on death by LAWS’ potential viola-tion of human dignity, yet Scharre never entertains how servicemembers who believe this to be the case (e.g., LAWS violating human dignity) may themselves be morally injured by deploying said weapons. Massimiliano L. Cappuccio, Jai Galliott, and Fady Alnajjar also contend that deploying LAWS in the place of humans will minimize war-related traumas like MI and is, therefore, ethically imperative.30 Like Scharre, the authors do not illustrate ways in which moral en-meshment may occur between human and machine, nor do they evaluate how LAWS may potentially contribute to moral injury in those who deploy them. These perspectives assume there will be little to no moral connection or moral responsibility between the future LAWS operator and the autonomous robot under their command. In essence, they imply that lethal autonomous technol-ogy removes the human combatant from the moral arena of war. Scharre notes, “If we lean on algorithms as a moral crutch, it weakens us as moral agents. . . . Someone should bear the moral burden of war. If we handed that responsibility to machines, what sort of people would we be?”31 Again, this presumes that LAWS operators will be removed from the moral arena of war and not feel a sense of moral responsibility or moral burden for the lethal decisions autono-mous robots make while under their tactical authority. 

				Bruno Latour’s “Collective”

				Philosophies of technology theorize and provide insight into how a future op-erator and LAWS may possibly become morally enmeshed within a human-machine, sociotechnical system, and therefore, how the LAWS operator may experience the moral responsibility and burden for the lethal actions of the au-tonomous machine, thereby potentially contributing to MI. In French philos-
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				opher and sociologist Bruno Latour’s 1999 essay “A Collective of Humans and Nonhumans: Following Daedalus’s Labyrinth,” he presents the concept of the “collective—defined as an exchange of human and nonhuman properties inside a corporate body.”32 His concept eschews modernity’s strict subject-object dual-ism and explains how human actors and nonhuman actants are collectively “en-tangled” in the process and pursuit of a goal. The subject-object duality treats the human as subject and the nonhuman artifact as object, but Latour avers that this distinction in practice does not hold. When describing the “technical medi-ation” relationship(s) between humans and nonhumans, a “third agent emerges from the fusion of the other two.”33 To illustrate, Latour uses the example of a chimpanzee wielding a stick to knock down a banana from a tree. In this scene, how does one identify subject and object? Modernity’s dualism views the chimpanzee as the subject instrumentalizing the stick as object to accomplish the goal of knocking down the banana (another object). However, Latour pro-poses that hybridization and enmeshment occurs when the chimpanzee as actor partners with the stick as actant, and this entanglement of chimpanzee and stick comprises a new “collective” to accomplish the goal—“The chimp plus the sharp stick reach (not reaches) the banana.”34 Notice the syntax of “reach” versus “reaches.” Latour’s approach employs third-person plural as the chimp plus the stick collectively reach. In his construct, the “imbroglios of humans and nonhumans on an ever-increasing scale” occur because of “successive crossovers through which humans and nonhumans have exchanged their properties” in a “deepened intimacy, a more intricate mesh, between the two.”35

				How might Latour’s theory of the “collective” illuminate the potential of moral enmeshment between the human and machine in a militarized HMT, thereby offering an explanation as to how the LAWS operator remains in the moral arena of war and personally experiences the moral weight of the ma-chine’s lethal action? In a traditional dualistic dichotomy, the operator is the subject, and the LAWS is the object. Operator and LAWS are ontologically distinct. However, in Latour’s view of enmeshment, operator and LAWS are sociotechnically fused and entangled in pursuit of the goal of engaging a target. In military practice, this is intimated and illustrated by a Marine and a rifle as articulated in the “Marine’s Rifle Creed”—“This is my rifle. There are many like it, but this one is mine. My rifle is my best friend. It is my life. I must master it as I master my life. My rifle, without me, is useless. Without my rifle, I am use-less. . . . We will become part of each other.”36 While the latter phrase is included as an implied symbolic, and not ontological, union between the Marine and the rifle, according to Latour’s idea of the collective, there might be more going on that actually creates some kind of ontological, or at least psychological, union or enmeshment. With this sense of oneness between actor (the Marine) and ac-tant (the rifle), the human Marine has moral agency and therefore takes moral 
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				responsibility and feels the moral burden for the outcomes of this hybridized entanglement. When the bullet (another subactant in the sociotechnical im-broglio) is fired from the weapon and strikes another human being, the Marine as human actor feels a sense of moral agency, moral responsibility, and moral burden. The Marine as actor does not dichotomize and disengage from the rifle as actant when dealing with the effects of the rifle’s actions because operating together in a collective, they are one enmeshed system. 

				There may be a similar human-machine collective teaming with the fu-ture operator and LAWS. One might take issue with this comparison, claiming that with the rifle, the Marine as human actor is involved in every stage of the OODA loop, and the moral component of lethal action is in the ultimate de-cision to act. However, once the rifle’s firing pin strikes the primer, the bullet is now an “uncontrollable” actant, at least in the sense that the Marine cannot definitively control where it strikes (e.g., accuracy of the shot, another individual stepping in the way or being in close proximity of the intended target, minute differences in bullet manufacturing, wind conditions, etc.). Yet, through the “oneness” of the Marine-rifle system, the Marine still retains moral agency as well as moral responsibility and the weight of moral burden. 

				To expand the exploration of moral responsibility residing beyond just the individual’s ultimate decision to lethally act, one could also apply this con-cept to a Marine infantry company commander deploying Marines. Even though discipline has been instilled through rigorous training, the individual Marine, once deployed, is essentially autonomous and uncontrollable by the commander. Yet, the commander still retains a morally weighted “command responsibility” and experiences a moral burden for what those under their com-mand “autonomously” choose to do.37 If an individual Marine violates LOW, the commander still feels a sense of moral responsibility, experiences the moral burden, and may even in some cases be held legally accountable for the actions of the individual “autonomous” Marine. This moral weight is illuminated by Latour’s collective—the commander has been morally enmeshed with the indi-vidual Marine (yet another hybridized actor/actant system). 

				Caroline Holmqvist, senior lecturer in war studies at the Swedish National Defence College, similarly conceptualizes potential enmeshment and entangle-ment in militarized technologies in her article “Undoing War: War Ontologies and the Materiality of Drone Warfare.” She labels the HMT as a “complex human-material assemblage” noting that virtual war is still “humanly experi-enced,” contra the argument that it is game-like:

				Contrary to common perception, drone warfare is “real” also for those staring at the screen and, as such, the reference to video games is often simplistic. . . . The relationship between the fleshy body of the drone operator and the steely body of the drone and its ever-more sophisticat-
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				ed optical systems needs to be conceptualized in a way that allows for such paradoxes to be made intelligible.38 

				Holmqvist uses similar language to Latour regarding the potential enmesh-ment of human and machine in contemporary warfare, explaining that “the human experience is continually altered by human beings’ encounters with technology . . . and to understand the human being in war, we need to consider the way in which fleshy and steely bodies associate, interact, merge—the dissolu-tion between the corporeal and the incorporeal.”39

				While Latour’s idea of the collective does not present an unassailable argu-ment for the moral responsibility and burden of the individual operator who deploys an autonomous system, it does provide philosophical and technological insight into why and how the human in the HMT may feel and experience a sense of moral distress for the lethal effects of the autonomous weapon under their control, even when the human is not specifically the element of the HMT acting in the OODA kill chain loop. Counterintuitively, it could also be that the removal of the human operator’s authority and decision to act in a lethal sce-nario causes moral stress. As Jai Galliott suggests, “If increasingly autonomous systems limit the exercise of autonomy or exert undue power and control over an operator’s ability to oversee the execution of lethal action in a just manner or that which accords with one’s own values systems and that of their military organization, they may be ‘morally injured’.”40 Latour’s theory that technologies potentially diminish the modern notion of subject-object distinction supports the exploratory thesis that human moral agency is not deferred or disengaged with the employment of LAWS but instead becomes a complex phenomenon of moral entanglement via this enmeshed, hybridized relationship between human and machine in the militarized HMT. 

				Anthropomorphism in Militarized Human Machine Teaming

				A form of this HMT relational enmeshment and entanglement is documented in warfighters who anthropomorphize the robots they team with in combat. Cappuccio, Galliott, and Eduardo Sandoval cite numerous research studies in human-robot interaction regarding anthropomorphism—the human ten-dency to perceive various kinds of nonhuman agents, including machines, as human-like. The authors observe:

				Explosive Ordnance Disposal (EOD) operators deployed in Iraq and Afghanistan report at least four remarkable anecdotes about their rela-tionships with the robots that assisted them in carrying out their task in active war scenarios . . . which testify to the pervasiveness of anthro-pomorphism:
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					1.	EOD robots were assigned names and gendered identities by the sol-diers who worked with them in Iraq and Afghanistan;

					2.	at times, when one of these robots was damaged, its loss was not sim-ply experienced as the destruction of an expensive piece of equipment, but also grieved like the death of a teammate, and in some cases, it was accompanied by funeral-like rituals;

					3.	when one of these robots was sent to the headquarters for repair after suffering structural damage, its human mates requested that its me-chanical parts were not replaced, but accurately fixed to preserve the robot’s individual identity;

					4.	in rare occasions, soldiers have endangered themselves to protect the robot from enemy assaults. . . .

					

					Therefore, anthropomorphistic attributions can be fueled by empathy and narratives of sacrifice, which reinforce each [other’s] . . . effects: thus, if robots are portrayed as entities that “sacrifice” themselves, then their destruction feels like a “death,” which in turn reinforces the em-pathic perception of them as person-like entities.41

				Julie Carpenter similarly researches the sociotechnical relationship between EOD personnel and the robots they use to locate improvised explosive devices. She writes:

				From the armed forces projected standpoint, the robot stands in for the EOD [human] operator as a critical doppelganger or extension of their physical self. . . . From the results of research on Human-Robot Interaction, the case is made that EOD personnel may form pseudo-relationships with robots and attribute mental states and sociality to them. The human instinct to anthropomorphize non-living things may be amplified and exploited by the addition of humanlike characteristics in robots, as well as people engaging in prolonged proximity and inter-active situations with them.42

				Victoria Groom et al.’s insightful paper “I Am My Robot: The Impact of Robot-Building and Robot Form on Operations” presents the idea of human self-extension into objects such as robots:

				When interacting with autonomous robots or robots tele-operated by another person, people respond in much the same way they respond to other people. In contrast, teleoperation and other immersive interac-tions through robots enable interactions between humans and robots that, in the moment of using the robot, may make people feel like the robot is part of one’s self.43 
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				The ideas of collective, assemblage, anthropomorphization, and self-extension may seem initially disparate, but explored together, they support the concept of a deeper sociotechnical relationship in the HMT. In the context of the human operator and LAWS, this hybridized and enmeshed social rela-tionship may explain how a “moral” connection is created between the two, especially if the robot is viewed anthropomorphically as a teammate or as an extension of the human operator. Therefore, taking into consideration these philosophies of technology and theories of social robotics, one can hypothesize how the moral implications of a lethal robot, especially in cases of LOW vio-lations, may be felt and carried by the human operator, thus contributing to potentially morally injurious experiences for warfighters functioning in HMT. Again, the use of a centaur to describe the human-robot relationship in HMT is perhaps more accurate than initially intended.

				Moral Luck

				In addition to philosophies of technology and psychological theories on HMT, the philosophical concept of moral luck provides further insight as to how the LAWS operator may indeed be more deeply connected and “enmeshed” in the moral arena and effects of war even as autonomous lethal decisions are executed beyond the operator’s direct control. Dana K. Nelkin provides a description of moral luck:

				Moral luck occurs when an agent can be correctly treated as an object of moral judgment despite the fact that a significant aspect of what she is assessed for depends on factors beyond her control. . . . The problem of moral luck arises because we seem to be committed to the general principle that we are morally assessable only to the extent that what we are assessed for depends on factors under our control (call this the “Control Principle”). At the same time, when it comes to countless particular cases, we morally assess agents for things that depend on factors not in their control [i.e., luck].44

				Moral philosopher Bernard Williams’s classic example of a truck driver, who “through no fault of his own,” runs over a child who darted in front of the moving vehicle, offers a helpful analogical parallel to the operator whose LAWS executes a lethal algorithmic action violating LOW.45 In Williams’s case, the driver is not “at fault” due to the agency of the child, but nonetheless, the driver should feel a sense of remorse and regret. One might even suggest that some-thing would be morally amiss with the driver if they did not feel some sense of moral remorse or regret. Therefore, the driver feels and experiences the mor-al weight of an action outside of their direct control. David Sussman further explains this seemingly irrational but very real and understandable moral no-
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				tion: “We expect the truck driver to be strongly inclined to blame himself, even though it would be wrong for the rest of us to feel anything like resentment or indignation toward him. . . . Although the driver should ultimately be ‘let off the hook,’ he nevertheless should not so release himself, but instead put up real resistance to our attempts to exonerate him.”46 Sussman continues, “Regret often brings with it some kind of self-reproach. . . . We can rationally feel regret for events that are completely and obviously beyond our influence. We need to see that even when there is no culpability, there can still be inescapable forms of personal antagonism that, although innocent, can nevertheless involve many of the features of personal wrongdoing.”47 

				A more contemporary moral luck thought experiment might include the use of a self-driving car. Although the environment differs significantly, the moral dynamics of delegation to civilian autonomous systems can illumi-nate similar tensions in militarized applications. Imagine someone owning a self-driving car and riding as a passenger when the vehicle hits and kills a pe-destrian. The vehicle’s owner and operator, even when riding as a passenger in self-driving mode, will likely feel a sense of moral responsibility and regret even though the car made an algorithmically programmed, autonomous decision resulting in the fatality. From Williams’s “unfortunate” (i.e., bad luck) truck driver example and the self-driving vehicle thoughts experiment, one can easily identify the analogous parallel. The concept of moral luck and feeling of moral responsibility for an outcome shaped by factors beyond one’s control serve to demonstrate how the human operator in the HMT may experience the moral weight, regret, and potential self-reproach for an autonomous lethal decision made outside of their control.

				War as a Moral Arena (Reprise)

				When one surveys the literature on LAWS, authors frequently employ the de-scriptor “moral.” For example, when discussing HMT, Scharre frequently describes humans as “moral beings” and “moral agents” with “moral responsi-bility.”48 Others echo this use—James L. Boggess’s “personal moral code,” Mark Coeckelbergh’s “moral responsibility,” Anthony C. Pfaff’s “moral assessment,” and Gary E. Marchant et al.’s “moral judgment.”49 If “moral” is used so pervasively in the literature when describing the moral weight and burden humans must retain in war, then why would every warfighter who deploys future LAWS com-pletely and permanently disengage morally when using these type of weapons, even if robotic warfare technology potentially contributes to different classes of moral displacement? More importantly, if the technology does indeed morally displace, distance, or desensitize servicemembers in real time from the kinetic results of the moral arena of war, one cannot assume that they will not at some point in the future evaluate and reflect on their wartime service. Tick writes: 

			

		

	
		
			
				74

			

		

		
			
				Conscientious Centaurs

			

		

		
			
				Journal of Advanced Military Studies

			

		

		
			
				A unique dimension of modern war with as yet unknown impact is that with modern technology, people take lives on the other side of the world but are not in danger of being killed in return. . . . Many troops engaged in distant forms of military action often feel detached from the experience of killing, their victims, and their own status as combat veterans. They may not rehumanize the foe or reconcile with their own histories until long after their service, if at all.50

				Tick notes that the psychospiritual impact of modern technology is un-known, yet also states that distanced warfare may contribute to moral disen-gagement. However, what is also undetermined, as Tick suggests, is whether the distanced warfighter will or will not morally reflect on their wartime actions. Later in his volume, he further intimates, “Today, warfare has become more deadly, debilitating, and invisible than ever. . . . We can surmise that the greater the destructive reach of our weaponry, the greater the moral stress and burden on troops and the nation, and the more penetrating yet mysterious the invisible wound will be.”51 These citations are not highlighted to call Tick to task for proffering seemingly opposing statements regarding the potential moral impact of using militarized emerging technologies. They merely reveal the unknown and myste-rious moral and psychic distress that may result in the warfighter who deploys LAWS due to potential moral enmeshment. 

				Understanding and further exploring the potential of moral enmeshment may serve as a protective factor for those who will one day deploy LAWS. If the current narrative continues that LAWS will either (1) shield human combat-ants from the traumas of war or (2) create a context of systematic killing that is construed as dehumanizing, desensitized, and dispassionate with few moral or psychic consequences on the commander or operator, then the military will not be ready for the potential moral distress and harm that results from the use of autonomous weapons in future war. While not all will emerge morally injured, some will—and this number matters.

				Conclusion and Recommendations

				The aim of this article has been to explore how the human may become en-meshed with the machine in the sociotechnical architecture and hybridized relationship of the HMT. This enmeshment may extend to the moral effects and consequences caused by LAWS, thus contributing to morally injurious experiences for the human warfighter at the tactical level of war, especially if LOW principles of discrimination and proportionality are violated. Using the doctrine, organization, training, materiel, leadership and education, personnel, facilities, and policy (DOTmLPF-P) framework, below are three recommenda-
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				tions and areas of research that should be pursued in future studies of LAWS and the potential of moral harm on operators.52

				The first recommendation involves personnel and policy such as multidisci-plinary inflection points in DOD LAWS development and deployment policy. In this author’s opinion, to date, the DOD has satisfactorily addressed ethical, moral, and legal issues concerning LAWS and other militarized AI-enabled sys-tems.53 Dialogue has included military leadership, policy makers, academics, private industry leaders, ethicists, technologists, and engineers. Because mili-tary chaplains often focus directly on servicemembers and serve as vanguards in treating psychospiritual injuries, they and other behavioral health care providers with expertise in moral injury should be incorporated into this discussion. The DOD must continue to prioritize and value regular inflection points and paus-es in policy development for ethical, moral, and legal considerations before, during, and after the deployment of LAWS. If the nation desires ethical and morally fit warfighters, institutional processes of ideation, development, acqui-sition, deployment, and evaluation of emerging technologies must model this ethical and moral integrity.

				The second area of focus or recommendation is to pursue leadership and education remedies by conducting further research on LAWS and potential psychic and moral harm. The only data and anecdotal information currently existing on militarized emerging technologies and moral distress derives from research on remotely piloted aircraft (RPA, i.e., drone) crews. It is vital to un-derstand how future LAWS might affect the psychospiritual health of war-fighters. While some may see this discussion as premature, analogical models such as studies on RPA crews can be leveraged to discern potential adverse results. This does not necessitate slowing or suspending development or de-ployment of LAWS, but the conversation must continue regarding holistic care of servicemembers. Retired Army psychologist Dave Grossman’s proposition of physically distanced weapons reducing innate resistance to killing applies to conventional weapons (e.g., artillery, naval gunfire, bombers, etc.), but RPA with high-definition sensors and screens minimize this distance psychological-ly via “empathic bridging” and “distant intimacy.”54 M. Shane Riza shares the comments of a former wing commander at Creech Air Force Base in Nevada where a majority of RPA operations are flown, who explained that “it’s not real-ly 8,000 miles away, it’s 18 inches away. We’re closer . . . than we’ve ever been as a service. There’s no detachment. Those employing the system are very involved at a personal level in combat.”55 

				Research reveals RPA crews experiencing PTSD and MI at similar, and in some studies higher, rates as compared to conventional manned fighter aircraft. Jean L. Otto and Bryant J. Webber state, “There was no significant difference 
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				in the rates of [mental health] MH diagnoses, including post-traumatic stress disorder, depressive disorders, and anxiety disorders between RPA and [manned aircraft] MA pilots. Military policymakers and clinicians should recognize that RPA and MA pilots have similar MH risk profiles.”56 They also noted the addi-tional challenges of RPA crews could “increase susceptibility to PTSD.” Rajiv K. Saini, V. K. Raju, and Amit Chali cite a “variety of studies conducted on drone crews[, which] have consistently provided [a] higher incidence of psychi-atric symptoms than their compatriots who operate manned aircraft.”57 Joseph O. Chapa believes that the psychological risks to RPA crews may be higher than the psychological risk to other combatants due to the empathic bridging with the targets they are tracking.58 

				While RPA warfare maintains a human in each aspect of the kill chain, the lessons learned, especially regarding psychological, moral, and spiritual care of technologically distanced operators, will be helpful in developing preventative and responsive care best practices for future LAWS operators. Among branches of the U.S. military, the Air Force currently executes the most RPA missions and has unit-embedded mental health providers and chaplains. Their best prac-tices for crew care modalities may provide a good foundation for practices of care for those who one day deploy LAWS.

				The third recommendation is to integrate robust ethics and moral decision-making education and training for military leaders and warfighters as end users. Even though LAWS will make final lethal decisions, their use on the battlefield will require more, not less, moral decision-making education and training for military personnel. In Christian Brose’s The Kill Chain, he observes:

				As intelligent machines become capable of performing these kinds of technical tasks more effectively than humans can, allowing them to do so can liberate more members of the military to do work of greater ethical value. They can spend more of their days solving complex problems with other people, making operational and strategic decisions, contex-tualizing critical information, distinguishing between right and wrong, and commanding people and machines to perform critical missions. These are the kinds of jobs that Americans actually join the military to do. In this way, intelligent machines could enable more human beings to concentrate on the ethics of warfare than ever before.59

				If this is the case, it will require robust moral instruction, which can oc-cur through focused ethics education and training in basic, intermediate, and advanced schools for officers and enlisted alike, especially as the Services train robotics and unmanned systems military occupation specialties (e.g., the Navy’s robotics warfare specialist enlisted rating and the Marine Corps’ 73XX Un-manned Aircraft System [UAS] Occupational Fields). Additional instruction 
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				and application may include ethical dilemmas with AI-enabled decision sys-tems woven into training exercises, as well as regular ethical and moral decision-making discussions conducted at the unit level. As the military Services embrace and employ more emerging technologies and correspondingly expect “human beings to concentrate on the ethics of war,” warfighters must be trained to think ethically and act morally sound. 

				The late Isaac Asimov once said, “The saddest aspect of life right now is that science gathers knowledge faster than society gathers wisdom.”60 While this has traditionally been the case, the next chapter of history begins now. As LAWS are likely deployed in the not-so-distant future and the character of war continues to evolve, the citizenry has a moral and social obligation to holistically care for the warfighters who fight the nation’s wars. Among other things, this includes sincere reflection on the potential morally injurious effects caused by the wea-ponized emerging technologies placed in their hands. As the American Civil War General William Tecumseh Sherman once lamented, “War is hell,” but it is, and always will be, a moral realm. However, when warfighters see this level of concern for their holistic health from the society that sends them to war, it bolsters their confidence in the cause and empowers them to fight with honor in emerging warfare as “conscientious centaurs”—as those who have considered the moral dynamics and weight of employing autonomous weapons in HMT. Not only is this an obligation, but this is also wisdom.
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				Why Democracies Struggle to Deter Cyber Aggression

				Paul A. Eisenmann

				Abstract: Democratic states are increasingly vulnerable in cyberspace due to inherent ethical constraints, transparency requirements, and legal oversight, significantly hindering their ability to effectively deter cyber aggression. This article critically assesses the strategic disadvantages democracies face using the examples of the United States, the United Kingdom, and Germany, including attribution challenges, threshold ambiguities, and the problematic diffusion of cyber capabilities among state and nonstate actors. It evaluates how strict adherence to international humanitarian law (IHL) further constrains demo-cratic responses, contrasting sharply with the operational flexibility enjoyed by authoritarian adversaries. The article advocates strengthening cyber resilience, promoting global norm-building initiatives, and crucially retaining credible tra-ditional military retaliation options. This integrated strategy enables democra-cies to uphold their values, effectively counter cyber threats, and actively shape global cyber norms, thereby ensuring strategic stability and digital security.
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				the traditional boundaries of attribution, thresholds, and proportionality, leav-ing states uncertain about appropriate responses and vulnerable to miscalcula-tions.1 Democracies, bound by transparency, ethical accountability, and legal oversight, find themselves particularly disadvantaged compared to authoritarian states that can exploit these ambiguities without equivalent constraints. Con-sequently, democracies struggle to establish credible deterrence, often resorting to defensive postures or limited diplomatic sanctions that adversaries view as insufficient or negligible.

				This article critically explores why democracies face these struggles and pro-poses actionable strategies to overcome inherent disadvantages. It investigates how ambiguities surrounding attribution and thresholds complicate deterrent measures, the structural inequalities in cyber capabilities between democrat-ic and authoritarian states, and the problematic diffusion of cyber capabilities among state and nonstate actors. Furthermore, the article examines how strict adherence to IHL and ethical norms, while essential for democratic legitimacy, significantly constrains effective responses to cyber threats.

				This article adopts a focused comparative analysis of three liberal democ-racies—the United States, the United Kingdom, and Germany—as illustrative cases of advanced cyber powers operating under distinct legal and constitution-al constraints. These states were selected because they combine significant cy-ber capabilities, global security roles, and formal commitments to international humanitarian law, yet embody differing constitutional structures and strategic cultures. The United States operates with a strong executive and globally ex-pansive cyber posture; the United Kingdom integrates cyber capabilities into joint operations under a parliamentary system with limited legislative oversight; Germany, constrained by the Grundgesetz (Basic Law), maintains a resolutely defensive stance under strict parliamentary control.2 Examining this variation within a small set of capable democracies allows for sharper identification of how attribution burdens, threshold ambiguity, and IHL obligations interact to shape deterrence outcomes. The aim is to generate conceptual insights into the structural disadvantages democracies face in cyberspace, rather than to claim statistical generalizability across all democracies. Accordingly, all findings and conclusions in this article are scoped to the United States, the United King-dom, and Germany. While some dynamics may be relevant to other democratic states, no claim is made that the patterns observed here apply universally across all democracies without further empirical examination.

				Addressing these strategic vulnerabilities, the article ultimately argues for a balanced yet robust deterrence framework. While advocating for strengthened defensive resilience and international norm-building initiatives, it firmly under-scores the necessity of retaining traditional military retaliation options—such as targeted kinetic strikes—under clearly defined and internationally agreed legal 
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				frameworks. This comprehensive approach aims to enable democracies not only to defend their digital infrastructures and institutions effectively but also to shape a secure, stable, and norm-governed cyberspace environment.

				Attribution, Ambiguity, and Thresholds

				Attribution, ambiguity, and thresholds are central challenges in cyber deter-rence, presenting strategic, operational, and technical difficulties that demo-cratic states must navigate carefully. Attribution, or correctly identifying the source of a cyberattack, remains technically and politically challenging due to the inherent anonymity and transnational nature of cyberspace.3 This ex-amination of democratic approaches—specifically those of the United States, the United Kingdom, and Germany—reveals their struggle with both tech-nical constraints, such as false-flag operations and sophisticated obfuscation, and strategic constraints arising from the political risks of misattribution. For example, the United States has historically embraced “instrumental ambiguity”—a deliberate vagueness about thresholds, red lines, and response options in-tended to preserve decision-maker discretion and complicate an adversary’s risk calculus—to maintain flexibility, avoiding premature attribution that could force an escalation or damage diplomatic relations.4

				For the three democratic states in this investigation, ambiguity in cyber en-gagement rules compounds the challenge of attribution by further constraining an already limited set of lawful and ethical response options. The North Atlantic Treaty Organization (NATO) explicitly recognizes that a cyberattack can trigger Article 5, which defines an attack on one member as an attack on all, yet its Cyber Defense Pledge strategically avoids specifying clear thresholds.5 NATO’s ambiguous stance is intended to prevent adversaries from identifying precise red lines, thereby maintaining operational flexibility and deterrence through uncertainty. However, this ambiguity also creates opportunities for adversaries to conduct cyber operations below the threshold of armed conflict, exploiting the uncertainty around what constitutes a sufficiently severe cyberattack to trig-ger collective defense, as emphasized in Martin C. Libicki’s study on crisis and escalation dynamics in cyberspace.6 While some scholars argue that strategic ambiguity can reduce the risk of automatic escalation by preserving political discretion, the cyber domain’s low visibility and rapid tempo often mean that adversaries perceive hesitation rather than resolve, thereby undermining deter-rence rather than strengthening it.7

				National doctrines further complicate this threshold ambiguity. The Unit-ed States’ 2023 Cyber Strategy of the Department of Defense emphasizes cyber operations below armed conflict thresholds to deter adversaries without escalat-ing into conventional warfare, thus reflecting a careful calibration informed by constitutional principles of proportionality and necessity.8 Similarly, the UK’s 
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				Ministry of Defence outlines cyber capabilities as integrated into broader mil-itary operations, emphasizing adherence to IHL and ethical standards derived from British legal norms.9 Germany, whose Basic Law prioritizes defensive strategies and mandates strict parliamentary oversight of military engagements, established the Cyber and Information Domain Service within the Bundeswehr (Federal Armed Forces), balancing operational effectiveness with legal account-ability, as reinforced by Germany’s National Security Strategy, which stresses a “resolutely defensive cyber stance” grounded in democratic oversight, parlia-mentary control, and a commitment to international law.10 Thus, while national doctrines reflect an awareness of cyber threats, democratic states’ internal legal and ethical frameworks severely limit their operational flexibility compared to authoritarian adversaries who face fewer normative constraints.

				Operational constraints significantly influence these strategies. The U.S. Cyber Command’s initiatives, like the Cyber Operational Readiness Assessment Program, aim to provide clarity and operational readiness within strict ethical and legal boundaries.11 Likewise, the UK’s National Cyber Security Centre em-ploys active defensive measures under its Active Cyber Defence program, de-signed to mitigate threats within accountability frameworks under the oversight of publicly elected politicians.12 These oversight mechanisms, while fundamen-tal to a functioning democracy, puts additional constraints and bureaucratic burden on the agencies responding to cyber threats—defensive and offensive. Germany’s Federal Office for Information Security highlights persistent high-threat environments and stresses enhanced resilience through technical pre-paredness and public-private collaboration.13

				This reflects that, for the United States, the United Kingdom, and Germa-ny, the intersection of attribution challenges, strategic ambiguity, and uncertain thresholds significantly complicates cyber deterrence. Addressing these issues requires continuous refinement of operational capabilities and legal frameworks to balance effectiveness, legality, and ethical accountability within their respec-tive democratic systems.

				Inequality in Cyber Capabilities

				The deployment of offensive cyber capabilities by democratic states presents profound ethical, legal, and strategic dilemmas, fundamentally conflicting with core democratic principles such as transparency, accountability, and adherence to the rule of law.14 Democracies rest on open governance and oversight, where-in executive actions, particularly those involving military capabilities, must be transparent enough to permit public debate and legislative oversight. However, offensive cyber operations typically necessitate secrecy and operational ambigu-ity, challenging these fundamental tenets.15 As Bryan Nakayama cautions, “the offensive employment of information operations risks deepening the challenges 
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				that democracies currently face,” particularly by expanding state power in ways that are difficult to monitor or contest.16 The absence of transparency conse-quently erodes public trust, creating a governance paradox where democracies use nondemocratic means ostensibly to protect democratic freedoms.

				Moreover, offensive cyber operations are structurally weakened in the three democratic systems of this article, either by procedural drag or political back-lash. In systems with strong legislative oversight, operational agility suffers.17 For instance, Germany’s Grundgesetz mandates strict parliamentary oversight of military operations, especially offensive cyber operations, which must navigate legal gray zones that constrain flexibility and undermine the operational effec-tiveness required for timely and covert responses.18 Conversely, when offensive cyber activities are primarily directed by the executive, they risk bypassing dem-ocratic checks, which can erode public trust and legitimacy. The United States exemplifies this tension: the executive branch frequently uses existing legal au-thorities expansively, leading to operations that evade detailed congressional review.19 Similarly, the UK’s National Cyber Force, though subject to limited parliamentary scrutiny, has prompted concerns about the appropriate balance between secrecy and democratic accountability.20 Thus, democratic regimes face a dual vulnerability: either offensive cyber operations become sluggish and bu-reaucratically encumbered, or they provoke domestic criticism for circumvent-ing transparency and oversight.

				Further complicating these operational challenges, offensive cyber opera-tions occupy an uncertain legal and ethical landscape. Current IHL and existing treaties offer only a general framework for cyber warfare, leaving states—par-ticularly the democracies in this investigation—to interpret foundational prin-ciples such as proportionality, necessity, and discrimination amid significant ambiguity.21 The inherently diffuse and unpredictable impacts of cyberattacks raise ethical questions about civilian harm and collateral damage, which are critical under democratic legal frameworks. Democracies also risk setting trou-bling precedents: the use of intrusive tools such as malware or spyware for of-fensive purposes—even if targeted at adversarial entities—can inadvertently normalize practices antithetical to democratic ideals like privacy and freedom of speech. The Brookings Institution emphasizes that the creeping normalization of surveillance and disruption tools could erode civil liberties domestically, as the boundaries between legitimate security measures and authoritarian practic-es become increasingly indistinct.22 In contrast, authoritarian states face fewer ethical constraints, as their populations are already subject to pervasive digital surveillance and coercive security practices; consequently, these regimes possess greater operational familiarity with intrusive cyber capabilities, conferring them a strategic advantage in potential conflict scenarios.

				Strategically, reliance on offensive cyber capabilities also entails substantial 
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				risks of escalation and unintended conflict, particularly troubling for democra-cies committed to maintaining international peace and stability. The ambiguity intrinsic to cyber operations complicates attribution, increasing the potential for misinterpretation and erroneous retaliation.23 Such uncertainty may escalate tensions, thereby contradicting democratic states’ strategic interests in global stability and predictable international behavior. Given that democracies typ-ically maintain open and digitally integrated infrastructures, these states par-adoxically become uniquely vulnerable to retaliatory cyberattacks, potentially inviting devastating consequences far exceeding the initial benefits of offen-sive cyber engagements. Consequently, offensive operations risk undermining national security rather than enhancing it, compelling democratic states to carefully weigh such tactics against their broader strategic imperatives and com-mitments to international peace.

				These contrasts have practical consequences for deterrence credibility. The United States’ willingness to engage in persistent cyber contact operations can signal resolve but also risks normalizing low-level hostilities, potentially eroding escalation thresholds over time.24 The United Kingdom’s emphasis on “respon-sible cyber power” strengthens normative legitimacy but can create operational hesitancy in crises where rapid offensive action might deliver strategic effect.25 Germany’s defensive posture preserves legal and political legitimacy at home and abroad, yet its highly restrictive authorization process may reduce the de-terrent value of its cyber forces by making timely retaliation appear unlikely to adversaries.26 Together, these variations underscore that even within a small group of high-capability democracies, institutional design and strategic culture can materially shape how deterrence is perceived and contested in cyberspace.

				To align cyber policies with democratic values, states should emphasize transparency, clear legal frameworks, and international cooperation rather than opaque offensive strategies. Clearly codified legal structures under strict legisla-tive oversight can bridge the accountability gap, helping to preserve democratic integrity and public trust even amid necessary secrecy. Initiatives promoting in-ternational cyber norms and cooperative cybersecurity frameworks, such as Mi-crosoft’s proposal for a “Digital Geneva Convention,” underscore democratic states’ commitment to ethical cyberspace conduct, emphasizing civilian protec-tion and international accountability mechanisms.27 While the Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations constitutes a notable effort to adapt traditional legal principles to cyberspace, it remains fundamen-tally limited by its NATO-centric origins and lack of formal endorsement by global institutions like the United Nations or the International Committee of the Red Cross (ICRC).28 Even among NATO members, significant differences persist regarding the permissibility and ethical scope of offensive cyber opera-tions, with countries like the United States favoring a broader interpretation 
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				of lawful cyber force while others, such as Germany, adopt a more restrictive and defensive posture. This divergence further weakens the manual’s norma-tive authority and highlights the urgent need for democracies to invest in truly multilateral frameworks if they intend to shape durable, widely accepted cyber norms. Strengthening cyber defense capabilities, international collaboration, and education in cyber resilience would enable democracies to uphold their val-ues while effectively countering cyber threats. Such a balanced approach allows democratic states to assert leadership in setting global norms, ensuring both national security and democratic integrity in the complex digital age.

				Diffusion between (Non)state Actors in Cyberspace

				Building on the challenges democracies face in establishing and enforcing in-ternational cyber norms, the diffusion of cyber capabilities between state and nonstate actors has significantly altered the operational dynamics of cyberspace, complicating traditional distinctions between organized military activities and actions taken by independent entities. Increasingly, states employ nonstate ac-tors—such as private cybercriminal organizations, patriotic hackers, or loosely organized digital militias—to conduct cyber operations aligned with national interests, thereby maintaining plausible deniability and obscuring direct attri-bution. Russia, notably, has harnessed cybercriminal networks and informal hacking collectives in support of geopolitical objectives. Groups like KillNet and XakNet have launched cyberattacks against states supportive of Ukraine, while also soliciting cryptocurrency donations to fund activities in Russia’s favor, often under the guise of volunteerism or patriotic activism.29 Such state-backed proxy operations blur lines of accountability, challenge traditional methods of attribution, and complicate diplomatic responses to cyber aggression.

				Simultaneously, nonstate actors have independently adopted tools and methods historically reserved for state-led cyber operations, enhancing their ability to inflict substantial damage and influence international conflicts. A prominent example includes the IT Army of Ukraine, a civilian-led digital force established in response to Russia’s illegal invasion. Comprising thousands of volunteer hackers worldwide, this group has conducted coordinated cyber operations targeting Russian state entities, illustrating the empowerment of nonstate groups through democratized cyber capabilities.30 This convergence in techniques and technology access reflects a broader diffusion phenomenon, enabled by readily available “turnkey” hacking tools—prepackaged software solutions that lower the technical barriers for sophisticated cyberattacks. As Mohamed Aly Bouke and Ahmed Abdullah argue, the widespread availabili-ty of these tools democratizes access to powerful cyber weapons, thereby em-powering diverse actors ranging from organized crime syndicates to politically motivated hacktivist groups.31 Unlike nuclear weapons, whose proliferation is 
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				constrained by technical, material, and international regulatory barriers, cyber capabilities diffuse rapidly and uncontrollably across state and nonstate actors, making traditional nonproliferation approaches largely ineffective in the digital domain. While the diffusion of nonstate cyber capabilities poses risks to both democratic and authoritarian states, the challenge is qualitatively different for democracies. Authoritarian regimes can employ rapid, extrajudicial measures against suspected cyber actors, operate without public disclosure, and mobi-lize state-aligned proxies without domestic legal repercussions.32 Democracies, by contrast, are bound by due process, evidentiary standards, and parliamen-tary or judicial oversight, which slow attribution, limit covert reprisals, and require public justification for countermeasures.33 This asymmetry means that when nonstate threats operate in the legal or technical gray zone, democracies face higher procedural thresholds to act, greater public scrutiny if mistakes are made, and narrower operational windows before deterrent effects degrade. In effect, the same diffuse threat landscape imposes heavier strategic and political costs on democracies than on nondemocracies.

				This dual diffusion—state actors appropriating nonstate entities and non-state actors adopting state-level cyber capabilities—poses severe challenges to ex-isting legal frameworks and democratic accountability structures. The complex interdependency between states and nonstate actors complicates the enforce-ment of international norms, making it difficult to clearly attribute cyberattacks and implement proportionate responses.34 Democracies struggle to develop ef-fective deterrence mechanisms in this ambiguous environment, as traditional diplomatic or military retaliation becomes problematic without unequivocal evidence linking adversaries directly to cyber operations. Consequently, this dif-fusion increases risks of miscalculation and escalation, particularly problematic for democracies committed to international law and conflict deescalation. The decentralized and diffuse nature of nonstate cyber entities makes diplomatic resolution challenging, as these groups lack formal organizational structures or accountability mechanisms typically available to state-controlled military forc-es. Without clear attribution or mechanisms to engage these nonstate actors diplomatically, democracies find themselves constrained, facing escalatory risks with limited options to manage crises effectively or peacefully.35

				Addressing these challenges requires democracies to refine their strategic doctrines, emphasizing cyber resilience, attribution capabilities, and enhanced international cooperation. Effective international norms must explicitly address the roles and responsibilities of both states and nonstate actors, recognizing the diffusion and democratization of cyber capabilities. Democracies must foster clearer norms around state responsibilities in managing relationships with cyber proxies, explicitly prohibiting tacit support for nonstate actors engaged in of-fensive cyber operations. Strengthening cooperative international frameworks, 
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				such as those proposed in initiatives like the “Digital Geneva Convention,” can establish clearer accountability standards, thereby mitigating the risks associat-ed with this diffusion phenomenon and enhancing global cyber stability.

				Ethical and Legal Constraints 

				under International Humanitarian Law

				Democratic states adhering strictly to IHL face significant strategic and opera-tional disadvantages in cyber warfare compared to authoritarian or noncompli-ant states, due primarily to ethical and legal constraints inherent in democratic systems. These disadvantages manifest specifically through the difficulty of at-tribution, the challenge of maintaining proportionality and distinction, and the underdeveloped legal frameworks governing cyber operations. Unlike conven-tional warfare, where the identity of an aggressor, the target of an attack, and the boundaries of battlefield effects are typically clear, cyber warfare is characterized by profound ambiguity and complex jurisdictional challenges, complicating the lawful execution of cyber operations.36

				A central constraint is the principle of attribution, which is fundamental in determining lawful responses under IHL. Cyber operations frequently ob-scure the identity of attackers through sophisticated techniques such as rout-ing attacks via multiple jurisdictions, hijacking civilian networks, or employing false-flag strategies, making attribution highly challenging.37 While convention-al military attacks usually provide immediate and reliable indicators of their source—such as identifiable military units or the geographical origin of artil-lery fire—cyberattacks rarely leave clear forensic evidence sufficient to justify immediate military response under the rigorous standards of democratic legal oversight. This lack of clear attribution severely limits democracies’ lawful re-taliatory options, often restricting them to defensive or nonmilitary responses even when facing severe provocations.38

				Additionally, the principle of distinction, requiring clear differentiation be-tween military targets and civilian objects, is particularly difficult to uphold in cyber operations due to the interconnected nature of digital infrastructure. The ICRC has emphasized that because civilian and military infrastructures frequently overlap in cyberspace, targeting even a seemingly legitimate military objective can inadvertently disrupt essential civilian services such as hospitals, banking systems, and water supplies, causing disproportionate civilian harm.39 In contrast, conventional warfare typically allows a clearer separation of military objectives from civilian infrastructure, simplifying adherence to IHL princi-ples. Consequently, democracies that would strictly enforce compliance with the principle of distinction would find themselves strategically constrained. In particular, Germany vigorously has promoted IHL adherence as a central ele-ment of its foreign policy and therefore could see itself refraining from aggres-
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				sive cyber operations for fear of inadvertent violations of international law and humanitarian standards.40

				Similarly, proportionality—the balance between anticipated military gain and potential civilian harm—poses complex ethical and operational challeng-es in cyber warfare. Cyber operations inherently carry risks of cascading and unpredictable effects, potentially causing extensive collateral damage beyond intended military targets.41 For example, a targeted cyberattack intended to disable a military communication system could unintentionally incapacitate civilian telecommunications, healthcare services, or critical infrastructure. Such unintended outcomes conflict directly with democratic commitments to min-imize civilian harm, creating a significant ethical and legal deterrent against aggressive cyber responses.42 Conversely, conventional military methods, such as precise kinetic strikes, usually allow more predictable damage assessments and therefore clearer compliance with the principle of proportionality under established IHL guidelines.

				Furthermore, democratic states face substantial disadvantages due to the underdeveloped international legal frameworks specifically governing cyber op-erations, contrasting markedly with the robust treaties and established norms present in conventional warfare. Currently, no comprehensive treaty explicit-ly addresses cyber warfare, leaving states reliant on interpretations of existing IHL principles developed for conventional kinetic conflicts. The ICRC high-lights the resulting legal ambiguity, noting that without precise and universally accepted standards tailored explicitly to cyber warfare, democratic states are forced into cautious interpretations of IHL, restricting their capacity to execute effective offensive cyber responses.43

				This legal ambiguity contrasts significantly with conventional warfare sce-narios, where robust frameworks such as the Geneva Conventions provide clear standards and universally accepted rules governing state conduct, responsibil-ities, and liabilities. For example, the criteria defining an armed attack or the conditions triggering the right of self-defense under Article 51 of the United Nations Charter are much clearer and widely recognized for physical attacks.44 In contrast, determining when a cyber operation constitutes an armed attack remains contested internationally, resulting in legal uncertainty and caution among democratic states adhering strictly to international law. Such uncertain-ty often compels democracies toward defensive postures or diplomatic solu-tions, limiting their ability to use decisive cyber actions proactively, thereby handing strategic advantages to less scrupulous adversaries who exploit these ambiguities.45

				Moreover, the transnational nature of cyberspace further complicates adher-ence to and enforcement of IHL. Cyber operations can originate, transit, and impact multiple jurisdictions simultaneously, complicating attribution, prose-
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				cution, and enforcement efforts significantly more than conventional military engagements, which typically remain geographically contained.46 This inherent complexity poses severe jurisdictional and diplomatic challenges for democratic states seeking lawful responses or accountability through international cooper-ation or prosecution.47 Authoritarian states or non-state actors operating with implicit state consent exploit these legal gaps, conducting aggressive cyber cam-paigns from jurisdictions where legal enforcement by democratic states proves impractical or diplomatically costly.

				In summary, democratic states’ strict adherence to IHL significantly disad-vantages them in cyber warfare relative to conventional military engagements due to attribution challenges, complexities around proportionality and distinc-tion, underdeveloped legal frameworks, domestic accountability mechanisms, and jurisdictional issues. Addressing these critical disparities requires the inter-national community, guided by organizations such as the ICRC and relevant think tanks, to develop explicit and robust international norms and treaties tai-lored specifically to cyber warfare. Until then, democratic states remain strategi-cally constrained, compelled to balance ethical compliance against operational necessity within an ambiguous and rapidly evolving cyber domain.

				How Can We Get Global Norms in Cyber Warfare?

				The urgent need for global norms in cyber warfare stems from the unique char-acteristics of the digital domain: anonymity, asymmetry, and the lack of inher-ent territorial boundaries. Unlike conventional military domains, cyberspace currently lacks a widely accepted and enforceable framework to regulate state behavior. Although efforts like the United Nations’ Group of Governmental Experts and the Open-Ended Working Group have confirmed that existing international law, including IHL, applies to cyber operations, these initiatives have fallen short of creating binding agreements or comprehensive enforcement mechanisms.48 Democratic states, which traditionally anchor their military ac-tions within clear legal and ethical boundaries, find themselves particularly vul-nerable in this regulatory vacuum.

				Building global norms in cyber warfare will require a multipronged strat-egy focused on broadening participation, increasing transparency, and forging common interests even among geopolitical rivals. Initiatives like the Global Commission on the Stability of Cyberspace and the Paris Call for Trust and Security in Cyberspace represent important steps toward establishing baseline expectations, particularly the protection of critical civilian infrastructure and prohibitions against indiscriminate cyberattacks.49 However, these efforts face resistance from authoritarian states that perceive cyber operations as indispens-able asymmetric tools to counterbalance Western technological advantages.50 Moreover, unlike nuclear nonproliferation frameworks where material con-
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				straints and verification mechanisms can physically limit the spread of capabil-ities, cyber weapons are often intangible, replicable, and difficult to monitor.51 As Joseph S. Nye argues, deterrence and dissuasion in cyberspace must therefore rely more heavily on norm-building and reputational costs rather than purely on threat-based strategies.52

				To foster truly global norms, democracies must expand multilateral engage-ment beyond traditional Western alliances, including regional organizations and emerging cyber powers. Transparency measures, such as voluntary disclosures of doctrine and restraint pledges, can help build mutual trust. Equally important is reinforcing the idea that sovereignty, civilian protection, and proportionali-ty apply as much in cyberspace as in conventional conflict.53 However, efforts toward transparency and normative restraint must be calibrated carefully, en-suring that democratic states retain sufficient operational flexibility until recip-rocal commitments to norm-building are forthcoming from all major actors. Without sustained commitment to coalition-building, norm promotion, and credible mutual restraint, the digital domain risks further fragmentation into competing spheres of influence governed by conflicting cyber doctrines.

				In this context, collective deterrence mechanisms enhance the credibility and capacity of democratic states to shape responsible behavior. Through alli-ances such as NATO, democracies can coordinate threat intelligence, pool tech-nical expertise, and present a unified front against malicious cyber actors. The NATO Cyber Defense Pledge reflects this commitment, emphasizing not only mutual defense but also sustained national investments in cyber preparedness.54 Institutions like the NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) further contribute by advancing legal, strategic, and operational thinking. Most notably, the Tallinn Manual 2.0, produced under the auspices of the CCDCOE, remains the most comprehensive nonbinding attempt to clarify how existing international law applies to cyber operations—serving as a reference point for norm development, even if it has yet to gain universal traction.55

				In conclusion, shaping global norms in cyber warfare requires democracies to move beyond deterrence thinking alone and toward proactive norm entre-preneurship, which means the active promotion and institutionalization of new rules, in this case responsible behavior in cyber warfare. Through inclusive di-plomacy, targeted normative agreements, and the reinforcement of ethical cyber behavior, the international community can work toward a cyberspace governed by rules rather than brute force.56

				Strategies for Ethical and Effective Cyber Deterrence

				While the establishment of global norms in cyber warfare remains an essen-tial long-term objective, democracies must also adopt immediate strategies to 

			

		

	
		
			
				94

			

		

		
			
				The Lawful Losers?

			

		

		
			
				Journal of Advanced Military Studies

			

		

		
			
				safeguard their digital domains ethically and effectively. Strengthening cyber resilience offers a pragmatic path forward, enabling states to uphold democratic values while countering escalating cyber threats.

				A core element of resilience is a layered defense-in-depth strategy. Tech-nological safeguards such as firewalls, intrusion detection systems, and regular vulnerability assessments help protect critical infrastructure. The U.S. Cyber Resilience Review offers a framework emphasizing operational continuity and adaptive response to evolving threats.57 Equally essential is cybersecurity edu-cation. Enhancing cyber literacy among citizens and IT professionals reduces human error and strengthens societal resilience. Lydia Kraus et al. demonstrate the long-term value of embedding cybersecurity training in academic curricu-la, while Valdemar Švábenský et al. highlight the importance of cyber ranges and simulations for preparing personnel to respond effectively under pressure.58 International cooperation further reinforces national efforts. NATO-led initia-tives promote shared training, Joint exercises, and interoperable defense sys-tems, fostering collective security among democracies.59 National legislation also plays a key role: the UK’s Cyber Security and Resilience Policy integrates resilience into public infrastructure strategy, ensuring legal frameworks keep pace with dynamic threat environments.60

				Together, these elements form a comprehensive model of cyber deterrence by denial—one that disincentivizes attacks by reducing their potential impact and increasing the cost of success. Crucially, such an approach avoids the ethical pitfalls of offensive retaliation, aligning with democratic commitments to trans-parency, proportionality, and civilian protection. By investing in layered de-fense, human capacity, and cooperative policy, democratic states can strengthen cyber stability while maintaining legitimacy in the international system.

				Leave Traditional Deterrence on the Table

				Given the escalating threat landscape in cyberspace, democratic states must decisively maintain the option of direct military action to effectively deter ad-versaries. Cyber aggression can no longer be answered solely through defensive cyber measures, diplomatic condemnations, or limited sanctions—responses that have repeatedly proven insufficient in curbing malicious cyber activities from strategic competitors. James M. Acton clearly illustrates how the absence of clearly defined thresholds and credible attribution emboldens aggressors, increasing the risk of inadvertent escalation.61 Democracies, therefore, must demonstrate unequivocally that hostile cyber operations will trigger tangible, real-world military consequences.

				Kinetic military actions, such as precision airstrikes or missile attacks on adversarial cyber infrastructures—including data centers, communication hubs, and operational command posts—must be firmly established as credible 
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				responses within IHL frameworks. Laurent Gisel and Tilman Rodenhäuser un-derscore the urgency of explicitly applying IHL principles like proportionality and necessity to cyberspace conflicts.62 Clearly articulated legal justifications for military retaliation will not only reinforce legitimacy but also strengthen deter-rence by signaling serious consequences for cyber provocations. In parallel, de-mocracies should aggressively pursue covert intelligence and special operations to dismantle adversarial cyber capabilities. Tim Maurer compellingly argues for the strategic impact of apprehending or eliminating state-sponsored cyber op-eratives.63 Targeted intelligence operations that disrupt adversaries’ cyber units and infrastructure send an unmistakable message: cyber aggressions will incur personal and operational risks. While some democracies possess the military reach and legal latitude to credibly threaten kinetic responses to cyber aggres-sion, others—such as Germany—are more constrained by constitutional limits, parliamentary oversight, and force projection capacity. This analysis therefore confines its discussion of conventional military options to states, like the Unit-ed States and the United Kingdom, whose political and military frameworks make such measures viable and would call upon defense-passive and reactive states like Germany to rethink its overall deterrence strategy in light of the ille-gal Russian invasion of Ukraine.

				In conclusion, to preserve strategic stability and safeguard democratic in-stitutions, states must adopt a robust deterrence posture that explicitly includes direct and decisive military retaliation for cyber aggression. Allowing nations like China and Russia to conduct cyber operations without severe repercussions only encourages further hostility. A deterrence strategy that integrates clear mil-itary options within existing legal frameworks is vital to maintaining global security and deterring future cyber threats.

				Conclusion

				Democratic states currently face significant strategic disadvantages in cyber de-terrence, primarily due to their adherence to ethical constraints, transparent governance, and rigorous legal frameworks. These inherent limitations create a challenging operational environment, where attribution remains difficult, thresholds remain ambiguous, and offensive actions risk escalating into broad-er conflicts. To overcome these issues, democracies must combine immediate defensive strategies—such as strengthening cyber resilience and fostering in-ternational cooperation—with the credible threat of traditional kinetic retalia-tion under explicit IHL frameworks. Moreover, democracies must lead efforts to establish global cyber norms through inclusive diplomacy, clear transpar-ency measures, and concrete accountability standards. While pursuing these norm-building initiatives, democratic states should remain pragmatic, main-taining flexible and credible military options to ensure adversaries clearly un-
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				derstand the real-world consequences of cyber aggression. These conclusions are drawn from the specific institutional and strategic contexts of the United States, the United Kingdom, and Germany and should be understood within that comparative frame. By strategically balancing defensive resilience, proac-tive norm entrepreneurship, and decisive traditional deterrence, democracies can effectively protect national security interests, uphold democratic values, and promote global cyber stability. Without these integrated measures, the digi-tal domain risks further fragmentation and heightened vulnerability to cyber threats.
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				Abstract: This article examines the integration of artificial intelligence (AI) into the military decision-making process (MDMP) through a multidisciplinary ap-proach, with particular attention to the experimental COA-GPT system. While AI offers unprecedented opportunities to accelerate operational tempo, gener-ates multiple courses of action (COAs), and reduces cognitive burdens on com-manders and staff, the study warns against overreliance on quantitative metrics and algorithmic processes and outputs. Drawing on Carl von Clausewitz’s principles, Trevor N. Dupuy’s models, and historical failures such as Robert S. McNamara’s “body count” in Vietnam, the analysis highlights the enduring un-certainty and friction of war that cannot be captured by purely mathematical or deterministic models. AI’s risks of overfitting, black-box opacity, and the exclu-sion of moral, human, and contextual factors underscore the indispensable role of human judgment. The article emphasizes the need to adapt doctrine, orga-nization, training, leadership, and infrastructure to the challenges and opportu-nities introduced by AI. The goal is to ensure that AI is employed as a powerful enabling tool that enhances human decision making rather than replacing it. 
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				The integration of artificial intelligence (AI) into the military decision-making process (MDMP) currently represents the most significant technological development in modern warfare, with the potential to 
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				fundamentally transform the traditional approach to planning and conducting operations. Ongoing conflicts and the current geopolitical situation underscore the magnitude of this transformation: on the one hand, Russian and Ukrainian forces are racing to enhance AI-driven systems on the battlefield, striving to ac-celerate targeting processes and battlefield analysis with ever-greater speed and precision; on the other hand, major global powers such as the United States and China are investing billions of dollars in both civilian and military AI applica-tions, fully aware that these technologies will confer a decisive strategic advan-tage over potential adversaries, and fueling what is increasingly being called an “AI Cold War.”1

				In the military domain, advancements in AI undoubtedly offer unprece-dented potential for a pivotal revolution.2 The relative speed and effectiveness of decision making are the most critical capabilities to succeed in military oper-ations. The current operating environment, marked by increasingly congested spaces, complex areas, contested domains, interconnected zones, constraints on the use of force, enhanced battlefield firepower and surveillance, and heightened vulnerability to cyberattacks, further emphasizes the need to maintain an oper-ational tempo superior to the adversary.3 This advantage relies on continuously updated situational awareness that informs a timely decision-making process.

				Drawing from the most significant cornerstone of naval warfare, which emphasizes the necessity to strike effectively first, we can assert that in all other domains as well, there is now more than ever a critical need to act effectively and decisively first.4 To preserve initiative and gain a temporal advantage over the adversary, superiority in the AI field will certainly prove to be a key factor. 

				Beyond the technical aspects, which fall outside the scope of this analysis, one of the most pressing questions for effectively harnessing this potential is how AI can be integrated into the planning process to ensure the ability to act effectively first.

				While prior research has emphasized the benefit of AI’s role in military planning processes, weaknesses remain in understanding how to implement it, accounting for the inherent uncertainty of war, avoiding overreliance, and eluding predictable results.5 This research investigates the integration of AI into MDMP, emphasizing the need for speed while acknowledging the inherent un-certainty of war, commonly referred to as the “fog of war.” The study address-es the central problem that while AI can enhance decision-making efficiency, war cannot be reduced to purely mathematical estimates, as demonstrated by historical blunders such as Robert S. McNamara’s body count strategy or the “insurgency math.”6 

				Aiming to achieve this objective, the investigation follows a multidisci-plinary path, integrating insights from military history and theory, philosophy, epistemology, and technology, and unfolds across four analytical phases: first, 
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				establishing theoretical foundations through examination of Clausewitzian principles and historical precedents of quantitative military analysis; second, analyzing the technical capabilities and inherent limitations of contemporary AI systems, particularly machine learning risks of overfitting and opacity; third, conducting a detailed case study examination of the experimental COA-GPT system as a representative example of AI-MDMP integration; and lastly, pro-posing specific recommendations for further AI-MDMP development and ad-vocating for the renovation of our Services through the doctrine, organization, training, material, leadership, personnel, facilities (DOTMLPF) framework, to ensure that AI is employed as a tool rather than a definitive decision maker, with human judgment remaining indispensable to leverage its tactical advantages while avoiding blind dependence on its outputs.

				Deductive and Inductive Reasoning 

				for Predicting Future Outcomes

				To set the foundation of this research, it is essential to first reflect on the lessons, frequently cited yet often forgotten, that Carl von Clausewitz offers in his most renowned work on the reliability of numbers, which is as nightmarishly com-plex and bizarre as Kafka’s works.7 James Willbanks, director of the Department of Military History at the U.S. Army Command and General Staff College, humorously recounted that in 1967, some Pentagon officials ventured into the building’s basement, where the computers were located. With great enthusiasm, they began inputting everything quantifiable into punched cards: numbers of ships, tanks, helicopters, artillery pieces, machine guns, and even ammunition. After feeding all this data into the “time machine,” they posed the crucial ques-tion: “When will we win in Vietnam?” They then left for the weekend, confi-dent that they would have an answer by Monday. After their return, they found a card in the output tray that stated, “You won in 1965.”8

				Although this is merely an old, apocryphal tale, the anecdote recounted by Willbanks reveals how humanity’s relentless quest to simplify the complexity of the world into universal laws can lead to an excessive oversimplification of real-ity, increasing the risk of erroneous predictions.9 This risk is inherent in induc-tive reasoning, which, starting from specific premises, seeks to arrive at general conclusions. Unlike deductive reasoning, however, these conclusions can never be deemed entirely certain, even when experience suggests otherwise.10

				Far from discrediting one reasoning process over the other, it is necessary to highlight that, in the military domain, both deductive reasoning (e.g., studying adversary doctrine) and inductive reasoning (e.g., analyzing recent enemy oper-ations) form the foundation of military intelligence.11 These methods are essen-tial for predicting an adversary’s future actions and supporting a commander’s decision-making process. However, the limitation of such predictions is that 
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				they rely solely on past experiences, making them unable to anticipate when or how an adversary might act unconventionally or irrationally, especially given the constant need to adapt to evolving situations.12

				Consider, for example, Sir B. H. Liddell Hart’s analysis of Germany’s mo-bile offensive operations beginning in 1939 (the so-called blitzkrieg) or Eliot A. Cohen and Phillips O’Brien’s discussion of Ukraine’s fierce resistance against Russia’s invasion in February 2022.13 Both cases illustrate the unpredictability of such events, emphasizing the inherent limitations of rationalization in fully grasping future actions.

				The Often-Forgotten Principles of Clausewitz

				The observations above emphasize Clausewitz’s argument regarding the lim-itations of doctrine as a theory based exclusively on past historical events, cau-tioning against using it as a universal model for the art of war in all conditions. Rather, it should be a tool for educating the minds of future commanders, fostering their judgment and intellectual instinct, without reducing warfare to a fixed mathematical formula. Furthermore, Clausewitz continues his critique of rigid rules and fixed schemes based on material factors by outlining three principles that illustrate how such frameworks merely oversimplify reality.14 

				First, he emphasizes the uncertainty of war and critiques the superiority of numerical strength as a metric for success. Such a mechanical simplification ne-glects key factors such as the enemy’s reactions, moral elements such as courage and the will to fight, and the commander’s role.

				Second, Clausewitz highlights the positive reaction, defined as the uncer-tainty stemming from the reciprocity of actions between two opponents. This principle underscores that the effects of our actions, as well as those of the ene-my, cannot be predicted with certainty and should not rely merely on theoretical assumptions. This concept is further validated by one of the major trends—now almost a constant—outlined by Wayne P. Hughes in his work Fleet Tactics and Naval Operations. Hughes asserts that the effectiveness of weapon systems is consistently overestimated before their actual use in conflict.15

				Finally, Clausewitz underlines the uncertainty of information, which is of-ten unreliable or incorrect, arguing that chance and talent play a crucial role in mitigating these uncertainties. Considering the tragic consequences of the Japanese attack on Pearl Harbor or the Battle of Goose Green during the Falk-land Islands War, both events illustrate how flawed intelligence can significantly influence the outcome of a battle.16

				Although these limitations may seem self-evident, they are frequently over-looked in the face of humanity’s intrinsic desire to identify a logical process based on statistics, metrics, and models to address a problem and devise a ra-tional solution with rigorously predetermined probabilities of success. One of 
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				the most notable examples of this mindset is linked to McNamara’s tenure as U.S. Secretary of Defense from 1961 to 1968. His technocratic and rational-ist approach had catastrophic consequences for the Vietnam War.17 Howev-er, while McNamara later expressed regret for his role, acknowledging in his 1995 memoir In Retrospect: The Tragedy and Lessons of Vietnam that the war was “wrong, terribly wrong,” critics have noted that this contrition was limited and delayed.18 Many observers argue that McNamara’s reflections often downplayed personal responsibility, framing errors as honest mistakes amid complex cir-cumstances rather than recognizing the human cost of his policies.19 This partial remorse underscores the enduring tension between technocratic decision-making and the profound, tragic realities of warfare.

				The Analytical Approach and Its Contradictions

				After his appointment as secretary of defense by President John F. Kennedy, McNamara faced the challenging mission of introducing order and rationality to a fragmented Department of Defense bureaucracy marked by internal con-flicts. Leveraging the expanded powers granted to the Office of the Secretary of Defense by the 1958 Defense Reorganization Act, McNamara took decisive steps to assert control over the Pentagon. One of his most significant initiatives was the implementation of the Planning, Programming, and Budgeting Sys-tem (PPBS), a model inspired by managerial processes at Ford, where he had previously worked. As described in the contemporary publication How Much Is Enough?: Shaping the Defense Program, 1961–1969, edited by Alain C. En-thoven and K. Wayne Smith, the PPBS represented an innovative approach.20 It organized the department’s budget around functional objectives tied to specific missions, thereby integrating strategic planning with financial planning. Addi-tionally, the introduction of systems analysis enabled comparative evaluation of various programs, assessing their relative effectiveness in achieving similar oper-ational goals and attempting to reduce uncertainties through scientific analysis. This reorganization aimed not only to optimize resources but also to create a more rational and coherent decision-making structure.

				However, the Vietnam War exposed the limitations and contradictions of this methodology. In a war where territorial control, distances covered, or cities occupied held little significance, the enemy’s body count emerged as a seemingly more compelling metric of progress and success.21 This system, based on calculations, charts, and statistics, produced two unintended effects. At the tactical level, units deliberately exaggerated enemy casualty figures while min-imizing their losses to appease superiors.22 At the strategic level, this approach proved inadequate in measuring the Viet Cong’s determination to achieve their objectives.23 The futility of this method was later confirmed by General Douglas Kinnard’s historical essay, The War Managers, which revealed that only 2 percent 
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				of American commanders considered body count an effective metric for mea-suring success.24

				The consequences of McNamara’s hyperrational approach, transplanted from the economic sphere to the military domain, underscore how Clausewitz’s first and third principles remain unchallenged. On the one hand, mere numer-ical comparisons of strength fail to account for the moral elements essential in conflict, rendering them ineffective as predictors of victory. On the other hand, the fallacy of numerical metrics becomes exponentially greater when the num-bers themselves, such as the Viet Cong body count, are derived from flawed or manipulated information.25

				The contradictions of this approach are even more apparent in counterin-surgency (COIN) operations. As Jon Krakauer notes in Where Men Win Glo-ry: The Odyssey of Pat Tillman, the Pentagon relied on quantitative indicators such as insurgent body counts, completed operations, or secured objectives to monitor progress in the wars on terror in Iraq and Afghanistan.26 According to Krakauer, this methodology demonstrates McNamara’s enduring legacy and the continued reliance on numerical metrics within military and political or-ganizations. Beyond the oversimplification inherent in reducing war to a mere spreadsheet, this system, as David Kilcullen argues in The Accidental Guerrilla: Fighting Small Wars in the Midst of a Big One, ignores critical factors such as local population support (“hearts and minds”), governance capacity—both mil-itary and civilian—and the sustainability of operations over time.27 Moreover, this quantitative criterion fails to link tactical objectives with strategic goals, or, in other words, to establish a coherent process between ways, means, and ends.28 As a result, it often produces overwhelming tactical victories but fails to achieve the desired end state.29

				Despite recognizing the fallacy of tightly controlling the relationship be-tween allocated resources and performance expectations (translated into mere numbers), military culture remains deeply entrenched in this mindset. As Ed-ward N. Luttwak observed in his 1984 work, The Pentagon and the Art of War: The Question of Military Reform, he reflected: “Much of what went wrong in Vietnam belonged to the time and place, but much derived from military in-stitutions that have not yet been reformed . . . and that continue to fail in converting manpower and money into effective military power.”30

				The Use of Metrics in Planning

				Far from condemning the use of metrics, force ratios, and mathematical cal-culations, the ongoing debate over their effectiveness remains unresolved.31 In War by Numbers: Understanding Conventional Combat, Christopher A. Law-rence, drawing on a database of 752 battles fought between 1904 and 1991 and the exemplary theories of Colonel Trevor N. Dupuy (the Quantified Judgment 
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				Model), underscores the utility of metrics such as force ratios, rates of advance, and casualty estimates in determining the outcome of battles. Even Clausewitz, in chapter 8 of book III of On War, affirms that “in tactics, as in strategy, su-periority of numbers is the most common element in victory.”32 However, it is essential to note that this superiority should not be understood in absolute terms but rather in relation to the concentration of a superior force at a decisive point. Both Dupuy and Lawrence, however, identify numerous other factors influencing the conduct of military operations, thereby advocating for a com-prehensive analysis. Elements such as morale, training levels, motivation, cohe-sion, surprise, logistical organization, and the adaptability of commanders and units play a critical role in determining the outcome of combat. These elements contribute to what Dupuy terms quality of troops, now more commonly known as combat effectiveness.33

				Combat Effectiveness: 

				A Complex and Intangible Factor

				Depuy described combat effectiveness (CEV) as the sum of “the intangible be-havioral or moral factors of man that determine the fighting quality of a combat force.”34 These factors are meticulously categorized into leadership (encompass-ing training, experience, logistics, and other multipliers), disarticulation factors (such as surprise, suppression, culmination point), force quality (interpreted as relative combat effectiveness, morale, cohesion, fatigue, and trends over time), and the relationship between physical and moral factors (such as friction, defen-sive posture, momentum, and luck).35

				However, as noted by Lieutenant Colonel Z. Jobbagy (Hungarian Defence Forces) in his analysis of fighting power, the “frustrating intangibility” of these factors and the inherent difficulty in quantifying them prevent us from relying on these variables for the effective prediction of battle or campaign outcomes.36

				Even from a purely mathematical perspective, the attempt to accurate-ly measure CEV and incorporate it into a new “square law,” adapted from 
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				Figure 1. Depuy’s combat power equation

				Source: Shawn Woodford, “Dupuy’s Verities: Combat Power =/= Firepower,” Dupuy Institute, 12 May 2019.
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				Lanchester’s celebrated equations and revised by Dupuy, has been called into question by the Operations Research Society of South Africa (ORSSA).37 Re-searchers from the society’s Department of Applied Mathematics, after iden-tifying mathematical discrepancies in Dupuy’s formula for calculating CEV, argue that “even though Lanchester’s theories have been significantly developed and are often used in war games, there are serious doubts about their potential application in real battles.”38

				The Debate on Metrics, Mathematical 

				Models, and the Dynamic Approach

				The discussion on the effectiveness of metrics and mathematical models con-tinues with the introduction of a dynamic approach, such as the one developed by Joshua Epstein in 1985.39 Epstein’s model, designed to provide a valid al-ternative to static analysis for assessing NATO’s resource allocation effective-ness during the Cold War, is based on the premise that combat is “a process whose course and outcome depend on factors that cannot be captured in a simple beans count.”40 Among these factors, he lists elements such as “technol-ogy (weapon quality); troop training and skills; command, control, commu-nications, and intelligence (C3I); logistics; relative concealment and exposure (use of terrain); ally reliability; readiness; surprise; and the relative willingness to endure attrition and concede territory.”41 To support his argument, Epstein also turns to historical examples, citing battles and campaigns such as Austerlitz (1805), Antietam (1862), the invasion of France (1940), Operation Barbarossa (1941), and Kursk (1943), highlighting how victory can smile even upon those who, under analysis, appear numerically inferior.42

				Despite its innovative nature and detailed mathematical analysis, Epstein’s model has not been immune to criticism. A 1988 publication edited by the U.S. Congress implicitly affirmed the validity of the aforementioned properties 
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				Figure 2. Depuy’s combat effectiveness equation

				Source: Gerhard Geldenhuys and Elmarie Botha, “A Note on Dupuy’s QJM and New Square Law,” ORiON 10, nos. 1–2 (1994): 45–55, https://doi.org/10.5784/10-0-455.
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				enunciated by Clausewitz, stating: “There are questions about the equations used in the models, whether the model or scenario is biased in favor of or against a particular faction, and the sensitivity of the model to different assump-tions.”43 The publication further noted: 

				Epstein’s model, like any quantitative method for assessing the rela-tionship between two military forces, cannot be used to predict the outcome of a real conflict. No mathematical model, even one attempt-ing to capture the dynamics of war, can replicate all the factors that determine the course of a battle. Some factors that have a significant impact on the outcome of a clash, such as leadership, morale, and tac-tical competence, cannot be quantified.44

				Clausewitz’s theories and the U.S. Congress’s conclusions are further re-inforced by the observations of Russian writer and philosopher Leo Tolstoy. In his celebrated work, War and Peace, Tolstoy illustrates the complexity, un-predictability, and apparent disconnect between the theory and practice of war through the eyes of those who lived it. Tolstoy, employing a skillful analogy with the game of chess, critiques the rationalistic and deterministic vision of war, underlining how human beings strive to impose order and logic on phe-nomena that are inherently chaotic and uncertain.45

				Unlike chess, where the player has a sense of control over events thanks to the complete visibility of the board and its fixed rules, Tolstoy argues that the reality of war introduces numerous unpredictable variables: chance, human emotions, confusion, and the will of combatants. These factors render the claim of total control futile and illusory. Through this comparison, Tolstoy also seeks to diminish the central role often attributed to commanders, who are frequently regarded as the sole architects of decisive victories.46 He argues that their success is not uniquely dependent on their skill but rather on a network of uncontrol-lable circumstances and factors, such as the contributions of soldiers, weather conditions, and sheer luck.47 In other words, Tolstoy asserts that war cannot be reduced to an ordered game like chess but remains an anarchic and chaotic phenomenon where human control is limited.

				The discussion thus far allows us to grasp the inherent risks of inductive reasoning—when one attempts to derive a general rule (a mathematical equa-tion) from a particular phenomenon (a specific battle). This risk is further am-plified by the heuristic methods employed to formulate mathematical equations for force ratios, which aim to predict and “control” the outcome of a future event using procedures that are not rigorous and whose validation will always remain uncertain.

				On the other hand, as previously emphasized, the use of metrics and math-ematical equations in the military domain remains indispensable. They are in-
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				valuable tools for planning the forces to be assigned to specific tasks, helping us determine whether they are proportionate to them and identifying any associ-ated risks. However, to borrow Epstein’s words, mathematical models must re-main solely a force-planning tool, for which “depictive realism and precision are not absolutely necessary.”48 These models should not cross the feeble line into our unconscious desire to predict an outcome, even though such prediction is not “definitively and eternally precluded.”49

				The Final Frontier of Inductive Reasoning: 

				Artificial Intelligence

				The principles of inductive reasoning and their inherent limitations, along with those of metrics based on historical data and heuristic methods previously ex-amined, provide a foundation for introducing what is arguably the most signifi-cant technological revolution of our time—AI. According to IBM, AI is defined as “a collection of systems or machines that imitate human intelligence to per-form tasks and are capable of iteratively improving themselves based on the in-formation they collect. Applications of AI include natural language processing, image recognition, and the prediction of future events through data analysis.”50

				To fully understand both the potential and the risks associated with the use of AI and its most advanced stage of development, generative AI (GenAI), it is essential to analyze the models upon which these technologies are based. These models include machine learning (ML) and deep learning (DL).

				Machine learning refers to the development of algorithms that enable com-puters to learn from input data and to improve their performance over time without being explicitly programmed for specific tasks.51 In other words, by analyzing large volumes of data, machine learning systems are capable of iden-tifying recurring patterns and harnessing this information to make decisions or produce predictions.

				Deep learning, on the other hand, is a subfield of machine learning that relies on multiple layers of artificial neural networks.52 The term deep refers to the use of numerous layers that allow for the modeling and interpretation of complex data. These deep neural networks are inspired by the structure of the human brain and are particularly effective in processing unstructured data such as images, audio, and text. This architecture enables models to learn hierarchi-cal representations of data, beginning with low-level features and advancing to increasingly abstract and complex concepts.53

				The Primary Risk of Machine Learning: Overfitting

				The use of the aforementioned models, which are fundamental to the learn-ing process of AI, highlights the profound distinction between AI systems and conventional computing. While traditional software works by following fixed 
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				instructions explicitly programmed by humans to convert specific inputs into predetermined outputs, artificial intelligence systems use algorithms designed by humans that enable the system to learn from data and improve over time. Instead of relying solely on predefined rules, AI autonomously builds internal models that map inputs to outputs, allowing it to adapt and handle new situ-ations without explicit reprogramming. Subsequently, AI systems continue to learn through iterative processes involving trial, error, and feedback provided by human developers, thereby reconfiguring internal mappings and the connec-tions among acquired data.54

				The principal risk associated with this learning process is that AI’s neural networks may resort to memorizing responses rather than genuinely learning the underlying principles. This phenomenon, often referred to as the “parrot effect,” has been effectively illustrated in an interview conducted by Alexandre Piquard with linguist Emily Bender.55

				From a technical perspective, this issue is known as overfitting, which refers to a model’s failure to generalize due to the limited size of the training dataset. Such datasets often lack enough examples to accurately represent the full range of possible input values. As a result, the model’s predictions become highly sensitive to variations in new data, leading to unstable and unreliable behavior. This significantly reduces the model’s usefulness in complex or real-world sce-narios.56

				In an attempt to provide a simple example illustrating the risks associated 
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				Figure 3. Correlation between artificial intelligence, machine learning, deep learn-ing, and generative AI

				Source: IBM.com, adapted by MCUP.
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				with overfitting, let us consider a small dataset containing information on the prices of a given product as a function of its weight (table 1).

				A model not affected by overfitting would identify a simple relationship, such as: 

				Weight/100 = Price

				By contrast, a model affected by overfitting would attempt to fit the train-ing data perfectly, producing a complex curve that passes exactly through the given points like a parabola. Although this approach may perform well on the specific dataset used for training, it would likely fail to generalize. For instance, when presented with a new input (e.g., a product weighing 120 grams), the model might produce an inaccurate prediction due to its excessive sensitivity to the original data.

				Moving to the military field, a constant in the history of naval warfare says, “Firepower is less effective than anticipated from peacetime tests and firing ex-ercises.”57 Overfitting in AI systems has the same limitations, as algorithms can perform well on training data but may not generalize accurately to the complex and dynamic environments of a real battlefield.58 Overfitting leads to brittle-ness, where AI systems are unable to adapt to novel battlefield conditions, re-sulting in erroneous target identification or misclassification that can have fatal consequences, such as striking friendly forces, civilian objects, or misidentifying combatants.59 This is exacerbated by the scarcity of high-quality, diverse train-ing data and the use of synthetic or biased datasets, which can embed systematic errors into decision-making processes.60 Furthermore, overfitting contributes to the following “black box” risk, where AI decisions lack transparency and explainability, undermining human trust or prompting overreliance in high-stakes contexts. 

				The Second Risk of Machine Learning: 

				The Black-Box Problem

				The second major risk associated with the learning models underpinning AI arises from the use of nonlinear regression to represent relationships between 

			

		

		
			
				Table 1. Example of overfitting
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				Source: courtesy of author, adapted by MCUP. 
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				input variables. Nonlinearity implies that the relationship between a depen-dent variable and an independent variable is neither proportional nor constant. This allows models to capture and represent multiple complex relationships that would be difficult to identify through linear approaches. As a result, AI systems can construct more realistic and accurate representations of data, thereby en-abling the resolution of complex problems with greater precision.61

				However, the intrinsic nature of nonlinear processes introduces what is commonly referred to as the black-box problem, wherein the internal decision-making mechanisms of the AI are not readily interpretable by human observers. In other words, while the algorithm can generate an output, such as a predic-tion or a classification, it does not make transparent the reasoning or path by which that output was reached.62
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				Figure 4. Linear versus nonlinear regression

				Source: Medium.com, adapted by MCUP.

			

		

		
			
				Figure 5. Linear versus nonlinear regression network

				Source: courtesy of author, adapted by MCUP.
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				In the distinguished work Genesis: Artificial Intelligence, Hope, and the Hu-man Spirit, Henry A. Kissinger emphasizes that, although the phenomenon is well known, it has not deterred millions of people from passively accepting the veracity of most outputs provided by AI. This acceptance stands in stark con-trast to the principles of enlightened analytical reasoning. In our understand-ing of rationality, the legitimacy of certainty is grounded in its transparency, reproducibility, and logical validation. However, this principle vanishes in the opaque reasoning processes of AI. The risk, therefore, is that without a critical analysis of AI-generated outputs, “these new ‘brains’ could appear to be not only authoritative but infallible.”63

				A replicable experiment that demonstrates the fallacy of AI in providing accurate answers, while disguising false information with an authoritative and convincing tone, is to request citations or a bibliography on a specific topic. In many cases, as summarized in the results of a study conducted by Andrea Ca-paccioni, attempting to verify the requested citation or topic in the AI-provided bibliography will reveal the inaccuracies of the answers (table 2).64

				The critical consequences arising from the combination of what is known as AI’s Dunning-Kruger effect and the phenomenon of anthropomorphism, where humans are more inclined to trust responses from a humanized AI, are readily apparent. 65

				In the military domain, this risk will translate into potentially critical fail-ures in decision-making processes where human operators rely on autonomous systems without a clear understanding of the underlying rationale. Tracing the premises already known from a previous investigation conducted by the Army Research Laboratory on autonomous agents in 2014, the black-box nature of advanced AI models means that commanders and soldiers may receive outputs, such as threat assessments, target identifications, or mission orders, that are not accompanied by transparent explanations of how those conclusions were reached.66 This opacity can lead to misplaced trust or unwarranted skepticism, both of which impair effective collaboration between humans and machines. Without proper transparency, the ability to calibrate trust appropriately is com-

			

		

		
			
				Table 2. Results of Capaccioni’s research about the reliability of bibliographies gen-erated by AI 
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				Source: Andrea Capaccioni, “Sull’affidabilità delle bibliografie generate dai chatbot. Alcune considerazioni,” AIDAinformazioni, nos. 1–2 (January–June 2024).
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				promised, increasing the likelihood of overreliance or disuse of automation, which in turn can degrade situational awareness and operational effectiveness. Given the high-stakes environment of military operations, where rapid and ac-curate decision making is crucial to addressing the black-box problem through enhanced agent transparency is essential to ensure that autonomous systems serve as reliable and comprehensible partners rather than inscrutable tools.

				AI-Military Decision-making Process:

				The Future of Military Planning

				In the purely military domain, AI has found numerous applications in recent years, sparking an arms race and technological innovation comparable to the nuclear arms race during the Cold War.67 From autonomous weapon systems and intelligence, surveillance, and reconnaissance (ISR) to predictive logistics and recent advancements in cyber operations, AI permeates every domain and dimension of warfare.68

				Regarding command and control, the implementation of AI has found fer-tile ground, particularly in enabling the effective conduct of distributed opera-tions through the creation of a real-time, updated common operational picture, facilitating the targeting process.69 The ultimate goal is singular: to accelerate the decision-making process of commanders and units to gain a cognitive ad-vantage over the enemy, thus maintaining a favorable operational tempo.

				The magnitude of this advantage is particularly evident when viewed in light of the theories of Colonel John R. Boyd, who, based on his experiences in aerial combat during the Korean War, theorized that it is the speed at which the human brain processes information and makes decisions that largely determines who wins or loses a battle or war. According to his theory, victory or defeat is not determined by the performance of a weapon, but by the speed of a continu-ous cycle of observation, orientation, decision, and action (the OODA loop).70

				The overwhelming force of the technological revolution brought by AI now seems to break the final barrier of what was once considered a strictly human domain: the tactical level of operations planning. From studies on the automa-tion of intelligence preparation of the battlefield (IPB) to the vision of semiau-tonomous future command posts, military AI developments continue to work toward an effort to automate the entire MDMP. 71

				As skillfully analyzed by Colonel Michael S. Farmer, the primary objective remains the development of “the ability to understand and react first in a dy-namic environment capable of rapidly invalidating previous plans, which will be essential to seizing and retaining the initiative.”72 This ability would manifest in the semiautonomous execution of the entire MDMP, evaluating continu-ous updates of the current situation, selecting the best course of action (COA) based on it, and anticipating the execution of potential branch plans.
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				AI-Military Decision-making Process: The COA-GPT Case

				A concrete initial attempt to automate the decision-making process by auton-omously developing a COA through the use of an algorithm employing large language models (LLMs) is currently under study at the U.S. Army Combat Capabilities Development Command (DEVCOM) Army Research Laborato-ry.73 This algorithm, named COA-GPT, appears to be capable of analyzing all mission variables provided by a commander and their staff (inputs) and subse-quently proposing a COA (output) that aligns with those from higher levels and can adapt to human feedback. Once the COA is approved, the algorithm will conduct a simulation and performance analysis, evaluating outcomes through objective metrics such as rate of advance and friendly and enemy casualties. This process highlights a human-centered paradigm, where the commander retains decision-making control while benefiting from the speed, adaptability, and cre-ativity of the AI system. The LLM does not merely provide options; it enables the tactical co-creation of the plan.

				To fully grasp its potential, it is necessary to first explore the concept of LLMs. These can be defined as artificial systems capable of acquiring linguistic competencies through training on vast amounts of data. During their large-scale learning phase, the models do not store individual facts but rather learn linguistic patterns, such as word co-occurrences, syntactical construction of sentences, and conceptual relationships between terms. Through the repeated application of this process on a massive scale, the model develops the ability to generate coherent text, answer questions, and create content with linguistic characteristics very similar to human expression.74

				Their architectural structure is based on the Transformer, a layered model that analyzes each word in relation to all others within the textual context, with-out relying on sequential reading. In other words, the system does not simply read from left to right but understands connections between even distant words within a sentence or context.75

				In the case of COA-GPT, LLMs previously trained with military doctrine knowledge are used to receive a prompt containing operational information provided by the commander or their staff in the form of text and images, which will then be analyzed by the artificial system. Subsequently, the LLM’s ability to interpret free text and images, combined with the assimilation of military doc-trine, will enable COA-GPT to simulate tactical reasoning without the need for specific training for each scenario and to modify its outputs in real time based on human feedback.76

				COA-GPT and the Use of Metrics

				The use of quantitative metrics to assess the quality of COAs generated by 
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				COA-GPT represents one of the central elements of the project, but at the same time, it constitutes one of its most critical and delicate areas.

				The system evaluates each course of action based on three primary metrics:

					1.	Total Reward: a score that assigns positive values (+10) for the elimi-nation of enemy forces or the seizure of key terrain, and negative values (-10) for the loss or retreat of friendly units.

					2.	Friendly Force Casualties: the total number of friendly units lost.

					3.	Threat Force Casualties: the losses inflicted on the enemy.

				At first glance, this approach allows for an objective and comparable eval-uation of the different COAs generated, creating a feedback system beneficial both to the machine and to the human commander. However, these metrics present structural limitations that echo historical problems previously discussed.

				In the same way that McNamara’s body count metric became problem-atic, the Threat Force Casualties metric adopted in COA-GPT, if isolated or decontextualized, risks replicating the same illusion.77 A COA that eliminates the highest number of enemies may seem optimal, but it could simultaneously leave out a more favorable form of maneuver (such as penetration, encircle-ment, or envelopment), which exploits the enemy’s gaps and avoids unneces-sary attrition, undermines the legitimacy of friendly forces, causes unmeasured collateral damage, and results in a tactical victory but a strategic defeat

				A comparison between COA-GPT and the more recent insurgency math 
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				Figure 6. Linear versus nonlinear regression network

				Source: Vinicius G. Goecks and Nicholas R. Waytowich, “COA-GPT: Generative Pre-Trained Transformers for Accelerated Course of Action Development in Military Op-erations,” 2024 International Conference on Military Communication and Information Systems (Brussels, Belgium: North Atlantic Treaty Organization, 2024): 1–10, https://doi.org/10.1109/ICMCIS61231.2024.10540749.
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				used during the Global War on Terrorism in Iraq and Afghanistan highlights further limitations. The metrics adopted fail to include any measure of the in-formational domain, the enemy or civilian population’s will, the perception of success by the actors involved, or the long-term consequences.78

				Furthermore, returning to the theories put forward by Clausewitz and Depuy, these limitations demand greater reflection on the future developments of an AI-MDMP. As it stands, it is possible to argue that the Clausewitzian “friction” is completely absent from COA-GPT’s metrics. The scores assigned within the system presume a perfectly observable and entirely deterministic world, where every action has a clear and measurable effect.79 While this ap-proach may be useful in a simulated environment, it violates the fundamental Clausewitzian principle of the “fog of war,” excluding the human element of uncertainty, risk, and intuition that is central to the reality of combat.

				Finally, returning to Depuy’s model, which sought to translate military in-teraction into a mathematical function, the oversimplification of battle and the predictive fallacy become even more evident. The metrics adopted in the COA-GPT algorithm show disturbing conceptual analogies with the Depuy approach:

					1.	Total reward is an algebraic sum of kinetic events such as bridge cross-ings, enemy eliminations, and casualties sustained.

					2.	Friendly or enemy casualties are mere numerical counts, disconnected from any qualitative consideration (e.g., the symbolic value of a loss or the loss of a leader).

					3.	The analysis is based on repeated rollouts in simulated environments, which, though diversified, do not introduce structural uncertainty or friction.

				In other words, the current system risks confining military planning to an engineering logic, where victory seems to favor those who optimize best, yet loses sight of the Clausewitzian essence of war as a domain of chance, will, and commanders’ insight (table 3).

				In conclusion, Clausewitz, DePuy, and the metric failures of the past teach us that war is an open, complex system that cannot be reduced to absolute numbers. COA-GPT, despite its technical brilliance, still exhibits a closed on-tology, where the model assumes to know the exact position of every unit, as-signs absolute and symmetric value to losses, and operates in an environment free from friction or informational distortion. This brings us back to two in-herent risks in AI, which were discussed earlier. On the one hand, there is the risk of tactical overfitting, where the algorithm generates perfect COAs for the simulated world, but they are not transferable to the real world. On the other hand, there is the false illusion of objectivity and control for decision makers, leading commanders and staff to underestimate what cannot be quantified.
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				AI-Military Decision-making Process: 

				Advantages and Opportunities

				Despite the limitations of the current development of AI-MDMP, it certain-ly offers significant advantages and opportunities for maintaining a favorable operational tempo over the enemy. If the opposite were true, the rapid adop-tion of AI in the Russian-Ukrainian conflict and in strategic initiatives—such as the United States’ Project Maven and Russia’s command-and-control (C2) programs—would defy comprehension. Project Maven’s operational success demonstrates this in practice: brigades equipped with the AI-powered system achieved targeting performance comparable to the 2003 Iraq War using only 20 soldiers instead of 2,000.80 Russia is pursuing similar objectives: according to the Saratoga Foundation, Russia’s 27th Central Research Institute is working on an automated command systems able to analyze intelligence data, generating battle plans while also finding the best variants for a specific situation, based on self-teaching.81

				Indeed, one of the greatest advantages of COA-GPT is the drastic reduc-tion in the time required to generate, analyze, and compare different COAs. Traditionally, the COA development phase in the MDMP takes hours, if not days, especially in complex and multi-domain environments. COA-GPT can produce valid COAs in just seconds, enabling almost immediate responses to battlefield changes. This results in a drastic reduction of the OODA loop and the overcoming of potential cognitive limitations of the human staff, allowing action to be taken before the enemy can react.

				Moreover, it is important to consider that a human commander and their staff can typically evaluate two or three COAs due to time and resource con-straints. A system like COA-GPT can generate dozens of alternative COAs from the same initial configuration, each with a different maneuver structure, axis of effort, tactical risk, or fire priority. This ability to explore solutions is a crucial advantage in complex environments, enabling a broader comparative 

			

		

		
			
				Table 3. Comparative analysis of aspects related to the art and science of war

				
					Aspect

				

				
					Clausewitz

				

				
					DePuy

				

				
					COA-GPT

				

				
					fog of war

				

				
					central

				

				
					ignored

				

				
					ignored

				

				
					friction

				

				
					inevitable

				

				
					absent

				

				
					absent

				

				
					qualitative parameters

				

				
					fundamental

				

				
					secondary

				

				
					excluded

				

				
					human context

				

				
					dominant

				

				
					marginal

				

				
					absent

				

				
					quantitative output

				

				
					secondary

				

				
					primary

				

				
					primary

				

				Source: Courtesy of author, adapted by MCUP.
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				assessment by the staff and leading to the selection of the COA most aligned with the commander’s intent.82

				Additionally, the incorporation of military doctrine into the prompts of COA-GPT ensures that the generated COAs align with standard operational principles, reducing reliance on the training or experience of individual plan-ners. This automation standardizes the quality of the outputs, even under con-ditions of limited time, high stress, or varying professional backgrounds.

				Finally, the reduction of the cognitive and logistical load on staff officers is a practical, significant advantage. In contested or degraded environments, where command posts must be distributed, mobile, or temporary, an automated MDMP helps reduce the amount of personnel needed while still maintaining a high level of planning capability. In modern warfare scenarios characterized by rapid movements, cyber disruption, and dynamic targeting of decision-making centers, this feature can ensure the survival and continuity of C2 operations.83 

				Proposing COA-GPT 2.0: 

				An Architecture for the Uncertainty of War

				The application of AI to the MDMP holds extraordinary potential, but its ulti-mate usefulness will depend on how well we guide its evolution with a strategic vision that accounts for operational needs, human cognitive limits, and the deep nature of warfare.84

				For a system like COA-GPT to genuinely contribute to a battlefield deci-sion-making advantage, it is essential to address and overcome some structural challenges. First, the architecture of the model itself must be rethought. COA-GPT 2.0 will need to incorporate uncertainty, not just as a technical variable, but as an essential element of the combat experience.85 This requires the inte-gration of probabilistic and dynamic models capable of representing the par-tiality of information, the fog of war, the ambiguity of sources, and operational friction.86 Using models such as partially observable Markov decision processes (POMDPs), Bayesian networks, and Monte Carlo simulations can allow the system to generate COAs that are not evaluated based on absolute and deter-ministic scores, but accompanied by confidence estimates, risk intervals, and probabilistic assessments.87

				At the same time, it will be crucial that the system does not propose rigid plans but adapts in real time to new information and human feedback, even during the execution of the COA. One of the structural limitations of COA-GPT is the discrete command mode, where the system assigns a single order to each unit at the start of the simulation, with no possibility of dynamic in-tervention during the scenario.88 While this approach is perfectly compatible with top-down planning logic, it becomes problematic in dynamic operational environments where conditions change rapidly.89 In the simulated environment 
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				of StarCraft II, reinforcement learning-based methods continuously update commands based on evolving tactics, whereas COA-GPT lacks this reactivity. The result is increased vulnerability to change, as evidenced by the higher rate of friendly force casualties compared to more granular control methods.

				This limitation could be addressed by adopting a continuous planning logic with rolling time windows, transforming COA-GPT into an “always-listening” assistant during execution. This could be integrated with current C2 systems: Command Post of the Future (CPoF), Android Team Awareness Kit (ATAK), and Joint Operations Center Watch (JOCWatch), or a compromise between discrete control and dynamic autonomy could be adopted through preplanned contingency rules that enable predictive reactivity.90 

				In conclusion, by introducing these dynamic and flexible capabilities, a COA-GPT 2.0 could better reflect the unpredictability of warfare, enhancing its practical utility while also aligning with the inherent uncertainty and com-plexity that Clausewitz described.

				A Doctrine, Organization, Training, Material, 

				Leadership, Personnel, Facilities (DOTMLPF) Approach for the Way Ahead

				To ensure a meaningful and responsible integration of AI into the MDMP, a comprehensive analysis across the DOTMLPF framework is required. This evolution must achieve technological enhancement to include fundamental cultural and procedural changes across our Services. Beyond the proposals pre-sented here, which remain subject to revision in light of future research, the ultimate objective must be the development of an effective human–machine team (HMT). This concept rests on overcoming the long-standing debate over the primacy of humans versus machines, thereby paving the way for new levels of cognition, which is defined by General Brigadier Yossi Sariel (IDF) as “super-cognition.”91 The latter can indeed be achieved only through the synergistic integration of human and artificial intelligence: while machines are unsurpassed in the analysis of large volumes of data and rapid decision making, we have seen how they remain limited when it comes to addressing uncertain contexts, man-aging singular events characteristic of warfare, confronting ethical dilemmas, or creatively adapting to novel and uncodified situations. Conversely, humans, despite representing the bottleneck in stages requiring massive computation-al processes, are indispensable for defining the overall meaning of operations, navigating friction, and managing uncertainty, because “war is the realm of uncertainty” and the battlefield landscape continuously evolves.92 Therefore, only the genuine collaboration between computational capabilities and human judgment can ensure an effective and adaptive approach capable of providing a real advantage over adversaries.
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				Doctrine must be updated to formally incorporate AI systems as a core element of MDMP. This entails a clear delineation of roles, responsibilities, and the creation of effective HMT architecture. First, AI must not be described as a decision maker but as a tool for generating, refining, and testing COAs. Second, the doctrine should outline commander responsibilities in validating, questioning, or rejecting AI-generated outputs, especially under conditions of moral ambiguity or when collateral risks are involved. Furthermore, doctrinal revisions must address ethical guidelines for AI use, the acceptable thresholds of risk and uncertainty, and protocols for contested interpretations between human and machine assessments. It must instill the principle that the human commander or operator remains ultimately responsible, with AI serving as an advisory component that requires constant critical scrutiny.93

				Third, to mitigate the specific risk of overfitting within the doctrinal do-main, it becomes essential to integrate granular human control mechanisms, defining precisely in which areas each type is to be applied. The implementation of the human-in-the-loop (HITL) and human-on-the-loop (HOTL) frame-work represents a fundamental doctrinal necessity to counter the algorithmic brittleness identified by Hoffman and Kim, addressing the challenge that AI systems “work well under ideal conditions but quickly fail in the face of unfore-seen changes in the environment or malicious interference.”94

				HITL, characterized by deliberate and direct operator control over every critical AI decision, emerges as a doctrinal imperative in high-ambiguity opera-tional scenarios, such as complex urban environments where the probability of misclassification is statistically elevated. Conversely, HOTL, which permits AI operational autonomy within predefined parameters while maintaining human supervisory and veto capabilities in real time, finds appropriate application in temporally constrained contexts such as anti-missile defense, where decision speed is critical for operational effectiveness. Doctrine must additionally incor-porate principles of uncertainty quantification, requiring AI systems to provide quantitative measures of their decisional uncertainty, with predefined thresh-olds that automatically trigger escalation to human control when uncertainty exceeds critical parameters.95 An advanced HMT architecture, as proposed by recent research, represents a paradigm shift from the traditional binary human control/machine autonomy approach toward an adaptive model that dynami-cally calibrates supervision levels based on situational complexity and algorith-mic confidence. However, as mentioned earlier, the basic principle in creating a new architecture must be that “humans remain in command, not just in the loop.”96

				Organization must evolve by institutionalizing AI-integrated decision-making teams, where AI agents are effective active members.97 These could be composed by commanders, military staff, data analysts, AI interface specialists, 
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				and AI agents to ensure a rapid adaptation to the evolving situation.98 Moreover, such multidisciplinary human-machine collaboration would facilitate the AI output evaluation and interpretation through both military judgment and tech-nical understanding. These organizational changes should also establish internal feedback loops to track the performance of AI recommendations, enabling iter-ative improvement and trust-building between humans and machines.99

				Moreover, to mitigate the specific risks of overfitting and data poisoning through organizational reforms, the systematic implementation of specialized AI red teaming units emerges as an indispensable structural necessity.100 These organizational entities must operate through multidisciplinary approaches that combine machine learning expertise, operational field experience, and electron-ic warfare competencies to simulate multidimensional adversarial attacks and identify algorithmic cognitive vulnerabilities prior to operational deployment.101 Research conducted by the Swedish Defence Research Agency demonstrates how adversaries can compromise AI system integrity through data poisoning, rendering red teaming a continuous process rather than a static predeployment verification.102

				It is also appropriate to specifically mention how the command posts of the future should evolve. Drawing from the consideration of Benjamin Jensen, the military command structures in place today remain largely rem-iniscent of those established during Napoléon Bonaparte’s era, despite two centuries of warfare evolution.103 Contemporary staff have grown unwieldy, struggling to manage the broader and more complex battlespace that now includes cyberspace, outer space, and information domains. This expansion has led to diminishing returns in coordination and operational effectiveness, exacerbated by vulnerabilities to precision strikes and electronic warfare, as starkly evidenced by Ukraine’s targeting of Russian command posts labeled the “graveyard of command posts.”104

				Jensen advocates that AI, in the form of autonomous, goal-driven agents powered by large language models, offers transformative capabilities that can address these structural inefficiencies. By automating routine staff functions such as integrating disparate intelligence inputs, modeling threats, and even facilitating limited decision cycles, AI agents promise to reduce staff sizes while accelerating decision timelines and enabling smaller, more resilient command posts.105 Human operators remain essential for relevant decisions and ethical judgment, but AI augments their capacity to process vast information streams, generate diverse operational options, and focus on higher-level contingency analysis rather than administrative tasks.

				Moreover, the envisioned Adaptive Staff Model, informed by ethnographic sociological approaches, integrates AI and human decision makers in continu-ous feedback loops, enabling dynamic plan adaptation in complex, Joint opera-
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				tional scenarios like those involving China-Taiwan contingencies.106 This model contrasts sharply with static, hierarchical staffs and emphasizes flexible, iterative command rather than linear planning. However, Jensen also cautions against several risks already discussed: reliance on generalized AI models that may lack domain-specific accuracy, and the danger of complacency among human users who might substitute AI outputs for critical reasoning. 

				These considerations perfectly complement what is advocated by Jim Storr’s insights from Something Rotten, as the imperative to rethink command structures aligns with his critique of bureaucratic inertia and overly complex decision making in modern militaries. Storr advocates for empowered, decen-tralized command with streamlined processes, a vision congruent with AI-enabled smaller, agile command posts.107 Together, these perspectives suggest that military command structures must evolve from cumbersome, industrial-age organizations into adaptive, AI-enhanced entities that maintain human judgment while harnessing computational power and flexibility to survive and be effective in future conflicts. 108

				Training will be the decisive factor in this transformation. To establish an effective human-machine team, it is essential to initially train the individual parties and then their cohesive integration in a holistic manner. First, a com-mander or operator who lacks the ability to query, interpret, or critically engage with AI risks either overreliance or outright rejection. AI literacy must therefore become a core component of curricula in staff colleges, war colleges, and mili-tary academies.109 Officers and specialists must be educated not only in how to operate AI systems but also in how these systems work.110 To this end, it will be urgently necessary to proceed with a revision of the training plans of military schools, in alignment with the directives also highlighted by the White House’s report, Winning the Race: America’s AI Action Plan.111

				Second, in addition to being directed toward commanders and AI system operators, training must also be extended to the system itself. As previously discussed regarding the risk of overfitting, it has been shown that this phenom-enon may entail significant collateral effects in the context of military opera-tions. To mitigate this risk, the AI system must therefore undergo dedicated training through the continuous and systematic integration of standard and mission-tailored datasets and adversarial examples, controlling the integration of synthetic data, and conducting rigorous validation against real-world data to prevent model collapse.112

				Thirdly, and most importantly, it will be necessary to form the team. To create an effective team, as in a basic infantry unit, it is not sufficient merely to assemble individuals and equipment; rather, a specific training progression aimed at developing skills, cohesion, and mutual trust must be followed. These objectives may be pursued through the following concepts:
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					•	Learning through synergetic learning, as a new process of mutual learning between humans and machines. By effectively combining the cognitive abilities of humans, which have driven global changes and transformations to date, with those of AI, which is potentially capable of analyzing every event from multiple perspectives, it becomes pos-sible to achieve new and ambitious levels of analytical capability and inductive reasoning.113

					•	Organizing by introducing shared mental models (SMM) as a “pat-tern of cognitive similarity that enables them to anticipate one anoth-er’s needs and actions and to synchronize their work in a way that is synergistic toward meeting the team’s ultimate goals.”114 Introducing specific SMMs to define goals and processes, and outlining roles, tasks, and expectations, it is possible to improve cohesion and mutual trust by facilitating effective communication, reducing misunderstanding, and increasing predictability in interactions. It will lead to an overall increased HMT performance.115

					•	Testing and evaluating by conducting practical exercises, such as scenario-based COA testing with live troops, simulations, and war-gaming. They will be the final critical events to validate AI-enhanced COAs and foster adaptive decision making, supported by specific benchmarks.116 These exercises should include feedback mechanisms to assess not only outcomes but especially the quality of human-AI interaction and mutual trust.117 Above all, as traditional training, the conduct of live force-on-force exercises, with both sides equipped with AI-enabled MDMP, could prove to be the decisive factor for success in real operations.118 Only such scenarios will in fact make it possible to effectively test the system under conditions of uncertainty; enable the system to learn from real-world rather than synthetic data; assess the effectiveness of HMT by identifying situations of overreliance or insufficient use; and evaluate commanders’ ability to manage the un-predictability of the operational environment, applying their “genius,” and demonstrating the usefulness or otherwise of AI support.119

				Materiel must support the integration of AI into operational planning, par-ticularly by minimizing black-box risk. This includes user-friendly interfaces for commanders, real-time battlefield data integration, and visualization tools that enhance transparency in how AI systems arrive at their recommendations. Such tools should allow commanders to trace the logic and assumptions behind AI outputs and provide input to refine them. Moreover, these systems must support feedback collection to train future iterations of AI, creating a continual improvement loop between field experience and model refinement.120
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				Starting from the aforementioned Army Laboratory Research studies, their Situation Awareness-based Agent Transparency (SAT) model seeks to mitigate the risks associated with black-box systems by establishing three distinct levels of situational awareness.121 The first level pertains to basic information such as the current state of the AI agent, and its goals, intentions, and proposed actions. The second level concerns the rationale underlying the agent’s actions, as well as potential environmental or situational constraints that may impact its operation. The third level involves the AI agent’s predictions regarding the consequences of its actions, including the likelihood of success or failure and the degree of uncertainty associated with those outcomes.122 Drawing from the SAT, the cur-rent progress made by Defense Advanced Research Projects Agency (DARPA) with Explainable Artificial Intelligence (XAI) demonstrates a significant leap forward in creating transparent, trustworthy AI partners. Initiated in 2015 and formally launched in 2017, the four-year DARPA XAI program successfully de-veloped a portfolio of machine-learning algorithms and explanation techniques that balance predictive performance with interpretability, enabling end users to understand the strengths, weaknesses, and decision logic of AI systems.123 By 2021, XAI research teams had delivered the prototype Explainable Learners and psychological models of explanation, along with an open-source Explain-able AI Toolkit (XAI Toolkit) that consolidates code, datasets, and evaluation frameworks for future development.124 In the military decision-making context, XAI advances support human-machine teaming by providing user-friendly in-terfaces that visualize both instance-level and model-level explanations, such as feature-importance heatmaps and decision-tree surrogates, allowing command-ers to trace AI recommendations back to specific assumptions and data inputs.125 Furthermore, DARPA’s integration of after-action review modules, mirroring Army war gaming practices, could close the loop between battlefield feedback and model refinement, collecting commander and operator inputs to contin-ually retrain and improve AI responses under realistic mission conditions.126

				Leadership and education will shape the culture surrounding AI use.127 Fu-ture commanders do not need to be programmers, but they must understand how to engage with the machine, evaluate its suggestions critically, and maintain ethical judgment under uncertainty.128 Leadership development programs must emphasize cognitive flexibility and a willingness to scrutinize machine outputs. Bias mitigation must be taught not as a technical issue alone but as a leadership responsibility, recognizing that bias can stem not only from algorithms but also from how humans frame queries or interpret outputs.129 Although extensive-ly addressed by numerous previous studies, it remains necessary to reiterate that leadership education must be centered on the foundational ethical and moral principles of international humanitarian law (IHL) and profession of arms. Empathetic IHL education is essential for learners to internalize the rules, 
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				appreciate their importance, and understand the requirements to apply them effectively.130

				Indeed, beyond the metrics and probabilistic approaches of artificial intel-ligence, only human judgment will remain the decisive factor in ensuring the principles of distinction, military necessity, proportionality, and humanity.131 

				Although conceived prior to the advent of AI, the final principle—humanity—is self-explanatory in asserting why the centrality of human judg-ment in ultimate decision making is a nonnegotiable issue.132

				Personnel policies should reflect the need for new skill sets. Roles such as AI operations advisors or human-AI interaction specialists may need to be formalized within staff structures. Incentivizing cross-training between military planners and data analysts can bridge knowledge gaps and reduce misinterpre-tation.133

				Facilities must be reconfigured to support real-time, high-fidelity human-AI collaboration. In particular, training centers should allow Joint experimentation with AI during exercises, reinforcing the importance of physically colocated or networked human-machine teams. Moreover, facilities must include dedicated spaces for post-operation analysis where AI and human performance can be jointly assessed to improve future decision-making processes.

				In summary, the successful integration of AI into military planning and command requires a systemic transformation. Mitigating bias in AI queries, understanding the limits of machine logic, and developing a robust training-feedback ecosystem are not technical challenges alone—they are doctrinal, cultural, and educational imperatives. Only through a deliberate DOTMLPF analysis can armed forces ensure that AI becomes a planning enabler instead of a source of risk or overdependence.

				Conclusions

				The article’s analysis of AI’s integration into MDMP, particularly through tools like COA-GPT, reinforces that warfare fundamentally remains a human en-deavor. As Clausewitz, Dupuy, and the examination of historical examples like McNamara’s body count concept demonstrate, war is characterized by inher-ent uncertainty, friction, and the critical influence of intangible factors such as will, judgment, and human emotion. While AI offers extraordinary potential as a valuable tool, assisting in processing vast amounts of data, accelerating the OODA loop, and generating multiple courses of action, it cannot replace the human commander and staff.134 The technology’s limitations, including the risks of overfitting, the black-box problem, and the absence of Clausewitzian friction in its calculations, highlight the necessity of human oversight and crit-ical thinking. In the words of Milan Vego:

				There is a huge difference between using science and technology to 
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				enhance the combat potential of one’s forces and applying scientific methods in the conduct of war. Our knowledge and understanding of warfare is a science, but the conduct of war itself is largely an art. This will not change in the future regardless of scientific and technological advances. As in the past, the character of war will change, even dra-matically, but the nature of war as explained by Clausewitz will not.135

				The path forward for effectively leveraging AI in military planning, as suggested by the developmental trajectory of COA-GPT, demands a holis-tic approach. This approach extends beyond technological advancements to encompass cultural, educational, and doctrinal changes within the military. Ultimately, the true success of AI integration hinges on how effectively we pre-pare our commanders and their staff to exploit these tools, especially when the time-constrained nature of tactical situations may tempt them to over rely on AI-generated solutions. This includes instilling AI literacy, fostering critical thinking, and developing the ability to exercise sound judgment. We must learn to guide AI, challenge its outputs, and, when necessary, override its recommen-dations. By doing so, we can harness AI’s power to enhance our competitive advantage while ensuring that human intellect and acumen remain at the fore-front of military decision making.136
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				Abstract: This article examines the theoretical foundations necessary for con-ceptualizing and operationalizing modern great power competition through the innovative synthesis of three influential military frameworks: Colonel John R. Boyd’s observe, orient, decide, act (OODA) loop, Colonel John A. War-den’s systems analysis, and Chinese colonels Qiao Liang and Wang Xiangsui’s unrestricted warfare theory. The research demonstrates how complementary frameworks provide strategic practitioners with comprehensive capabilities for identifying systemic vulnerabilities, orchestrating cross-domain effects, and maintaining decisive advantage through superior decision-making processes. The analysis reveals how modern competition transcends traditional military boundaries, necessitating organizational architectures capable of implementing synchronized operations across multiple competitive domains. This theoretical synthesis supports the proposal for an Interagency Action Committee on China (IAC-C) and identifies the foundational principles of a cross-domain organiza-tional framework.
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				Introduction

				Modern great power competition demands strategic frameworks be-yond traditional boundaries. As the 2018 National Defense Strategy identifies, “inter-state strategic competition, not terrorism, is now 
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				the primary concern in U.S. national security,” requiring capabilities to oper-ate across diplomatic, informational, military, and economic domains simul-taneously.1 Chinese colonels Qiao Liang and Wang Xiangsui’s revolutionary unrestricted warfare theory provides essential insights that complement the pin-nacle of American operational thought represented by Air Force colonel John R. Boyd’s OODA loop theory and Colonel John A. Warden’s systems analysis.2 Understanding contemporary competition requires synthesizing these frame-works: Qiao and Wang identify expanded competitive space, Boyd’s OODA loop maintains advantage through superior observation and adaptation, and Warden’s analysis enables systematic parallel targeting. This synthesis provides a comprehensive approach for an era where technological integration and glo-balization blur military and nonmilitary boundaries while creating novel capa-bilities and vulnerabilities.

				Understanding contemporary competition requires examining how these three frameworks complement each other. We begin with unrestricted war-fare’s expansion of the competitive space, then examine Boyd’s decision-making framework, before exploring Warden’s systems analysis, and finally demonstrate their synthesis in the IAC-C and principles for a cross-domain organization.

				Unrestricted Warfare by Colonels Qiao Liang 

				and Wang Xiangsui

				The People’s Liberation Army’s (PLA) sobering assessment of its technological and doctrinal deficiencies drove China’s military modernization in the 1980s.3 The PLA, shaped by Mao Zedong’s “people’s war” doctrine emphasizing mas-sive infantry formations and guerrilla tactics, found itself increasingly outpaced by modern warfare capabilities demonstrated in conflicts like the 1982 Falk-lands War and the 1983 U.S. operation in Grenada. Although Deng Xiaop-ing initiated significant reforms through his 1985 “Strategic Transformation,” reducing troops by one million and investing in air force, navy, and missile capabilities, PLA leaders recognized their persistent technological disadvantage against Western militaries. This made the search for asymmetric counters to American military superiority particularly urgent.4 

				Operation Desert Storm (17 January–28 February 1991) provided Chinese strategists Qiao Liang and Wang Xiangsui—both PLA Air Force political war-fare officers at senior colonel rank—their first detailed assessment of American military capabilities.5 Their political warfare backgrounds shaped their theoret-ical approach to unrestricted warfare, extending analysis beyond conventional military operations into comprehensive national power employment. Opera-tion Desert Shield’s five-month buildup demonstrated America’s capability to mobilize and deploy strategically significant combat forces globally, while the combat phase revealed technological superiority that rendered conventional 
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				military competition futile.6 Their analysis of both U.S. advantages and vul-nerabilities led to the unrestricted warfare theory—a framework for defeating technologically superior adversaries by expanding conflict beyond traditional military domains.7

				The Coalition’s opening night attacks crystallized the scale of America’s technological advantage. Within hours, Lockheed F-117 Nighthawk stealth air-craft and Tomahawk cruise missiles had penetrated Iraq’s integrated air defense system to strike key command and control nodes across Baghdad. This demon-stration of precision strike capabilities and systematic targeting methodology represented warfare at a level of sophistication far beyond China’s capabilities. By the second day of the air campaign, Iraq’s nationwide air defense network had effectively collapsed, leaving Coalition aircraft free to operate with near impunity.8 

				The U.S.-led Coalition’s systematic isolation of Iraq demonstrated sophis-ticated integration of military and nonmilitary power through United Nations resolutions and economic sanctions.9 This revealed how coordinated diplomat-ic, economic, and military actions could create compounding effects beyond battlefield impact, degrading civilian morale, political stability, and economic activity.10 

				These observations shaped three interconnected theoretical concepts form-ing unrestricted warfare’s foundation.11 The first, supranational combinations, built on Operation Desert Storm’s Coalition-building approach but envisioned expanding beyond traditional military alliances. While the U.S.-led Coalition demonstrated effective international coordination for military operations, Qiao and Wang saw opportunity for more comprehensive integration of state and nonstate actors. From China’s perspective, coordinating actions across interna-tional organizations, multinational corporations, criminal organizations, ter-rorist groups, media entities, and individual actors could create strategic effects without relying on conventional military operations.12 The Gulf War’s United Nations mandates and international sanctions demonstrated this potential, but the authors believed future conflicts would require orchestrating an even broad-er range of state and nonstate actions.13

				Their second concept, supradomain combinations, extended Operation Desert Storm’s successful military domain integration into a broader theory of cross-domain operations.14 The authors noted how Coalition air strikes against Iraqi electrical infrastructure impacted not just military command systems but created cascading effects across multiple domains. This observation led them to theorize that deliberately orchestrating actions across political, economic, technological, cultural, and psychological domains could achieve strategic ob-jectives more efficiently than pure military force. The authors specifically cited how media coverage of precision strikes against Baghdad shaped both Iraqi and 
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				international perceptions, demonstrating warfare’s expansion into the informa-tion domain.15 

				Supra-means combinations, their third concept, directly addressed limita-tions they perceived in America’s technology-centric approach.16 While Opera-tion Desert Storm demonstrated the devastating potential of precision weapons and information warfare, Qiao and Wang argued that any method capable of achieving strategic effects constitutes a legitimate instrument of warfare. They noted how economic sanctions damaged Iraq’s military capabilities as effec-tively as airstrikes, leading them to advocate developing integrated capabilities for financial warfare, lawfare, ecological warfare, psychological operations, and cyberattacks alongside traditional military means. China needed to transcend conventional military boundaries, coordinating all instruments of national power to achieve strategic effects.17 

				Qiao and Wang outlined specific scenarios like countering the U.S. in-tervention in Taiwan through synchronized cyberattacks, financial operations, lawfare, and media warfare—avoiding domains where American military ad-vantages dominate.18 This would allow China to achieve situations of fait ac-compli, ensuring their goals are achieved without successful American military intervention. This comprehensive approach offered China a viable path to com-pete with technologically superior adversaries.19 

				Qiao and Wang inverted America’s Operation Desert Storm model. In-stead of using nonmilitary means to support military operations, they advo-cated nonmilitary operations as the main effort through networks of state and nonstate actors to achieve objectives without armed conflict. The authors spe-cifically criticized America’s sequential approach in Operation Desert Storm—using economic sanctions, diplomatic pressure, and information operations to set conditions for military action. Instead, they advocated simultaneous em-ployment of multiple instruments in ways that would make a military response difficult or counterproductive.20 

				This approach reflected China’s strategic position relative to the United States. Rather than attempting to match American military capabilities directly, unrestricted warfare theory sought to exploit the very interconnectedness and technological dependence that gave the United States its conventional advan-tages.21 By orchestrating effects across multiple domains using diverse means, China could potentially achieve strategic objectives without having to over-come America’s conventional military superiority. Their framework called for using the very institutions, organizations, and networks that supported Amer-ican power—international financial systems, global media, multinational cor-porations, and international law—as instruments to constrain U.S. freedom of action.22 

				Operation Desert Storm served as both a demonstration of American 
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				power and a catalyst for developing strategies to nullify conventional military advantages. Qiao and Wang’s analysis revealed how warfare can evolve in an interconnected world, where coordinated multidomain actions transcend tradi-tional frameworks.23 This raises fundamental questions about how government and military organizations must adapt to operate effectively across multiple domains while integrating diverse instruments of power. Understanding and applying these concepts becomes crucial for developing comprehensive ap-proaches to modern strategic competition.24 Having examined how unrestrict-ed warfare expands the competitive space beyond traditional military domains, we now turn to Boyd’s framework for maintaining decision-making superiority within this expanded battlespace.

				A Discourse on Winning and Losing 

				by Colonel John Boyd

				The observe, orient, decide and act (OODA) loop originated as Boyd’s frame-work for understanding success in aerial combat but evolved into a comprehen-sive theory of competition applicable from tactical to strategic levels. Through rigorous analysis of military history and scientific principles, Boyd demonstrat-ed how superior decision-making processes create compounding advantages in competitive environments.25

				Boyd’s theory originated from Korean War observations where North American F-86 Sabre pilots consistently outperformed technically superior Mikoyan-Gurevich MiG-15s flown by Soviet, Chinese, and North Korean pi-lots through better visibility and hydraulic controls enabling quicker transi-tions between maneuvers. This tactical insight led Boyd to explore how superior decision-making processes create compounding advantages in competitive en-vironments.26

				Observation in Boyd’s framework extends far beyond simple information gathering. It encompasses active collection and filtering of information across all relevant domains of competition.27 Organizations must deliberately struc-ture their observation processes to gather comprehensive information while fil-tering irrelevant data that could slow decision making.28 

				Orientation serves as the cognitive engine of Boyd’s framework, shaping how organizations interpret and understand their observations.29 Boyd identi-fied this as the most crucial element because it determines how organizations process information and generate options for action. Orientation integrates cultural traditions, institutional experience, and information to create a better understanding of the competitive environment.30

				The decision element operates through two distinct pathways: explicit ana-lytical processes and implicit guidance control. Explicit decisions involve con-scious analysis and choice, while implicit guidance enables rapid action based 
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				on deeply ingrained understanding. The balance between these pathways shifts based on time available and the nature of the competition.31 

				The action element completes the OODA loop, but Boyd emphasized that effective action requires more than simple execution of decisions. Action in Boyd’s framework must be purposeful, decisive, and designed to shape the com-petitive environment.32 Organizations must structure their actions to simulta-neously accomplish immediate objectives while setting conditions for future success. This dual nature of action—achieving current goals while influencing future competitive dynamics—highlights why Boyd insisted that activity must flow from clear strategic intent rather than tactical convenience.33 

				Boyd’s analysis revealed that principles determining success in tactical air combat applied across all levels of competition. His framework illuminates how organizations achieve decisive advantages through superior decision-making processes, whether at strategic, operational, or tactical levels. The true power emerges through operating inside the OODA loop—creating conditions where an opponent’s orientation becomes increasingly disconnected from reality. As the adversary’s understanding deteriorates, their actions become progressive-ly less relevant to the actual competitive environment, eventually leading to decision-making paralysis.34 

				The complexity of modern competition, with its interconnected do-mains and rapid technological change, makes Boyd’s emphasis on mental agil-ity increasingly vital.35 His “destruction and creation” process (the cognitive mechanism for decomposing existing mental models and synthesizing new un-derstanding) provides organizations a systematic methodology to analyze exist-ing concepts and synthesize new understanding while maintaining both speed and accuracy in their decision cycles.36 This process is particularly relevant today as organizations must process unprecedented volumes of information across multiple domains while maintaining strategic coherence.37 

				Boyd’s emphasis on orientation explains why simply gathering more in-formation or acting more quickly fails to guarantee success in modern com-petition. Organizations must instead develop robust processes for analyzing information and updating their understanding of the competitive environment. This is especially critical given how emerging technologies and interconnected systems create novel competitive dynamics that can quickly invalidate existing mental models. Orientation thus serves as the fulcrum of modern competition, determining how organizations interpret information and generate options for action in increasingly complex environments.38 

				Organizations achieve this adaptive capability through what Boyd termed fingerspitzengefühl—an intuitive mastery enabling rapid, effective action with-out requiring explicit analysis.39 Boyd borrowed this German military term, which translates as “fingertip feeling,” from his extensive study of the Wehr-
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				macht’s command philosophy during World War II. The concept was central to German military doctrine that emphasized decentralized decision making (auftragstaktik) and developed through the German General Staff system since the late nineteenth century.40 This capability develops through repeated appli-cation of the destruction and creation process, systematically breaking down and reconstructing understanding to better match reality. The resulting implicit guidance allows appropriate action at a high tempo while maintaining strategic coherence.41

				The framework’s enduring relevance stems from its focus on mental pro-cesses rather than physical capabilities.42 Whether in military operations, busi-ness competition, or strategic rivalry between nations, success flows from the ability to maintain accurate orientation while operating at a faster tempo than opponents. Boyd’s contribution lies in systematically explaining how organi-zations can develop and maintain these crucial capabilities through repeated application of the destruction and creation process.43 

				While Boyd focused on decision-making processes, John Warden ap-proached military theory from a different angle. His revolutionary systems theory emerged from a fundamental challenge to traditional military thought. Where Carl von Clausewitz emphasized defeating an adversary’s center of grav-ity through decisive battle, Warden argued that enemies should be understood as complex interconnected systems, with military forces representing only one component of national power.44 

				The Enemy as a System by Colonel John Warden III

				Colonel John Warden III’s approach marked a decisive break from earlier stra-tegic bombing theories due to the increasing complexity and interrelated nature of nation-states. Unlike the Italian airpower theorist Giulio Douhet, who fo-cused on industrial centers and population morale, Warden targeted leadership and critical nodes for strategic paralysis.45 This approach leveraged precision weapons and recognized how systematic pressure, not widespread destruction, could compel state behavior change.46 

				Drawing from systems analysis in biology and physics, Warden observed that all complex organisms shared similar organizational patterns—from hu-man bodies to electrical grids to nation-states. This observation led him to de-velop a universal model for analyzing and affecting enemy systems that could be applied across different scales and types of conflict.47 

				Warden’s “Five Rings” model presented a dynamic framework for analyzing enemy vulnerabilities through concentric rings, with leadership at the center as the system’s brain (figure 1).48 The model’s power lay in its adaptability—the specific composition of each ring could be adjusted based on the target system being analyzed, whether a nation-state, terrorist organization, or military unit.49 
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				The innermost ring, leadership, remains constant as it encompasses both strategic decision makers and their command-and-control mechanisms—the only elements capable of altering strategic direction or surrendering. The sec-ond ring, system essentials, contains critical processes necessary for the system’s function.50 For a nation-state, this includes electrical power generation and pe-troleum refineries. For a terrorist organization, it might include financing net-works and bomb-making facilities.51 

				The infrastructure ring comprises the physical and organizational networks that connect and support other system components. In a state system, this in-cludes transportation networks and industrial facilities.52 For a military unit, it would include supply lines and communications systems. The population ring represents the human dimension: the workforce, supporters, or fighters, depending on the system analyzed. The outermost ring contains protective ele-ments—conventional and paramilitary forces for a state.53 

				The model’s revolutionary aspect lay in its systematic analysis of ring in-teractions. Damage to inner rings multiplied effects throughout the system—destroying electrical facilities simultaneously degraded military command and control, civilian telecommunications, and industrial output.54 The advent of 
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				Figure 1. The Five Rings model 

				Source: John A. Warden III, “The Enemy as a System,” Airpower Journal 9, no. 1 (Spring 1995): 47.
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				precision-guided munitions made this systematic approach viable by enabling reliable strikes against specific vulnerabilities.55 

				Having established the theoretical framework, Operation Desert Storm provided the crucial first test of Warden’s systems theory through parallel warfare—striking multiple rings simultaneously to overwhelm Iraq’s ability to adapt or repair critical systems.56 The campaign’s opening night demonstrated this revolutionary approach as Coalition aircraft struck more than 150 separate targets across all five rings within the first 24 hours—more targets than the Eighth Air Force hit in all of 1943.57 

				These coordinated attacks immediately validated Warden’s theory about system interdependence. The systematic targeting of Iraq’s electrical grid cas-caded into nationwide communications failures, degraded air defense capabili-ties, and disrupted military command and control. Within hours, Iraqi phone service fell precipitously, key leadership offices were isolated, and air defense centers lost contact with their units.58 This demonstrated how attacking critical nodes could achieve strategic impacts far beyond direct damage. 

				The campaign’s effectiveness stemmed from precise identification of Iraqi system components within each ring. Leadership targets included command bunkers and communications nodes. System essentials focused on electrical generation and oil refineries. Infrastructure targets encompassed transportation networks and military supply lines. While population centers were avoided for political reasons, military forces were systematically isolated and degraded through attacks on other rings.59 

				The Five Rings model, while revolutionary in Operation Desert Storm, requires adaptation based on the specific adversary system being analyzed. Not all systems exhibit the same degree of centralization or vulnerability patterns.60 Therefore, in future applications of this model, adjustment to each ring, espe-cially the core, must be informed by the assessment of the adversary. The rings must be adapted as adversary behavior changes within its system, as political objectives change, or with the methods with which we are attacking the system. 

				Synthesis and Application of Three Theories

				Contemporary military doctrine recognizes six warfighting domains where competition and conflict occur: air, land, maritime, space, cyberspace/electro-magnetic spectrum, and the cognitive domain.61 The synthesis of unrestricted warfare, Boyd’s OODA loop, and Warden’s systems analysis provides frame-works for operating across all domains simultaneously, as modern competition rarely confines itself to single-domain operations.

				Modern great power competition requires strategists to identify system-ic vulnerabilities, orchestrate multidomain operations, and maintain decisive 
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				advantage through superior decision making. The synthesis of Warden’s sys-tems analysis, unrestricted warfare theory, and Boyd’s OODA loop creates this framework by combining systematic vulnerability analysis, comprehen-sive methods for exploitation, and a process for maintaining initiative across all domains of competition. This integration enables strategists to understand complex interstate systems, develop coordinated cross-domain campaigns, and maintain competitive advantage through superior observation and adaptation.

				The synthesis begins with Warden’s systems analysis revealing how compo-nents of national power form complex networks of interdependence. Applied to China’s Belt and Road Initiative, for example, systems analysis shows how infrastructure investments create interconnected diplomatic, economic, and security effects throughout Southeast Asia. These investments simultaneously generate economic leverage, establish potential military logistics networks, and create diplomatic pressure points that can be exploited through coordinated action.62 The hydroelectric dams along the Mekong River demonstrate this in-terconnection—Chinese control of upstream water resources simultaneously affect regional food security, economic development, and inter-state relations.63 

				Unrestricted warfare theory transforms this systems analysis into opera-tional advantage by providing methods for simultaneously affecting multiple system components. Where Warden identifies critical nodes, unrestricted war-fare’s supradomain combinations enable synchronized application of diplomat-ic, economic, and information operations to subtly create opportunities for compounding effects.64 For instance, systems analysis reveals vulnerabilities in China’s semiconductor supply chain, while unrestricted warfare theory enables coordinated response through export controls (economic), diplomatic pressure on supplier nations (political), and information operations highlighting tech-nological dependencies (informational).65 This operational framework allows strategists to orchestrate effects across multiple domains while maintaining co-herence between tactical actions and strategic objectives.66 

				Boyd’s OODA loop completes the synthesis by providing the cognitive framework for maintaining advantage while conducting parallel operations. His emphasis on rapid observation and orientation enables processing of informa-tion from multiple domains while maintaining an accurate understanding of the competitive environment.67 When economic data reveals limited Chinese access to cheap food and energy, faster OODA loops allow rapid adjustment of diplomatic and economic efforts to exploit this insight.68 Most crucially, Boyd’s concepts of tempo and initiative explain how to maintain advantage while con-ducting parallel operations across domains.69 

				This theoretical integration—combining Warden’s systematic analysis, unrestricted warfare’s multidomain operations, and Boyd’s decision cycle framework—creates compounding advantages in practice. Consider China’s 
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				maritime militia operations in the South China Sea. Systems analysis reveals how these operations connect to broader territorial claims, economic interests, and regional influence efforts. Unrestricted warfare theory enables simultaneous counterpressure through partner nation capacity building, economic initiatives, and information operations exposing coercive behavior. Boyd’s OODA loop ensures these efforts maintain coherence while adapting to changing conditions faster than adversary response cycles.70 This synchronized application of multiple instruments of power creates effects that would be impossible through single-domain operations. 71 

				The theoretical synthesis of these three frameworks requires organizational innovation to enable practical implementation. Traditional interagency process-es, designed for sequential policy development rather than integrated opera-tional execution, cannot achieve the speed and synchronization this framework demands. To operationalize this theoretical synthesis, leaders should establish an Interagency Action Committee on China (IAC-C) positioned adjacent to the National Security Council’s Deputies Committee with a focus on policy execution, rather than policy recommendations.72 This organizational structure enables rapid OODA loop completion crucial to Boyd’s framework while align-ing with national objectives.73 

				The IAC-C’s mission centers on countering Chinese unrestricted war-fare operations through coordinated defensive measures and competitive ac-tions below the threshold of armed conflict, while also executing synchronized cross-domain operations to advance U.S. policy objectives within American legal and ethical constraints.74 Rather than conducting unrestricted warfare as defined by Qiao and Wang—which remains outside U.S. doctrine—the IAC-C would orchestrate whole-of-government campaigns that both defend against adversary operations and proactively shape the competitive environment. This dual approach includes defensive measures such as countering political warfare, protecting critical infrastructure and economic systems, and exposing malign influence operations, while simultaneously executing offensive initiatives in-cluding economic statecraft, information campaigns, diplomatic pressure, and technology competition to achieve strategic advantage. When necessary and legally authorized, the IAC-C would coordinate competitive actions across all domains—diplomatic, informational, military, and economic—to impose costs on adversary behavior and advance American interests, always maintaining ad-herence to U.S. legal frameworks and ethical standards that distinguish Ameri-can statecraft from authoritarian approaches. By combining representatives and leaders from relevant agencies with regional combatant commanders under a flattened organizational structure, the IAC-C enables the speed and adaptabil-ity that Boyd’s framework requires while maintaining the coherence that War-den’s systems approach demands.75 
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				The IAC-C’s value as a coordinating body naturally diminishes as competi-tion escalates toward open conflict. During crisis, leadership should transition to the appropriate combatant commander, with other agencies moving into supporting roles to maintain cross-domain coordination while enabling clear military command and control.76 This organizational flexibility ensures effective execution of irregular warfare during competition while preserving unity of command during conflict.77 The IAC-C thus provides leaders and commanders with the organizational framework needed to implement this theoretical syn-thesis across the full spectrum of inter-state relations.

				It is important to acknowledge, however, that the IAC-C represents merely one potential organizational manifestation of this theoretical synthesis. Mul-tiple institutional configurations could effectively implement these principles, depending on strategic or operational context, existing organizational architec-tures, and specific competitive domains. Nevertheless, any organizational frame-work designed to execute this theoretical synthesis must incorporate several fundamental capabilities that transcend specific structural arrangements. While the IAC-C provides one concrete organizational model for implementing this theoretical synthesis, any effective structure must embody certain fundamental principles that transcend specific institutional arrangements. Understanding these core principles illuminates how organizations must evolve to meet the demands of modern great power competition.

				Principles of a Cross-Domain Organization

				The synthesis of Boyd’s OODA loop, Warden’s systems analysis, and unrestrict-ed warfare theory demands an organizational structure that can implement these concepts effectively. While the Interagency Action Committee on China represents one potential manifestation, any organization executing this theoret-ical framework must incorporate several fundamental capabilities.

				Understanding Across Domains

				A successful cross-domain organization requires a sophisticated understand-ing of perspectives across diplomatic, economic, military, technological, and informational domains, transcending simple data collection to achieve genu-ine analytical integration. This shared understanding, which Boyd emphasized through his concept of “similar implicit orientation,” establishes the foundation for unity of effort.

				The IAC-C demonstrates this principle by bringing together representatives from the Department of State, Department of Defense, Treasury, Commerce, Intelligence Community agencies, Department of Justice, and Department of Homeland Security.78 This composition ensures coverage of diplomatic, 
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				military, economic, legal, and domestic security equities while maintaining a manageable span of control. Law enforcement participation through the De-partment of Justice (DOJ) and the Department of Homeland Security (DHS) proves essential for addressing adversary operations within U.S. borders, while Treasury’s inclusion enables synchronized economic statecraft.79 When an eco-nomic analyst identifies potential vulnerabilities in China’s energy supply chain, diplomatic and military representatives immediately grasp the strategic implica-tions without lengthy explanations.

				Flexibility in Structure

				Structural agility enables four critical functions: delegating authority to appro-priate organizational levels; flexibly designating main effort domains based on strategic priorities; rapidly incorporating subject matter experts; and minimiz-ing friction from hierarchical structures.

				Within the IAC-C, this flexibility manifests through its unique position adjacent to the Deputies Committee. This placement allows it to quickly shift priorities when opportunities arise while maintaining alignment with national objectives. For example, if intelligence reveals a new Chinese influence opera-tion targeting Pacific Island nations, the IAC-C can rapidly reallocate resources and attention without waiting for a lengthy approval processes, demonstrating the adaptability that Boyd identified as crucial for maintaining initiative.

				Smart Analysis of Systems

				The organization must integrate sophisticated systems analysis methodologies that not only identify vulnerabilities within Warden’s five rings but also map how these vulnerabilities intersect across domains. This enables identification of critical nodes where synchronized actions can generate compound effects.

				The IAC-C applies this principle through Joint analytical cells that con-tinuously examine China’s system components—from leadership structures to economic vulnerabilities—and identify where coordinated pressure can achieve strategic effects. When analyzing China’s Belt and Road infrastructure invest-ments in Southeast Asia, these cells identify connections between economic leverage, potential military logistics networks, and diplomatic pressure points that can be exploited through coordinated action.

				Coordinated Action Across Boundaries

				Effective implementation requires cross-domain operational synchronization underpinned by appropriate authorities from senior leadership. This enables the simultaneity that Warden identified as crucial while providing the operational flexibility Boyd’s OODA loop demands.
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				The IAC-C exemplifies this principle through its authority to coordinate operations across traditional agency boundaries. For instance, when counter-ing China’s maritime militia operations in the South China Sea, the IAC-C can synchronize partner nation capacity building (Department of Defense), economic initiatives (Treasury/Commerce), and information operations (State Department) to create effects that would be impossible through single-domain efforts. This synchronized application of multiple instruments gener-ates the compound effects that unrestricted warfare theory identifies as decisive in contemporary competition.

				Strategic Merit of the Concurrent 

				Integrated and Synchronized Approach

				Organizations implementing these principles represent a fundamental departure from conventional interagency coordination. Where traditional frameworks operate through sequential planning processes with minimal synchronization, cross-domain organizations function through concurrent integration from the outset. Rather than developing separate plans that must later be reconciled, representatives with decision-making authority collaborate simultaneously from conception through execution. This shift from “retrofitted integration” to “inherently integrated” planning eliminates the temporal gaps that adversaries exploit through accelerated decision cycles.80 The resulting operational tempo enables the compounding effects that unrestricted warfare theory identifies as decisive in modern competition, while maintaining the precision targeting that Warden’s systems analysis demands. The IAC-C exemplifies this approach by enabling senior representatives to develop comprehensive implementation strategies incorporating mutually reinforcing effects across all competitive do-mains, rather than attempting to harmonize separate agency initiatives after they have been developed.

				Conclusion

				The synthesis of Boyd’s OODA loop, Warden’s systems analysis, and unre-stricted warfare theory provides military and civilian leaders with a powerful framework for modern great power competition. This integration enables sys-tematic identification of vulnerabilities, orchestration of cross-domain effects, and maintenance of decisive advantage through superior observation and ad-aptation. The proposed Interagency Action Committee on China demonstrates how organizations can implement this synthesis. As interconnected technolo-gies and societies create novel vulnerabilities while enabling new methods of exploitation, states that master this integrated approach—systematically ana-lyzing adversary systems, orchestrating cross-domain effects, and maintaining faster decision cycles—will dominate twenty-first century competition.
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				Abstract: Proxy war has been a dynamic U.S. military strategy since the Cold War. In recent decades, however, artificial intelligence (AI) as a new manifesta-tion of technology has played a significant role in these wars. The United States has been a pioneer in this field, making substantial investments, annually allo-cates multibillion-dollar budgets to advance robotic and automated weapons to win future wars. Artificial intelligence proxy wars can manage the compe-tition between international actors as a mediating factor without wasting hu-man resources. The main question of this article is as follows: What is the role of artificial intelligence in U.S. military strategy, and how much can this new technology help win proxy wars? The findings indicate that the United States, by applying artificial intelligence technology to its military equipment with re-mote control capabilities, robots, and automated guided weapons, has reduced human and financial costs while increasing the probability of triumph on the battlefield. However, the obtained data, according to moral and humanitarian criteria, suggest a high rate of civilian casualties in such military conflicts.
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				Many analysts view the world order and American hegemony as influ-enced by nuclear arms races, economic shifts, and various treaties and alliances. The United States has consistently leveraged these factors 
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				to maintain its position. According to Samuel Huntington’s predictions, the current international order is transitioning toward a unipolar-multipolar dy-namic, where emerging technological issues in the economy and military could become key challenges.1 The rise of AI in these areas, along with its critical role in optimizing resources and preserving hegemony, has made it a strategic asset for U.S. rivals like China in pursuing global competitiveness.

				World leaders, including Barack H. Obama, Donald J. Trump, Xi Jinping, and Vladimir Putin have made critical statements about the prominence of AI. This importance can be summed up in Putin’s September 2017 speech: “Whoever becomes the leader in AI will rule the world.”2 This context has de-veloped since 1956, but interest in this field has increased since 2010. Despite the existence of opponents and supporters in AI war applications, Daniel Araya and Meg King have provided predictions about the scale of the impact of AI on the future nature of war that have three possible positions: minimal effect, evolutionary effect, and revolutionary effect.3 This technology is viewed as a significant advantage for countries that possess it, benefiting both civilian and military sectors.

				Specifically, China and the United States gain substantial economic and military benefits over their competitors, which could lead to a redefinition of the current balance of power. Gloria Shkurti Özdemir emphasizes that this tech-nology should not be considered a unique weapon, but it should be regarded as an “enabler and all-purpose technology with multiple applications.”4 Therefore, while it can potentially enable several military innovations, it is not an army in-novation itself.5 The study of AI extends beyond military and hardware applica-tions; it also encompasses cyberspace and media, where psychological warfare, fake news, and manipulated videos can alter the speeches of prominent figures and politicians, as well as their facial expressions. This technology enables the creation and execution of attacks against rival states.

				AI functions as a proxy instrument with even greater efficiency than tra-ditional forms of proxy warfare in managing the dynamics of competition and conflict between state and non-state actors. To date, this technology has func-tioned as a strategic deterrent, shaping the dynamics of international authority and prestige and has remained a focal point of bargaining and competition among major powers such as the United States. The main question of this ar-ticle is what place AI has in the U.S. military strategy and how much this new technology can help the United States in proxy wars. The United States seeks to use AI in the form of hardware and software to achieve the most in future fights with the least cost.6 In this regard, the U.S. Army is trying to conduct proxy wars in remote areas with the most negligible financial and human costs through remotely controlled military equipment, such as drones and robots. These platforms provide several advantages over traditional irregular warfare 
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				weapons: they are smaller and more cost-effective, offer unparalleled surveil-lance capabilities, and minimize risks to soldiers.7 The available evidence indi-cates that proxy wars through AI reduce the number of civilian casualties. In this context, the effective use of AI can positively impact civilian harm reduc-tion.8 Lauren Gould argues that, contrary to proponents of using drones in war-fare, “In practice, AI is accelerating the kill chain—the process from identifying a target to launching an attack.”9

				Moreover, autonomous systems must be designed to minimize economic costs. This task is complex, as economic costs encompass not only the platform or munitions but also logistics, information technology, and the manpower needed for operation and maintenance. Furthermore, autonomy may be most cost-effective without human oversight, though this compromises control and safety. Therefore, autonomy may be best suited for missions that reduce overall warfare costs rather than those that replace manned missions.10 For instance, robots do not have to be expensive or complicated; the Ukrainian military has successfully used modified commercial drones against Russian invaders.11

				Research Background

				In a report by Maggie Gray and Amy Ertan entitled AI and Autonomy in the Military: An Overview of NATO Member States’ Strategies and Deployment, they suggested that AI and autonomous systems will play an increasing role in en-abling future military operations. Gray and Ertan, pointing to the evidence of China and Russia’s active and aggressive efforts in acquiring military AI systems, emphasize the disastrous consequences of falling behind this technology. In addition to the importance of the military and weapons aspect, North Atlan-tic Treaty Organization (NATO) states must share information among their members in the field of supplies and facilities between the members and the recruitment of specialist forces, as well as create sufficient confidence for the military systems to remain advanced.12 Brandon Tyler McNally wrote a thesis entitled “United States AI Policy: Building toward a Sixth-Generation Military and Lethal Autonomous Weapon Systems,” which discussed and explained the capacity of AI as a new revolution in changing the strategic balance of power. He believes the United States, entangled in the Middle East and pursuing a long-term strategy for AI, has reduced its readiness for the sixth generation of military power. The United States’ ability to harness talent and innovative capabilities across the military/civilian spectrum will be a determining factor in maintaining its strategic advantage over its competitors through the mid-twenty-first century.13

				In her report entitled Artificial Intelligence and the Future of Warfare, Mary Louise Missy Cummings states that the development of autonomous military systems has been gradual at best, and its progress has been fragile compared to 

			

		

	
		
			
				154

			

		

		
			
				The Role of Artificial Intelligence in the U.S. Military Strategy in Proxy Wars

			

		

		
			
				Journal of Advanced Military Studies

			

		

		
			
				the autonomous systems of the commercial sector. Indeed, research costs and development in this direction will significantly impact its types and quality. One of the essential issues in this field is whether defense companies can de-velop and test safe and controllable autonomous systems, especially weapons capable of firing. In other words, using nascent technologies without compre-hensive testing can put the military and civilians at unnecessary risk.14 Kai-Fu Lee’s book, AI Superpowers: China, Silicon Valley, and the New World Order, examines China’s progress in AI and discusses its tight competition with the United States for new technologies. China has developed at an astonishing and unexpected speed in AI and surpassed its rival, the United States. Kai Foley believes China will be the next superpower in the technology.15 AI and autonomous systems are increasingly crucial in shaping military power and strategic balance. The United States and NATO must expedite innovation, col-laboration, and talent development to counter advances from rivals like China and Russia, while ensuring these technologies remain safe and controllable. Achieving this balance is vital for maintaining security, stability, and global influence in the coming decades.

				Theoretical Framework

				Offensive realism posits that a government can best ensure its security by max-imizing its power. This concept has sparked considerable debate among realists. For instance, some realists argue that excessive force can undermine a state’s security, as it may provoke other states to counterbalance that power.16

				John Mearsheimer argues that the anarchic nature of the international sys-tem is responsible for issues such as doubt, fear, security competition, and con-flicts among great powers.17 States are compelled to maximize their offensive capabilities and prevent rivals from gaining advantages at all costs. A state’s ulti-mate goal is to achieve hegemony in the international system, as this is the only way to ensure its security fully. In this anarchic environment, the most effective strategy for maximizing safety is to pursue power maximization. However, one criticism of offensive realism is its inability to explain why costly wars some-times occur against the interests of the initiating governments. Additionally, Mearsheimer and other realist analysts recognize that power maximization can be counterproductive, leading some countries to disaster.18

				Proxy Wars in the Contemporary Era

				The proxy war is a method between classical and modern war. A third actor manages this type of war to achieve strategic results. The host actor is out of the conflict, and their proxies enter this strategic field by providing financing, training, and weapons to the host. A proxy war is a logical alternative for states that seek to advance their strategic goals but refrain from engaging in direct, 
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				costly, and bloody war.19 One of the most widely used definitions for this con-cept during the Cold War belongs to Karl Deutsch. He defines proxy war as an international conflict in which two foreign powers use a third actor’s military might and other resources to align with their interests, goals, and strategies.20

				The origin of proxy wars dates back to the Cold War, during which the Soviet Union engaged nonstate actors in conflicts instead of confronting the United States directly.21 After the Cold War, despite initial optimism about reduced conflicts and the emergence of pacifist models, war remained a dom-inant force in international politics. The expansion of the concept of “region” in security studies allowed regional actors to independently provide financial and military support to vulnerable groups and governments, thereby region-alizing proxy wars. Additionally, rising costs and the destructive impacts of direct warfare prompted both regional and global powers to adopt strategies focused on proxy conflicts. During these conflicts, two parties engage in-directly, with a third party acting on behalf of one side. The aim is to limit the conflict’s scale to prevent it from escalating into a full-scale war. Proxy wars typically occur in strategically significant areas near the rival’s borders or even within their territories, using internal resources for their execution.22 Scholars like Geraint Hughes argue that governments cannot serve as proxies, as history demonstrates that they will intervene when it aligns with their in-terests.23 Consequently, the intervention of a proxy agent may be negligible. In contrast, Yaakov Bar-Siman-Tov categorizes proxies into two types: those that intervene by force and those that do so voluntarily due to “compatibility of interests.”24 State A may initially request state B to represent it, whether through coercion or voluntary agreement.25

				The following summary explains the total realistic approach to proxy wars. With proxy war and strategic changes, neorealists claim that states do not act with the rational decision-making process they enter into. Indeed, their deci-sions are related to the position of the respective actors and competitors in the system.26 The existence of new proxy wars somehow reproduces international anarchy within the state. Therefore, it is impossible to distinguish the domestic territory from the foreign domain.27 Offensive realists highlight the ability of states to initiate proxy wars driven by material capabilities, viewing the power of the sponsoring state as the most critical aspect of the discussion.28

				When there is a lack of trust between states, proxy war becomes a tool to validate alliances and coalitions. Conversely, if state A is more powerful than state B, the best option for state B is to resort to a proxy war. Moreover, the importance of public opinion in democratic countries and concern about in-ternational reactions to direct entry into war with another country increases the tendency to proxy war.29 Many experts analyze this component within the framework of offensive realism, as it channels the hostile motives of conflicting 
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				actors toward maximizing power. Consequently, the costs of war are minimized due to the absence of direct confrontation with the host state.

				From Early Concept to Strategic Leverage: 

				The U.S. Artificial Intelligence Trajectory

				The term AI was first coined by John McCarthy in 1956 when he held the first academic conference in this field. In this regard, Alan Turing wrote an article about the concept of machines that can simulate humans with the ability to perform intelligent tasks such as playing chess. Using the brainpower of experts to help others has always been the main driving force behind the development of expert systems. This issue is one of the most positive potentials of AI.30 In 2010, America’s big tech attracted more than 60 small AI companies.

				The President’s Council of Advisors on Science and Technology predicted that American companies will spend more than $100 billion annually on AI research and development by 2025. Many of the world’s largest AI companies are American. These companies pay more than $76 billion annually on research and development, making the total value of their investment markets more than $5 trillion.31 The research and development activities of U.S. multination-al companies abroad can strengthen the technological ecosystem of other states in different ways. Some industry experts argue that if Microsoft had not estab-lished its Asian research, China could not have created its own AI ecosystem. In 2019, then chairman of the Joint Chiefs of Staff, General Joseph F. Dunford, stated that Google’s work in China indirectly benefits the Chinese military. Despite these claims, Microsoft and Google have rejected them.32 The U.S. competition with China and its proxy wars, particularly in the Middle East, are significant factors. The U.S. AI market in aerospace and defense was valued at $7.82 billion (USD) in 2024 and is projected to reach approximately $20.50 billion by 2034.33

				Military Dimensions

				The deployment of AI as a part of the Third Offset Strategy of the United States was launched in 2014 by then Secretary of Defense Chuck Hagel to revive the U.S. military. The main focus of the Third Offset Strategy is on robotics and autonomy, in which AI plays an important role. Despite the opportunities that previous presidents created to become the world leader in AI, they always faced internal and external limitations.34 The Defense Advanced Research Proj-ects Agency (DARPA), which leads the Department of Defense regarding AI research and development, requested $3.17 billion in 2018 and $3.44 billion in 2019. Additionally, in 2018, DARPA announced a multiyear investment of more than $2 billion in new and existing programs called the AI Next Cam-paign.35
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				The military uses AI, which is widely related to drone technology. Drones are uncrewed aerial vehicles that have a variety of uses. When drones were first used, they were controlled remotely and manually. However, today, the integration of drones equipped with AI and advanced technologies—such as high-resolution cameras, infrared and thermal imaging, microphones, various sensors, and both guided and unguided missiles—into the command, control, computers, communications, cyber, intelligence, surveillance, and reconnais-sance (C5IRS) system greatly enhances the effectiveness of combat units. This advanced technology provides real-time, accurate information about events and allows for target destruction without endangering human lives, while simulta-neously relaying situational updates to the battlefield command center.36 The following table shows examples of drones used by the Pentagon.

				Unmanned systems operating underwater, on the surface, on land, and in the air require exceptionally high processing power to function autonomously.37 Mike Southworth, a production manager in the defense field, says an auto-mated device needs different technologies to function properly. Analyzing large volumes of data and complex algorithms requires significant processing capa-bilities.38 AI is now a military reality. For example, guided weapon systems can make decisions independently of the human agent. Also, AI systems allow inde-pendent and autonomous decision making through a network of operators who work with computers. Such systems can perform several actions consecutively and quickly, even in uncertain conditions. Soon, intelligent and autonomous platforms will have faster maneuvering speed and use force more accurately than platforms that work with human guidance.39 AI has driven the develop-ment of autonomous weapons, including drones. They can perform a range of operations, from long-range aerial surveillance and deterrence to monitoring nuclear developments in other countries and executing attacks.40

				DARPA has transferred newly developed defensive capabilities from its 

			

		

		
			[image: ]
		

		
			
				Figure 1. U.S. AI in aerospace and defense market size and forecast 2025 to 2034

				Source: “AI in Aerospace and Defense Market,” Precendence Research, 10 July 2025.
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				Table 1. Drones used by the Pentagon

				
					Drones

				

				
					Service

				

				
					Performance details of drones in the U.S. armed forces

				

				
					General Atomics MQ-1C Gray Eagle

				

				
					Ground force

				

				
					The MQ-1C Gray Eagle is a ground-force drone operated through a dedicated and highly reliable command system. It offers long endurance and supports multimission capabilities across strategic, operational, and tactical levels. Its payload includes a laser rangefinder, laser designator, synthetic aperture radar, ground moving target indicator, communi-cations relay, and Hellfire missiles. The Gray Eagle has been deployed in various operational theaters, including Iraq, Syria, Afghanistan, South Korea, India, and the Republic of Niger.

				

				
					AAI RQ-7

					Shadow 200

				

				
					Ground force

				

				
					In the U.S. Army, the U.S. Marine Corps, the Australian Army, and the Italian and Swedish armed forces, the AAI RQ-7 Shadow 200 is used to locate and identify targets up to 125 kilometers from a tactical operations center. This system detects vehicles day and night from a height of 800 feet and a slope range of 3.5 kilometers. The Shadow UAV was de-ployed in Iraq in January 2004 and Afghanistan in August

					2010 by the Australian Ministry of Defence.

				

				
					Northrop Grumman RQ-4 Global Hawk

				

				
					Air Force

				

				
					This high-altitude and long-endurance drone can fly at 60,000 feet and stay in the air for more than 34 hours. The range of its cameras and sensors is confidential. However, the line of sight is about 340 miles. The U.S. Air Force has used it since 2001 in Afghanistan, Iraq, and North Africa.

				

				
					General Atomics MQ-9A Reaper (a.k.a. Pred-ator)

				

				
					Air Force

				

				
					The MQ-9A Reaper boasts an endurance of more than 27 hours, a speed of 240 knots true airspeed, and an operation-al ceiling of 50,000 feet. It has a payload capacity of 3,850 pounds (1,746 kilograms), which includes 3,000 pounds (1,361 kilograms) of external stores. This aircraft can carry five times more payload and has nine times the horsepower than other drones. Predator, the world’s first armed drone, mainly operates in Iraq, Afghanistan, and Pakistan.

				

				
					AeroViron-ment RQ-20

				

				
					Navy

				

				
					This unmanned aerial vehicle (UAV) is used for tactical infor-mation, surveillance, reconnaissance, targeting, maritime patrol, search and rescue, combating illegal smuggling, and supporting ground operations. Its length is 1.4 meters, and it weighs 6.3 kilograms. Only two people are needed to assem-ble it. Its functions have been in Afghanistan for reconnais-sance.

				

				
					AeroViron-ment RQ-11 Raven

				

				
					Navy

				

				
					This lightweight UAV is designed for rapid deployment and high mobility in military and commercial operations. Ad-ditionally, it fulfills the Army’s requirements for reconnais-sance, surveillance, and low-altitude target acquisition. The U.S. Army, Air Force, Marine Corps, and Special Operations Command are the primary users of Raven. U.S. allies such as Australia, Italy, Denmark, Great Britain, and Spain also use it. It is the most advanced small unmanned aircraft system in the U.S. Armed Forces. Examples of its operational use have been in Afghanistan for surveillance and reconnaissance.

				

				Sources: MQ-1C Gray Eagle Unmanned Aircraft System (MO-1C Gray Eagle) (Washington, DC: Depart-ment of Defense, 2019); “Shadow 200 RQ-7 Tactical Unmanned Aircraft System,” Army Technology, 13 March 2020; Hanan Zaffer, “Japan Receives First of Three RQ-48 Global Hawks from U.S.,” De-fense Post, 18 March 2022; “MQ-9A ‘Reaper’,” General Atomics Aeronautical, accessed 20 August 2022; “RQ-20B Puma AE Small Unmanned Aircraft System (UAS),” Naval Technology, 15 August 2016; and “RQ-11 Raven Unmanned Aerial Vehicle,” Army Technology, 22 July 2021.
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				Guaranteeing AI Robustness Against Deception (GARD) program to the Chief Digital and Artificial Intelligence Office. GARD is part of DARPA’s broader artificial intelligence efforts, which the agency has pursued since its founding in 1958 and has intensified in recent years.

				Currently, approximately 70 percent of DARPA’s programs focus on AI, machine learning, or autonomous systems. The Pentagon requested $10 million for the program in its fiscal year 2024 budget, but no funding was allocated for 2025 as the initiative is concluding.41

				In President Donald J. Trump’s 2025 budget request, $20 billion is invest-ed in primary research agencies, an increase of $1.2 billion during fiscal year 2023, to advance and strengthen America’s leadership in scientific research and discovery. An additional $32 million is earmarked for digital and public ser-vices and personnel to support AI talent.42 Research, development, testing, and evaluation have played a crucial role in advancing the department’s innovative initiatives to align with the Department of Defense’s strategic goals, bolster na-tional security, and enhance defense capabilities. Of the $143.2 billion invested in this area, $17.2 billion is designated for science and technology, particularly in artificial intelligence and next-generation programs.43

				These investments not only advance technological innovation but also shape how the United States leverages military strategy in contemporary con-flicts. Today, military strategists use proxy wars to avoid the costs of direct con-flict. Proxy wars serve as a strategic alternative for states aiming to achieve their goals while avoiding direct, costly, and bloody conflicts.44 Proxies provide a means to combat escalation. States frequently deny their support for these prox-ies; for instance, Russia asserted it was not involved in Ukraine, despite having funded various groups opposing the Kyiv government and supplied them with arms and support.45

				Russia supported its former client states in Syria and Libya by deploy-ing Chechen task forces and private military contractors. This aligns with its long-standing strategy of using private forces to extend its influence in areas where direct intervention would be challenging. This approach was evident in the Black Sea region and Ukraine, where Moscow’s use of “little green men” al-lowed it to operate below the threshold for U.S. intervention while maintaining plausible deniability.46

				In the meantime, the United States is trying to avoid the expense and risks of military occupation and direct rule over a hostile state or nonstate actor through proxy forces. In addition to great powers like the United States, non-state actors can achieve their strategic goals at a lower cost by using advanced technologies such as remote targeting, cyber warfare, and AI. Nevertheless, the investigation of the number of deaths on the battlefield in the Middle East shows that the number of deaths in proxy wars in the years after 2011 has in-
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				creased compared to Middle East wars during the Cold War. Additionally, the number of refugees has been higher since the end of World War II, all of which were caused by civil and proxy wars in Syria, Yemen, and Libya following the Arab Spring in 2011.47 Statements like “we will develop innovative, low-cost, and compact approaches to achieve our security objectives” and “the U.S. mil-itary will invest as needed to ensure effective operations in anti-access and area denial (A2/AD) environments” reflect an understanding of the potential for utilizing proxy war strategies in regions where direct military intervention may be too costly or risky in the coming years.48

				The Pentagon’s Use of AI in Military Strategy

				The U.S. Project Maven is one of the most well-known cases of AI combining intelligence, surveillance, and reconnaissance applications. This project was de-signed to support the war against Islamic State of Iraq and Syria (ISIS) in Iraq and Syria. This ongoing project processes and interprets information received from videos taken by drones. As algorithms are developed, AI may be used for command and control, including managing battles, by analyzing large data sets with predictions to guide human activities.49 The U.S. military is trying to step into the field of AI in future wars. In this regard, internal Pentagon documents and senior government officials clearly show that the Department of Defense is working to prevent this technology’s rejection and create a plan that may be used in a new type of warfare.50

				In June 2018, Google withdrew from the aforementioned Project Maven, which uses AI software, and then published a set of AI principles that indicat-ed that the company did not use AI to create weapons and technologies that harm people. Defense officials have long worried that Google might aid China, America’s chief competitor in AI, and its withdrawal from Project Maven left the Pentagon frustrated and scrambling for alternatives. Maven, the military’s first serious AI experiment, aimed to create algorithms that could help intelli-gence analysts identify potential targets from drone footage, but Google’s exit underscored the Pentagon’s vulnerability in attracting top tech talent.51 Since then, Google has intensified its commitment as a military contractor. In early 2025, to capitalize on federal contracts available under Trump, the company abandoned its pledge not to develop AI for weapons or surveillance.52

				The Pentagon is researching combat scenarios in which AI would be allowed to operate automatically after receiving instructions from a human. Although the Pentagon has promised to establish an ethical AI army, such an undertaking will take work. Of course, the Pentagon realizes that arming existing commer-cial drones with human cognitive skills through AI can turn them into valuable weapons for insurgent and terrorist forces. Drones can be used to collect sen-sitive information, bypass physical obstacles on the ground, and carry out air 
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				strikes with high efficiency. Meanwhile, political leaders want drones to have more autonomy and for the servicemembers to be able to delegate important and dangerous tasks to the drones. For example, in areas where the Global Po-sitioning System (GPS) does not work or where there is severe electromagnetic interference, drones can significantly help the military forces with surveillance and reconnaissance.53

				The limited progress in advancing autonomous military technologies stems not only from high costs and technical challenges but also from significant or-ganizational and cultural resistance. In the United States, internal rivalries and a preference for manned systems have hindered the deployment of UAVs. For example, despite the Lockheed Martin F-22 Raptor’s technical issues and min-imal combat use, the Air Force is considering restarting its costly production rather than expanding drone programs, even though UAVs like the Predator are far cheaper and capable of most missions. Similarly, the X-47B is a ground-breaking unmanned aircraft developed by Northrop Grumman for the U.S. Navy, demonstrating significant advancements in carrier operations and auton-omous refueling.54 Both Services continue to prioritize the troubled, expensive Lockheed Martin F-35 Lightning II over unmanned alternatives. Many in the military accept drones only in support roles, as their broader adoption threatens traditional hierarchies and prestige associated with piloted aircraft.55 Converse-ly, drone pilots are akin to video gamers, disconnected from the real-world con-sequences of their actions.56 The Kratos XQ-58 Valkyrie serves as an excellent example of a stealthy unmanned combat aerial vehicle. Originally designed and built by Kratos, it was demonstrated to the U.S. Air Force through the Low-Cost Attritable Strike Demonstrator program, part of the Air Force Research Laboratory’s Low-cost Attritable Aircraft Technology (LCAAT) project portfo-lio. The LCAAT initiative aims to reduce the rising costs of tactically relevant aircraft by offering an affordable, lightweight solution as an unmanned escort or wingman alongside crewed fighter aircraft in combat.57

				Armed drones can fly to bases thousands of kilometers away to destroy the intended targets. The main advantage of drones is that they allow the military to attack the enemy while minimizing damage and casualties. However, drone attacks cause significant collateral damage, so many innocent citizens are killed along with the intended target. To reduce the cost of operating drones, manu-facturers are increasingly producing them so that they can run automatically; they do not need instructions and human interaction. However, the automatic operation of military weapons raises severe ethical issues about liability for col-lateral damage from brutal drone strikes. The separation of humans from the decision-making process of drones during drone strikes makes it unclear who is responsible for the consequences of drone strikes: the robot, the programmer, or the military.58 Therefore, it may be necessary to address the legal and ethical 
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				dilemmas posed by drones, whether due to the technology or its application.59 One of the main ethical dangers of drones is moral hazard. The low cost and growing accessibility of drone technology to various states and nonstate actors make targeted killings easier and, consequently, more frequent.60

				In 2013, the prototype of the X47B autonomous drone landed, and in 2015, it performed automatic aerial refueling; in both cases, human interven-tion was only for the command to land or in-flight refueling, which was done by software. In 2016, the United States displayed 103 drones that flew together independently. The Pentagon described the move as systems that share a dis-tributed brain to make decisions and coordinate with each other.61 In 2020, for the first time, an automatic drone operating with AI, without any human consultation, targeted the Libyan forces of General Khalifa Haftar.62 In addition to drones, the Department of Defense can employ other autonomous weapons. The Navy conducted a similar test in November 2016, when five uncrewed boats patrolled a particular section of the Chesapeake Bay and intercepted an opposing vessel.63 The Sea Hunter is the first uncrewed antisubmarine warfare ship that DARPA transferred to the Department of the Navy. It was the first to travel autonomously from California to Hawaii and then back.64

				In a report by Foreign Policy, the U.S. military has provided a robotic dog named Spot to help with demining and unexploded ordnance in Ukraine. Bos-ton Dynamics announced the removal of mortar shells and cluster munitions in formerly Russian-controlled areas near the capital of Kyiv.65 However, the Pentagon claims to use AI to help the military and not replace soldiers.

				While the U.S. military will not allow a computer to pull the trigger, it has developed a “target recognition” system in drones, tanks, and infantry.66 Also, one of the features of AI is that it can act quickly.67 The U.S. Department of Defense must accept that nonstate groups and actors will acquire weapons powered by AI technology. These weapons are inexpensive for nonstate actors and, in contrast to nuclear weapons, are appealing because their development is relatively accessible to them. Even great powers may make AI weapons available to nonstate actors like conventional weapons.68 Alex Karp, CEO of military contractor Palantir, has stated that AI-enabled warfare and autonomous weap-ons systems have reached their “Oppenheimer moment.”69 The affordability and ease of deploying AI weapons prompt both governmental and nongovern-mental actors to incorporate them into their military strategies, as they involve lower financial and human costs.

				Pentagon’s AI Drones to Ukraine: A Proxy War Boost

				U.S.-German autonomous software company Auterion has secured a Pentagon contract to provide 33,000 AI strike kits for Ukrainian drones, enhancing Kyiv’s 
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				efforts against Russia. This deal, part of Washington’s latest security aid package, will increase the use of Auterion’s technology in Ukraine tenfold, with deliveries anticipated by year-end. The technology has already been implemented in Kyiv and is currently utilized in autonomous combat missions against invading forc-es.70 Ukraine’s adoption of AI-enhanced weapons is not merely a step toward military modernization; it is a crucial act of survival. In an increasingly digitized battlefield, these systems provide speed, reach, and lethality while minimizing human risk. Ukraine’s experience highlights both the potential and dangers of such technologies.71 Ukrainian companies have developed various AI solutions for battlefield and defense applications. These include unmanned aerial and ground vehicles for tasks such as reconnaissance, surveillance, fire adjustment, target identification, logistics, and evacuation as well as electronic warfare sys-tems to protect cities from enemy drones.72 The Ukraine war has demonstrated that both urban centers and military sites are vulnerable to low-cost drones. Cities, public venues, and critical infrastructure should be regarded as potential targets.73 Ultimately, the key factor in using drones in Ukraine is not about a less politically risky approach to warfare; it is primarily a matter of cost.74

				Conclusion

				The cost effectiveness and ease of deployment of AI weapons have enabled the United States to increase the use of this technology in line with its military strategies with less financial and forced cost. The recognition of AI technology as a part of the United States’ Third Offset Strategy shows the importance and strategic position of this concept for the Pentagon, which focuses on robotic and automatic weapons. Despite the Pentagon’s investments in projects such as Maven, due to the noncooperation of some companies and the opposition of a group of Pentagon officials due to violating moral and humanitarian rights, this project faced stagnation. Furthermore, the rise of AI presents challenges for nonspecialists and workers due to the potential for job displacement. A signifi-cant advantage of AI in proxy wars is its capacity to operate quickly and achieve optimal results by leveraging advanced hardware and software, thus gaining an edge in remote conflicts.

				Drones enable the military to strike targets quickly and accurately. They can also communicate with other drones and jet fighters to locate targets more efficiently. These automated systems gather intelligence on various targets, pro-viding valuable information for proxies. Additionally, drones facilitate easier and faster access to remote areas for both proxies and their supporters. More-over, drones help save the lives of U.S. Marines and reduce collateral damage. Finally, by using drones, the United States can avoid deploying ground forces and aircraft carriers to equip and support its proxies abroad.
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				Abstract: Artificial intelligence (AI) is already reshaping work methodologies, but future disruptions will inevitably extend further, fundamentally influencing how we conceptualize and understand reality. The scale and pace of this dis-ruption will accelerate significantly with the integration of AI agents and mul-tiagent systems. Traditional linear military planning processes, which depend solely on human cognition, have repeatedly proven inadequate in confronting the complexities of contemporary battlespaces. This article explores the poten-tial impacts of AI on operational art and highlights opportunities for military organizations to successfully reimagine operational cognition through collab-orative frameworks that seamlessly integrate human and AI capabilities. The findings suggest multiple transformative impacts on existing linear cognitive paradigms and propose enhanced human-machine collaboration mental models. 

				Keywords: operational art, multiparadigm design, multiagent system, warfare

				The world is currently facing a technological disruption, as artificial in-telligence is fundamentally reshaping not only our methods of work but also the ways we conceptualize and comprehend reality. This article 
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				examines the potential impacts of AI on operational art and discusses oppor-tunities for military organizations to successfully reconceptualize operational cognition through syndicates that seamlessly integrate human-AI collaboration. The traditional linear military planning process—reliant exclusively on human cognition—has repeatedly proven insufficient when confronted by the com-plexities inherent to contemporary battlespaces. Information saturation, rapidly unfolding events, and ambiguous operational contexts consistently challenge the effectiveness of reductionist decision-making paradigms. Planners frequent-ly resort to oversimplifying complex realities to achieve clarity, despite complex-ity being an inherent characteristic of the modern operational environment. While humans simplify reality due to cognitive limitations, artificial intelli-gence simplifies due to computational efficiency and goal-driven optimization. This fundamental divergence in cognitive approaches underscores the necessity of an integrated human-AI paradigm shift in military planning processes.

				One of the most disruptive advancements in artificial intelligence is AI agent technology.1 AI agents integrate automation and generative AI, enabling greater adaptability and emergent decision making. Within military planning processes, this leap in technology offers new pathways for dynamic operational design, allowing planners to retain cognitive depth while optimizing execu-tion. Operational planning in the military domain has traditionally relied on hierarchical command structures, doctrinal principles, and predefined scenar-ios.2 However, the growing complexity of the modern battlespace, the acceler-ating tempo of decision making, and the increasing adaptability of adversaries challenge these conventional approaches, which remain constrained by human cognitive limitations.3 Human decision making is inherently susceptible to heuristic biases, cognitive overload, and errors stemming from incomplete sit-uational awareness, all of which can contribute to strategic failures.4 In this evolving operational landscape, the integration of AI agents and multiagent systems (MAS) into planning of operations or campaigns represents a radical paradigm shift, one that has the potential to redefine the foundational princi-ples of military planning and decision making. In this article, planning is seen in a broad manner, encompassing processes throughout the whole conflict con-tinuum and extending to the planning during phases of execution.

				Military planning can and should be comprehended as inherently non-static, as temporal and spatial rigidity cannot be sustained in warfare. Future planning will therefore emphasize dynamism, emergent organization, and self-organization, where time, space, and force composition happen in tandem with AI agents.5 This transition redefines classical military planning princi-ples—systematic logic and frame-by-frame snapshot of warfare—by shifting their meaning in relation to space, time, and strategic actors. Objectives no longer have to be fixed endpoints but rather fluid constructs that emerge within 

			

		

	
		
			
				169

			

		

		
			
				Liikola and Blomvall

			

		

		
			
				Vol. 16, No. 2

			

		

		
			
				the continuous evolution of the planning syndicate. Rather than being merely a challenge, uncertainty becomes a fundamental premise of operational design. Critical decision-making convergence points arise where AI agents and human planners converge into a continuously evolving decision-making rhizome.6 This transformation moves military planning beyond rigid linearity and traditional group decision-making constraints toward adaptive, self-regulating syndicates, leveraging AI’s cognitive and analytical capabilities. AI agents cease to be mere reactive tools and instead become active participants in operational design—shaping strategy rather than merely executing predefined tasks.

				Winning in peer-to-peer conflict, or even against a numerically superi-or adversary, has historically relied on superior cognition to generate sudden and unforeseen disruption.7 From a Finnish perspective, it is evident that the country’s survival during the 1939 Winter War would not have been feasible had static trench warfare been favored over tactical mobility, counteroffensives, and leveraging the local battlespace conditions for engagements. Surprise has consistently been a transient phenomenon—a fleeting window of opportunity sustained solely through tempo, defined as the dynamic interplay of speed and unpredictability. This, in turn, necessitates decentralized command structures, an acute awareness of risk, and cognitively demanding military judgment.8 The fundamental principles of operational-level warfare have remained largely unchanged. Contemporary conflicts further substantiate this reality: the Russo-Ukrainian War has exemplified disruptive applications of unconventional op-erational thinking, incorporating a synergistic combination of disinformation campaigns, land-based maneuvers, and the denial of maritime dominance through unmanned surface vessels. Similarly, the annexation of Crimea, execut-ed by unmarked military personnel colloquially referred to as “little green men,” parallels historical instances of strategic deception, such as the Trojan horse or the airborne assault on Belgium’s Fort Eben-Emael—operations that profound-ly redefined prevailing conceptions of what is operationally feasible in warfare.

				This article contends that the rapid advancements in AI technology have the potential to elevate operational art to unprecedented levels of unconventional thinking. While traditional maneuver warfare theories have predominantly cen-tered on the physical domains, emerging technologies are increasingly disman-tling these boundaries, enabling a more expansive and fluid conceptualization of conflict. This article argues that the core principles of warfare—surprise and speed—will remain integral; however, the operational maneuvers of the near future will progressively transcend conventional domains, continuously rede-fining feasibility and broadening the spectrum of possible military actions. 

				This article analyzes how AI multiagent systems reframe operational art and disrupt planning processes in warfare. This posits that military operational thinking and decision making will face a paradigmatic shift, catalyzed by the 
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				emergence of AI agents and multiagent systems as defining constructs in future operational environments. Artificial intelligence is no longer an abstract theo-retical construct but a tangible and operationally integrated force multiplier, as evidenced already by the ubiquitous deployment of generative AI architectures, such as ChatGPT. The AI-driven paradigms analyzed in this study—AI agents and MAS—represent an advanced evolutionary leap in computational autono-my, characterized by disruptive potential that redefines the foundational prin-ciples of operational art and strategic command structures. Gordon Moore’s 1965 prediction of exponential technological progress, based on the doubling of transistor density, laid the foundation for decades of innovation. Today, the advent of AI agents and MAS systems accelerates this trajectory, granting agile and adaptive organizations a decisive strategic advantage. In contrast, entities that remain reliant on rigid, bureaucratic planning structures and cumbersome processes risk obsolescence. Within military organizations, human-centered decision making may become a limiting factor if legacy planning paradigms continue to be maintained without adaptation to the evolving technological landscape.

				The Need for a Paradigm Shift in Military Convention

				Ben Zweibelson has argued that artificial intelligence challenges the founda-tional philosophical pillars of operational art.9 The integration of AI agents can help shift military planning away from deterministic, Newtonian-style linear-ity and toward a model that embraces complexity, emergence, and dynamism. This transition necessitates not only technological investment but also a funda-mental cultural and paradigmatic shift within military organizations. The mil-itary profession must evolve beyond institutional inertia and actively integrate complexity-driven operational methodologies to leverage AI-human collabo-ration. Linear and hierarchical planning processes are no longer sufficient to win against an opponent also aiming for relative advantage through leveraging rapidly emerging dilemmas. This will necessitate a paradigm shift in military doctrine toward more flexible and self-organizing decision making to keep up with the rate of change possible.

				The excessive reliance on bureaucratic control mechanisms and doctrinal standardization within military organizations presents a structural impedi-ment to innovative cognition and the evolution of adaptive decision-making frameworks.10 This institutional rigidity fosters a competency trap, wherein or-ganizations become self-referentially entrenched in established methodologies, misperceiving them as universally optimal, thus impairing their capacity for epistemic adaptation and strategic responsiveness in dynamic operational con-texts.11 Hierarchical decision making and static planning may result in a loss of operational flexibility, allowing an adaptive enemy to outmaneuver overly rigid 
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				operational thinking. The operations in Afghanistan and Iraq exemplified how rapidly changing battlefield conditions rendered traditional planning models ineffective, leading to strategic miscalculations.12

				Figure 1 illustrates the tension between linear and complex operational art, where two distinct paradigms can intersect on the future battlefield. The pur-pose of this depiction is not to argue for the superiority of either approach but to analyze the reality of warfare and military planning from two different per-spectives. The traditional linear planning mental model is rooted in reductionist thinking, where complex phenomena are deconstructed into discrete, manage-able components. This article, however, posits that AI applications introduce a disruptive dimension to military planning, enabling novel approaches to ad-dressing threats within a dynamic and multifaceted operational environment. In particular, the multiparadigmatic nature of the contemporary battlespace, along with the inherently complex and dynamic character of operational real-ity, necessitates the continuous evolution of military planning and operational art. The development of AI should be perceived as an opportunity rather than a threat. It is essential to recognize that AI is not merely another “instrument” in the historical progression of military technology, gradually enhancing war-fare through incremental advancements, nor just a decision-support system; in-stead, it can establish a novel operational environment where strategic choices, situational awareness, and operational thought evolve in constant interaction with multidimensional data flows. Thus, AI does not simply provide more ef-ficient means of responding to changes in warfare; rather, it can alter the very conceptualization of warfare itself by generating new situational developments, 

			

		

		
			
				Figure 1. The tension between complexity and linearity in multiparadigmatic bat-tlefield planning

				Source: courtesy of the author, adapted by MCUP.
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				enabling emergent strategies and decentralizing operational decision making in ways that challenge traditional command structures and linear planning para-digms. In this sense, AI is not merely a solution to the challenges of modern warfare—it constitutes an entirely new paradigm for understanding, organiz-ing, and executing military operations.

				We can first analyze whether AI agents could calculate, model, or simulate the complexity of warfare to a level of rationalist and mechanistic paradigm. This is plausible, as AI systems can filter, structure, and distill vast, multilayered information flows—often surpassing human cognitive capacity—into clear and actionable decision alternatives.13 However, warfare and even a conflict is always a reciprocal hostile activity. The degree to which AI influences warfare com-plexity depends on its design and operational application. If AI is used primar-ily for data reduction and simplification, it risks reestablishing a deterministic, mechanistic approach to military planning, limiting adaptability in emergent, nonlinear conflict environments. Conversely, when AI is integrated within an iterative, emergent, and complexity-embracing operational framework, it can enhance adaptive decision making, deepen situational awareness, and facilitate dynamic actions. Ultimately, the human role remains decisive—military pro-fessionals determine whether AI functions merely as an information-reduction tool or as a catalyst for embracing complexity and fostering emergent strategic thinking.

				Figure 2 illustrates a paradigm shift that will be driven by multiagent systems. Real-time operational planning becomes feasible through data auto-mation, multiagent network intelligence, and enhanced human-machine in-tegration. In traditional, static operational planning, enemy actions must be predicted well in advance, as dynamic responses during combat situations are severely limited. Historically, predictions relied heavily on extensive manual data management, typically handled via cumbersome spreadsheets emphasizing data entry over cognitive teaming. MAS fundamentally transforms this process by integrating information with unprecedented precision and significantly mit-igating cognitive biases inherent in human-centric planning. Rather than elim-inating the need for predictive activities, MAS refines and improves prediction accuracy through artificial intelligence. Automated management of information overload, combined with an emergent and dynamic human-machine planning interaction, ensures continuous adaptation. Multiagent coordination further supports decision making, enabling tactical adjustments in real-time combat scenarios, provided sufficient authorization. The introduction of MAS radically compresses both spatial and temporal dimensions within the battlespace. Con-sequently, operational planning undergoes a profound paradigm shift, adopt-ing a multiparadigmatic approach centered around dynamic human-machine 
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				teaming. This transformation is crucial for addressing the inherent unpredict-ability and instability of future warfare environments.

				Historically, the center of gravity has been perceived as the enemy’s critical focal point, the disruption of which would lead to the collapse of the entire sys-tem.14 This perspective is rooted in mechanistic thinking, where the adversary is conceptualized as a hierarchical and predictable system. Operational planning has also been based on the assumption that targeting strategic nodes—such as command centers, logistical networks, and key capabilities—is sufficient to achieve the objectives of warfare.15 This model has proven effective in tradi-tional conflicts and during battles with superior forces where warfare has been clearly delineated and structured. However, in asymmetric and hybrid oper-ations, the adversary can be a decentralized and adaptive network in which focal points continuously shift.16 In preparing the abilities to fight near peer enemies, the static and predefined center of gravity no longer provides a viable strategic framework, as modern military operations require continuous situa-tional awareness updates and adaptive decision-making mechanisms. In con-temporary warfare, center of gravity should be understood as an evolving and context-dependent phenomenon, emerging in real-time as a result of various factors and environmental changes. Instead of focusing on striking a fixed cen-

			

		

		
			
				Figure 2. Static versus nonequilibrium warfare

				Source: courtesy of the author, adapted by MCUP.
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				ter of gravity, operational planning can leverage multiagent systems and AI to map how an enemy’s critical structures evolve dynamically.

				Current Research on Human Collaboration 

				with Multiagent Systems

				AI research has transitioned toward a paradigm that fuses adaptability with structured planning, reactivity with cognitive modeling, and emergence with self-organization, creating an increasingly seamless and autonomous decision-making framework.17 This shift represents a departure from deterministic, rule-based systems of the 1950s, which were limited in scope and lacked sit-uational awareness or contextual learning. Today, AI agents have evolved into sophisticated, autonomous systems leveraging deep learning, reinforcement learning, and large language models (LLMs) to address complex, multilayered challenges.18 Unlike their predecessors, these AI agents are not merely reactive tools; they now engage in higher-order decision making, problem-solving, and dynamic environmental interaction.19 Their integration into both civilian and military applications is redefining intelligence analysis, operational planning, and command structures, enhancing speed, adaptability, and strategic foresight. Looking ahead, AI agents are poised to transition from digital environments to real-world physical operations, particularly in robotics and autonomous sys-tems where they will navigate, assess, and act independently within dynam-ic, unpredictable terrains.20 This evolution requires advanced sensor fusion, real-time data processing, and context-sensitive decision making, ensuring AI systems adapt fluidly to changing operational conditions. As AI’s role extends beyond passive computation into active execution, its impact on warfighting, logistics, and battlefield autonomy will become increasingly foundational rather than supplementary.

				The defining characteristic of AI agents is their ability to operate autono-mously while interacting with their environment. Unlike traditional software systems that follow static, predefined rules, AI agents sense, interpret, and adapt to new situations in real time. They leverage sensors to collect stimuli—such as sound, text, and images—and process this data to support decision mak-ing. This capability distinguishes AI agents from conventional software, which lacks the flexibility to adjust to evolving conditions.21 AI agents can be broadly defined as autonomous entities that function independently yet engage dynam-ically with other agents and their surroundings. Their core attributes include autonomy, social intelligence, reactivity, and proactivity.22

				The future of AI agents is closely tied to their increasing autonomy, adap-tive learning, and self-organizing capabilities, which are crucial for the evolu-tion of more complex multiagent systems.23 The key distinction between AI agents and MAS lies in the complexity and scalability of their application do-
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				mains. While an individual AI agent can efficiently perform a specific task, MAS enables decentralized decision making, real-time adaptability, and emer-gent problem-solving, making them particularly valuable in highly dynamic and uncertain environments.24 MAS consists of autonomous agents that can either collaborate or compete to achieve shared objectives. One of their primary advantages is their ability to decompose complex problems into smaller, man-ageable subproblems, allowing for parallel computation and real-time decision optimization.25 MAS systems are uniquely suited for environments requiring both distributed intelligence and dynamic adaptability. By leveraging collec-tive intelligence, swarm behavior, and coordinated learning, MAS can generate synergistic effects that surpass the capabilities of individual agents. This allows them to enhance system-wide efficiency, optimize resources, and increase resil-ience against disruptions.26

				Drone swarms are a concrete example of applying multiagent system the-ory to dynamic combat environments, and their significance in autonomous warfare is growing.27 Swarming behavior refers to the real-time, coordinated operation of multiple autonomous agents acting as a unified whole. Each agent operates independently but synchronizes its decision making with others with-out centralized control, enabling faster responses compared to traditional sys-tems.28 With localized situational awareness and rule-based decision making, the system remains both adaptive and resilient under rapidly changing condi-tions. Intelligent communication within the swarm allows for real-time data sharing, enabling sensor drones to detect threats or targets and direct armed units accordingly.29 Drone autonomy enables coordinated collaboration with-out continuous human intervention, and cooperative methods developed on this basis support effective swarm behavior across various operational environ-ments.30 Swarm technologies are expected to play a critical role in future armed forces seeking to outpace adversaries in decision-making and operational tem-po within complex and fast-evolving combat scenarios.31 The United States’ latest planned Boeing F-47 sixth generation stealth fighter jet exemplifies the integration of swarm intelligence and AI-based agent technology into a single, advanced system.32

				MAS systems elevate the operational capabilities of AI agents to a new lev-el. Their decentralized architecture enables the efficient and flexible resolution of complex, large-scale problems, making them highly adaptable to dynam-ic environments.33 Moreover, MAS systems leverage synergistic effects, where the collective intelligence of individual agents leads to emergent behaviors and solutions that surpass the sum of their individual capabilities.34 According to recent publications, AI agents are transforming military planning and execution in the following 10 key areas.35

				The benefits offered by AI agents and multi-agent systems extend broadly 
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				across military planning and operational activities. These technologies can en-hance command processes, optimize resource utilization, and support decision making in complex and rapidly evolving environments. Most importantly, AI agents can introduce noninstitutionalized novel alternatives, generating solu-tions and decisions that are developed interactively—learning from past opera-tions and adversary actions to refine and design future actions. Looking ahead, the advancement of AI agents and MAS systems will unlock new opportunities to merge human and AI capabilities, paving the way for more efficient, adap-tive, and innovative operational models. This evolution will inevitably reshape operational art and influence the organization of planning syndicates, driving military strategy toward greater agility and intelligence-driven execution.

				At this point it seems already clear that AI agents represent a paradigm-disrupting technology, not a fleeting trend, and their influence extends across tactical, operational, and strategic levels.36 Organizations increasingly integrate AI agents as virtual team members, leveraging them for knowledge manage-ment, workflow coordination, and complex operational execution.37 As the technology evolves, AI agents transition from simple assistants to autonomous entities capable of decision making, environmental adaptation, and achiev-ing strategic objectives with minimal human oversight.38 This transformation signals a fundamental shift in both technological and operational paradigms, with far-reaching implications for planning effectiveness, strategic agility, and emergent decision architectures. Military organizations must embrace the dis-solution of rigid, deterministic models and move toward fluid, adaptive, and AI-enhanced frameworks that align with the realities of modern conflict.

				The primary challenge of this technological transformation is not merely 

			

		

		
			
				Figure 3. Adaptive battlepace planning framework.

				

				Source: based on ideas from Thom Hawkins, “We Are All Agents: The Future of Human-AI Collaboration,” Modern War Institute, 28 August 2024; and J. Caballero Testón, “The Role of Automated Planning in Battle Management Systems for Mili-tary Tactics,” Expert Systems with Applications 297 (2025), https://doi.org/10.1016/j.eswa.2025.129259.
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				the performance capabilities of AI agents but their acceptance within military organizations as integral components of operational planning and decision mak-ing. Sarvash Sawant et al. highlight three critical concerns: the transparency of AI-driven decision making, the formal delineation of its role within operational structures, and the trust that military personnel place in autonomous systems’ evaluative capacities.39 Excessive AI autonomy risks obscuring accountability, increasing strategic uncertainty, and diminishing critical human judgment, particularly if AI agents operate beyond the comprehension and oversight of human commanders.40 Conversely, well-integrated and applied AI agents could enable a novel paradigm of autonomous operational planning, characterized by unprecedented speed, adaptability, and initiative in decision-making. Con-sequently, the radical adoption of AI-driven military planning necessitates a fundamental redefinition of operational thinking—one that deeply accounts for the capabilities and limitations of these technologies and systematically re-evaluates AI agents’ roles within military operations at a foundational level.

				As has become clear, MAS consists of autonomous agents, which can be either software- or hardware-based components working collectively to achieve a common objective.41 The core attributes of these systems include:

					•	Decentralized decision making: MAS agents can operate auton-omously and make decisions without reliance on a centralized com-mand structure.

					•	Scalability: The system can adapt to operations of varying scales and types.

					•	Adaptability: MAS can respond to real-time changes in the environ-ment and anticipate emerging threats.

				Agents within MAS can be homogeneous (identical in function and capa-bility) or heterogeneous (specialized with different roles and abilities), allowing for efficient execution of complex tasks.42 While AI offers significant advantages in analytical and administrative tasks, its role as a leader or in fostering social cohesion remains challenging. Military leadership requires not only decision making but also human empathy, social intelligence, and intuitive understand-ing of complex political and cultural factors. These limitations define the extent to which AI can fully replace human decision making in critical military situ-ations.

				AI agents can already offer a decisive advantage in military operations by automating repetitive and high-volume tasks, allowing human operators to fo-cus on complex, strategic, and creative decision making. Beyond task automa-tion, AI agents and MAS can process real-time data streams, detect emerging patterns, and execute high-speed strategic decisions with unmatched preci-sion.43 This capability is particularly critical in military operations, where fast 
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				data-driven decisions can directly influence mission success. AI agents enhance operational efficiency, reduce cognitive overload on human planners, and pro-vide real-time adaptability in rapidly evolving combat environments. 

				Paradigmatic Disruptions in Warfare: 

				Lessons of Unconventional Thinking

				Future warfare scenarios are likely to become increasingly complex, faster-paced, multiparadigmatic, and conceptually more challenging to comprehend. This is particularly true in conflicts involving near-peer adversaries with highly trained officer corps, who may demonstrate minimal regard for institutionalized rituals or legal constraints on fair warfare. Engaging a near-peer adversary—whether through direct confrontation or proxy conflicts—will inevitably incorporate fa-miliar elements of past military engagements, including established methods, strategies, and operational practices, and these can be augmented by progres-sively faster adaptation cycles and accelerated deployment of emerging tech-nologies. However, such developments primarily reflect increased efficiency in applying existing methodologies rather than a fundamental shift in the nature of warfare. While adaptation and incremental innovations remain crucial, they are not the primary focus of this article. Beyond simply accelerating existing ap-proaches, strategic advantage may also emerge through entirely novel methods and unconventional means.44 Additionally, the relatively unexplored operation-al domains of space and cyberspace introduce further layers of disruption. To contextualize this shift, the concept of paradigmatic surprise is introduced into military theory, illustrated through historical case studies, and linked to the planning process.

				Paradigmatic surprise is a cognitive effect imposed on an adversary through actions that cannot be comprehended using existing mental models and con-ceptual frameworks. In military contexts, surprise is traditionally understood in terms of unexpected force posturing, troop numbers, or unforeseen movement vectors. However, in such cases, the advantage is still gained within the estab-lished and mutually understood parameters of warfare. In contrast, paradigmatic surprises arise from actions that fundamentally disrupt the prevailing paradigm, necessitating entirely new indicators to assess their impact. In the realm of tech-nological innovation, radical advancements are often distinguished by whether their capabilities are measured using entirely new performance indicators.45 

				As previously suggested, future warfare may challenge the Newtonian deterministic paradigm that underpins current ontological and epistemologi-cal approaches to warfighting and operational planning. This evolution plac-es increasing demands on military organizations to cultivate innovation that transcends institutional rigidity. With AI-enhanced collective cognition, para-digmatic surprises may not only become a recurrent feature of modern warfare 
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				but also an essential element of contingency planning. Although history offers numerous instances of paradigmatic surprise, these events were often incom-prehensible at the time they occurred—only later were they fully understood in hindsight. When first encountered, their very nature obscured whether an operation was actively unfolding, often delaying an effective response until it was rendered futile. Even though these surprises seemed unpredictable in the moment, the activities were nevertheless devised within the planning groups of one antagonist—the surpriser’s. As such, even MAS-augmented and broad contingency planning might not have prevented the activities, but it could have been extremely helpful in recognizing the disruptive situation as unfolding ag-gression and in designing timely countermeasures to the new reality. Therefore, the following examples are not intended to predict specific future actions but rather to illustrate how war paradigms have been disrupted in the past and potential superior cognitive capabilities can conceptualize the paradigms again also.

				Superiority through Surprise Instead of Mass

				The German victory in France in 1940, often characterized by the term blitz-krieg, represented an unprecedented development in modern warfare. The assault through the Ardennes began on 10 May 1940.46 At the time, France was considered the militarily superior power and had spent the previous two decades preparing for a potential conflict.47 Nevertheless, Germany devised a military solution that bypassed the previously assumed strengths of conven-tional warfare, achieving a decisive and unexpected success. Several key factors contributed to the German victory and the element of surprise. The concentra-tion of highly mobile panzer divisions, led by bold and aggressive commanders, spearheaded the offensive in a manner without historical precedent.48 Accord-ing to Richard Shuster, Germany’s success can be attributed to the innovative employment of armored forces, maneuver warfare tactics that disrupted the conventional notion of a linear front, and a novel conceptualization of military command structures.49 These strategic innovations rendered obsolete the earlier emphasis on numerical superiority and massed formations as the primary deter-minants of military effectiveness.

				During the Falkland Islands War (1982), Argentina achieved operational surprise but failed to effectively respond to Britain’s strategic adaptation, lead-ing to the ultimate failure of its campaign. Similarly, during the Yom Kippur War (1973), Syria and Egypt executed a well-coordinated, large-scale offensive against Israel, yet Israel’s ability to improvise and rapidly adjust its defensive strategy enabled it to shift the course of the war in its favor. These cases illus-trate that surprise alone does not secure strategic success. The decisive factor is not the initial disruption of an opponent’s expectations, but rather the capacity 

			

		

	
		
			
				180

			

		

		
			
				Beyond Linear Planning

			

		

		
			
				Journal of Advanced Military Studies

			

		

		
			
				to exploit that moment of shock and sustain a dynamic response to the evolv-ing battlespace. For mechanistic organizations, this underscores the necessity of integrating innovation-seeking behaviors into their structural and cultural dy-namics. Adaptation cannot be a reactive measure; it must be an inherent feature of military planning and execution, ensuring forces remain fluid, responsive, and attuned to emergent complexities in warfare.50

				Separatists or Joint-Level 

				Special Operation Forces of Russia

				During the early hours of 27 February 2014, special operations forces from the Russian Special Operations Command (SOC) seized the Crimean parliament building.51 These SOC troops, described as the special operations unit “most directly at the hands of the political leadership,” had only recently been official-ly established in March 2013 and were modeled after the United States Delta Force and the United Kingdom Special Air Service.52 The operation diverged significantly from prevailing Western special operations doctrines, particularly those emphasizing military direct action. The soldiers did not wear identifying insignia, as required under international law, and the Russian government de-nied any involvement. Instead, the operatives were publicly portrayed as local civilians. The operation demonstrated a high degree of coherence across all levels—from tactical execution to strategic communications and political-strategic maneuvering—ultimately achieving its objectives without direct military con-frontation.

				The operation was executed at the tactical level through covert means and conducted without direct combat. While it did not constitute a disruptive in-novation in special operations at the tactical level, its impact at the operational level created a paradigmatic surprise. It challenged the binary distinction be-tween war and peace, contradicted the Western emphasis on the right to peace-ful protest, and did not fit conventional definitions of terrorism. The inability to conceptualize or even name the situation led to a disruption in recognizing it as a military operation altogether. Although carried out at the tactical level, this swift and decisive action undermined the cognitive frameworks of the time, achieving a fait accompli before Ukraine could respond effectively. By the time Ukrainian authorities could react, Russian second-echelon forces were already positioned.53 The tactical maneuver rapidly escalated into strategic-level conse-quences. More than two weeks later, Western media outlets continued to refer to the Russian operatives as “armed gunmen” and “separatists.”54 Within just 19 days, a rigged referendum had already taken place, leading to the formal annex-ation of Crimea by Russia. Throughout this period, special operations forces were still publicly labeled as “pro-Russian armed forces,” and major Western 
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				news sources, such as BBC, framed the event as the Crimean parliament hav-ing “formally applied to join Russia.”55 This cognitive and political disruption persisted among Western governments, as they struggled to categorize an event that defied existing paradigms of warfighting. While this operation redefined the contemporary understanding of military action, the future of warfare may introduce even greater disruptions, as operations increasingly evolve into multi-domain engagements that transcend traditional conceptual boundaries.

				The historical case study of Russia’s operation in Crimea provides valuable insights into contemporary cognitive deficiencies in military planning process-es. First, the operation disrupted existing mental models used to conceptualize military situations, thereby significantly delaying the sensemaking phase, which constitutes the first and most critical step of any military planning process. Whether this phase involves intelligence preparation of the operational envi-ronment—through mapping, factor analysis sheets, or other methodologies—effective sensemaking requires the appropriate cognitive tools to identify key challenges and fully comprehend the problem.56 The process of naming plays a fundamental role in framing a given situation.57 It is conceivable that the disruptive cognitive capabilities of AI-driven multiagent systems could have enhanced defense planning by recognizing the potential risk of a modern-day Trojan horse operation before its execution. Moreover, the ability to challenge institutional rigidity in planning teams, as well as the prevailing ontological and epistemological frameworks of warfare, could have provided a cognitive advan-tage in understanding the unfolding situation and, consequently, formulating effective responses. It is also possible that a viable countermeasure already exists but remains unrecognized due to cognitive constraints imposed by preexisting mental models.

				The conventional temporal construct in military planning is misleading, as it relies on static and spatial assumptions that fragment operational reali-ty into predefined phases. This reductionist approach can restrict adaptability in responding to dynamic and uncertain situations, particularly when plan-ning is anchored in preestablished scenarios that fail to account for the emer-gent and adaptive nature of modern warfare. The Crimean operation provides a compelling example of how Russia integrated hybrid warfare elements—disinformation, rapid special forces deployment, and political uncertainty—to manufacture strategic surprise. This represents a cognitive bias toward surprise, where the disruption was not merely a result of tactical execution but rather a deliberate exploitation of information saturation and deception. The objective was to distort and disrupt adversarial decision making, which was predisposed to mechanistic, symmetrical warfare constructs.

			

		

	
		
			
				182

			

		

		
			
				Beyond Linear Planning

			

		

		
			
				Journal of Advanced Military Studies

			

		

		
			
				Toward Novel Military Thought: 

				The Synergy of Human and Multiagent Systems

				Within operational art, planning syndicates will become even more pivotal in achieving complex and dynamic objectives and in surpassing more commander-driven approaches. Recent advancements have expanded the concept of team-work and decision making to incorporate human-machine collaboration.58 AI agents can integrate advanced artificial intelligence technologies, such as machine learning, to enhance their adaptability, efficiency, and decision-making capabilities.59 This transformation is particularly valuable in military planning, where adaptive, high-speed solutions are essential to address com-plex, multidomain operational challenges. AI agents extend the role of gener-ative AI beyond traditional support functions—rather than merely assisting human operators, they can act as independent agents, collaborating or even autonomously executing tasks when required. AI-driven agents operate 24/7, processing vast streams of battlefield intelligence, command center data, and real-time communications. This continuous, high-speed data synthesis im-proves situational awareness, optimizes strategic responses, and reduces hu-man cognitive burden, reinforcing faster and more precise decision cycles in modern warfare. 

				The cognitive demands placed on human operators in human-AI collabora-tion have already undergone a significant transformation. While certain cogni-tive burdens, such as information gathering, can now be delegated to generative AI, critical tasks—including information verification and cross-referencing—remain intrinsically human responsibilities. This shift has also introduced new cognitive challenges associated with response integration, wherein AI-generated information must be critically assessed for contextual relevance, alignment with intended objectives, and suitability for the target audience. Consequently, the human role is evolving from that of an executor to that of an overseer.60 Nathan J. McNeese et al. examined human-AI teams in emergency response scenari-os and found that teams integrating AI significantly outperformed all-human teams in shared situational awareness and task efficiency, despite a decline in perceived shared cognition.61 In the context of military planning teams, re-search has highlighted not only the critical role of internal information-sharing but also the necessity of external coupling—leveraging expertise beyond the immediate team. Effective decision making in novel and dynamic operational environments depends on the ability to access multidisciplinary insights.62 If AI-generated knowledge can provide reliable and timely access to diverse fields of expertise, AI agents may fundamentally disrupt traditional external network-ing paradigms.

				Humans have a natural tendency to oversimplify complex and ambiguous phenomena, perceiving them as more structured and controlled than they truly 
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				are. This cognitive bias limits critical discourse and prevents deeper exploration of alternative perspectives, thereby constraining the recognition, comprehen-sion, and learning of new insights.63 During the operational planning process, AI agents serve as force multipliers by augmenting human expertise and enhanc-ing the capacity to manage complexity. They can assist in strategic planning by autonomously distributing tasks, integrating external intelligence sources, and continuously refining their own performance. Their role becomes particularly vital during wargaming and scenario analysis, where AI-driven simulations can rapidly generate and assess thousands of alternative courses of action in real time. While human planners rely on cognitive reasoning and experience, AI agents provide a systematic, data-driven approach that significantly accelerates decision cycles and increases strategic foresight. Iterative feedback loops and machine learning mechanisms further refine AI agents’ accuracy, adaptability, and responsiveness, making them indispensable tools in modern multidomain operations. Their ability to process vast intelligence streams, optimize dynamic decision making, and function autonomously cements their role as essential components of next-generation operational planning frameworks.64

				AI agents are no longer passive decision-support tools; they actively en-gage in the planning process as predictors, critics, advisors, and even leaders. This evolution demands the development of highly adaptive, resilient, and efficient AI agents, capable of navigating complex operational environments, augmenting decision making, anticipating situational shifts, and aligning ac-tions toward shared strategic objectives.65 This human-AI synergy fosters a non-linear, emergent approach to decision making, enabling enhanced adaptability in responding to the intricate, rapidly evolving challenges of modern warfare. The integration of decision-making rhizomes—decentralized, non-hierarchical, continuously evolving decision structures—transforms how military organiza-tions perceive and react to complexity.

				Figure 4 presents key terms illustrating the significance and role of MAS in the context of operational planning. AI-driven autonomous agents are not merely auxiliary tools; rather, they can function as independent entities within operational planning, capable of generating, optimizing, and executing com-plex operational plans in real time. According to Michael Mayer, integrating AI with advanced sensors and autonomous systems enables a self-organizing observe-orient-decide-act (OODA), allowing tasks to be executed without direct human oversight.66 This advancement could drive a shift toward deci-sion-centric warfare, where AI agents not only support but fundamentally re-frame military decision-making processes by continuously generating decision points and courses of action. With AI-driven operational planning, the tradi-tional hierarchical and prescripted planning model can be replaced by a dynam-ic, decentralized, and self-learning system in which AI agents autonomously 
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				analyze situational awareness, devise adaptive strategies, and coordinate force deployments in real time.67 

				Redefined Operational Understanding

				The People’s Liberation Army (PLA) perceives the future of warfare not as a con-tinuation of traditional strategic logics but as a contest over the ability to define and reframe the evolving rules of conflict engagement. By integrating artificial intelligence into its strategic calculus, the PLA seeks to anticipate, shape, and dictate the trajectory of military scenarios before adversarial forces can cogni-tively and structurally adapt to the altered battlespace.68 However, the assump-tion that AI can singularly supersede human decision-making complexities ignores a fundamental reality of warfare—its emergent and complex-adaptive nature. Historical military paradigms have repeatedly overestimated technolog-ical determinism, neglecting the intricate web of strategic, economic, and socio-political entanglements that continuously redefine operational realities. Warfare is not a closed system governed by fixed inputs and predictable outcomes; rather it is an open, recursive, and self-organizing phenomenon, where innovation and adaptation coalesce in unpredictable ways. For instance, the blitzkrieg con-cept has often been mythologized as a linear and mechanistic breakthrough, yet modern historiography suggests that the Wehrmacht’s operational artistry was far more nuanced than merely a doctrine of speed and armored maneu-ver.69 Similarly, contemporary AI-driven decision architectures including multi-agent systems risk becoming cognitively entrapped within rigid epistemological boundaries that fail to capture the ever-evolving nature of military conflict. The critical question, then, is not whether AI can provide superior decision making, 
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				Figure 4. From static frameworks to emergent design

				Source: courtesy of the author, adapted by MCUP.
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				but whether it can transcend the human tendency toward rigid doctrinal fram-ing and enable new heuristics for navigating complexity and uncertainty. Could AI, rather than merely optimizing existing military methodologies, act as a cata-lyst for post-linear operational design thinking, wherein strategy is conceived as an iterative, multidimensional, and nonstatic process rather than a preordained sequence of actions?

				In the technological domain, surprise can create new opportunities, par-ticularly when combined with the ability to exploit a rapidly evolving military environment. China’s AI strategy appears to place considerable expectations on a single technological solution, a historically common yet often flawed ap-

			

		

		
			
				Table 1. The impact of the AI multiagent systems

				
					Zweibelson and Paparone’s critiques of contemporary challenges

				

				
					“Perspectives on Future Operational Art: The Impact of AI MAS”

				

				
					1. The challenge of the Newtonian para-digm: from determinism to complexity

					The Newtonian, linear way of thinking em-phasizes causality and predictability.

				

				
					AI multiagent systems’ iterative and emer-gent analyses enhance our understanding of complex operations while deconstructing traditional deterministic warfare models. This shift challenges established planning paradigms and necessitates more adaptive, dynamic mechanisms.

				

				
					2. The ontology and epistemology of warfare

					Traditional concepts like centers of gravity and operational levels are outdated and poorly suited for addressing modern com-plex threats.

				

				
					AI multiagent systems’ adaptive knowledge models promote paradigm diversity, sur-passing traditional linear and hierarchical frameworks.

				

				
					3. Human-machine collaboration: a new division of roles

					The relationship between humans and machines can no longer be based on a commander-tool model.

				

				
					AI multiagent systems transform thinking into a collaborative process, where ma-chines generate innovative solutions and continuous learning becomes integral to strategic adaptation.

				

				
					4. Complexity and emergence in military planning

					Dynamic and complex models challenge conventional mathematical frameworks, providing alternative perspectives on fluid, nonlinear, and multidimensional operational dynamics.

				

				
					AI multiagent systems integrate multidis-ciplinary data sources and dynamically anticipate changes, enabling continuous and adaptive emergent planning.

				

				
					5. Institutional rigidity versus innovation

					Institutional inertia perpetuates outdated models, stifling innovative approaches and preventing the assimilation of new para-digms into operational thinking.

				

				
					AI multiagent systems can disrupt institu-tionalized thinking by providing alternative, objective perspectives. However, their im-pact depends on an organization’s flexibility and willingness to adapt.

				

				Source: based on Ben Zweibelson, “Breaking the Newtonian Fetish: Conceptualizing War Dif-ferently for a Changing World,” Journal of Advanced Military Studies 15, no. 1 (Spring 2024), https://doi.org/10.21140/mcuj.20231501009; Christopher R. Paparone, “How We Fight: A Crit-ical Exploration of U.S. Military Doctrine,” Organization 24, no. 4 (2017): 516–33, https://doi.org/10.1177/1350508417693853; Thom Hawkins, “We Are All Agents: The Future of Human-AI Collaboration,” Modern War Institute, 28 August 2024; and J. Caballero Testón, ”The Role of Automated Planning in Battle Management Systems for Military Tactics,” Expert Systems with Applications 297 (2025), https://doi.org/10.1016/j.eswa.2025.129259
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				proach.70 However, it is crucial to recognize that historical patterns do not re-peat in a deterministic manner, and assuming linear progression in military development can be misleading.

				The advancement of artificial intelligence and autonomous systems may constitute a military revolution akin to how the atomic bomb diverged from the tank during World War II. The tank enhanced and accelerated traditional war-fare, reinforcing mobility and firepower but leaving the fundamental principles of land warfare intact. In contrast, the atomic bomb completely transformed the nature of war, shifting the focus from operational engagements to strate-gic deterrence and redefining conflict as an existential threat. Similarly, AI and autonomous systems may not merely optimize current military practices but could fundamentally alter the paradigm of warfare, redefining the role of the human on the battlefield and challenging traditional conceptions of conflict.

				Discussion

				Throughout the history of warfare, technological advancements—such as air-craft, tanks, and siege towers—have been pivotal in securing operational superi-ority and shaping the evolution of operational art.71 Traditionally, military tools have been defined by human control and innovation, often leading to rapid and radical shifts in warfare (e.g., the disruptive impact of drones in Ukraine). However, the rise of artificial intelligence fundamentally disrupts this paradigm, as it reconfigures the role of military tools—transforming them from passive, human-operated instruments into partially autonomous agents capable of deci-sion making and dynamic action alongside human operators. This transforma-tion is not merely a technological leap, but a philosophical shift in how military assets are conceptualized and employed. Warfare may no longer be solely an instrumental activity dictated by human actors; instead, it could evolve into an emergent and self-directed process, where AI and other advanced technologies influence—or even establish—operational objectives autonomously.

				While Jeremiah Hurley and Morgan Greene emphasize the importance of data-driven thinking, history demonstrates that technological breakthroughs alone have rarely determined the outcomes of wars.72 For instance, in the twen-tieth century, mechanized warfare did not single-handedly resolve conflicts; it was most effective when combined with flexible operational planning and the ability to adapt to adversary movements. Similarly, AI and MAS offer unprece-dented decision-making capabilities and operational agility, yet they also intro-duce new vulnerabilities, such as cyber threats, reduced transparency in decision making, and potential dependencies on data analytics, which may be suscepti-ble to manipulation or misinformation. Consequently, the traditional typology of military technology is not merely evolving—strategic decision making must adapt to an increasingly complex and dynamic operational environment.
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				The operational environment can change rapidly—and historically, an inability to adapt to shifting conditions has resulted in severe losses.73 The adoption of multiagent systems is a pivotal component in the digitalization of military decision making and the AI revolution. MAS enhances operational capabilities by increasing decision-making speed, optimizing information uti-lization, enabling decentralized operations, and fostering proactive planning. When effectively implemented, MAS facilitates near-real-time command and control, making it indispensable in contemporary warfare. MAS represents a shift toward a decentralized decision-making approach.

				Operational planning cannot be confined to a singular or static paradigm; instead, it must leverage multiple, interwoven theoretical frameworks that dy-namically interact with one another. Traditional operational constructs, such as the North Atlantic Treaty Organization’s (NATO) long-term NATO Defense Planning Process or short-term Joint Targeting Process, rest on predefined struc-tures and assumptions about the static nature of warfare. However, the modern operational environment fundamentally disrupts these linear approaches, de-manding a more fluid, emergent design perspective. Following Bergson’s phi-losophy, the concept of duration resists segmentation into discrete phases, as creativity and temporal continuity unfold as an indivisible, evolving process.74 Warfare, therefore, is not a linear sequence of events but a dynamic, heteroge-

			

		

		
			
				Table 2. From the MAS dilemma to propositions

				
					Dilemma

				

				
					AI multiagent 

					system ability

				

				
					Proposition

				

				
					Causal reductionism is an inadequate epistemology for explaining a complex world

				

				
					The ability to continuously discover new ways of repre-senting data, whether visual, narrative, or literary.

				

				
					AI as an interpreter between diverse participants, bridging epistemological stances.

				

				
					The enemy deliberately creates complexity,

					conceals intentions, diverts attention, and remains an active actor.

				

				
					The ability to continuously evaluate vast data sets and construct representations, models, and visualizations free from institutionalized cognitive biases.

				

				
					AI continuously generates enemy courses of action (COAs), ranging from the probable to the improbable.

				

				
					Multidomain environments increasingly require a mul-tiparadigmatic approach.

				

				
					The ability to assume diverse roles within a syndicate, incorporating multiple perspectives and integrating expertise from various fields.

				

				
					AI assuming multiple planner roles, introducing new frameworks and perspectives (human-to-AI ratio: 4:2 or 3:3).

				

				
					Cognitively demanding processes have proven too complex to effectively teach and comprehend for a broad audience.

				

				
					The ability to engage with theoretical knowledge in metaphysics, develop pro-cesses, and design method-ologies and methods.

				

				
					AI as a facilitator within the syndicate/planning team, assisting the leader in select-ing contextually appropriate processes and methods.

				

				Source: courtesy of the author, adapted by MCUP.
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				neous process that does not conform to a predetermined structure.75 This means that military operations are not isolated stages but continuous, adaptive phe-nomena that blend into one another. Recognizing and exploiting this continu-ity is essential for contemporary warfare. War is not an ordered system, nor can it be prescripted through static models—its shape and content emerge through a complex interplay of adversarial actions, environmental shifts, and techno-logical capabilities. As Ben Zweibelson argues, war should be understood as an emergent, multilayered, and dynamically evolving phenomenon, in which con-ventional static planning models are increasingly insufficient.76 Instead, adap-tive, multiparadigmatic approaches provide the necessary epistemic agility to navigate the inherent unpredictability of modern conflict and prevent decision-

				making entrapment within outdated doctrinal constraints.

				Multiagent systems introduce novel capabilities into operational planning, enabling an accelerated decision-making cycle and a deeper, iteratively evolving situational awareness. MAS transcend the cognitive boundaries of traditional military decision making by integrating real-time analytics, multidimension-al data processing, and the ability to dynamically adapt to complex scenarios without the constraints of hierarchical command structures. MAS not only en-hances operational planning efficiency but fundamentally alters its core prin-ciples, shifting the focus from deterministic, predictive models to real-time, emergent adaptation and context-driven decision making. This transition fos-ters multiparadigmatic adaptability, where planning is no longer constrained by predefined heuristic models but is instead rooted in self-organizing and adaptive situational analysis. Future military strategies can no longer rely on conventional hierarchical and linear frameworks; rather, they must integrate networked, decentralized, and continuously evolving mechanisms that enable flexible and iterative responses to an increasingly volatile operational environ-ment. This marks a paradigm shift, wherein warfare ceases to be a unidirectional and prescripted process and instead emerges as a self-reflective, self-adaptive system—one in which operational planning and battlefield events coalesce into an interconnected, continuously evolving ecosystem.

				Traditional rigid command structures can create bottlenecks in the effective utilization of new technologies and advanced decision-making frameworks.77 Thus, the integration of multiagent systems is not merely a technological ad-vancement but fundamentally an organizational challenge—one that demands resilience and epistemic agility—the ability to rapidly adapt to fluid operational conditions and leverage new paradigms effectively. MAS can provide alternative analytical frameworks for decision makers, acting as a mechanism that detects strategic blind spots that human cognition might overlook. This fosters mul-tiparadigmatic decision making, where multiple scenarios and interpretations 
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				can be evaluated simultaneously, mitigating the risk of cognitive entrenchment within preordained assumptions. 

				

				Endnotes

					1.	“What Is a Multiagent System?,” IBM, accessed 25 September 2025; and “Magentic-One: A Generalist Multi-Agent System for Solving Complex Tasks,” Microsoft, 17 July 2025.

					2.	Ben Zweibelson, “Breaking the Newtonian Fetish: Conceptualizing War Differently for a Changing World,” Journal of Advanced Military Studies 15, no. 1 (Spring 2024), https://doi.org/10.21140/mcuj.20231501009.

					3.	Christopher R. Paparone and George E. Reed, “The Reflective Military Practitioner: How Military Professionals Think in Action,” Journal of Military Learning no. 88 (Oc-tober 2017).

					4.	Daniel Kahneman, Thinking, Fast and Slow (New York: Farrar, Straus and Giroux, 2011).

					5.	Haridimos Tsoukas and Robert Chia, “On Organizational Becoming: Rethinking Organizational Change,” Organization Science 13, no. 5 (September–October 2002): 567–82.

					6.	Robert Chia, “A ‘Rhizomic’ Model of Organizational Change and Transformation: Perspective from a Metaphysics of Change,” British Journal of Management no. 10 (1999): 209–27, https://doi.org/10.1111/1467-8551.00128.

					7.	William S. Lind, Maneuver Warfare Handbook (Boulder, CO: Westview Press, 1984), 3–4, 9.

					8.	Warfighting, Fleet Marine Force Manual (FMFM) 1 (Washington, DC: Headquarters Marine Corps, 1989), 29.

					9.	Zweibelson, “Breaking the Newtonian Fetish.”

					10.	Jani Liikola, “Luovuuden hyödyntäminen sotilasorganisaatiossa” [Harnessing creativi-ty within military organizations], Tiede ja ase [Science and arms] no. 75 (2017).

					11.	Paparone and Reed, “The Reflective Military Practitioner.”

					12.	Ben Zweibelson, “One Piece at a Time: Why Linear Planning and Institutionalisms Promote Military Campaign Failures,” Defence Studies 15, no. 4 (2015): 360–74, https://doi.org/10.1080/14702436.2015.1113667.

					13.	Zweibelson, “Breaking the Newtonian Fetish.”

					14.	Carl von Clausewitz, On War, ed. and trans. Michael Howard and Peter Paret (Prince-ton, NJ: Princeton University Press, 1976; reprint, 1989).

					15.	Christopher R. Paparone, “How We Fight: A Critical Exploration of U.S. Mili-tary Doctrine,” Organization 24, no. 4 (2017): 516–33, https://doi.org/10.1177/1350508417693853.

					16.	Zweibelson, “One Piece at a Time.”

					17.	Cristiano Castelfranchi, “Modeling Social Action for AI Agents,” IJCAI International Joint Conference on Artificial Intelligence no. 2 (1997): 1567–76.

					18.	Navigating the AI Frontier: A Primer on the Evolution and Impact of AI Agents (Geneva, Switzerland: World Economic Forum, 2024).

					19.	“What Is a Multiagent System?”

					20.	Navigating the AI Frontier.

					21.	“What Is a Multiagent System?”

					22.	W. J. Zhang and S. Q. Xie, “Agent Technology for Collaborative Process Planning: A Review,” International Journal of Advanced Manufacturing Technology 32 (2007): 315–25, https://doi.org/10.1007/s00170-005-0345-x.

					23.	Navigating the AI Frontier.

					24.	P. G. Balaji and D. Srinivasan, “An Introduction to Multi-Agent Systems,” in Innova-tions in Multi-Agent Systems and Applications, ed. Dipti Srinivasan and Lakhmi C. Jain (Berlin: Springer, 2010), https://doi.org/10.1007/978-3-642-14435-6_1.

			

		

	
		
			
				190

			

		

		
			
				Beyond Linear Planning

			

		

		
			
				Journal of Advanced Military Studies

			

		

		
			
					25.	Khadijah M. Hanga and Yevgeniya Kovalchuk, “Machine Learning and Multi-Agent Systems in Oil and Gas Industry Applications: A Survey,” Computer Science Review 34 (2019): 100191, https://doi.org/10.1016/j.cosrev.2019.08.002.

					26.	Eugénio Oliveira, Klaus Fischer, and Olga Stepankova, “Multi-Agent Systems: Which Research for Which Applications,” Robotics and Autonomous Systems 27, nos. 1–2 (1999): 91–106, https://doi.org/10.1016/S0921-8890(98)00085-2.

					27.	Gyu Seon Kim et al., “Cooperative Reinforcement Learning for Military Drones over Large-Scale Battlefields,” IEEE Transactions on Intelligent Vehicles (2024): 1–11.

					28.	Kim et al., “Cooperative Reinforcement Learning for Military Drones over Large-Scale Battlefields.”

					29.	M. Lehto and W. Hutchinson, “Mini-Drone Swarms: Their Issues and Potential in Conflict Situations,” Journal of Information Warfare 20, no. 1 (2021): 33–49.

					30.	Yong-Kun Zhou, Bin Rao, and Wei Wang, “UAV Swarm Intelligence: Recent Advanc-es and Future Trends,” IEEE Access 20, no. 8 (2020): 1–1, https://doir.org/10.1109/ACCESS.2020.3028865.

					31.	Kim et al., “Cooperative Reinforcement Learning for Military Drones over Large-Scale Battlefields.”

					32.	George Allison, “What Do We Know About the New F-47 Fighter?,” UK Defence Journal, 22 March 2025.

					33.	Hanga and Kovalchuk, “Machine Learning and Multi-Agent Systems.”

					34.	Oliveira et al., “Multi-Agent Systems.”

					35.	Thom Hawkins, “We Are All Agents: The Future of Human-AI Collaboration,” Mod-ern War Institute, 28 August 2024; and J. Caballero Testón, ”The Role of Automated Planning in Battle Management Systems for Military Tactics,” Expert Systems with Ap-plications 297 (2025), https://doi.org/10.1016/j.eswa.2025.129259.

					36.	“What Is a Multiagent System?”; “Introducing Multi-agent Collaboration Capability for Amazon Bedrock,” AWS News Blog, 3 December 2024; and “Magentic-One: A Generalist Multi-Agent System for Solving Complex Tasks,” AI Frontiers Blog (Micro-soft), 17 July 2025.

					37.	Alan Dennis, Akshat Lakhiwal, and Agrim Sachdeva, “AI Agents as Team Members: Effects on Satisfaction, Conflict, Trustworthiness, and Willingness to Work With,” Journal of Management Information Systems 40, no. 2 (2023): 307–37, https://doi.org/10.1080/07421222.2023.2196773.

					38.	Joseph B. Lyons et al., “Human-Autonomy Teaming: Definitions, Debates, and Directions,” Frontiers in Psychology 12 (2021): 589585, https://doi.org/10.3389/fpsyg.2021.589585.

					39.	Sarvesh Sawant et al., “Human-AI Teams in Complex Military Operations: Soldiers’ Perception of Intelligent AI Agents as Teammates in Human-AI Teams,” Proceedings of the Human Factors and Ergonomics Society Annual Meeting 67, no. 1 (2023): 1122–24, https://doi.org/10.1177/2169506723119242.

					40.	Sawant et al., “Human-AI Teams in Complex Military Operations.”

					41.	Zhang and Xie, “Agent Technology for Collaborative Process Planning.”

					42.	Pedro Hilario Luzolo et al. “Combining Multi-Agent Systems and Artificial Intel-ligence of Things: Technical Challenges and Gains,” Internet of Things 28 (2024): https://doi.org/10.1016/j.iot.2024.101364.

					43.	Antje Barth, “Introducing Multi-agent Collaboration Capability for Amazon Bed-rock,” AWS News Blog, 3 December 2024.

					44.	Lucy L. Gilson and Nora Madjar, “Radical and Incremental Creativity: Antecedents and Processes,” Psychology of Aesthetics, Creativity, and the Arts 5, no. 1 (2011): 21, https://doi.org/10.1037/a0017863.

					45.	Markus Häyhtiö, Amanda Eklund, and Marko Palokangas, “Innovation and Adap-tation in Public–Private Partnerships in the Military Domain under Broad-Spectrum Influencing: Towards a Competence-Based Strategic Approach,” Journal of Military Studies 13, no. 1 (December 2024): 10, https://doi.org/10.2478/jms-2024-0007.

					46.	Richard Shuster, “Trying Not to Lose It: The Allied Disaster in France and the Low 

			

		

	
		
			
				191

			

		

		
			
				Liikola and Blomvall

			

		

		
			
				Vol. 16, No. 2

			

		

		
			
				Countries, 1940,” Journal of Advanced Military Studies 14, no. 1 (2023): 272, https://doi.org/10.21140/mcuj.20231401012.

					47.	Shuster, “Trying Not to Lose It,” 272.

					48.	Shuster, “Trying Not to Lose It,” 278.

					49.	Shuster, “Trying Not to Lose It,” 286.

					50.	Karl E. Weick and Robert E. Quinn, “Organizational Change and Development,” Annual Review of Psychology 50 (1999): 361–86, https://doi.org/10.1146/annurev.psych.50.1.361.

					51.	Tor Bukkvoll, “Russian Special Operations Forces in Crimea and Donbas,” Parameters 46, no. 2 (2016): 14–17, https://doi.org/10.55540/0031-1723.2917.

					52.	Bukkvoll, “Russian Special Operations Forces in Crimea and Donbas,” 14–15.

					53.	Bukkvoll, “Russian Special Operations Forces in Crimea and Donbas,” 16–17.

					54.	Alissa De Carbonnel, “Insight—How the Separatists Delivered Crimea to Moscow,” Reuters, 13 March 2014.

					55.	“Crimean Parliament Formally Applies to Join Russia,” BBC, 17 March 2014.

					56.	John N. Warfield and George H. Perino Jr., “The Problematique: Evolution of an Idea,” Systems Research and Behavioral Science 16, no. 3 (May/June 1999): 221–26, https://doi.org/10.1002/(SICI)1099-1743(199905/06)16:3<221::AID-SRES245>3.0.CO;2-G.

					57.	Stefan Banach and Alex Ryan, “The Art of Design: A Design Methodology,” Military Review (March–April 2009): 107.

					58.	Lyons et al., “Human-Autonomy Teaming.”

					59.	Hanga and Kovalchuk, “Machine Learning and Multi-Agent Systems.”

					60.	Hao-Ping (Hank) Lee et al., “The Impact of Generative AI on Critical Thinking: Self-Reported Reductions in Cognitive Effort and Confidence Effects From a Sur-vey of Knowledge Workers,” in CHI ‘25: Proceedings of the 2025 CHI Conference on Human Factors in Computing Systems (Yokohama, Japan: Association for Computing Machinery, 2025), 15, https://doi.org/10.1145/3706598.3713778.

					61.	Nathan J. McNeese et al., “Who/What Is My Teammate?: Team Composition Consid-erations in Human–AI Teaming,” IEEE Transactions on Human-Machine Systems 51, no. 4 (2021): 8–10, https://doi.org/10.48550/arXiv.2105.11000.

					62.	Petteri Blomvall and Mikko Hirvi, “A Dynamic and Decentralised Headquarters to Thrive in Uncertainty,” Journal of Military Studies 13, no. 1 (December 2024): 108, https://doi.org/10.2478/jms-2024-0008.

					63.	Karl E. Weick, The Social Psychology of Organizing, 2d ed. (New York: McGraw-Hill, 1979).

					64.	Peng Lu et al., “Human-AI Collaboration: Unraveling the Effects of User Proficien-cy and AI Agent Capability in Intelligent Decision Support Systems,” International Journal of Industrial Ergonomics 103 (September 2024), https://doi.org/10.1016/j.er-gon.2024.103629; and “What Is a Multiagent System?”

					65.	Alan Chan et al., “Visibility into AI Agents,” in FAccT ‘24: Proceedings of the 2024 ACM Conference on Fairness, Accountability, and Transparency (New York: Association for Computing Machinery, 2024), 958–73.

					66.	Michael Mayer, “Trusting Machine Intelligence: Artificial Intelligence and Hu-man-Autonomy Teaming in Military Operations,” Defense & Security Analysis 39, no. 4 (2023): 521–38, https://doi.org/10.1080/14751798.2023.2264070.

					67.	Mayer, “Trusting Machine Intelligence.”

					68.	Koichiro Takagi, “Is the PLA Overestimating the Potential of Artificial Intelligence?,” Joint Force Quarterly 116 (1st Quarter 2025): 71–78.

					69.	Rolf Hobson, “Blitzkrieg, the Revolution in Military Affairs and Defense Intellectu-als,” Journal of Strategic Studies 33, no. 4 (2010): 625–43, https://doi.org/10.1080/01402390.2010.489717.

					70.	Takagi, “Is the PLA Overestimating the Potential of Artificial Intelligence?”

					71.	Zweibelson, “Breaking the Newtonian Fetish.”

					72.	Jeremiah Hurley and Morgan Greene, “Adopting a Data-Centric Mindset for Opera-tional Planning,” Joint Force Quarterly 116 (1st Quarter 2025): 24–32.

			

		

	
		
			
				192

			

		

		
			
				Beyond Linear Planning

			

		

		
			
				Journal of Advanced Military Studies

			

		

		
			
					73.	Richard Farnell and Kira Coffey, “AI’s New Frontier in War Planning: How AI Agents Can Revolutionize Military Decision-Making,” Belfer Center for Science and Interna-tional Affairs, 11 October 2024.

					74.	Ajit Nayak, “On the Way to Theory: A Processual Approach,” Organization Studies 29, no. 2 (2008): 173–90, https://doi.org/10.1177/0170840607082227.

					75.	Martin Wood and Ewan Ferlie, “Journeying from Hippocrates with Bergson and Deleuze,” Organization Studies 24, no. 1 (2003): 47–68, https://doi.org/10.1177/0170840603024001680.

					76.	Zweibelson, “Breaking the Newtonian Fetish.”

					77.	Liikola, “Harnessing Creativity within Military Organizations.”

			

		

	
		
			
				193

			

		

		
			
				Strategic Implications 

				of Emerging Weapon Technologies

				Kinetic Bombardment, Antimatter, and Antigravity Technology for U.S. National Security

				A.S.M. Ahsan Uddin

				Abstract: This article explores the strategic implications of emerging weapon technologies on U.S. national security, focusing specifically on antimatter, ki-netic bombardment systems, and antigravity technology. As global military dynamics evolve, it is imperative for the United States to assess and perhaps integrate this emerging technology to maintain its military superiority. This ar-ticle examines the accuracy and destructive capability of kinetic bombardment, the immense energy potential of antimatter, and the groundbreaking applica-tions of antigravity propulsion in aerial operations. The findings underscore the critical role that these technologies may play in improving U.S. national secu-rity and provide a foundation for additional research on their national security applications and implications.

				Keywords: kinetic bombardment systems, antimatter-based weapons, next-generation missiles, antigravity propulsion technology, emerging defense capa-bilities, precision strike systems, future combat and warfare, strategic defense initiatives

				The U.S. national security landscape is rapidly changing due to the emer-gence of new threats. These changes are driven by swift technological breakthroughs, shifting global politics, and the impact of both nations 
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				and independent entities. Cyberattacks, particularly from state-sponsored enti-ties like China and North Korea, have become more complex, targeting critical U.S. infrastructure and governmental systems. The 2023 Annual Threat Assess-ment of the U.S. Intelligence Community identifies China as the most persistent and aggressive threat in cyber espionage, targeting U.S. government and private sector networks to further its strategic objectives.1 In addition to these cyber concerns, the United States must be careful to manage diplomatic relations with nations such as Russia, North Korea, and China to ensure they are never given the opportunity to launch nuclear attacks or exploit political vulnerabilities. The 2022 Nuclear Posture Review highlights that these developments have in-creased the danger of regional instability, necessitating the enhancement of U.S. military capabilities to address growing threats and uphold effective deterrence.2 Maintaining military technological innovation is essential to addressing today’s complex threats. Innovations like cyber capabilities, drones, and precision-guided missiles are increasingly important elements of modern defense. 

				During this digital era, autonomy in military systems could offer signif-icant advantages by facilitating faster responses, improved efficiency, and en-hanced adaptability in rapidly changing situations. Paul Scharre and Michael C. Horowitz highlight that the concept of autonomy in military systems can vary greatly based on the system’s complexity and the interaction between humans and machines. They specify various tiers of autonomy—from semiautonomous systems necessitating human involvement (human in the loop) to fully auton-omous systems functioning independently of human oversight (human out of the loop)—each bearing distinct ramifications for decision making in military operations.3 This supports the idea that combining autonomous systems and AI will considerably help the U.S. military by allowing for speedier decision making, improving operational precision, and reducing human risk in high-stakes scenarios.

				Future space-based military systems will need to be operated at the speed and scale required by strategic competition, which will require automation and artificial intelligence (AI). AI-driven targeting, on-orbit anomaly detection, and autonomous navigation may enable kinetic bombardment platforms or orbital attack capabilities to locate, follow, and engage targets without continual hu-man supervision. In the commercial sector, such capabilities are already being investigated; examples of software-driven efficiency that could be militarized include Planet Labs’ automated imagery processing and SpaceX’s autonomous docking systems. These same advancements, meanwhile, will also give Amer-ican enemies more power. In May 2025, the first 12 of a projected 2,800-satellites were launched by Zhejiang Lab and Chinese firm ADA Space.4 While in space, each satellite is built to process AI in real time. High-speed laser com-munications connect this constellation, which serves as a prototype for some-
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				thing revolutionary: the capacity to interpret and act on data in space without the need for ground infrastructure. Following that, real-time threat analysis by surveillance satellites and notifications that can be sent without waiting for con-firmation from the ground will soon be available. From a military perspective, it is the origin of orbital decision making. These orbital capabilities are supported by China’s expanding domestic computing base, which together comprise an end-to-end, vertically integrated system of AI infrastructure based in both space and on land. 

				The Western model is not the same as China’s. Innovation in AI frequent-ly originates from the bottom up in the United States, propelled by business sector investment and academia. The execution strategy in China is distinctly top-down, coordinating AI infrastructure with a long-term geopolitical stance, military doctrine, and state industrial policy. In 2015, China restructured its military to move beyond land defense and strengthen its ability to project pow-er in space, cyberspace, and distant seas to protect strategic interests.5 China is probably investigating the use of AI in space operations, including the manage-ment of large satellite constellations, the analysis of Earth observation datasets (processing and identifying targets in satellite imagery), and cognitive radio (a “smart” radio that makes space-based communications more efficient by automatically shifting channels to avoid interference and congestion) as well as autonomous satellite operation to compensate for limited communications windows, bandwidth, and long latencies, which lowers the workload of ground satellite operators. The People’s Liberation Army (PLA) may find it more diffi-cult to construct decision-support AI systems due to its limited combat expe-rience and the resulting lack of “ground truth” data.6 In this context, ground truth data refers to verified, accurate real-world data used to train and validate AI systems. These developments underscore that U.S. national security depends on ensuring American AI and automation capabilities for space operations re-main unmatched, which will require sustained research, rapid development, and deployment of superior AI technologies for space—and on denying tech-nologically ambitious rivals the opportunity to achieve parity or superiority in autonomous space warfare.

				Paul Scharre raises a crucial point.7 Although increasing financing for de-fense research and development is beneficial, it does not change the fact that most new technological advancements take place outside of the military. The Defense Department’s new budget calls for major investments in AI and auton-omy, including undersea drones, drone swarms, and autonomous “wingman” aircraft. The U.S. Air Force leads these efforts, requesting $789 million for its Collaborative Combat Aircraft program, which will deploy unmanned fighter drones alongside piloted jets. By 2029, the Air Force plans to invest about $28 billion in the program.8 Although additional funding for defense research is 
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				undoubtedly beneficial for national security, the military must collaborate with the civilian technology sector to remain informed about the most recent ad-vancements. To remain competitive, the Department of Defense requires Con-gress’s assistance in terms of its ability to adapt, act quickly, and collaborate with nontraditional technological businesses. To address the increasing complexity of catastrophic threats, the United States must prioritize the establishment of comprehensive security frameworks. It is imperative to invest in advanced weapon technologies, including antimatter, antigravity technology, and kinetic bombardment to safeguard national security and preserve global strategic influ-ence in the presence of emerging threats.9

				Research Objective

				This study aims to evaluate cutting-edge weapon systems that could signifi-cantly strengthen U.S. defense capabilities. This evaluation is crucial for the U.S. military to sustain its strategic advantage amid rapidly evolving geopo-litical challenges. This article reviews pertinent studies on emerging technol-ogies and proposes approaches to improve U.S. national security. The main aim is to assess the strategic implications of kinetic energy weapons, antigravity technology, and antimatter weapons for national security. During the Vietnam War, the United States employed “Lazy Dog” explosives, which were small, fast-falling projectiles that could achieve speeds of up to 500 mph. These kinet-ic bombardment weapons were capable of penetrating nine inches of concrete when dropped from a height of only 3,000 feet.10 Daniel C. Sproull states that kinetic energy weapons can create craters about 100 feet deep at Mach 10 and more than 150 feet deep at Mach 50, making them extremely devastating to subsurface infrastructure, surpassing the destructive capacity of certain nuclear weapons.11 This makes kinetic energy weapons an essential instrument for the deliberate destruction of fortified subterranean facilities during future conflicts. 

				Despite being primarily theoretical, antimatter possesses an immense po-tential as a result of the substantial energy released during matter-antimatter annihilation. Recent National Aeronautics and Space Administration (NASA) research indicates that antiproton annihilation with heavier nuclei releases sub-stantial energy, with roughly 10 percent of the annihilation energy converted into kinetic energy for nuclei as heavy as silicon, and up to 20 percent for very heavy nuclei such as uranium.12 Antigravity technology, although predom-inantly theoretical, is garnering interest due to its potential to revolutionize military aircraft and space exploration. Some recent studies suggest that a nat-ural antigravity force may exist, although it is not yet fully comprehended.13 Harnessing such a repulsive force could facilitate the development of advanced propulsion systems, allowing for swift, fuel-efficient, and exceptionally maneu-verable aircraft and drones. These developments would provide the U.S. mili-
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				tary with a substantial advantage in aerospace operations and strategic defense, ensuring a preeminent role in future combat situations. In the end, this article will be instrumental in the advancement and encouragement of future research endeavors in this rapidly evolving discipline.

				Kinetic Bombardment (Rods from God) 

				in U.S. Defense Strategy

				Kinetic bombardment, commonly referred to as “Rods from God,” is a space-based warfare system in which satellites deploy tungsten rods to strike terrestrial targets with significant destructive force. A kinetic energy weapon operates at hypersonic velocities, converting a portion or the entirety of its mass into energy at collision. The concept of deliberately harnessing this effect has been contem-plated by the United States since the 1950s, when the Rand Corporation first proposed the deployment of tungsten rods on intercontinental ballistic missiles (ICBMs).14 This technique, still theoretical, proposes a weapon system of a pair of satellites orbiting hundreds of miles above Earth. One satellite oversees tar-geting and communication, while the other contains several tungsten rods, each measuring up to 20 feet in length and 1 foot in diameter, prepared for deploy-ment within 15 minutes. On order, the targeting satellite directs its counterpart to deploy a rod, which thereafter descends through the atmosphere at velocities comparable to meteors, reaching 36,000 feet per second, and impacts its target with catastrophic force, even when situated deep underground.15 Tungsten rods traveling at hypersonic speeds could cause catastrophic damage to a city, but they would not wipe out humanity or necessarily kill everyone within the target area. This concept was part of Jerry Pournelle’s argument in favor of such weap-ons, since unlike nuclear devices, they would not produce radioactive fallout. That said, deploying multiple tungsten projectiles could completely level a city much like several nuclear strikes would. Because they can penetrate hundreds of feet into the ground, they are particularly effective as bunker-busting weapons. Rather than being a traditional weapon of mass destruction, orbital tungsten strikes can be seen as a less extreme alternative to full-scale nuclear warfare.16 

				A tungsten rod–based kinetic energy weapon can be compared to the GBU-43/B Massive Ordnance Air Blast (MOAB), the largest precision-guided conventional munition in the U.S. Air Force arsenal, which has an estimated blast radius of 150 meters. Assuming a tungsten rod with a mass of 169,000 kilograms—approximately 90 percent of the payload capacity of an Ares V rocket—the destructive potential at various reentry velocities is considerable.17 At Mach 10, the kinetic energy released on impact would be comparable to the detonation of 10 MOABs, or roughly 300,000 pounds of TNT, concentrat-ed at a single point. At Mach 50, the release would approximate the yield of 247 MOABs, equivalent to nearly 4 kilotons of TNT. At impact, much of the 
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				tungsten rod would vaporize, producing vapor and particulates capable of spon-taneous combustion at temperatures exceeding 6,000 degrees Fahrenheit. In confined environments such as underground bunkers, this combustion would generate an intense fireball, compounding the destructive effects of the initial strike.18 

				With their high precision, rapid deployment, and global reach, these weap-ons could be employed to target fortified underground facilities, missile silos, or command centers with minimal warning. A primary benefit of this technol-ogy is its capacity to penetrate deeper into the Earth, resulting in significant underground damage. Kinetic bombardment presents a nonnuclear alternative to nuclear weapons, capable of delivering comparable destructive power against fortified targets while minimizing collateral damage and reducing the risk of escalation. There are significant difficulties and technical barriers that prevent kinetic bombardment techniques from being used effectively. A principal barri-er is the high expense of deploying and maintaining these systems in orbit, par-ticularly due to the substantial costs associated with bringing massive tungsten rods into space.19 One additional significant issue is the accumulation of space debris. The deployment of kinetic energy weapons in space could significantly exacerbate the existing issue of orbital debris. For instance, the 2011 antisatel-lite test that resulted in the destruction of the Fengyun-1C satellite produced 3,037 fragments of trackable debris, underscoring the potential for such sys-tems to exacerbate this issue.20 

				It is important to recognize that efforts to mitigate orbital debris are al-ready underway, with Japan playing a leading role. Such initiatives indicate that the challenge of space debris extends beyond national security concerns and is being addressed through technological and commercial innovation. A key example is the (Active Debris Removal by Astroscale-Japan) mission, op-erated by Astroscale-Japan, a subsidiary of Astroscale Holdings—the world’s first private enterprise dedicated to space debris removal. Founded in 2013, the company has developed collaborative partnerships with organizations including JAXA and the UK Space Agency, with the objective of commercializing debris-removal services by 2030.21 Through committed research and funding, these difficulties could be overcome. 

				The United States is now facing the possibility of a space-based missile threat from low-Earth orbit, in addition to the already overwhelming threat posed by China’s quickly growing arsenal of conventional and nuclear missiles deployed from the air, land, and sea. China could deploy dozens of orbiting missiles with nuclear warheads within 10 years, according to a 13 May 2025 Defense Intelligence Agency assessment that was reported by Bloomberg.22 Compared to conventional ICBMs, these systems may strike the mainland United States faster than conventional, Earth-based weapons. Among the sever-

			

		

	
		
			
				199

			

		

		
			
				Uddin

			

		

		
			
				Vol. 16, No. 2

			

		

		
			
				al sophisticated missile threats highlighted, the most significant may be China’s potential development of a Fractional Orbital Bombardment System (FOBS). FOBS is defined by the Defense Intelligence Agency as an ICBM that enters a low-altitude orbit before reentry, allowing for significantly shorter flight du-rations along traditional routes or the choice to approach over the South Pole to avoid missile defenses and early warning systems. The payload is deployed prior to the spacecraft completing an entire orbital revolution. Although such a capacity has significant strategic implications for both conventional and nuclear payloads, no state has yet to fully develop or implement such a system. China may have up to 60 operational FOBS missiles by 2035, while Russia is only expected to have 12.23 The emergence of the FOBS demands that the U.S. Air Force rapidly intensify its research efforts to design either a resilient counter-measure or a more sophisticated system capable of neutralizing such threats. 

				At the same time, the United States could pursue a comprehensive sanc-tions strategy that extends beyond conventional economic measures to directly target the technological underpinnings of adversarial weapons development. This would include restricting access to U.S.-origin semiconductors, satellite components, advanced sensors, precision guidance technologies, and dual-use equipment critical for space and missile programs. Sanctions could also bar American firms, research institutions, and investors from any form of collabo-ration or knowledge transfer that might indirectly enhance FOBS-related capa-bilities. Moreover, U.S. policy could be broadened to penalize third-party states that provide material, technological, or logistical support to China or Russia in this domain. Such measures might include secondary sanctions against compa-nies or governments that export restricted components, limit enforcement of export controls, or facilitate financial transactions linked to aerospace or missile research. By leveraging its central role in global technology supply chains and financial systems, the United States could not only weaken the direct develop-ment capacity of its rivals but also dissuade partner nations from enabling the proliferation of advanced orbital strike systems.

				In modern geopolitical environments, nonnuclear states that are looking for a nuclear-style deterrent or are concerned about the deterioration of securi-ty assurances from conventional nuclear partners can theoretically seek orbital kinetic bombardment capabilities, such the so-called “Rods from God.” For example, Brazil, which does not possess nuclear weapons but has demonstrat-ed the capability to launch satellites and maintains the resources to expand such programs, represents a compelling case. As a nonnuclear state with a well-developed space agency—the largest in South and Central America—and a his-tory of nuclear research that was pursued under the military regime but later abandoned, Brazil retains the technical foundations necessary to pursue ad-vanced strategic systems if it so chose. It is also one of the largest and wealthiest 
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				countries with minimal nuclear defense capabilities, having forsworn nuclear weapons under the terms of the Nuclear Non-Proliferation Treaty. In a deteri-orating security environment, a state such as Brazil might theoretically declare the deployment of a small constellation of satellites equipped with tungsten projectiles—Rods from God—as a retaliatory mechanism against strategic or tactical threats. Such an orbital kinetic bombardment system could provide a novel form of strategic deterrence while technically remaining outside the formal restrictions of nuclear nonproliferation regimes, offering a means of achieving deterrence without the complications of radioactive fallout. A move like that would immediately prompt questions about how the world would react: Would Brazil be subject to export restrictions, diplomatic isolation, or economic sanctions akin to those imposed for nuclear proliferation, or would governments be reluctant to act for fear of legitimizing the capability as a new kind of deterrent? 

				This dynamic is likely to drive the parallel development of antikinetic bom-bardment defense systems over time. These systems combine electronic warfare, high-power laser dazzling, kinetic- or directed-energy interceptors, and space-based early warning systems to detect, track, and neutralize incoming projec-tiles prior to atmospheric entry. When developed, such systems would offer some protection to a possible victim state, which would lessen orbital kinetic weapons’ strategic coercive value and possibly restore equilibrium in deterrence relationships. It is important that the United States prioritize protective mea-sures for space and prioritize significant investment in kinetic bombardment systems. This strategy is essential for enhancing military capabilities and secur-ing leadership in space operations. By safeguarding space assets and enhancing technology, the United States can attain a strategic advantage in a world where space increasingly impacts global security and defense.

				Antimatter’s Possibilities 

				for Future Weapons and Space Propulsion

				The potential application of antimatter as a weapon remains primarily theoreti-cal, motivated by its distinctive capacity to unleash vast energy through the an-nihilation of matter, as defined by Albert Einstein’s E=mc² equation.24 In 1983, the Rand Corporation conducted a study for the U.S. Air Force, examining the feasibility of harnessing matter-antimatter annihilation for its significant energy output. The research sought to examine the viability of using this energy for realistic military purposes.25 The Antihydrogen Laser Physics Apparatus team at the European Organization for Nuclear Research (a.k.a. CERN) has success-fully measured antimatter to the highest precision to date, revealing the spectral details of antihydrogen atoms with extraordinary clarity. This milestone, which was achieved after three decades of dedicated research, marks the beginning of 
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				a new era in the comparison of matter and antimatter.26 In contrast to arma-ments, the application of antiprotons as a propulsion propellant is a promising area. The antiproton is more advantageous than the antielectron for propulsion systems. On collision with a proton or neutron, an antiproton generates three to seven pions rather than emitting immediate gamma rays.27 The charged pions, traveling at 94 percent of the speed of light, persist for approximately 70 nanoseconds, enabling them to cover roughly 21 meters, which facilitates their capture in a magnetic thrust chamber. This framework converts the en-ergy produced by the micro explosion into thrust. As these pions decay, they generate energetic muons that can continue to contribute to propulsion for an extended period.28 A muon is an unstable lepton, similar to an electron but about 207 times heavier and negatively charged.29 CERN physicist Rolf Landua clarifies that although antimatter bombs possess considerable theo-retical potential, the expense of antimatter production makes them extremely impractical. Landua predicts that the production of a single gram of anti-matter may incur costs up to one quintillion dollars, deeming the develop-ment of such weapons economically unfeasible currently.30 It is reasonable to anticipate a future scenario in which associated costs are reduced. Physicists at University of California-Riverside have successfully synthesized molecu-lar positronium, a novel state of matter consisting of two electrons and two positrons bound together. Formed through collisions between positronium atoms—hydrogen-like systems of an electron and positron—this molecule represents a transient yet significant step in the study of matter–antimatter interactions. The work advances fundamental understanding of annihilation processes and offers new methods for generating antimatter ensembles, with potential implications for future scientific and technological developments.31 China is actively contributing to antimatter research, demonstrating that it is not lagging in this advanced scientific field. An important development in antimatter research was made when a team of Chinese and foreign scientists used a heavy ion collider in the United States to detect a new type of anti-matter hypernucleus. In a report published in Nature, the researchers, headed by the Chinese Academy of Sciences’ Institute of Modern Physics, discovered antihyperhydrogen-4, the most enormous antimatter hypernucleus yet seen in lab studies.32 Researchers with the STAR Collaboration have detected the antimatter hypernucleus antihyperhydrogen-4—made up of an antihyper-on, one antiproton, and two antineutrons—during atomic nucleus collisions at the Relativistic Heavy Ion Collider at the U.S. Department of Energy’s Brookhaven National Laboratory.33 This underscores that the United States cannot remain idle but must undertake intensive research on antimatter tech-nology with the goal of integrating it into military capabilities by 2050.
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				A Proposal for U.S. Innovation 

				in Antimatter Missile Technology

				To provide the United States with significant advantages in both offensive and defensive capabilities, this study suggests the development of advanced anti-matter-based missiles. These advanced missiles, which are intended to deliver controlled antimatter explosives, can be manufactured in a variety of configura-tions, including stealth, high precision, and adaptability to a variety of deploy-ment strategies. The potential game-changing aspect of antimatter technology lies in its ability to unleash vastly greater destructive power from an extremely small quantity of material, making it far more energy-dense and efficient than conventional or even nuclear weapons.34 The ultimate objective is to avert con-flict by demonstrating strength, thereby discouraging potential adversaries from engaging in hostile behavior. A substantial financial investment is essential to make this technology viable and to secure enduring U.S. dominance in this sector. The production and containment of antimatter is presently incredibly costly and poses significant technological obstacles that need to be addressed. It is important to conduct research that concentrates on the production of an-timatter at a low cost, as the current methods are both inefficient and costly. Investments should prioritize the expansion of production, the improvement of storage methods, and the strengthening of containment systems to reduce costs without compromising safety. Equally critical are persistent research and financial investment in the integration of antimatter systems with missile tech-nology. This involves the creation of precision autonomous targeting systems and compact containment units to guarantee the safe and precise delivery of antimatter payloads. 

				In addition, the proposed recommendation also emphasizes the signifi-cance of the BASE-STEP device, which was developed by CERN’s BASE col-laboration. This device is a significant advancement in the safe transportation and containment of antimatter for emerging missile technology. By carefully using electric and magnetic fields to keep antimatter secure, this advanced de-vice—an upgraded version of the Penning trap—ensures safe, regulated trans-fers by keeping it from contacting regular matter while being transported. A Penning trap uses combined electric and magnetic fields to confine charged particles. BASE-STEP improves this system by including a robust 1-Tesla su-perconducting magnet to mitigate external disturbances and a liquid helium buffer to maintain the requisite low temperatures for secure transport.35 How-ever, Penning traps alone are insufficient for neutral antiatoms. In such instanc-es, magnetic bottle traps are employed, leveraging the magnetic fields generated by superconducting magnets to more efficiently confine neutral particles.36 The difference underscores the complexity of antimatter confinement, as each kind 
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				necessitates specific tools for safe handling. In the case of missiles, integrating antimatter technology poses both significant opportunities and unique techni-cal challenges. Advanced missiles benefit from their larger payload capacity.37 The extra space in advanced missiles allows for the integration of powerful mag-netic fields and containment systems, supporting robust energy sources and stable antimatter storage until detonation. These missiles can also be equipped with advanced guidance systems and remote detonation capabilities, enabling precise targeting and controlled antimatter explosions at critical moments. To initiate antimatter explosions, meticulously controlled procedures are necessary to ensure that antimatter contacts with matter at the exact moment, resulting in annihilation. This can be accomplished by deactivating the magnetic fields that confine the antimatter, bringing matter into the containment, or employing remote signals. To guarantee a controlled detonation, each method necessitates precise control of containment fields and timing. Nevertheless, there are still significant obstacles to overcome, such as the development of energy sources that are both potent and efficient to keep vacuum chambers and strong mag-netic fields in compact, advanced missile systems. 

				To safeguard U.S. national security, it is crucial for the United States to retain complete control over the development of antimatter-based missile tech-nology. To prevent any foreign access, whether from allies or adversaries, all related patents and intellectual property must remain under exclusive U.S. ju-risdiction. This technology must be rigorously prohibited from being shared or sold to reduce the risk of proliferation or misuse. Research opportunities in this field should be restricted to U.S. citizens with top secret clearances, thereby mitigating the risk of intellectual property theft or espionage. Additionally, it is vital to prevent technology transfers or collaborations that involve foreign na-tionals, international students, or foreign governments to maintain security. By limiting antimatter missile development to U.S. territory and restricting access to authorized personnel, the United States can safeguard its strategic superiority and maintain secure control over this revolutionary technology. This strategy is crucial for increasing national security and averting potential misuse that could threaten global stability.

				Myth to Reality: The Role of the “Chariot of God” 

				Antigravity Technology and Propellantless 

				Propulsion in the U.S. Air Superiority Strategy

				Antigravity is a force that repels two massive objects from one another. The ex-pansion of the universe is believed to be influenced by this repelling force.38 An-tigravity technology and propulsion systems, which are envisioned for advanced aircraft such as the legendary “Chariot of God,” feature cutting-edge physics that surpasses conventional physics and propulsion techniques. By using non-
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				reactive forces, these antigravity systems offer a completely unique method of lift and movement.39 The Chariot of God is often a symbolic or mythological reference, most famously in the Biblical account of the prophet Ezekiel’s vision, where a divine chariot appears to descend from the heavens, moving in ways that defy natural laws. It has sometimes been interpreted in modern thought as a metaphor for advanced or otherworldly technology. The analogy to anti-gravity derives from the notion that, similar to the chariot’s extraordinary and seemingly impossible movements, antigravity technology would enable vehicles to transcend gravitational constraints and operate beyond the boundaries of conventional physics. To detect obvious gravitational effects with a moderate quantity of mass, it is necessary to have matter that is highly dense. This under-scores the potential importance of researching degenerate matter, which may provide methods to generate and manipulate gravitation effectively.40 Degener-ate matter arises under conditions of extreme density, where the Pauli exclusion principle governs its behavior. Electrons or other fermions are forced into such proximity that they cannot share identical quantum states, producing a degen-eracy pressure that prevents further collapse. In a high-temperature supercon-ductor (HTSD), the minuscule pull of each atom is amplified by the collective effect of the multitude of atoms within the disk. According to Dr. Ning Li, her device could produce a force field that is sufficiently powerful to counteract gravity over a one-foot-wide area, extending from the Earth’s surface to outer space, with only approximately one kilowatt of electricity.41 

				In 2001, British electrical engineer Roger Shawyer introduced the con-cept of a propellantless drive. Known as the EmDrive, this device claimed that it could operate without propellant, thereby challenging the known laws of physics, specifically the law of conservation of momentum. This revolutionary device, the EmDrive, is composed of a conical cavity that is filled with micro-waves. As the microwaves bounce around inside, they generate a difference in radiation pressure, which generates thrust toward the narrow end of the cone.42 This hypothesis challenges known physics by proposing that propulsion can occur within a closed system without the need for external reaction mass. Dr. Charles Buhler’s team, comprising specialists from NASA, Blue Origin, and the Air Force, dedicated decades to investigating propellantless motors before re-directing their attention to electrostatics. Their devices initially generated only a negligible amount of thrust; however, each new version demonstrated im-provements. By 2023, their “New Force” initiative produced sufficient thrust to offset Earth’s gravity.43 Dr. Franklin Felber posits that a mass traveling at a rate exceeding 57.7 percent of the speed of light generates a gravitational repulsion, or an antigravity beam, that directly affects other masses in its vicinity.44 This beam intensifies as the object’s velocity nears that of light. His findings address how this repelling effect could be leveraged to rapidly accelerate large spacecraft 
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				while minimizing internal tidal forces, so safeguarding the cargo from poten-tial damage.45 The concept may facilitate revolutionary propulsion technology, transforming not only space exploration but also the defense strategies of the U.S. military on Earth and in space. 

				Petar K. Anastasovski, in his research on superluminal relativity, suggests the possible existence of elements with atomic numbers (Z) extending up to 145, where Z denotes the number of protons in an element’s nucleus. Within this extended range, certain elements—particularly those near Z = 145—are hypothesized to exhibit unique properties, including potential antigravitational effects. His study demonstrates that curved space-time, exhibiting both grav-itational and antigravitational properties, exists not just surrounding but also within atomic nuclei. He classifies elements into two categories: those with Z < 64, possessing nuclei with solely gravitational mass, and those with 63 < Z < 145, whose nuclei demonstrate both gravitational and antigravitation-al characteristics in various regions of curved space-time.46 Anastasovski’s theory asserts that antigravity elements have the potential to expand the boundaries of physics, enabling innovative advancements in energy, transportation, and gravi-ty manipulation. If further researched and experimentally advanced, this theory could contribute to significant progress in antigravity technology research. The objective of achieving interstellar travel within a human lifetime remains unat-tainable using even the most advanced technological implementations ground-ed in current physics. Constraints such as the exhaust velocity and propellant mass dictated by the rocket equation, or the immense power requirements for photon-based momentum transfer, place this goal in the realm of the seemingly impossible.47 However, solar sails offer a low-cost way to achieve high-speed exploration of the outer solar system and beyond. By slingshotting close to the Sun (2–5 solar radii), they could push lightweight cubesats to >0.1% of light speed (>300 km/s). This would turn the Sun into a launch pad, enabling mis-sions to outer planets in months, interstellar space in a few years, and 1,000 AU in under 20 years.48 Nevertheless, history demonstrates that sustained advanced research, coupled with substantial investment, can overcome formidable tech-nical barriers; humanity’s successful mission to the Moon serves as a testament to what dedicated effort and innovation can achieve.

				To further explore the concept of antigravity technology, this study exam-ines an unidentified anomalous phenomena (UAP) incident which—although often dismissed as pseudoscience—may nonetheless offer insights worthy of sci-entific consideration. UAPs are inexplicable space or airborne events that occa-sionally exhibit flight characteristics that seem to violate accepted aerodynamics, such as severe acceleration and silent hovering. Theories regarding cutting-edge technology like propellantless propulsion and antigravity have been stoked by these observations, as they may one day allow for similar maneuvers without the 
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				use of traditional fuel or lift systems. Although UAP sightings are frequently re-ported, no definitive data currently confirms their existence as extraterrestrial in origin; however, one such observed object was described as exhibiting apparent antigravity characteristics and a propellantless propulsion system. Retired U.S. Navy commander David Fravor testified before a U.S. House Representatives subcommittee on UAP about his experience commanding a Boeing F/A-18F Super Hornet squadron onboard the USS Nimitz (CVN 68) on 14 November 2004, when he encountered an unidentified object off the coast of Southern California. Fravor said radar equipment on board the USS Princeton (CVL 23) spotted several anomalous aerial vehicles that descended from about 80,000 feet in less than a second. Redirected from training activities, Fravor and Lieutenant Commander Alex Dietrich saw one such thing, about the size of an F/A-18F, with no wings, markings, or exhaust, making quick movements, including an acceleration that made it disappear from view. In less than a minute, the object was claimed to have been reacquired on radar approximately 60 miles away.49

				It is important to note that while the extent of China’s progress in an-tigravity research and development remains unclear, evidence suggests that some crucial work in this area is actively underway. Closely monitoring Chi-na’s progress in this area is crucial to safeguarding U.S. national interests and ensuring strategic advantage. A hypergravity facility known as the Centrifugal Hypergravity and Interdisciplinary Experiment Facility (CHIEF) was recently opened in China. It can generate 1,900 g-t, or a gravity that is 1,900 times greater than that found at the surface of the Earth. By surpassing the U.S. Army Corps of Engineers’ 1,200 g-t facility, CHIEF is now the most potent hypergravity research station in the world. CHIEF is ranked among the top 10 national scientific and technology infrastructure projects in China. In 2020, the facility’s development started in Hangzhou, Zhejiang province. Hypergravity, however, is a costly endeavor. For example, the Chinese will have to pay an astounding $276.5 million (2 billion yuan) for CHIEF before it is even oper-ational. Currently, the facility currently houses three giant centrifuges—large radial arms that rotate at high speeds to generate an outward-pushing effect known as centrifugal force. In rotating systems, this force can mimic the effects of gravity and is therefore referred to as artificial gravity.50 In rotating systems, this force functions similarly to gravity and is called artificial gravity. In contrast to natural gravity, which diminishes with increasing distance from the Earth’s center, centrifugal force is dependent on both radius and rotational velocity. Although there is currently no method to augment Earth’s natural gravitational pull, scientists can generate artificial gravity that is significantly stronger than natural gravity by greatly increasing centrifugal force simply by adjusting the spinning arm’s radius and rotational speed.51 Even while China’s advancements seem remarkable, the U.S. Air Force’s persistent and rigorous study in this area 
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				may result in unmatched antigravity technology that can repel enemies on a never-before-seen scale.

				Strategic Superiority through Next-Generation 

				Antigravity Aircraft and Humanoid 

				Robotic Warfare Systems

				The author of this article recommends the United States should invest in the de-velopment of advanced antigravity aircraft to gain a substantial strategic advan-tage in air and space operation. Should antigravity technology develop, these aircraft may attain unprecedented speed and agility, enabling rapid, unpredict-able maneuvers that would be exceedingly difficult to track or counteract. 

				This study also suggests the development of silicone-based humanoid ro-bots and specialized vehicles, each having superior antigravity propulsion, to strengthen the United States’ military capabilities beyond antigravity aircraft. Because of silicon’s advantageous qualities—lightweight yet durable structure, thermal resistance, and the ability to integrate seamlessly with advanced sen-sors and electronics—silicon-based humanoid robots and specialized vehicles, each equipped with advanced antigravity propulsion, could offer unique ad-vantages.52 The soft robot can be safely handled while in operation, and its silicone body is naturally durable, withstanding harsh conditions such as snow, water, brief exposure to flames, and even the pressure of being run over by a car.53 The successful development and integration of advanced antigravity tech-nology would be a prerequisite for the creation of a fully operational, flyable humanoid robotic combat system. In theory, a system like this may replace some of the strategic deterrents that nuclear weapons have historically provid-ed, providing a similar strategic impact without the radioactive fallout. With enhanced propellantless maneuverability, these robots could navigate through dangerous areas, hit specific targets with accuracy, and avoid defenses, assuring their survival. In contrast to traditional large-scale weapon systems, their accu-racy and mobility could reduce or even eliminate civilian casualties while still accomplishing important military goals. These proposed robots and vehicles, presumably launched from warships in warfare, would be engineered for mul-tifaceted combat missions, competent in engaging on land and in the air with exceptional precision. Antigravity propulsion systems would make the robots exceedingly challenging to target and defeat, as their exceptional maneuver-ability would enable them to make rapid, multidirectional movements, evade enemy fire, and effortlessly navigate intricate terrains. The robots would rely on nonnuclear weaponry for targeted engagements, while the carrier vehicle could be equipped with a reserved nuclear device for critical situations. To address emerging threats, this approach would substantially improve strategic response capabilities by emphasizing precision, flexibility, and survivability.
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				The robots and their vehicles would be remotely controlled from U.S.-based command centers via a secure satellite communication system, facilitating real-time tactical updates and preserving control even in hostile circumstances when alternative connections may be compromised. The satellite connection en-sures reliable and consistent command, facilitating rapid reactions. Even while the ideas presented in this proposal might seem futuristic at first, it is essen-tial to remember that three centuries ago, modern propulsion technologies and conventional airplanes would have been considered unrealistic. Past experiences show that persistent, well-funded research can turn seemingly imaginary con-cepts into practical realities, speeding up technical advancement and producing significant strategic advantages. China might have completely autonomous mil-itary weaponry on the battlefield in as little as two years. According to defense analyst Francis Tusa, China is not hampered by ethical concerns over so-called killer robots and is developing autonomous weapons systems faster than any other country.54 Although China has shown a significant investment in robotics and propulsion research, there is no public evidence that it has pursued this particular silicon-based, antigravity-integrated platform, possibly due to tech-nological barriers, material supply constraints, or strategic prioritization of oth-er defense technologies. Attaining this innovative technology in the near future necessitates intensive scientific research and more financing. As global threats escalate and other nations progress, prioritizing this innovation will enable the United States to maintain its competitive edge. To safeguard national security and preserve exclusive strategic advantages, it is essential that this technology is not traded, shared, or transferred to any foreign nations, including allied coun-tries and NATO-allied countries, after it has been developed. The United States must ensure that only U.S. citizens possessing top-secret clearance participate in antigravity research and development. This additional security measure would serve to safeguard against potential intrusions and bolster the nation’s position as a leader in advanced defense technologies. 

				Proposal for Advancing UAV Propulsion 

				Systems through Antigravity Technology

				This article proposes the development of drones using an antigravity propul-sion system, potentially representing a significant advancement in aerospace technology, transforming airborne mobility with remarkable efficiency and agil-ity for defense and surveillance operations. Although antigravity technology has yet to be discovered, its future developments could transform drones into a powerful asset for military operations. An antigravity technology-powered drone could provide an innovative alternative to the limitations of traditional propulsion systems that depend on rotor blades, fuel, or batteries for thrust.55 This innovation has the potential to improve the maneuverability and stability 
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				of drones, allowing them to operate in challenging environments such as ur-ban areas, adverse weather, and high altitude. The effective use of antigravity propulsion in drones has the potential to revolutionize the fields of logistics, surveillance, emergency response, and even interplanetary exploration, thereby expanding the limits of drone and propulsion technology. It is crucial to partici-pate in further scientific research on the incorporation of antigravity propulsion systems into drones to enhance U.S. national security.

				Ensuring Accountability and Oversight 

				in Advanced Weapons Development

				As next-generation weaponry technology progresses, it is imperative to reg-ulate it carefully to mitigate any potential risks. It is important to prioritize global safety and ethical standards as the United States contemplates pursuing powerful technologies such as antimatter weapons, kinetic bombardment, and antigravity technology. The implementation of oversight can serve to prevent unintentional escalations, safeguard against the widespread distribution of these technologies, and ensure compliance with international regulations. The Mas-sachusetts Air National Guardsman alleged to have leaked top-secret military documents is a concerning example of a vulnerability in the way the United States protects sensitive information.56 This incident underscores the dire need for increased cybersecurity and supervision in military and intelligence envi-ronments, as it emphasizes actual concerns regarding the potential security risks associated with new technologies and digital platforms. These types of disclo-sures not only undermine public confidence but also pose a threat to critical operations and national security. It is important to establish specific responsi-bilities among the government, defense contractors, and research institutions to prevent the misuse of advanced weapons technology and ensure that it is consistent with U.S. security objectives. Effective oversight and frequent audits are crucial for preventing unintended damage and ensuring accountability. To avoid transferring sensitive technology overseas, defense contractors must also adhere to rigorous standards, face stringent audits, and follow strict guidelines. By achieving a balance between accountability and innovation, it will be pos-sible to maintain stability and security. Without comprehensive governance, these potent technologies could pose significant risks, which could affect na-tional security in unpredictable ways.

				Conclusion: Preparing for the Next Era of Warfare

				Kinetic bombardment is the most instantly practical and strategically disruptive of the new space technologies. Orbital tungsten Rods from God might be used immediately, delivering devastating precision hits without radioactive fallout, in contrast to antimatter systems or sophisticated propellantless propulsion, both 
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				of which are still decades away from being fully developed. Such a capability could destabilize current deterrence architectures and encourage wider adop-tion by allowing a nonnuclear state to achieve a nuclear-level deterrent effect while technically avoiding violations of current nonproliferation agreements, as demonstrated in the hypothetical Brazil scenario. 

				Although still more distant from practical implementation, antigravity technology and propellantless propulsion, along with antimatter weapons, hold even greater transformative potential: the former could enable rapid, unpredict-able, and sustained maneuvering throughout the battlespace, while the latter promises an unmatched energy density. As observed in this study, China is making significant strides in the fields of antimatter and hypergravity research, as well as the development of a FOBS. It is worth noting that a United States committed to long-term, well-funded research through the Air Force Research Laboratory, DARPA, and the national laboratories could attain operational leadership in all three areas by 2050, thereby influencing the strategic landscape rather than merely reacting to enemy developments. It is also important to de-velop advanced antikinetic bombardment defense systems in parallel, incorpo-rating directed-energy systems, rapid interceptors, and space-based surveillance to ensure the comprehensive defense of the homeland against potential enemy deployments. 

				While the development of an advanced kinetic bombardment system should be the first priority for the United States, the creation of an antikinetic bombardment defense system should also be pursued, with the goal of achiev-ing operational capability by 2030 through intensive research and sustained funding. The United States may use severe economic sanctions and other co-ercive measures against nations that attempt to abuse such capabilities until a strong antikinetic bombardment defense system is completely developed and put into place to defend the American homeland from any enemy strikes. It is also critical to reiterate that, once operational maturity is reached, no advanced kinetic bombardment or antikinetic bombardment defense system, antimatter technology, or antigravity and propellantless propulsion technology developed by the United States should be traded, shared, or transferred to any foreign country, including allied and NATO member states—to protect national secu-rity and maintain exclusive strategic advantages. Furthermore, it is imperative that no foreign nationals be allowed to work on the research, development, or testing of these systems because there is a considerable chance that technical expertise, design processes, or operational ideas will be transferred—directly or indirectly—for use in other nation-states’ defense programs. 

				Moreover, while strategic inaction in these areas could lead to the loss of U.S. technological supremacy, sufficient investment could lead to long-term dominance of the United States and the potential to establish standards for 
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				these potent technologies well into the second half of the twenty-first centu-ry. As other nations continue to enhance their capabilities, the United States must seriously contemplate the development of these technologies to guar-antee an everlasting military superiority. History has consistently shown that those who invent and develop a technology first secure a decisive first-mover advantage. In China, for example, “The PLA also aims to surpass the U.S. in modernization, capabilities, and power projection capacity by 2049.”57 This aligns with other People’s Republic of China’s strategies to leapfrog other ma-jor powers technologically, using the United States as a benchmark: “The plan involves a ‘leapfrog development’ strategy, integrating mechanization, infor-matization, and ‘intelligentization’ (AI) to achieve dominance in weaponry, training, and military theory, ensuring it can win wars and safeguard peace.”58 This article advocates leapfrogging Chinese technologies to overcome cur-rent and future developments by planning and funding for technologies that enable the United States to maintain technological superiority over its most powerful competitor.

				Achieving these new capacities is not merely an issue of innovation but an essential strategic priority in an age where technology supremacy is crucial to national defense, as evidenced by the strategic priorities of the People’s Libera-tion Army. By implementing proactive planning, oversight, and innovation, the United States can maintain its position as a leader in military power in a global landscape that is becoming increasingly complex and competitive.
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				How Drones Fight: How Small Drones Are Revolutionizing Warfare. By Lars Celander. Havertown, PA: Casemate Publishers, 2024. Pp. 208. $24.95 (paperback); $14.95 (ebook).

				Cyber Wargaming: Research and Education for Security in a Dangerous Digital World. Edited by Frank L. Smith III, Nina A. Kollars, and Ben-jamin H. Schecter. Washington, DC: Georgetown University Press, 2023. Pp. 240. $164.95 (hardcover); $54.95 (paperback and ebook).

				Author Lars Celander and editors Frank L. Smith III, Nina A. Kollars, and Benjamin H. Schecter compiled two distinct works that both consider the im-pact of emerging disruptive technologies on battlefields and national security. Both books provide valuable content in a condensed form. However, the book and edited volume take fundamentally different approaches. Lars Celander de-scribes his book as “only about how things actually work, offering no recom-mendations on policy, acquisition, training, or organizational matters. Suitable conclusions are left to the reader” (p. ix). Celander is a former Swedish military systems engineer with a master of science in physics. In contrast, Cyber Warga-ming comprises contributors and editors from multiple backgrounds and rec-ognized experts, “whereas many cyber experts do not interact with wargamers, this book brings together innovative voices from across professional military education, civilian agencies, private industry, think tanks, and academia” (p. 3). Editors Frank L. Smith III, Nina A. Kollars, and Benjamin H. Schecter all have current or previous affiliation with the U.S. Naval War College and are recognized experts in the cyber domain.

				How Drones Fight is organized into three distinct parts. The first part pres-
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				ents an overview of the engineering and technical knowledge associated with drones. The second part examines the current and historical applications of drones in warfare. In the third part, the discussion shifts to the future of drone technology in conflict. Additionally, the book features a preface, glossary, intro-duction, 16 chapters, three appendices, a bibliography, and an index to provide a comprehensive resource.

				The chapters in the book follow a logical progression, beginning with concise technical information. They cover various topics, including types of drones, navigation methods, drone sensors, and communication systems. The second part delves into weapons, drone tactics, antidrone strategies, and com-bined arms operations. Chapter 7 stands out as a particularly impactful section, where Celander delves into countering drones through the concept of “soft kill” (p. 59). Despite its brevity, spanning only two and a half pages, this chapter effectively tackles essential topics such as disrupting navigation, interfering with communications, and eavesdropping.

				In the final one-third of the book, the author effectively connects technical information from earlier chapters to modern situations. Chapter 12 covers the use of drones in the Global War on Terrorism in just seven pages. Chapters 13 and 14 focus on the 2020 Armenia-Azerbaijan conflict and the 2022 Russia-Ukraine conflict, respectively, and are the highlights of the book. Chapter 14 is the longest and features maps, images from both conflicts, insights into com-mand-and-control dynamics, and evolving drone tactics. While the practical applications are a significant strength, the narrative could benefit from more examples. Overall, the content and writing style are accessible, but inconsisten-cies in chapter length and subheadings may frustrate readers. Some subheadings include only a few sentences, creating a disjointed reading experience.

				The bibliography includes sources, but the book lacks traditional citations apart from a few photographs. Celander downplays the necessity of source list-ings, stating, “Much of what is said in this book is based on various engineering textbooks. They are not listed as sources here as they all say the same thing. Ul-timately, everything is just physics” (p. 175). While some photographs mention citations, many diagrams do not have corresponding references. The absence of a thorough conclusion addressing the potential impact of drones on the future of warfare presents the most significant challenge for readers. In the concluding chapter, Celander remarks that “the book is reluctant to draw conclusions. It is not its purpose. The purpose is to provide the reader with an understanding of how drone warfare works; the reader is expected to draw his or her conclusions” (p. 153).

				Cyber Wargaming is a unique book; it focuses on cyber wargaming, not on specifics of cyber warfare technical knowledge, “contrary to popular belief, cy-bersecurity is also about human decision making: not just hardware, software, 
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				network, and data” (p. 2). The authors divide the book into thirds. The book begins with an introduction, followed by the first one-third of the book dis-cussing research games, the second one-third on educational games, and a final conclusion. While How Drones Fight builds on each chapter, leading to a disap-pointing conclusion, Cyber Wargaming takes an independent chapter approach. Readers can navigate much easier between chapters and only read chapters they find of interest.

				As Cyber Wargaming illustrates, wargaming is a technique used for both research and education in a wide variety of environments: “Fortunately, as a general-purpose tool, wargaming is interdisciplinary. When used correctly, cy-ber wargaming can bridge the gaps between social and technical knowledge in university classrooms, corporate boardrooms, and military headquarters” (p. 3). The editors note in the introduction that, while wargaming is expanding as a technique, most cyber wargames remain shrouded in mystery.

				After the introduction, the book’s first one-third concentrates on research games or analytical games. Chapter 2 on cyber wargames as synthetic data is an excellent supplement to the introductory chapter. While the introductory chap-ter explains why cyber wargaming is a valuable technique, chapter 2 provides more information on cyber wargames as a tool to generate data and provides ex-amples of wargames with alternative approaches to generate research data. The chapter concludes by stating, “It is our hope that the library of cyber wargames and the new knowledge they can create will continue to grow” (p. 34). Chapter topics in the book’s first one-third include cyber and nuclear crises, wargam-ing international and domestic crises, imperfect information games, cyber kill chains, and games within games and critical infrastructure. 

				The most innovative chapter in the book is chapter 5, which discusses the topic of imperfect information in games. Many wargames assume near-perfect information processing and retrieval, which is a flawed method, as the editors explain: “In this chapter, we argue that the role of information—specifically imperfect information and the means to degrade information—is foundational to any realistic wargame. Imperfect information has always been important to real life” (p. 67). Specifically, in a wargame, the authors used videoconferencing, voice chat, text messaging, and maps, and those capabilities could be degraded based on various cyber or kinetic actions. 

				The second one-third of Cyber Wargaming focuses on educational warga-mes. It covers topics such as creating enjoyable cybersecurity games, the Cyber 9/12 Strategy Challenge, the North American Electric Reliability Corporation Grid Security Exercise (GridEx), private sector cyber wargames, prototyping virtual cyber wargames, military doctrine, and using matrix games for strate-gic cyber and information warfare.1 This section offers numerous examples of lessons learned from various cyber wargames. It includes several graphics de-
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				picting mock gameboards, cards, and capabilities. The standout chapters in this part are chapter 13, which discusses military doctrine and cyber gameplay and chapter 14, which explores matrix-style games for strategic cyber and informa-tion warfare. In chapter 13, Colonel Benjamin C. Leitzel from the U.S. Army War College designed a cyber wargame to help students grasp cyber concepts. He notes that “even for officers who are familiar with the domain, this type of game can encourage creative and critical thinking about the strengths and weaknesses of current doctrine—doctrine they may one day help to update and improve” (p. 188). Chapter 14 highlights the wargame Pinnacle Protagonist, a capstone project from the National Defense University. The authors developed an adjudication tool called the National Strategic Program (NSP) framework to enhance cyber wargaming. Based on commercial board game designs, the NSP incentivized players to think carefully about their cyber capabilities. It required players to prepare specific courses of action in advance and limited their resources during gameplay, creating an atmosphere of uncertainty and anonymity (p. 200).

				The final concluding chapter of Cyber Wargaming discusses the insights gained by using cyber wargames to spur thinking about emerging technology and innovation: “wargames that explore emerging technologies have the poten-tial to influence not only our understanding of these technologies but also their subsequent development and application” (p. 211). To put it directly, “warga-ming emerging technologies can affect technological innovation” (p. 212). The chapter concludes with a call for more wargames: “reading a book about riding bicycles is one thing, but riding a bike yourself is a very different experience. More practice playing wargames is good, regardless of your experience and ex-pertise. This is true now, and we suspect the same for wargaming in the future” (p. 213).

				Both books contribute to readers’ understanding of emerging technologies that will likely remain important to the national security community during future conflicts across the conflict continuum. In summary, Lars Celander’s book, How Drones Fight, is an excellent practical, tactical overview of drones on the battlefield. Analysts and researchers looking for a deep treatise on drones or those familiar with the technical exploitation of drones will find the informa-tion too basic. Readers will likely appreciate the concise nature, making it an excellent desk reference for nonengineers or scientists. This book is recommend as an introductory guide for intelligence and military personnel new to working drones. Cyber Wargaming is a different and more scholarly anthology. It is an excellent guide for those interested in wargaming, building, and designing cy-ber wargames and for scholars researching cyber concepts. The content targets individuals interested in wargaming and is more of a niche advanced text. 
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					1.	“Cyber 9/12 Strategy Challenge,” Atlantic Council, accessed 18 November 2025; and “GridEx,” North American Electric Reliability Corporation, accessed 18 November 2025.
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