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The Cold War Computer Arms Race

Captain Bryan Leese, USN, PhD

Abstract: The Cold War computer arms race illustrates the military’s role in
strategic competition. The Soviets bought and stole, versus creating computer
technology themselves. A U.S.-led coalition integrated economic, diplomatic,
and information mechanisms, embargoing computer technology to disadvan-
tage the Soviets. President Ronald W. Reagan’s offset strategy integrated mil-
itary power, openly demonstrating computer-infused weapons lethality that
jeopardized Soviet quantitative military advantage. President Reagan’s use of
the computer arms race shows a way to conduct and integrate a strategic com-
petition campaign of deterrence that includes coercive diplomacy with diplo-
matic efforts that can deter China and Russia while encouraging them to reverse
harmful foreign and domestic policies.

Keywords: Cold War, competition, computers, deterrence, coercion, technolo-
gy, embargo, industrial espionage

n 1992, former assistant secretary of defense Leslie H. Gelb recalled an off-
the-record conversation with Chief of the Soviet General Staff Marshal Ni-
kolai V. Ogarkov that had taken place in 1983. The plainspoken, hardline
general of the Soviet state made it clear that, in his opinion, the Cold War was
essentially over. In Ogarkov’s mind, Gelb recalled, the West had won because
[The] numbers of [Soviet] troops and weapons mean little, he said. We
cannot equal the quality of U.S. arms for a generation or two. Modern
military power is based upon technology, and technology is based upon
computers. In the U.S., he continued, small children—even before
they begin school—play with computers. Computers are everywhere
in America. Here, we don’t even have computers in every office of the
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Defense Ministry. And for reasons you know well, we cannot make
computers widely available in our society. Then came his portentous
punch line: We will never be able to catch up with you in modern arms
until we have an economic revolution. And the question is whether we
can have an economic revolution without a political revolution.'

Ogarkov recognized that within the competition that defined the Cold War, the
Soviets had lost the computer arms race to the United States. Without comput-
ers, no number of men or weapons could overcome the United States’ asym-
metrical technologic advantages.

This article examines the competition over computer technology during
the Cold War. It highlights the importance of technology in shaping competi-
tive strategies and illustrates some of the military’s role in a successful, integrat-
ed strategic competition campaign. The Cold War computer arms race provides
context for current and future competition with China and Russia.

The Problem

Ogarkov’s Cold War observation regarding competition is prescient today. See-
ing peace and war as binary conditions does not help us understand the great
power competition (GPC) with China and Russia. Peace does not exist, just
the absence of war. Competition, some cooperation, and the fear of a possible
conflict are the reality. The U.S. Joint force is shifting to a strategic competi-
tion paradigm that better fits today’s reality by leveraging its dominance in the
technology arena.? However, the United States’ technical superiority in con-
ventional and nuclear weapons has lessened. China is now considered a peer
military threat.

The United States is increasing its emphasis on research and development
of artificial intelligence and autonomous unmanned weapons systems, among
other technologies, to grow the capabilities gap between it and China. At the
same time, the United States must control technology transfer to slow China,
Russia, and others. But the U.S. defense acquisition system is seen as too slow
and its controls too weak. Even its recent efforts, like the Adaptive Acquisition
Framework, to speed up weapon system development and deployment have
yet to significantly increase the United States’ technological comparative ad-
vantage.’ China’s technology and weapon systems development keeps pace by
supplementing its efforts with academic and economic espionage.

A recent New York Times article reported a multiyear FBI investigation ex-
posing a pervasive, systematic, and vast “economic espionage offensive . . . waged
unilaterally by China” against U.S. military technology companies.* Economic
and academic espionage is a strategic competition mechanism, leveraging theft
to shorten technology development and fielding time lines. The technologically
advanced side’s desire to manage competition escalation through cooperation
often makes theft possible. Finding ways to cooperate on a narrow set of com-
mon interest areas, like medical technologies or fighting climate change, re-
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duces pressure in military and economic competition areas prone to escalation.
However, the cooperation aids in technology transfer and theft.

Today’s Chinese industrial espionage appears eerily like the Soviet Union’s
during the Cold War. As seen with détente, the United States” desire to use
academic and economic cooperation created Soviet access to dual civilian and
military use technologies. And the Soviets, like the Chinese today, benefited
especially from access to the computer and digital technologies. The United
States’ technology dealings with China in the twenty-first century seem to have
forgotten the 1970s and 1980s Cold War computer arms race lessons.®

The Cold War Computer Competition Begins

Following the Second World War, the U.S. Navy reflected on the difficulty
of air defense battle management during Japanese kamikaze air attacks. They
realized that air defense in the jet age was untenable without automation. The
Navy blended technologies from cryptography, analog gunnery computers, and
the calculation of ballistic missile trajectories to create a series of information
management computers called the Naval Tactical Data System (NTDS) for air
battle management.®

At the same time, the U.S. Air Force worked to create an integrated ear-
ly warning and national air defense battle management system called the
Semi-Automatic Ground Environment (SAGE). NTDS and SAGE devel-
oped intercomputer and teletype datalinks, improving human-to and com-
puter-to-computer interaction. The two programs forged links with military
research laboratories, commercial industry, and academic institutions that de-
veloped, built, and evolved computers. Throughout the 1950s, the collabora-
tion produced the transistor, the integrated circuit (computer chip), the printed
circuit card, and the Univac series of computers. The continually miniaturized
computers using newly developed materials and techniques made them fit into
ships and aircraft.” The civilian-academic-military development provided tech-
nologies that International Business Machines Corporation (IBM), Control
Data Corporation (CDC), and Honeywell adapted for commercial business
and industry use.

In 1959, the Department of Defense created the Advanced Research Proj-
ects Agency (ARPA) to exploit advanced ballistic missile defense and nucle-
ar test detection technology. The space mission shifted to the newly created
National Aeronautics and Space Administration (NASA). ARPA focused on
computer “internetting” (or what we call networking today) technology.® Net-
working computers increased the overall computing power available and al-
lowed data sharing. The 1962 Cuban missile crisis showed that the inability to
share data across the national and military command and control (C2) systems
almost resulted in a nuclear weapons conflict. The 1960s effort to consolidate
and internet C2 systems created the Worldwide Military Command and Con-
trol System (WWMCCS, pronounced Wimex).

The theory critical to the success of networking was “distributed commu-
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nication,” proposed by Paul Baran at Rand in the early 1960s.” The human
brain, Baran observed, overcame damage to the neural network by rerouting
messages across its distributed pathways. He argued that a computer network
could do the same by breaking messages into many blocks. Each block had an
identity or handover code and destination address. The blocks were stored and
forwarded through the “shortest instantaneously available path through the net-
work.” Baran dubbed the store and forward approach as “hot-potato” heuristic
routing. As the blocks arrived, the message was reassembled using the handover
code.'” ARPA’s network project (ARPANET) focused on expanding computer
time-sharing using distributed communication networks."!

Baran widely published his research and simulations. His concepts were
radical, disruptive thinking that challenged the current voice and data transmis-
sion approach. It took several years before the concepts were adopted.'? Finally,
on 29 October 1969, two computer nodes, one at Stanford Research Institute
(SRI), Menlo Park, CA, and another at UCLA’s Boelter Hall, Portola Plaza, Los
Angeles, CA, some 563 kilometers apart, were able to internet. Today’s World
Wide Web (WWW), a global system of interconnected computer networks,
was born with the simple networking of those two computers.

In the 1970s, 80s, and 90s, the U.S. and Western computer industries pro-
duced more and more computers, making them smaller, more powerful, and
more connected. The West’s computer industry validated the increasing rate of
technology growth that Gordon E. Moore, the cofounder of Fairchild Semicon-
ductor and Intel, posited in 1965." In the Soviet Bloc, however, the computer
industry lagged and struggled.

Soviet Cybernetics Development

Computer science theories, called cybernetic theories in the post—Second World
War era, were pitched to top Soviet party leaders and condemned as a capitalist
plot." Soviet military and economic planners, however, recognized the need for
computers. It was a conundrum Ogarkov alluded to in his 1983 statement to
Gleb. In classic Soviet doublespeak, the Soviets secretly pursued military com-
puting while “condemning the West for doing the same.”"

After the death of Joseph Stalin in 1953, cybernetics slowly returned to
the academic institution and Russian industry. Nikita Khrushchev broke with
Stalin’s isolationism in the mid-1950s. Khrushchev felt that Stalin had culled
many specialists needed to grow the economy. Under his de-Stalinization poli-
cy, Khrushchev somewhat liberalized society and reformed the Soviet industrial
infrastructure. The problem with the economy, Khrushchev believed, was the
oppressive centralization of its management. His policies looked to undo the
party hierarchy by promoting specialists and creative thinkers above long-term
party members.'®

Khrushchev’s new policies had some initial success. The sale of consumer
goods grew and so did the Soviet economy. Increased weapons sales to the Third
World improved the economy while increasing Soviet influence and spreading
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Communism. Budget reductions were also needed, and Khrushchev cut mili-
tary manpower by 5.7 million from 1956 through 1957. He also increased the
production of new technologies. Even with these changes, by 1959, the opti-
mism that the Soviet economy would “bury” capitalism, as Khrushchev had ex-
claimed at a 1956 embassy reception in Moscow, was fading inside the party.'”
Khrushchev believed he needed to decentralize economic policy making fur-
ther. He removed the planning from the Kremlin, pushing it down to regional
economic planning subcommittees. However, decentralization only works if
the regional subcommittees share production and economic planning data. To
do so required using cybernetics, the computers and integrated networks that
Stalin had been against."®

The widespread administrative decentralization was anathema to the Soviet
system. University of Tulsa professor Benjamin Peters argued that the decentral-
ization contributed to the derailment of the Soviet cybernetic efforts. By mar-
ginalizing many party officials, the decentralization “further contribute[d to]
the disarray and discontent associated with his [Khrushchevs] leadership.” By
the 1962 Cuban crisis, the Soviet national economy remained lethargic, and the
“information management behind its planning were proving increasingly inad-
equate.”"? Disenfranchised top-party members took every opportunity to derail
decentralization and the effort to “carry out wide-scale cybernetic structural
reforms.” Seeing that his reforms were not working, Khrushchev found that
decentralization left him “without the control over the very reforms he wished
to enact.”*® Though the Russian cyber science that led the cybernetic structural
reform effort was solid, Peters argues, its demise was due to the unregulated
internal competition between top party leaders for primacy.?!

Like the Americans, the Soviet military used computers to improve stra-
tegic warning and decision-making. Unlike the American’s Wimex, the Soviet
military created three separate warning and C2 networks for air defense, mis-
sile defense, and space surveillance. The three Soviet systems tried to match
the centralized U.S. Air Force’s SAGE. However, they chose instead to develop
three unconnected systems.”> A 1972 U.S. national intelligence estimate (NIE)
reported that the Soviet ballistic missile warning network provided only negligi-
ble capability and “show[ed] no prospect of becoming effective against a major
attack.” The air defense network was better, providing a “formidable defense.”
The space surveillance system could track and likely intercept orbital satellites.”
Soviet cybernetics was a series of “stovepipe” efforts limiting the collaboration
required for large-scale computer production and implementation.

Soviet military cybernetics innovator Anatoly I. Kitov’s efforts to break the
“stovepipes” illustrate the shortcomings of the Soviets effort. In 1956, Kitov
proposed an ARPANET-like nationwide internet network, though it differed
in the details of its design. In a 1959 report meant to go directly to Khrushchev,
Kitov recommended that the military share its information management sys-
tems to improve civilian economic planning through internet-connected com-
puters. The military dismissed Kitov’s recommendation, removed him as the
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director of Computational Center-1 of the Ministry of Defense, and revoked
his party membership for good measure.*

The Soviet system continued to privilege highly classified military cyber-
netic efforts by defense ministries and institutions while isolating efforts by
the civilian sector. There was no governing body to force cybernetic coopera-
tion between the organizations. Khrushchev’s reform had unwittingly created
ministries and institutions “not only unwilling to cooperate . . . [but] often in
hostile competition with their peer institutions.”® Thus, Soviet cybernetic the-
ories grew slowly, but throughout the 1960s, their practical application and the
creation of a civilian computer industry lagged behind the West’s.

Buy and Steal

In the Spring of 1970, the Communist Party realized they required more and
better computers to compete with the West. The State Planning Committee
(Gosplan) released a five-year economic plan directing a 260 percent increase
in computer production. The Soviet computer industry could never meet this
demand. The small industry leaned heavily on the IBM/360 platform, pirating
the design for their Ryad model computers. But the industry could not produce
the quantities desired.

Since the Soviets could not build the numbers directed, they looked toward
détente to buy Western computers. It was a fateful decision.? Historian Simon
Doing offers that the Soviets chose as they did because the West’s computers
were better than anything the Soviets were making. By buying computers, the
Soviet states unwittingly adopted American technology and its standards. The
dominance of English language-based computer operating software allowed
American programmers to set the de facto standard for the world.”’

The Soviets throttled back on developing their computer production in-
dustry because the West seemed willing to fill the gap. Then, the Soviets
discontinued most of their independent computer technology and industry de-
velopment.” The Soviet’s “take” approach was adequate if the West continued
to sell them computers. The Soviets realized that the West might be unwilling
to sell them computers at some point. Thus, they began an aggressive effort to
steal the technology. The theft approach was not new.

As early as 1924, a steady stream of Soviet spies operating illegally un-
der fake business or diplomatic credentials stole intellectual property from the
West. By the 1980s, the Soviets had become experts at stealing industrial tech-
nology. The thefts occurred even during the Second World War when the So-
viets, British, and Americans were allies.”” Eugene S. Poteat, a senior Central
Intelligence Agency (CIA) executive during most of the Cold War, wrote that
the Soviet intelligence services stole “virtually all the West’s military and defense
technology secrets” in the post—Second World War era. The thefts saved the
Soviets time and the expense of research and development; it allowed them to
keep pace with the technology competition in the early days of the Cold War.*’

The West had a growing concern about selling computers to the Soviets. By
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1973, the West sought to strengthen the diplomatic and economic sanctions
used since 1948 to slow technology transfer to the Soviet Bloc. The control mea-
sures forced the Soviets to always “play catch-up” to the West in technology. The
embargo’s trade controls were overseen by a consultative group of North Atlan-
tic Treaty Organization (NATO) members and Japan called the Coordinating
Committee for Multilateral Export Control (CoCom). There were more than
500 items embargoed from export to the Soviet Bloc and China. Embargoes
are a double-edged sword; they also impeded the West’s economic expansion.

Historian Frank Cain wrote that the embargo policy created a growing
divide “between the UK and USA concerning whether the trade should prevail
over ideology.”** Keeping the allies and industry on the same side regarding
the embargo was challenging. Britain disagreed with many export strictures
and used “exception provisions” to justify to CoCom the sales of computers.
Further, the Soviet Bloc’s “general progress toward self-sufliciency” made some
export controls seem obsolete. The list of export-controlled items and individu-
al nations’ requests for exemption to the list was in constant tension.*

Under détente, the strict export controls on the sale of computers lessened,
replaced by a series of loose post-sale control mechanisms. National Security
Advisor Henry Kissinger codified the “free trade with conditions” position and
post-sale controls of the Richard M. Nixon administration in the March 1974
national security decision memorandum (NSDM) 247. The memorandum in-
creased the maximum computer processing rate requiring special export licens-
es, simultaneously expanding and strengthening the “post-sale safeguards.”>
The safeguards were costly and extraordinary since they were executed on Soviet
soil after export, a unique penetration of the closed Soviet state. The controls
included on-site inspections by Westerners permanently based in the Soviet
Union. Inspectors were authorized to scale down systems on-site if the com-
puting power exceeded the agreed-upon requirement.” To Nixon, the controls
were enough to maintain security and détente. Not everyone agreed.

Members of Congress perceived that selling technology to the Soviets erod-
ed the United States’ technological advantage, no matter the strictures used. A
1970 intelligence community memorandum regarding the CoCom countries’
sales to the Soviet Bloc assessed a lessening of export control efficacy. The re-
port, viewed through an alarmist lens, provoked further concern and analysis
of détente-related trade relaxations.’® A 1973 Rand report prepared for the De-
partment of Defense and the Council on International Economic Policy offered
that the computer gap between the United States and the Soviets had been
reduced. The Soviets closed the gap by buying computers, conducting illegal
technology transfers, and through industrial espionage.’” None of the post-sale
controls outlined by Kissinger was satisfactory to technology “protectionists”
inside the military or Congress.

The United States feared the Soviets were catching up even when data
countered the shrinking computer gap argument.*® “Gap” theory, or the belief
that an adversary has superiority in technology, weapons, and national power
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compared to the United States, dominated U.S. strategic culture during the
Cold War. Intelligence and defense communities hotly debated atomic weap-
ons, bombers, and missile numbers.* While not as prominent as the weapons
debates, the computer gap underpinned many technologies needed to develop
and employ the weapons.

Trade issues with the Soviet Bloc came to the forefront in 1973. Nixon
desired further reforms that opened trade, setting up a traditional domestic
battle between “free trade” and “protectionist” groups.” Some protectionists
in Congress claimed CoCom safeguards protected the use of the systems, not
the transfer of technology.*! The debate continued throughout 1974 and 1975.
The transfer of tangible technology, the systems, leading to a loss of intangible
knowledge, the know-how, to the Soviets was the foundation of the ]. Fred
Bucy-led panel’s recommendation (the Bucy Report) in 1976. The report
successfully advocated a conceptual shift from regulating physical goods to
controlling know-how. The Bucy Reports primary concern was not reverse en-
gineering; it rejected that concern as an ineffective way of technology transfer.
The real fear was that the Soviets might acquire so much experience operating
and maintaining cutting-edge technology that they learned how to design and
manufacture the computers themselves.*?

Computers Enhanced Warfare

and Reagan's Strategic Competition

Ronald Reagan saw “peace through strength” as the only approach to deal-
ing with the Soviets; he swept into power. His predecessor, President James E.
“Jimmy” Carter, had a stagnant national security strategy that looked to main-
tain the status quo of détente. His strategy failed. In 1976, new Soviet SS§-20
intermediate-range missiles were deployed, forcing NATO to take a “dual-
track” response. NATO negotiated the removal of the SS-20s while planning
to deploy Pershing II and a ground-launched cruise missile (GLCM) version
of the Navy’s Tomahawk.® The year 1979 became a year of crisis as the Sovi-
ets invaded Afghanistan, the Shah of Iran was overthrown, American hostages
were seized in Tehran, and the socialist Sandinistas came to power in Nicara-
gua. Carter increased defense spending by around $8 billion ($32.6 million in
2022 dollars), focusing money on the technology-based offset strategy begun in
1972. Nevertheless, it was too late.%

In 1981, Reagan reinvigorated the 30-year-old containment strategy and
integrated it with more aggressive competition. By 1983, Reagan’s strategy was
formed and in operation. Security Decision Directive 75 expressed his intention
to “contain and over time reverse Soviet expansionism by competing effectively
on a sustained basis with the Soviet Union in all international arenas.”® The
United States would compete across a variety of security areas. Competition
would include nuclear and conventional weapons development and employ-
ment using openly discussed war fighting strategies, economic sanctions, pro-
motion of human rights, and efforts to undermine Soviet advancements in the
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Third World by using open and covert support for anti-Soviet resistance move-
ments in Eastern Europe, Afghanistan, Angola, Ethiopia, and Nicaragua.*t

Reagan started by emphasizing the expansion of U.S. military forces. He
asked for an increase of $43.4 billion in defense spending.”” Expanding the
force and making it more capable created symmetry and restored the military
balance with the Soviets, an essential mechanism for deterrence. It also allowed
for U.S. military “action across the entire spectrum of potential conflicts.”*® By
preparing for conflict, the military provided a foundation of deterrence and
coercion that countered Soviet competition, allowing the full range of U.S. and
Western policies to be used against the Soviet Bloc.”’

However, increasing the military only mattered if the United States was
willing to use the force. Removing the self-imposed post-Vietnam restrictions
regarding the use of military force was Reagan’s next goal. The willingness to
use military power to achieve limited objectives that resulted in greater political
ones was vital.”” Reagan employed military force at least five times during his
two terms in office.

Each time he used force, Bruce W. Jentleson argues, it was part of a broad
coercive diplomacy effort. The use of force strategy “was more than deterrence
but less than a quick, decisive military” outcome, Jentleson wrote, a methodical
approach to force foreign policy restraint on the Soviets. For example, the CIA
covertly supported Afghanistan mujahideen against the Soviet invasion. Con-
versely, the U.S. Marines deployed to Lebanon with the Multinational Force
(MNF) in 1982-84. The Navy pressured Libya and eventually conducted a
bombing in 1986. The Navy again was used in the 1987-88 reflagging of Ku-
waiti oil tankers in the Arabian Gulf and the attack on Iranian naval forces.”!

Short, sharp conflicts, like the invasions of Grenada (1983) and Panama
(1989), and the display of new military technologies increased the perception
of the lethality of U.S. military power. It supported the deterrence and coercive
diplomacy effort.”

The U.S. military’s technological advantage gave Reagan an asymmetric
offset in the military power competition. Détente had shrunk the computer
gap, lessening the U.S. military’s offset strategy. For Reagan, détente was dead.
He restored and increased controls over technology transfers and sales to the
Soviet Bloc. More critical technologies and equipment were added to the Co-
Com embargo list, and national licensing procedures were changed to increase
the effectiveness of enforcement efforts. Additionally, the United States began
to unilaterally place export restraints on technology and equipment beyond
the CoCom structure. In particular, the United States unilaterally embargoed
computer technology associated with gas and oil production to impede Russia’s
petroleum-based economy.”

There were vulnerabilities inside the growing, almost ubiquitous applica-
tion of computer technologies. It was not enough to use embargoes to restrict
transfers yet leave the computer networks themselves vulnerable. Since 1972,
the National Security Agency (NSA) warned that the current computer internet
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technology and policies were inadequate. For example, there was no separation
of classified and unclassified networks, NSA and the Air Force noted, and users
without clearances worked at the same consoles as those accessing classified
data. The dual-use consoles were more convenient and saved time, but they
created a significant risk of “accidental disclosure.””*

In the early-1980s, revelations about U.S. information security and com-
mand and control systems weakness came to light. Soviet economic and mili-
tary espionage was more extensive than previously understood. In 1981, KGB
(Komiter Gosudarstvennoy Bezopasnosti) science and technology collector and
informant for the French intelligence service, Vladimir Vetrov (code name Fare-
well), provided a list of KGB targets and the extent to which industrial espio-
nage had penetrated U.S. and Western technology industries.”® Geoffrey Arthur
Prime, a British Government Communications Headquarters employee, was
arrested in 1982. Retired U.S. Navy chief warrant officer John A. Walker was
arrested in 1985. The arrests revealed that for at least two decades, defense
secrets were stolen from the information systems; it drove home information
network security concerns.>

If the espionage unearthing was not enough, an incident in 1979 showed
that data stored on a network could be manipulated, causing confusion that
could lead to war. Someone at North American Aerospace Defense Command
(NORAD) inadvertently entered nuclear weapons attack simulation data. A
missile attack warning was sent from the computer, and a short, sharp panic
ensued before the alert was canceled. But little would be done to secure U.S.
military networks until the 1983 movie WarGames was released. The movie’s
premise was that a high school student deliberately hacked a Department of De-
fense computer, almost starting a global thermonuclear war. The movie inspired
actions in the real world. A few high school students in Wisconsin hacked into
unclassified Department of Defense computers that same year. Reagan acted
quickly, creating policies and strictures that secured vital Department of De-
fense computers. Legislation, in the form of the Computer Security Act, would
not catch up to policy until 1987.7

Reagan continued to leverage the U.S. military to create force legitimacy by
openly discussing conventional weapons development and employment strate-
gies to defeat Warsaw Pact forces. The approach added a new narrative dimen-
sion to the competition. The United States was so confident in its technology
overmatch, so went the narrative, that it was willing to reveal some of its capa-
bilities. The capabilities, and unifying thinking regarding how to use them, are
expressed through military doctrine.”® For example, the AirLand Battle doctrine
promulgated in 1982, and later, the new maritime strategy revealed in 1986
influenced how the United States and NATO thought of and planned-for war
against Warsaw Pact land forces in Europe.”

New U.S. military doctrine embraced emerging technologies that increased
after the 1973 Yom Kippur War. Combined with the lessons from the Vietnam
War, the Yom Kippur War reinforced the necessity of air power in conduct-
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ing modern land warfare. The Soviets had drawn the same lesson. They began
modernizing their military in the late 1960s. Throughout the 1970s, the So-
viets developed a concept of strategic operations using conventional force in
Europe. The Warsaw Pact ground forces would attack in depth using initial and
reinforcing echelons. The initial attacking units, operational maneuver groups,
penetrated NATO defenses while the follow-on echelon exploited the break-
through.*

AirLand Battle was at the end of a doctrinal evolution addressing a series
of technological improvements in both maneuver and reconnaissance-to-strike
complexes. The improvements focused on attacking Soviet armor units in the
initial and follow-on echelons to delay, disrupt, and destroy them before the So-
viet Army could mass irresistible combat power. The U.S. Army would handle
defeating the initial attacking units and the Air Force the follow-on echelons.
AirLand Battle looked to exploit the perceived Warsaw Pact weakness of tactical
rigidity, predictable echelonment, and technological inferiority.®!

AirLand Battle doctrine drove an explosion in computer technology in-
tegrated battlefield systems development and procurement. The Air Force’s
battlefield air interdiction mission against follow-on forces led to the devel-
opment of several standoff attack systems: the General Dynamics—Grumman
EF-111 Raven standoff-jamming and reconnaissance platform, the laser-guided
antitank Maverick air-to-surface missile, the McDonnell Douglas F-15 Eagle’s
beyond-visual-range radar missiles, and the specifically designed close-air-
support tank killer, Fairchild Republic A-10 Thunderbolt II.2 Despite the Air
Force’s deep battle systems development, the Army also developed the high-
ly maneuverable Boeing AH-64A Apache helicopter. The Apache could attack
the initial echelon and follow-on forces using its advanced weapons targeting
system with a 20-mm chain gun and laser-guided Hellfire missiles to attack
troops and armor. They also developed the MGM-140 Army Tactical Missile
System (ATACMS). With a 306-kilometer range, the surface-to-surface mis-
sile ATACMS fired antipersonnel and antiarmor submunitions from a mobile
multiple-launch rocket system.®

Probably the most significant weapon system developed was the Assault
Breaker demonstration program. Assault Breaker integrated several technologies
developed during and after the Vietnam War, including lasers, electro-optical
sensors, microelectronics, data processors, and radars. Its surveillance and tar-
geting system supported surface (the ATACMS) and air-launched, long-range
conventional weapons delivering a mass of smart submunition (bomblets) that
could break up massing follow-on echelons. The program led to developing an
airborne moving target indication radar called the “Pave Mover.” The system
could detect, track, and target slow-moving armored vehicles allowing long-
range surface and air missiles to launch attacks.®

The Soviets took notice of Assault Breaker when DARPA publicly demon-
strated many of the required technological capabilities in 1976. In 1979, the
Soviets simulated the Assault Breaker concept in a wargame. The game revealed
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their European strategy was useless if Assault Breaker worked as advertised. By
1982, the United States had publicly demonstrated the Assault Breaker system;
by 1983, some of the system’s components were in production. In 1984, Mar-
shal Ogarkov declared that the United States had achieved a “military-technical
revolution” with its systems.*

Both the Soviets and Americans recognized that the switch from analog to
digital technologies and the increasing use of space-based systems for reconnais-
sance and communication allowed for the necessary real-time command and
control of cross-domain operations. The Soviets further recognized that their
estimate of a 10—12-year rearmament cycle had now greatly compressed. The
current Soviet economy and the lessening of access to advanced Western tech-
nology in the post-détente environment resulted in a lack of capacity to match
the U.S. military rearmament.*

The Soviet military was concerned. The requirement for computers, machine-
tool manufacturing, and microelectronics was essential to compete in the
military-technical revolution. Yet, Soviet industry no longer sufficed, and the
political support to fix the problem seemed limited. Marshal Ogarkov, wanting
to keep pace with a growing Western military technology advantage, constant-
ly argued for more money and improved military industry practices.” There
was no money to be had. The Cold War landscape evolved, and a generational
change occurred within the Soviet leadership. Ogarkov, mainly because he con-
tinued demanding that more money be poured into revamping Soviet conven-
tional forces for a war no one wanted, was demoted in September 1984.%

Computer Arms Race Comes to a Head

What led to the rise in U.S.-Soviet tensions were the events of 1983. On 8
March, Reagan called the Soviets the “focus of evil in the modern world” and
advocated for deploying the Pershing II and GLCM missiles (delivered in No-
vember 1983) to Europe.” Fifteen days later, he announced his support for
developing a Strategic Defense Initiative (SDI) against ballistic missiles. Soviet-
U.S. tension continued to increase. In September, Soviet air defense forces
mistook Korean Airlines 007 for a U.S. military reconnaissance aircraft. They
downed the aircraft, killing all on board. A month later, terrorists killed 241
U.S. Marines in Lebanon, and the U.S. invaded Grenada to prevent the pre-
sumed “Soviet-Cuban militarization of the Caribbean.””® In November, U.S.
and NATO exercise Able Archer 83 confused the Soviet air and missile com-
mands. The confusion, false warnings of U.S. missile launches from the Soviet’s
orbital early-warning system, and the heightened tension almost resulted in

war.”!

SDI, Reagan touted, rendered ballistic missiles “impotent and obsolete.””*
Such a system undermined the current strategic deterrence system by reduc-
ing the concepts of mutually assured destruction, seemingly violating the 1972
Anti-Ballistic Missile (ABM) Treaty. Dubbed the “Star Wars” program, the SDI

announcement’s timing and television delivery was dramatic. A spectacular Ce-
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cil B. DeMille-esk event by the former movie actor leveraged the technology
narrative to the utmost. Reagan believed in the SDI, or at least the concept’s
power to force the Soviets to reevaluate the current competitive landscape.
However, many in his administration and America’s European allies did not
believe in the system, its feasibility, nor its goal. Reagan, nonetheless, oversold
SDIs capabilities with significant effect on the Soviets.”

The technology for a weaponized laser system, the foundation of SDI, was
still in its infancy. Developing such a system and a space-based platform to
place it on was technically feasible. But the cost to develop the system was so
great that it could cripple the U.S. economy before it was operational. Despite
Reagan announcing the program, the U.S. military technology sector quietly
argued to abandon the effort.”* Soviet science and technology communities,
according to informant Farewell, felt the same about developing a space-based
laser system. The Soviets had abandoned the development of a similar system
years earlier.””

Here, the Soviet’s take versus make approach to the computer arms race
came home to roost. The CIA saw an opportunity to exploit the Soviet’s indus-
trial espionage reliance Farewell had revealed. The CIA allowed certain docu-
ments to be “taken” by KGB operatives. The documents and other measures
deceived the KGB into believing the United States’ laser program had solved the
vast technical problems and was building a weaponized laser.”®

The confident Soviet empire of the 1970s, which had gained 10 countries
since the Communist victory in Vietnam, was fading.”” The Soviets could ill
afford to spend more on a theoretical ABM system. They already spent 10-15
percent of gross national product (GNP) on the military and another 3 percent
on operating the Soviet empire.”® The spending was a drag on an already shaky
economic system. Worse, the spending was gaining them little. The war in Af-
ghanistan was not going well, and the CIA was secretly helping the mujahideen
to ensure it remained that way.

Andrew Busch provides a summary of Reagan’s doctrine at this time. The
use of SDI, economic sanctions, improved U.S. and NATO military doctrine
and weapons, coercive diplomacy, and an ideological offensive created for the
Soviets what Eduard Shevardnadze, the last Soviet minister of foreign affairs
(1985 to 1990), described as a “Gordian knot. . . . No matter where we turned,
we came up against the fact that we would achieve nothing without normaliza-
tion of Soviet/American relations.””

Reagan’s doctrine honed the West’s computer exceptionalism narrative and
thrust it deeply into the Soviet psyche. Reagan wanted to “lean on the Soviets
until they go broke.” Information operations and the leveraging Assault Break-
er, among other successes, supported the coercive diplomacy narrative of the
West’s technological superiority. The information approach used a narrative of
military lethality to mold perception, what Edward Luttwak called “armed sua-
sion.”® Other U.S. offset technologies, however, were not openly revealed. The
United States’” decision regarding what and when military technologies were re-
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vealed, if at all, was part of the information campaign. It exploited Soviet weak-
nesses of over relying on economic espionage by creating a subtle undertow
in the technology superiority narrative. “What technologies do we not know
about?” sowed doubt and uncertainty in Soviet military planning.®'

Conclusions

The Cold War evokes powerful memories and important lessons for the na-
tional security community. The case of the computer arms race provides an
opportunity to consider the integration of the military with the economic and
diplomatic levers in strategic competition. Like during the Cold War, today’s
world continues to shift inside the information environment. Creating Wimex,
new reconnaissance-to-strike complexes, and smart weapons was critical to the
Cold War technological revolution in military affairs. Today, the growth of the
cyber domain and artificial intelligence (Al) creates another technology revo-
lution.

But the world today is different than in the 1980s. The 1970s and 1980s
science and technology explosion were fueled by the capitalist market-oriented
economy that created power far greater than the Soviet’s government-controlled
system. China has learned from the Soviet’s Cold War mistakes. They have cen-
tral party control of the economy but embrace a form of capitalism that makes
it more resilient. China continues to look for comparative advantage through
taking instead of making technology. They produce many products but less
unique intellectual capital. The West’s willingness to cooperate, often to create a
better bottom line on the ledger sheet, provides China access to legal and illegal
mechanisms allowing them to take the technology. The West makes China’s
theft easier. Using embargoes to protect the science and technology sector, as
seen in the Cold War, has limited effects. Bolstering the embargoes by improv-
ing security within the defense industry and academic community is essential.

Using a strong narrative that ties efforts across the national levers of power
is essential. Reagan’s effort in the 1980s is an example of integrated strategic
competition campaigning, a concept being discussed in current U.S. military
doctrine. The military’s role in Reagan’s campaign was to create and maintain
the narrative of peace through strength. He increased the U.S. military in size,
creating, at least in certain areas, symmetry and a quantitative balance of power
with the Soviets. More importantly, Reagan leveraged asymmetry in computer
technology as an offset strategy. He honed the narrative of U.S. technological
exceptionalism and the lethality of computer-infused warfare. Then, he plunged
it deep into the Soviet psyche, creating deterrence, coercion, and strategic pa-
ralysis.

The role of today’s U.S. military is as it was in the late Cold War. Certainly,
symmetry is required, and some increase in the U.S. force and the addition of
allies must balance China’s increases. Asymmetry, the offset strategy, is where
the United States must focus. New U.S. and allies’ competition concepts and
doctrine must lay the foundation for the technology offset effort. Demonstrat-
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ing ever-increasing lethality and battlefield competency should be a goal. In-
creasing military power is deterrence, forcing China to consider foreign policy
restraint, as Reagan did with the Soviets in the Caribbean. Showing a willing-
ness to use the military, or at least the weapons systems, as in the case of support
to Ukraine, helps legitimize technology-driven lethality. But these actions must
be coupled with diplomatic efforts that deter China and Russia while encourag-
ing them to reverse harmful foreign and domestic policies.

Computer technology and the social changes it brought were too signifi-
cant to deny the Soviet Union access completely. Competing and cooperating
became, for the Soviets and Americans, a delicate yet often exhausting dance. In
the U.S. and China dance, the latter seems to be leading, initiating the transi-
tions and steps. As China already has, the United States and the West must ac-
cept that competition with some cooperation is a more effective way to remain
free of conflict. Remaining free of conflict buys time. And time is needed for
the West’s integrated strategic competition campaign of deterrence, coercive di-
plomacy, and generational leadership and societal changes to take effect against
China, as they did against the Soviet Union.
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