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Tackling Russian Gray Zone 
Approaches in the Post–Cold War Era

Major Ryan Burkholder, USA

Abstract: To undermine U.S. military strength, state actors are increasingly 
operating in the ambiguous environment between peace and war known as 
the “gray zone.” These actions test U.S. response by exploiting the West’s rigid 
notion of conflict. Soviet actions toward the United States and other nations 
during the Cold War shared many similarities with contemporary Russian strat-
egy. There is no current uniform definition of the gray zone, and the United 
States has not developed doctrine to address this challenge. Russia has adapted 
Soviet Cold War techniques for the digital and globalized age and effectively 
integrates instruments of power against the United States by targeting seams 
within culture, maintaining ambiguity, and controlling narratives. Countering 
these tactics requires that the United States modify its mindset toward conflict 
and improve integration of its own instruments of power.
Keywords: gray zone, Russia, Cold War, political warfare, active measures, hy-
brid warfare 

Introduction

Subversion, utilization of unmarked military forces, foreign interference, 
and other methods designed to influence policy have long been tactics of 
many state actors. Russia has employed several iterations of these meth-

ods both during and after the Cold War to influence perception and undermine 
the strengths of adversarial governments. Since the conclusion of the Cold War, 
advances in technology, globalization, and other factors have contributed to a 
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widening gap between war and peace. The speed at which information now 
moves limits decision space for leaders, resulting in inadequate responses that 
open new channels for adversaries looking to capitalize on diminished status 
while increasing their own influence. Intensified economic interdependence 
caused by globalization has created new competition for resources in markets 
where reputation is an increasingly important asset. 

As the character of warfare continues to transform, the United States must 
formulate doctrine to counter these tactics and determine how success is mea-
sured. These tactics occur in what is currently known as the “gray zone,” the 
space on the spectrum of conflict between war and peace. By blurring the dis-
tinction between the two and fostering uncertainty, states can exploit the West’s 
concept of war and peace as mutually exclusive. Russia’s 2014 annexation of 
Crimea showcased how an irredentist power could manipulate this perceived 
distinction to its advantage, couple this manipulation with hybrid warfare, and 
create a pretense resulting in gained territory with few shots fired. Russia used 
similar tactics prior to its invasion of Ukraine in February 2022, blaming its 
western neighbor for increasing tensions via “Russophobia” and the need to 
“de-Nazify” as justification for action. 

These actions continue to raise numerous questions concerning the nature 
of conflict. Is the gray zone concept worthy of its own place on the spectrum of 
conflict or merely a contrived term for a continuing evolution in strategy? How 
might the United States respond to these actions in the absence of current gray 
zone doctrine in an environment where elements of operational and strategic 
warfare are rapidly converging?

The Contemporary Gray Zone
Owing to the complexity, evolving characteristics, and nebulous nature of the 
gray zone, attempts to formulate both doctrine and potential countermeasures 
lack specificity and purpose. Some argue that America is organizationally and 
psychologically unprepared for unrestricted warfare and has a strategic culture 
that make it temperamentally unsuited to fighting gray zone conflicts.1 With 
adversaries using a wide-ranging array of tools to undermine governmental 
legitimacy, there is a tendency to view these actions as ad hoc rather than as 
individual elements of an overarching strategy.2 Many military strategists argue 
that this unconventional environment calls for an equally unconventional ap-
proach that maximizes strategic and operational flexibility across the spectrum 
of conflict.3 Indeed, a problem at the outset concerning potential responses is 
the continued view of the gray zone as an area of conflict. The gray zone should 
be categorized appropriately as an operational environment. The Department 
of Defense Dictionary of Military and Associated Terms, Joint Publication (JP) 
1-02, definition of operational environment provides a useful framework for 
construction; it includes a composite of conditions, circumstances, and influ-
ences that affect the employment of capabilities.4 Treating the gray zone as an 
operational environment allows greater military flexibility for response while 
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also shifting focus away from the military as the only suitable instrument of 
national power. 

Some argue that the United States already has a marked advantage in mit-
igating gray zone competition based on four factors: constitutional tenets, the 
character of American civil society, alliances and partnerships, and the capacity 
of the U.S. government.5 Leveraging these assets with specificity, improving 
intelligence warning, and adopting a campaign mindset will help to proactively 
shape conditions in America’s favor.6

Recommendations concerning doctrine and responses to gray zone activ-
ities are often couched in generalities or address only the adversary’s tool kit. 
U.S. statecraft, economic policy, and information operations are rarely covered 
as options for both defense and counteraction. Additionally, success in the gray 
zone is undefined. Synthesizing current doctrinal recommendations will help to 
provide measures for success and better define winning.

Defining the Gray Zone
The scope of behaviors used to describe so-called gray zone activities is consis-
tently becoming broader as the opportunities for exploitation and boundary 
testing by adversaries increase. New technology, changing leadership, and an 
ever-shrinking connected world ensure that defining the gray zone will remain 
a moving target. While analysts agree on general characteristics, such as aim 
and methods, none have provided a comprehensive comparative study to better 
shape a present-day definition. 

Although the term did not become popular until 2015, the concept of the 
gray zone strategy has existed for centuries. Carl von Clausewitz identified in 
On War that conflict is complex and limitless in its variety.7 He also recognized 
a key challenge in what would become gray zone strategy in describing uncer-
tainty regarding adversary intent.8 This element, often referred to as the “fog of 
war,” is easily applied to gray zone theory when those actions are viewed as part 
of a larger campaign.

George F. Kennan, in his most well-known 1948 memorandum, described 
Russia’s own form of gray zone strategy, “political warfare.”9 Kennan defined 
political warfare as “the employment of all the means at a nation’s command, 
short of war, to achieve its national objectives.”10 It included overt measures 
such as “white” (overt) propaganda, political alliances, and economic programs, 
to “such covert operations as clandestine support of ‘friendly’ foreign elements, 
‘black’ psychological warfare, and even encouragement of underground resis-
tance in hostile states.”11 Countering organized political warfare served as the 
basis for U.S. foreign policy during the Cold War years and continued for part 
of President Ronald Reagan’s tenure.12 U.S. Army general Joseph L. Votel would 
later bridge the parallels between current gray zone activities and Kennan’s po-
litical warfare of the Cold War era.13

Frank G. Hoffman, a retired Marine and research fellow at the Center for 
Emerging Threats and Opportunities and a prolific writer on national security 
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strategy, recognized a trend in both state and nonstate actors of blending multi-
ple forms of warfare in 2007.14 He coined the challenge presented by this con-
vergence a hybrid threat, a term sometimes used synonymously with gray zone 
conflict today.15 Using Hezbollah as a model, Hoffman illustrated how nonstate 
actors can exploit Western weaknesses and how this strategy is being dissemi-
nated to other state and nonstate actors.16 Hoffman predicted that future oppo-
nents would set engagements away from the preferred U.S. fighting style, avoid 
predictability, and seek unexpected advantages to accomplish their objectives.17 

The contemporary conceptualization of a gray zone arose in 2014 with 
Nadia Schadlow’s War on the Rocks article describing a space between peace and 
war on the spectrum of conflict.18 She characterized this space as churning with 
political, economic, and security competitions that require constant attention, 
while lamenting American reliance on the military as an instrument of first 
resort.19 She noted that policy considerations rarely made a military-political 
connection, and as a result, there was no U.S. presence in this space between.20 
Schadlow presciently explained that because adversaries cannot match Amer-
ican military power, their operations would occur in other more permissible 
domains.21 

The astonishing Russian annexation of Crimea and its actions in Ukraine 
in 2014 produced a torrent of analysis and opinion, most postulating that the 
world was experiencing a new form of warfare.22 Analysts further exacerbated 
this notion by unearthing a 2013 speech by Russian chief of general staff Valery 
Gerasimov. The speech, delivered at the Russian Military Academy of Sciences, 
published in an obscure Russian outlet and initially ignored by both the Krem-
lin and the U.S. intelligence community, provided validation to Russia watch-
ers since it provided a salient link between emerging trends in modern conflicts 
and overall Russian strategy.23 

The Gerasimov “Doctrine”
Gerasimov’s 2013 speech at the Russian Military Academy of Sciences was pub-
lished in the Military-Industrial Courier, a relatively obscure publication with 
limited readership. The title of the article, “The Value of Science Is Foresight” 
is significant because in the Russian lexicon, “foresight” has a specific military 
contextual meaning that equates to future war. The circumstances surrounding 
Crimea’s annexation created a thirst for analysis and produced a flurry of com-
mentary. One of these contributors was Mark Galeotti, an expert on Russian se-
curity affairs. He published a piece in his In Moscow’s Shadows blog titled, “The 
‘Gerasimov Doctrine’,” which he would later explain was completely tongue-in-
cheek. However, the timing and need to provide a connection between Crimea, 
the situation in the Donbas, and current military thought gave this “doctrine” 
momentum, which still unfortunately propels it through many analytical and 
media channels.24

The first official use of the term gray zone as an item of interest was during 
a 2015 House Armed Services Committee meeting in which General Joseph 
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Votel, commander of U.S. Special Operations Command, characterized gray 
zone activities as designed to secure an objective while minimizing the scope 
and scale of actual fighting.25 Gray zone activities are “characterized by intense 
political, economic, informational, and military competition more fervent in 
nature than normal steady-state diplomacy, yet short of conventional war.”26 He 
posited that it was best employed where traditional statecraft was inadequate 
or ineffective and large-scale conventional military options are not suitable or 
deemed inappropriate for a variety of reasons.27

Michael J. Mazarr’s December 2015 Strategic Studies Institute report pro-
vides the most useful depiction of gray zone conflicts and the intent behind 
their use. In Mastering the Gray Zone, Mazarr performs a comparative analysis 
of past terminologies to include political, hybrid, and unconventional warfare.28 
More importantly, Mazarr injects two additional characteristics for consider-
ation: the revisionist tendencies of the actor (moderate but not radical) and the 
use of civilian instruments to achieve military objectives.29 

Adam Elkus presents another view of gray zone theory in his December 
2015 critique.30 He argues that the terminology is incoherent in that it has been 
expanded to encapsulate too broad a range of activity.31 He contends that the 
gray zone is a new terminology for already existing military strategy and polit-
ical science: limited wars and compellence, which have all unnecessarily been 
lumped together.32 He sees gray zone theory as a meaningless effort to identify 
a problem that has already been solved.33 Elkus’s take on the nature of the gray 
zone is highly constructive in that he has recognized the inconsistent nature of 
the concept in its relative infancy, and that if something means everything, it 
means nothing. However, Elkus’s critique misconstrues limited war by implying 
that anything less than total war is within the current confines of the mainline 

Figure 1. Mazarr’s gray zone spectrum

Source: Michael Mazarr, Mastering the Gray Zone: Understanding a Changing Era of Conflict (Carlisle, 
PA: Strategic Studies Institute, U.S. Army War College, 2015), 60.
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gray zone definition. Historically, limited war has meant a state using less than 
its total resources to achieve victory. The Falklands and Gulf Wars are examples 
of conflict that fit into this concept—certainly not within the confines of gray 
zone strategy. 

The treatment of the gray zone as defined by the Department of Defense’s 
(DOD) Strategic Multilayer Assessment forum in 2016 as a “conceptual space” 
is helpful toward operationalizing the term as a battlespace or environment.34 
However, there are two issues present when placed into the Russian context: 
First, large-scale military conflict is a relative term. Second, not all gray zone 
strategy threatens solely U.S. interests. 

The Center for Strategic and International Studies (CSIS) definition com-

Figure 2. Elkus’s view of the gray zone

Source: Adam Elkus, “Abandon All Hope, Ye Who Enter Here: You Cannot Save the 
Gray Zone Concept,” War on the Rocks, 30 December 2015.
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prises many of the common elements put forward to this point but narrows 
the scope of actor objectives to those of security and therefore does not capture 
activity that may likely later be categorized within the gray zone.35 Additionally, 
the CSIS definition has no mention of ambiguity—a paramount characteristic 
here, referring only to avoidance of direct force. Like the DOD forum’s issue, 
the use of size is relative and may indicate a range of force structures.

In 2020, Donald Stoker and Craig Whiteside argued that the adoption 
of the gray zone and gray zone conflict represent a failure in American think-
ing.36 They contend outright that the gray zone and its related terms should be 
eliminated from our current glossary as they serve only to confuse an issue by 
muddying its parameters.37 To prevent the premature release of new terms, they 
suggest testing that term against history and existing theory to validate whether 
it is actually new and worthy of consideration.38 They identify four problems 
with the concept of the gray zone and hybrid war: first, that they are poorly 
constructed theories; second, that they distort or ignore history; third, that they 
feed a tendency to confuse war and peace; and fourth, that they undermine 
strategic thinking as foundations for new guidance.39

Common Ground and Valid Objections
How then should one proceed in defining gray zone strategy? Is it rightly clas-
sified as warfare? Are its myriad critiques justified? Which definition provides 
the most utility? Recent history has provided no shortage of material for con-
sideration.

Hybrid warfare and hybrid threat are distinguishable from gray zone con-
flict. While gray zone activities may rely entirely upon unconventional or covert 
military techniques at all levels, hybrid warfare often contains a congruence 
with conventional military assets, is limited to only tactical and operational ech-
elons, and is punctuated by explicitly sanctioned violent tactics.40 Operations, 
Army Doctrinal Publication 3-0, describes hybrid threat as

the diverse and dynamic combination of regular forces, irregular forces, 
terrorist forces, criminal elements, or a combination of these forces 
and elements all unified to achieve mutually benefitting effects. Hybrid 
threats combine traditional forces governed by law, military tradition, 
and custom with unregulated forces that act without constraints on the 
use of violence.41

Additionally, as Michael Mazarr argues, hybrid warfare is truly “war” in the 
Clausewitzian sense, whereas gray zone strategies are less violent and a looser 
form of conflict.42 Moreover, the term hybrid threat in this context does not 
align with military doctrinal understanding and serves only to further confuse 
since not all gray zone activity contain mixed forces. Finally, the hybrid charac-
terization has limited analytical utility since it indicates a mix of elements and 
nothing more.43

To reduce confusion on the characterization of the gray zone and distance 
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discussion from tactical concepts, its “warfare” surname should be dropped in 
favor of “conflict.” This better aligns with Hoffman’s argument on imprecision, 
since warfare typically connotes some type of targeted violence, a trait not al-
ways consistent within the gray zone. This will also help future proof against 
any arising redundancies or oxymorons. 

The Department of Defense Dictionary of Military and Associated Terms de-
fines an operational environment as a “composite of the conditions, circum-
stances, and influences that affect the employment of capabilities and bear on 
the decisions of the commander.”44 Operational Environment and Army Learn-
ing, Training Circular (TC) 7-102, further elaborates on complex operational 
environments and describes the interplay between expectations, perceptions, 
influences, and ambiguity.45 These drivers play directly into gray zone strategy, 
resulting in its characterization as an operational environment. Additionally, 
classification as an operational environment, as opposed to forcing it into irreg-
ular, hybrid, or unconventional terms will assist military planners in construct-
ing estimates and forecasting effects at the strategic level. In that same vein, 
“multiple instruments of power” carries a strategic connotation, facilitating lon-
ger-range thought and consideration at higher echelons. Descriptors of increased 
fervency and staying short of the threshold of conventional war are retained as 
they represent the core attributes of gray zone conflict. Exploitation of ambi-
guity captures several domains (legal, geographical, intent, and attribution).

A Suggested Definition
The 10 leading definitions can be distilled into the following common elements:
 • Uses nontraditional statecraft, unconventional methods, or multiple 

elements of power
 • Remains below the threshold of conventional war
 • More fervent than steady-state competition
 • Ambiguous in intent or attributability
 • Involve some form of coercion or aggression
 • Pursues objectives
 • Gradual
 • Threatens U.S. interests by challenging, undermining, or violating in-

ternational customs, norms, or laws

Regardless of the current critique of the gray zone as an in-vogue phrase, 
the term has positioned itself firmly within both the strategic and military lexi-
con and for the moment looks to be here to stay. The table below illustrates the 
several shared touchpoints among the varied definitions.

The gray zone should be defined as an operational environment in which 
actors use multiple instruments of power to pursue political-security objectives 
through graduated activities that are more fervent than steady-state competi-
tion, exploit ambiguity, and fall below the threshold of conventional war.

Which activities adequately fall within the gray zone as contrasted with 
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historic versions of Soviet strategy? The overall aims, tactics, and outcomes of 
Soviet Cold War practices have arguably not changed significantly during the 
past 50 years. While subversion, misinformation, and its various other forms 
remain consistent, albeit enabled exponentially by technology, a few Russian ac-
tions stand as outliers when contrasted to the last half century. These anomalies 
may be better characterized as hybrid warfare rather than as gray zone strategy. 

Russian Approaches Over Time
There is a tremendous cultural and historical gap between the USSR 
and the West. An analyst trying to understand the mentality of the So-
viet leaders or their approach to or perception of problems is seriously 
handicapped without some background in Soviet history.

~ Robert Gates, 197646

Table 1. Gray zone elements and variations
Hoffman

(2014)
Votel

(2015)
Barno & 
Bensahel

(2015)

Mazarr
(2015)

Kapusta
(2015)

Brands
(2016)

DOD
(2016)

NIC
(2016)

CSIS
(2017)

Rand
(2019)

Nontraditional state-
craft/unconventional 
methods/multiple 
elements of power

X X X X X X

Below threshold of 
conventional war X X X X X X X X X

More fervent than 
steady-state com-
petition

X X X X X

Ambiguous
X X X X X

Coercion/aggression
X X X X X X X X X X

Pursues objectives
X X X X X X X X X X

Gradual
X X X

Threatens U.S. inter-
ests by undermining 
international rules

X

Sources: Frank G. Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars (Arlington, VA: 
Potomac Institute for Policy Studies, 2007); Votel, “Statement before the House Armed Services 
Committee Subcommittee on Emerging Threats and Capabilities”; David Barno and Nora Bensa-
hel, “Fighting and Winning in the ‘Gray Zone’,” War on the Rocks, 19 May 2015; Mazarr, Mastering 
the Gray Zone; Kapusta, The Gray Zone; Brands, “Paradoxes of the Gray Zone”; Popp and Canna, 
The Characterization and Conditions of the Gray Zone; “Foreign Approaches to Gray Zone Conflicts,” 
PowerPoint, National Intelligence Council, 2016; Green et al., Countering Coercion in Maritime Asia; 
and Morris et al., Gaining Competitive Advantage in the Gray Zone.
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Russia’s gray zone approach is based fundamentally on Soviet techniques.47 The 
approach used depends largely on the targeted adversary, but all approaches are 
typically rooted in a full-spectrum methodology.48 One of the most commonly 
applied practices against the United States during the Cold War and today is 
active measures, which finds its heritage in the Bolshevik October Revolution 
of 1917.49 Lenin’s fear of ideological subversion had an enormous impact on 
the way in which narratives were controlled to stabilize Communism.50 Soviet 
propagandist Ivan Philipovich Ivanov later confirmed that the 1930s variation 
on active measures was the best enabler for socialism and guaranteed against the 
restoration of capitalism.51 Seeing success in shaping internal influence and per-
ceived protections via external projection, the Soviets imparted a holistic view 
and incorporated active measures into allied and foreign policy as well.52 The 
intelligence services that conduct these practices represent an integral function 
of Russian legislation and are based on a long tradition.53 Indeed, the Red Army’s 
Officer’s Handbook expressed concern over a weakening of socialist ideals via 
external anti-Communist propaganda.54 This policy continues today as Russia 
views itself as constantly beset by U.S. information warfare that threatens its 
ideology.55 

Although technologies have evolved and globalization has curtailed the 
distance between the two countries, Russian meddling in U.S. affairs is not 
unusual or new.56 Russia’s talent for propaganda and disinformation have long 
been recognized and continue to improve, even after the Cold War. Russia reg-
ularly employs an integrated and seemingly whole-of-government approach to 
achieve its national objectives. In his 1948 cable, George Kennan noted that 
Lenin’s synthesis of the teachings of Karl Marx and Carl von Clausewitz have 
made Russia the most refined purveyor of political warfare in history.57 

The term active measures encompasses a broad range of activities used by 
Russian intelligence agencies for a multitude of purposes.58 In the past, these ac-
tivities have included disinformation operations, political influence efforts, and 
the activities of Soviet front groups and foreign Communist parties.59 Russia’s 
recent gray zone activities in Europe have consisted primarily of disinformation 
campaigns intended to undermine political institutions.60 They also include de-
ception, espionage, destabilization, and sabotage. The end state of each effort 
is to bolster the image of the Russian government, tarnish the reputation of 
a foreign government, or sow discord among the populace of an adversary or 
between nations. The span of operations can be wide or narrow, solitary, or 
conducted under friendly pretense with other intelligence organizations. 

Owing to its versatility, the definition of “active measures” has proven dif-
ficult to pin down; indeed, the term is merely the translation of a phrase bor-
rowed from the Russian intelligence community.61 World War II psychological 
operations provide the closest parallel to today’s active measures. One former 
Committee for State Security (KGB) official’s description of active measures 
as the “heart and soul of Soviet intelligence” illustrates both the historic im-
portance of and reliance on the tactic as well as reflecting Russia’s permanent 
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wartime mentality and strategic culture.62 Active measure campaigns represent 
the gray area between military campaigns and white propaganda, key terrain in 
today’s information landscape.63

Disinformation was an essential part of the Kremlin’s non-nuclear arsenal 
against the West during the Cold War, with Soviet operatives spending at least 
one-quarter of their time employing active measures.64 The Soviet-East German 
Operation Infektion from 1983 to 1989 attempted to pin the origination and 
spread of HIV on the United States.65 Various media outlets tailored stories 
based on geographical or ethnic characteristics, and although now far-removed 
from recent memory, these narratives have had a lasting impact.66 In a 2013 
study, almost 60 percent of African Americans surveyed subscribed to one of 
several conspiracy beliefs regarding origination of HIV, which included the tar-
geting of Blacks.67 How much of that percentage was directly affected by the 
KGB and Hauptverwaltung für Aufklärung (HVA) may never be known, but 
as one researcher observed, conspiracy theories circulate geographically with 
astonishing ease, serving as templates readily adapted to the charged social 
divisions and power inequalities of their latest homes.68

Post–Cold War Evolution?
Various documents, doctrinal adoptions, and new leadership in the 1990s sur-
prisingly provided consistency in Russian strategy rather than change. In 1995, 
instructors at the Russian General Staff Academy offered their definition of 
information warfare as

a means of resolving conflict between opposing sides. The goal is for 
one side to gain and hold information advantage over the other. This 
is achieved by exerting a specific information/psychological and infor-
mation/technical influence on a nation’s decision-making system, as 
well as by defeating the enemy’s control system and his information 
resource structures with the help of additional means, such as nuclear 
assets, weapons, and electronic assets.69

After taking power in 2000, Vladimir Putin described the importance of 
a long-term strategy for development and combatting threats.70 This strategy 
partially coalesced in Russia’s 2000 National Security Concept, which underlined 
the importance of information as both a commodity and sphere.71 The security 
concept also echoed the Soviet-era informational threat of countries attempting 
to subvert Russian ideology.72 In April 2000, Putin broadened his definition 
of threats to states that infringed or ignored Russia’s interests in “resolving in-
ternational security problems” or stymied Russian attempts to influence the 
world order.73 Later iterations have perpetuated this ideation, describing foreign 
media outlets’ inherent bias toward Russia, the use of psychological tools to de-
stabilize internal political and social situations, and erode “traditional spiritual 
and moral values.”74 This continued narrative reinforces Russia’s worldview of 
persistent vulnerability and geopolitical insecurity as a driver for their actions.75
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Events in 2007 marked a Russian attempt to reestablish itself as a regional 
influencer. In February, President Putin indicated during a speech in Munich 
that Russia would no longer accept the U.S.-led unipolar model of international 
relations and that Russia would implement its own independent foreign policy 
in pursuit of its geopolitical interests.76 Shortly after Munich, Putin appoint-
ed Anatoly Serdyukov as Russia’s minister of defence. Serdyukov, a former tax 
minister, was tasked with increasing efficiency in the Russian military. Overall 
forces were downsized, but Russia’s foreign intelligence services saw their fund-
ing restored to Cold War levels, signaling a shift in Russia’s offensive strategy 
and placing a higher emphasis on information operations.77 It also effectively 
indicated that active measures were being revived as a central component of 
Russian strategy.78 

In April 2007, Russia began an information campaign intended to drive a 
wedge between the ethnic Russian population of former Soviet Bloc states and 
their governments.79 Social media efforts and cyberattacks allowed the Kremlin 
to leverage Russian-identifying populations and incite unrest.80 This campaign 
showcased a cost-effective method of near abroad influence and disruption, 
causing varying levels of unease in several Baltic and Slavic states.81 

Russian military weaknesses were highlighted in its 2008 war with Georgia. 
Although it was able to take control of Abkhazia and South Ossetia, obso-
lete equipment, poor command, control, communications, computers, intelli-
gence, surveillance, and reconnaissance and lack of diverse military capability 
instigated reforms that would take place into the mid-2010s.82 Russian mili-
tary doctrine in 2010 described integrated military and nonmilitary means as a 
characteristic of modern military conflicts, creating an additional subset within 
the current understanding of gray zone conflict.83 Defence Minister Serduykov 
and his First Deputy Minister of Defence Nikolay Makarov were replaced by 
Sergei Shoigu and Valery Gerasimov, respectively. Gerasimov would later be-
come the poster child of Russia’s alleged hybrid war approach. 

In 2013, Shoigu opened recruiting to new “military science units” that 
emphasized cyber operations, electronic warfare, and signals intelligence.84 A 
new breed of hackers flowed into the GRU (formerly the Main Intelligence 
Directorate, the GRU is the foreign military intelligence agency of the General 
Staff of the Armed Forces of the Russian Federation), and the organization es-
tablished itself as an aggressive and risk tolerant arm of Russian intelligence.85 
Cyberattacks provided a new means for asymmetric tactics while updated com-
munication technology offered a new venue for propaganda.86 

The 2014 annexation of Crimea validated perceptions that Russia was 
using a new type of hybrid warfare utilizing multiple domains to impose its 
will. Russia’s extensive clandestine disinformation campaign discredited the 
Ukrainian government and provided a calculated pretense for employment of 
military forces. Outwardly, the Russian government framed the issue as one of 
reunification and magnanimous protectionism, garnering the support of many 
in Crimea. Simultaneously, Russia covertly undermined the government with 
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disingenuous and inflammatory reporting. Both ultimately softened the blow 
of any perceived illegal activity in the region. The event also showcased the pow-
er of social media in controlling the narrative and a sinister progression from 
ambiguity to fait accompli. How can the West effectively disrupt these tactics?

Constructing Doctrine
There is no such thing as a former KGB man.

~ Vladimir Putin, 200687

The final report of the organization responsible for countering Soviet disin-
formation from 1981 to 1992 contained a pertinent admonishment to future 
analysts and policy makers. Initially established under the State Department 
and later falling under the United States Information Agency (USIA), the Ac-
tive Measures Working Group (AMWG) warned that even though the Soviet 
Union had collapsed, active measures would still be a threat to U.S. interests 
due to various anti-American groups adopting their previous rival’s strategy.88 
The group also initially identified that Russia had not discarded much of its 
Soviet gray zone approach, noting that many elements of their active measures 
apparatus continued to operate, just under new names.89 

Many Russian leaders today were professionally trained by the Soviet state. 
President Putin has surrounded himself with like-minded individuals and there 
are few people at the top levels of Russian government that did not grow up 
in the Soviet intelligence apparatus.90 Contemporary Russian gray zone tactics 
against the West mix previous Soviet tactics with analysis of adversary strategy, 
enabling a tailored application of practices.91 The perception that this brand 
of conflict is new is a misstep that shows how successful these tactics are.92 A 
second misstep is the perception of activity as ad hoc rather than as part of a 
long-term strategy, with Russian actions tending to startle the West even after 
intentions have been made clear.93 

Understanding Russian strategy drivers is essential to formulating gray zone 
policy. Since the early 2000s, Russia has perceived a growing instability in the 
world order favoring a shift from West to East.94 Moscow believes that compe-
tition for markets, trade routes and resources, and its reemergence as a world 
power will depend largely on global perception.95 This view, coupled with Rus-
sia’s fortification against Western ideology and a zero-sum mentality presents a 
complicated mosaic of motivations leaning toward a defense through offense 
bent. A blurring between offense and defensive actions will hinder U.S. deter-
rence as Moscow pursues external interests in the name of national security.96

Gray zone conflict also severely challenges America’s conventional military 
and analytical thinking in several ways. It relies on creating a narrative con-
trary to U.S. interests and demonstrates the ineffectiveness of existing tools by 
undermining traditional measures of conflict. The Western security construct 
on warfare is an inadequate framework for understanding Russian strategic 
thought.97 In hybrid warfare situations like Crimea, ideations of war and peace 
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as mutually exclusive hinder the ability to respond and adapt to a decades-old 
strategy that uses ambiguity as a shield. Additionally, there are few international 
institutions that can effectively respond to gray zone conflict or low-intensity 
hybrid warfare.98 Take, for example, the North Atlantic Treaty Organization 
(NATO), where every alliance member must agree to enact Article V protec-
tions in an environment that lends itself quite handily to deniability. There is no 
gray zone for Russia, since it considers itself in a constant state of conflict with 
no distinction between war and peace. Russia’s strength flows from its ability 
to integrate various instruments of power and its ability to effectively identify 
weaknesses in adversaries. 

As CSIS observes, the United States is being confronted with the liabilities 
of its strengths.99 The U.S. tendency to see the military as the sole hammer of 
national power overshadows the potential of other tools, especially when every 
problem is viewed as a nail. A prime illustration of this mentality is displayed in 
the U.S. military’s doctrine as published in Doctrine for the Armed Forces of the 
United States, JP 1. Warfare is described as either traditional or irregular, and 
although the publication admits that it can be a combination of both, irregular 
warfare includes only those struggles that are “violent.”100 Nathan Freier notes 
that these actions serve as a “menace to convention” that achieve outcomes 
typically reserved for war.101 

Similarly, Joint Planning, JP 5-0, provides a phasing construct that is inade-
quate for current issues. Of the six phases delineated in Joint planning doctrine, 
all are placed into stringent sequential categories that shackle planners by cre-
ating arbitrary parameters and blinders.102 Russian gray zone activities operate 
in a steady state and sometimes occur gradually with no clear delineation or 
attribution, resulting in a frustration of the planning process and desyncing 
expectation and response. This also presents a problem within the highest levels 
of U.S. policy. Steven Metz, professor of national security and strategy at the 
U.S. Army War College, believes that Washington’s tendency to compartmen-
talize elements of power and apply them in sequence shows our weaknesses 
toward ambiguity and inclination toward restricting conflict.103 Nowhere is this 
compartmentalization more apparent than in U.S dependence on the Special 
Operations Forces (SOF) community as a tool in irregular warfare. Caught 
between poor delineations of conflict and its historic role in nonpermissive en-
vironments, SOF consistently serves as default for any employments considered 
short of war. This, and other tendencies within U.S. strategic culture, display 
U.S. organizational and psychological unpreparedness to counter gray zone 
conflict.104

In the last few years, the United States has started to understand how gray 
zone competitors operate.105 Although the United States possesses near unlim-
ited capability to compete in the gray zone, there is no plan to effectively in-
tegrate its capabilities to achieve its objectives.106 Its challenge will not lie in 
developing capability, but in developing a national security strategy appropriate 
to an era of mixed and paradoxical trends.107 Formulating strategies, options, 
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and counters to gray zone activities will be crucial as they become more fre-
quent and complex.108

In the information domain, the impacts of Russian disinformation cam-
paigns on the U.S. intelligence community have been increased scrutiny, or-
ganizational and mission adjustments, and a new focus on cyber operations. 
Increased scrutiny has come as a by-product largely due to perceived Russian 
influence in the 2016 election and the U.S. intelligence community’s inability 
to prevent or counter the activity. The United States has improved the means 
of monitoring information but has developed no standard procedures for re-
sponse. Complicating the situation, social media exists in a purgatory moving 
between platform and publisher and is not subject to the many regulations 
that outright media outlets must obey. Even so, popular social media outlets’ 
attempts to self-regulate are met with suspicion.109 

Russian action has obliged organizational and mission adjustments as well 
as a new concentration on cyber operations in recent years. Russia is outpacing 
the United States by leveraging the information space to bolster its propagan-
da, messaging, and disinformation capabilities in support of geopolitical objec-
tives.110 The U.S. intelligence community has had to reexamine potential threat 
avenues, increase defensive cyber capabilities, and work harder to ensure that 
the correct version of information is available. 

Responses to disinformation necessitate a delicate balancing act. Should 
the intelligence community address applicable reporting as false and set the 
record straight—but at the same time risk dignifying a forgery—or do noth-
ing and hope that the populace will critically view the information? Another 
dilemma in truthful reporting is exemplified by the Robert S. Mueller report 
and other redacted reports concerning Russian influence operations: confirm or 
deny involvement at the risk of revealing sources and methods or remain silent 
and again hope that the truth sorts itself out.111 Concerning response to disin-
formation, Charles Wick, director of the United States Information Agency, 
observed in 1988 that “the United States has the tremendous advantage that the 
truth is inherently more powerful than lies . . . [b]ut if the lies go unchallenged, 
then they can have a damaging effect.”112 While addressing gray zone challenges 
requires looking forward, it also requires looking back to a period where actions 
regularly fell under the traditional notion of war.113 During the final years of the 
Cold War, exposing acts of disinformation served as an extremely powerful tool 
in undermining Soviet strategy.114

The rapid and intensive release of U.S. intelligence during Russia’s mil-
itary buildup along the Ukrainian border in late 2021 helped to shape the 
international narrative and frustrate Russian plans. This “prebunking,” or in-
oculating the public against disinformation by purposefully spreading intel-
ligence, narrowed any potential avenues for denial on the part of the Russian 
government, expedited United Nations sanctions, and helped set conditions 
for a near global rally in Ukraine’s favor. Increased intelligence sharing has 
also worked to stymie false flag actions, most recently Shoigu’s November 
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2022 attempt to establish a pretext for escalation by implicating Ukraine in a 
dirty bomb scheme.115

Recommendations
The ambiguous nature of gray zone conflict presents the biggest challenge to 
the U.S. mindset. Hesitancy in attribution prevents any meaningful response, 
while misinformation runs nearly roughshod throughout social media and oth-
er outlets with no repercussion or appreciable cost to its fabricators. Russia 
watchers fixate on purported military doctrine while overlooking the impor-
tance of information in strategy.116 Understanding that the KGB stratagems in 
active measures still endure in today’s gray zone conflict is key in developing re-
sponses.117 The West has difficulty in identifying information-based stratagems 
due to our tendency to oversimplify Russian intentions as aggressive and only 
short term.118 The United States must reshape its intellectual, organizational, 
and institutional models to enable better understanding and response options 
to Russian gray zone activities.119 U.S. strategy must assume that there are no 
fixed rules in gray zone conflict and that actors will utilize a wide swath of activ-
ities to achieve their ends.120 Similarly, the United States must, as its Cold War 
counterparts did, make the expenditure of effort exceed the value of Russian 
political objectives.121

Seth G. Jones, director of Transnational Threats Project at the Center for 
Strategic and International Studies, argues that today’s Russia is much weaker 
than the Soviet state of the 1980s.122 He recommends modifying the U.S. Cold 
War playbook and developing an information campaign that can compete with 
Moscow.123 Along that same line, the fear of upsetting bilateral relations due to 
forceful responses should carry less weight today. The balance between coopera-
tion and confrontation does not require the same careful consideration as it did 
almost half a century ago. 

Former secretary of defense Robert M. Gates notes that since the abolition 
of the USIA, U.S. diplomacy is just a shadow of its Cold War self.124 Removal 
of one of the United States’ most effective tools in thwarting Russian gray zone 
activities is counter to the proposition that other instruments of national power 
need to take a more active role in enforcing U.S. foreign policy. Because gray 
zone tactics are not typically geared toward territorial gains and have long-term 
objectives, civil organizations are better positioned to counter gray zone tactics 
since these activities comprise many agencies’ core competencies.125

The U.S. intelligence community needs an apolitical tool along the lines 
of the AMWG that gives information the treatment it deserves as a critical 
domain. An organization that understands adversary strategy, narratives, and 
content and is geared to highlight and halt attempts at subversion would serve 
as a useful nexus between real and fake news. The establishment of the Bureau 
of International Information Programs (IIP) was a step in the right direction; 
however, it was not enough. In 2013, the IIP employed a paltry 458 employees 
(43 percent of which were contractors) and had a budget of $55 million. The 
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IIP had significant structural problems and suffered from low morale.126 This is 
a far cry from the USIA, which even in its waning years employed more than 
8,000 individuals and had an operating budget exceeding $1 billion.127

Current circumstances in U.S. society present an enhanced opportunity in 
combatting some gray zone activities. The coverage of the 2016 and 2020 elec-
tions has placed Russian interference at the forefront of many American minds. 
This increased awareness has likely elevated critical thinking about sources of 
information and offers U.S. agencies a wider and less rocky path in hardening 
the population against subversion. 

The other side of this coin, however, is a highly polarized citizenry that is 
dismissive of any agency advisory or guidance that might be perceived as parti-
san. While serving in Congress, Newt Gingrich (R-GA), who had taken an in-
terest in the success of the AMWG, seemingly took pains to ensure it remained 
firmly neutral.128 Gingrich apparently understood the importance of sources 
and perceived bias in 1985, years before the internet entered the mainstream. 
Given the speed of information, penchant for flavored commentary, and gravi-
tation toward like-minded opinion, this concern is well-founded. Couching an 
updated AMWG or USIA within the context of intelligence will help mitigate 
concerns of politicization and bias since the U.S. intelligence community gen-
erally enjoys greater trust than other portions of government.129 Consider the 
recent debacle in creating a Disinformation Governance Board. Falling under 
the Department of Homeland Security and intended to focus on disinforma-
tion surrounding immigration and Russian threats to critical infrastructure, the 
organization’s perception as a political tool led to its swift demise.130

In August 2020, Representative Michael McCaul (R-TX) introduced the 
USIA for Strategic Competition Act, which would reconstitute the AMWG 
and create an information statecraft strategy for the United States. During five 
years, the revived AMWG would combat Chinese propaganda and disinforma-
tion.131 Although the resolution died during the legislative session, it serves as 
affirmation that some leaders in government recognize and are concerned about 
gray zone conflict. Regardless of what organization is tasked to address Russian 
influence operations, it must be able to identify and block propaganda, help 
build the resilience of the issue agnostic population, displace Russian narratives 
with alternative content, and do a better job at telling the American story.132 
Above all, personnel must understand the specific motivations behind these 
actions to better anticipate future efforts.133

For gray zone tactics that rise above ideological subversion, several orga-
nizations have offered general strategy recommendations that utilize multiple 
instruments of power. A majority opinion recognizes the need for organization-
al and institutional paradigm shifts, especially concerning the Western view of 
conflict. Findings from most studies have common underlying elements and 
key in on central themes and approaches. 

Although militaries are often essential in imposing a nation’s will, they 
should play a limited role in gray zone conflict. Gray zone conflict is specifically 
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geared to circumvent traditional U.S. military power, and thrusting uniformed 
services into the mix risks escalation where none is warranted. Philip Kapusta 
suggests a benchmark for military intervention—when actions become trans-
national.134 He also suggests proactive deterrence rather than responding after 
a crisis erupts, since military intervention is often met with international criti-
cism that might sway states toward adversaries.135 The military’s main strength 
in gray zone conflict is its ability to improve cyber defenses, enhance intelligence 
and counterintelligence capabilities, and build partner special forces capacity.136

For issues that do not obviate the need for military action, the State De-
partment should be the central instrument of national security policy.137 The 
United States has lost many opportunities in strategic messaging and failed 
to appeal to the nationalist sentiment of other countries subjected to Russian 
influence operations.138 Statecraft is becoming a lost art that needs to be redis-
covered and mastered.139 

Russia’s desire to improve its regional and global image provides leverage 
and an opportunity for U.S. statecraft.140 Effectively attributing aggression 
and subversion to their source serves two purposes: First, increasing awareness 
among the international community and exposing Russian tactics will push 
fence-sitting states toward increased cooperation with the United States. Sec-
ond, attribution exposes the ideological weaknesses inherent in Russian author-
itarianism and will increase financial and security expenses while fostering the 
perception of a threatened legitimacy.

Conclusion
Gray zone conflict and the challenge it presents are here to stay. Novel technol-
ogies, ambiguity, and a shifting geopolitical environment present new opportu-
nity for adversaries to exploit. However, these opportunities are not one-sided. 
By looking to the past, the United States may find effective strategies to counter 
activities designed to remain below military thresholds while avoiding escala-
tion. U.S. Cold War tactics in combatting Soviet active measures successfully 
undermined adversary narratives and tipped the balance between cost and ben-
efit against adversaries. These Cold War counters shared four characteristics: 
they were proactive, unambiguous, rapidly employed, and enjoyed wide dis-
semination.

Measures of effectiveness in the gray zone center wholly around influence, 
underscoring the need for effective communication outlets, transparency, and 
appropriate signaling. In 2016, U.S. Army Special Operations Command con-
ducted Silent Quest 16-1, an exercise designed to test future operating concepts 
and define “winning” in the gray zone.141 Results emphasized the importance of 
the human domain and how information-focused campaigns grant leaders more 
decision space and greater opportunity to change the course of conflict.142 Max-
imizing effectiveness in influencing and creating new opportunity and space for 
the United States while denying adversary positional advantage requires that 
all instruments of national power are synchronized and firing on all cylinders. 
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The U.S. ability to move effectively in the gray zone will necessitate a 
change in temperament concerning war’s evolving analog nature. Realizing that 
activities are part of a long-term strategy and system rather than ad hoc events, 
and turning to economic, informational, and diplomatic statecraft rather than 
military means are the first steps toward success. Appreciating the reason ad-
versaries turn to these tactics is close behind and will help the United States 
identify and capitalize on weaknesses that necessitated a gray zone approach in 
the first place. 
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