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Colonel John Boyd's Thoughts on Disruption
A Useful Effects Spiral from Uncertainty to Chaos

Brian R. Price, PhD

Abstract: A close examination of John R. Boyd’s concept of disruption as re-
corded in his 1987 presentation, “An Organic Design for Command and Con-
trol.” This article draws attention to a series of disruptive actions Boyd lists,
including uncertainty, doubt, mistrust, confusion, disorder, fear, panic, and
chaos, noting that the list begins with the mildest effect but that it progresses
regularly toward collapse and chaos. The author argues that Boyd was specific
in listing these effects in order and notes that this cycle could be developed into
a useful effects spiral, which, once understood, can be catalyzed to enhance
enemy disruption in a Joint all-domain operations (JADO) environment. In
the postscript, this article argues that officers seeking to operate in a multi- or
all-domain environment can benefit from a broad educational base to unlock
creativity in approaching wicked problem sets. This creativity, when coupled
with concepts like the effects spiral, can enhance traditional maneuver and
combat, triggering an opponent’s collapse without the need for annihilation.
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and/or fold adversary back inside himself so that he cannot cope with
events/efforts as they unfold.
~ John R. Boyd'

From John Boyd we learned about competitive decision making on the
battlefield—compressing time, using time as an ally.

~ General Charles C. Krulak?

Introduction

This article considers a list of conditions or degrees of collapse noted by U.S.
Air Force colonel John R. Boyd in his 1987 briefing, “Organic Design for Com-
mand and Control,” listed in the above quote. It observes that, when uncer-
tainty and doubt are infused into a complex, adaptive system, that system can
follow an entropic, cascading decline as a spiral into confusion, disorder, fear,
panic, and chaos. Even if the opponent does not progress far down the spiral,
uncertainty and doubt reduce the speed and quality of decision making, slow-
ing the crucial orientation phase of the observe, orient, decide, act (OODA)
loop. Further, it notes that Boyd subscribed to a systems view of opponents
seen as a holistic organism, featuring multiple centers of gravity (COGs). He
proposed that decisive points are often found at connections between COG
as critical vulnerabilities, possibly within operational reach, as when well-
defended centers of gravity prove difficult to target or as simultaneous catalyz-
ing strikes (nebenpunkte). An understanding of the opponent’s many nodes and
connections is fundamental. Understanding this and how conditions of the ef-
fects spiral interact enables planners and commanders to creatively mix physical
and informational weapons to degrade decision-making capability or to spark a
cascading collapse of the enemy within the human domain.

John Boyd and the OODA Loop

U.S. Air Force colonel John Boyd left a rich legacy of ideas relating to war
and competition. Much of it applies to the Department of Defense’s quest to
operationalize Joint all-domain operations (JADO). Of course, Boyd is most fa-
mous for the OODA loop—observe, orient, decide, act—the conflict decision-
making heuristic that underpins the Joint all-domain command and control
(JADC2) architecture and conceptions of JADO operations.’ If one is able to
“turn inside” the opponent’s decision cycle, especially through superior situa-
tional awareness, the thinking goes, one can force the opponent to re-observe,
reorient, re-decide, and react, capturing the initiative and driving the action.
This tempo and initiative-based approach has dominated American and West-
ern thinking about war and competition since at least the post-Vietnam era,
displacing conceptions focused more on mass and attrition.* Boyd’s ideas loom
large in this shift, and while he was not the only one advocating this kind of
approach, his perceptive synthesis and passionate crusade led the defense estab-
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lishment to a new conception of war and conflict. Within the U.S. Marines, his
ideas underpin the concept of maneuver warfare.’

Boyd's “Organic Design for Command & Control”
Boyd was convinced that survival equated with adaptation, with openness, and
that to become isolated or closed off signified defeat, dissolution, and death.
In his presentations, he viewed organizations and even nations as collections of
organisms forming complex adaptive systems, resilient until they were isolated.®
The systems view of the environment and the opponent is as old as Carl von
Clausewitz, but it was embraced as an outgrowth of the Army Air Corps and
Air Force thinking with respect to bombing campaigns, expressed as industrial
web theory.” Boyd took it much further, synthesizing then-current literature
and seeing the enemy system as a collection of entities (what we might today
call nodes), with crucial connections between.®

While another Air Force colonel—John A. Warden III—advocated the tar-
geting of multiple nodes simultaneously, Boyd advocated striking connections
between nodes to isolate and disrupt.” As he stated directly in his “Patterns of
Conflict” briefing at Quantico, on 25 April and 2-3 May 1989, “If you want
to subvert or pull apart a guy’s center of gravity . . . you want to find out what
are those bonds, those connections that permit that organic whole to exist.”'
Though he did not say it, such connections would be more difficult to defend,
and thus softer targets than would be the key nodes themselves, often defended
as known critical vulnerabilities."" In fact, he emphasized that these connec-
tions were not necessary physical when he noted, “by striking at those tendons,
connections. . . . In other words, you want to generate many non-cooperative
centers of gravity.”'* It is a useful principle that targeters, planners, and com-
manders can profitably use in single-, cross-, multi-, or all-domain operations.

Boyd is also well-known for communicating through marathon brief-
ings, conducted throughout the late 1970s, through the 1980s, and into the
1990s, most famously his monumental “Patterns of Conflict” noted above.
In “Patterns,” Boyd synthesized his study of conflict, history, and strategy.'
He concluded that disaggregating the opponent was ultimately the goal in any
conflict.” His 1987 “Organic Design for Command and Control” applied
these ideas directly to command and control (C2).” Through 37 slides, he
discussed—conceptually—how to create a C2 system that maximizes adaptabil-
ity, resiliency, and harmony while challenging that of the opponent. In discussing
multiple, simultaneous attacks— nebenpunkte—he could have been discussing
the foundations and aspirations for the Army’s multidomain operations or the
Department of Defense’s Joint all-domain operations (MDO or JADO).'

An Effects Spiral

On slide number seven of “Organic Design for Command and Control,” Boyd
articulated his conditions in what appear to be just a list, but a closer look re-
veals a subtle but very useful scale of effects:
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Operate inside adversary’s observation-orientation-decision-action
loops to enmesh adversary in a world of uncertainty, doubt, mistrust,
confusion, disorder, fear, panic, chaos, . . . and/or fold adversary
back inside himself so that he cannot cope with events/efforts as they

unfold [emphasis added].

Boyd’s slides do not characterize the disruptive effects he sought as a spiral,
but nonetheless they do have a relationship to one another and were presented
by Boyd in what was doubtlessly a carefully crafted order, designed such that
“weaknesses thereby generate doubt and uncertainty which magnify into panic
and chaos.”"” As effects, they are particularly useful to commanders and plan-
ners, because while one might like to immediately cause collapse through shock
and awe, it may be much more realistic to seek results that multiply and magni-
fy lesser effects such as uncertainty and doubt. This works in what we might call
the human domain, the macrosphere that encompasses belief and calculation
of each human in the system, characterized by unique and overlaying segments
that clash in any given conflict to create a complex, adaptive system within hu-
man society, or soon, human-machine society.

The effects spiral multiplies and compounds small actions that act together
to erode trust and move an individual, an organization, or a system further
down the spiral toward confusion, disorder, and disaggregation, folding the
adversary “back inside himself,” as Boyd termed it.'® The objective is to isolate
and divide, creating “many noncooperative conflicting centers of gravity [that]
paralyze [the] adversary by denying him the opportunity to operate in a direct-
ed fashion.”" This is very different than conventional planning wisdom, which
advocates for attacking the centers of gravity through direct or indirect means.*
Boyd notes that we might, additionally, attack connections between centers of
gravity, not just the COGs themselves.

In each of the conditions, recovering is more difficult and time-consuming,.
Left unchecked or propelled with further momentum, one leads to the next in
an effects spiral. Each represents a higher state of disruption, beginning with
mere uncertainty and doubt and ending with panic and chaos. An effect could
be targeted to cause a particular state, but more likely it will be the combination
of multiple effects that begins and accelerates the cycle. The cascade of com-
pounded effects is more than simply multiple effects added together.

Each of these states is based fundamentally on perception, compared to
physical reality. To Boyd, perception was comprised of shifting observations and
feedback, interpreted through orientation—itself a variable blend of cultural
traditions, previous experience, new information, analysis, synthesis, and ge-
netic heritage.?’ This led to decision, which enabled one to acz. As the author has
noted elsewhere, this tempo-based approach to conflict and war is a fundamen-
tal shift from an attritional approach, and it depends on viewing the opponent
as a system of systems.?

As Carl von Clausewitz and Napoléon Bonaparte reminded us, moral fac-
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tors are the ultimate determinants in war, and this gets at the essence of an over-
arching theme within Boyd’s presentations—the need to drive the opponent or
adversary toward a state of disaggregation, what he characterized ultimately as
panic and chaos.” Boyd termed this moral conflict, and its essence, expressed
in Patterns, was to, “[s]urface fear, anxiety and alienation in order to generate
many non-cooperative centers of gravity as well as subvert those that adversary
depends upon thereby magnifying internal friction” in order to “destroy moral
bonds that permit an organic whole to exist.”*

For Boyd, these factors were seemingly even more important than physi-
cal effects, because the idea was to overwhelm the adversary’s observation and
orientation process that makes sense of (or orients to) environmental actions.
The multiple thrust idea is inherent in the concept of what Boyd termed neben-
punkre, which Frans Osinga defined as taking “a line that threatens alternative
objectives . . . distract[ing] the enemy’s mind and forces” from the main effort,
schwerpunkte.®

The temporal approach to war seeks to act before the opponent can proper-
ly orient in the OODA loop construct because they are forced to re-observe, re-
orient, re-decide, and react. Therefore, rapid decision and compounding effects
enable initiative, which can be defined as “the impulsive power resulting from
timely decision and action, enabling freedom of maneuver while constraining
an opponent’s options.”*

Many observers believe that the temporal aspect in Boyd’s conception is
essential to achieving these effects.”” However, time may also be conceived as
a maneuver space, and going at a higher tempo may not always be the best
approach—nor is a higher tempo necessary for seizing the initiative (consid-
er an insurgent, operating at a slower tempo but achieving initiative in their
chosen time scale, surviving beyond the conflict—a strategy of exhaustion).?®
Indeed, the most recent doctrinal publication, Joint Planning, Joint Publication
(JP) 5-0, notes in the discussion of tempo, “on other occasions, JFCs [Joint
Force Commanders] may find advantageous to conduct operations at a reduced
pace.”® Ian T. Brown wrote similarly, concluding, “time and tempo were only
two of the many factors used against an opponent to render him incapable of
activity; one still sought to isolate and neutralize physical and non-physical
strengths and moral bonds simultaneously.”*® While Boyd did emphasize tem-
po, there is a tendency, as Frans Osinga noted, to equate speed with victory,
especially with respect to decision making, but he argued for “dispelling the
notion that mere information superiority or superior speed in command and
control is the essence of the idea.”!

In the 1981 versions of “Patterns,” Boyd explained:

Impressions . . . we are trying to . . . get inside adversary system and
mask own system against his penetration; create a variety of impres-
sions of what is occurring and what is about to occur; generate mis-
matches between what seems to be and what is; push adversary beyond

his ability to adapt.’”
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While tempo is important, it should not be confused with the goal of merely
“out-speeding” the opponent.

As noted elsewhere, decision enables initiative, which conveys degrees of
control.** While he never explicitly defines initiative, he does offer something
that sounds strikingly similar without attaching it to the word “initiative™: “im-
prove our capacity for independent action . . . diminish the adversary’s capacity
for independent action, or deny him the opportunity to survive on his terms,
or make it impossible for him to survive at all.”**

Ultimately, the effects spiral works because it operates against the strongest
and weakest links in the system simultaneously—what we might consider the
human domain.” Dr. Jeffrey Reilly has argued that the human domain is what
multi- and all-domain actions seek to influence, comprised of leaders, organiza-
tions, and populations.* This resonates with Clausewitz’s emphasis on the mor-
al and emotional aspects of warfare and with Marine Corps thinking about the
nature of war. Warfighting, Marine Corps Doctrinal Publication 1, expresses the
Marine view of war’s characteristics as uncertainty, fluidity, friction, disorder,
complexity, violence, and danger; the interaction of physical, moral, and men-
tal forces; its constantly evolving nature; and containing a human dimension,
previously mentioned.”

The OODA Loop as a Complex, Adaptive System

The OODA loop concept underwent significant development during the years
of Boyd’s writing, progressing from the simple four-step process to a broader
view of organizations and organisms.*® These elements move the OODA loop
from a simple heuristic to a more sophisticated model of organic interaction
into complex, adaptive systems. As such, they will respond with any kind of
interaction, but how they orient and understand will depend on a variety of
feedback loops, aspects of orientation, and influences of what and how they
observe—in addition to specific efforts at disinformation and deception, which
can impact any connection point or points within the system.

Crafting the Environment

In Boyd’s 1987 briefing, “Strategic Game of ? and ?,” he summarized the crucial
importance of his “big theme” for three of his previous projects, which is “one
of interaction and isolation.”

Boyd saw manipulation of the environment as crucial to victory in states as
diverse as full-scale blitzkrieg to guerrilla operations. In conflict, examined in
“Patterns,” one seeks to create an environment of menace, which he defined as
“impressions of danger to one’s well-being and survival.”*® Menace is the state
of being in danger, or the perception of being in danger, which begin the spiral.
The Doolittle Raid on Tokyo might be taken as a classic example of an effort to
begin the cycle, since it was not the relatively light physical destruction that was
the point of the raid, but the psychological effect. It is an atmosphere of menace
that energizes the spiral of disruption.
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Figure 1. Boyd's expanded OODA loop, based on a 1992 sketch of the loop surviving in the Ma-
rine Corps Archives
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Note the myriad connections within and between the observation and orientation segments—
these are excellent points to inject disruption.
Source: adapted by MCUP.

The idea as expressed in “Patterns” was to create the atmosphere of menace
by eroding factors that contribute to cohesion, such as trust and confidence.
The safe, comfortable world of the opponent must become amorphous and
unpredictable, which creates a fundamental sense of insecurity, anxiety, and
menace. In today’s multidomain and all-domain approaches, these effects are
made, creating tangles across multiple domains simultaneously.”!

At the same time, he saw that the inverse was true for protecting friendly
centers of gravity. In “Organic,” he emphasized continual interaction between
components, designed to redundantly reassess the changing environment in
support of continual adaptation and evolution. It was the connections between
elements that was crucial in “Organic,” just as it was the connections between
components that it was necessary to challenge or sever in “Patterns.” Boyd sum-

marized, “the strategic game is one of interaction and isolation.”*

Character of Modern Warfare and Engagements

Today, the emergence of an effective “reconnaissance-strike complex,” blending
pervasive surveillance (satellites, ubiquitous sensors, drones) with long-range
fires (missiles, stealth, electronic warfare, fifth columns, drones), has created a
moment in history when it seems that gathered forces face significant risk—a
risk that increases sharply the longer they are gathered.*
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Clausewitz’s conception of a single center of gravity, “the hub of all power
and movement,” in his famous phrasing, seems to be a characteristic of a fore-
gone era in warfare, at least at the operational level.* Indeed, today’s COGs (or
critical vulnerabilities) are as likely to be informational and economic as they
are military and based on force or the threat of force, even at the operational
level, because of ubiquitous connectivity and sensors. But this applies even for
fielded forces, because of the danger to gathered forces, potently and disastrous-
ly experienced by both Taliban fighters and Russian soldiers, and reflected in
current Marine Corps efforts to project power into the Pacific area of opera-
tions.” The characteristics of today’s warfare suggest that forces within range of
the opponent’s long-range fires must be dispersed and mobile, evading detec-
tion through the enemy’s reconnaissance-strike complex, gathering as briefly as
possible to strike with as much speed and secrecy as possible, then dispersing
again so long as they remain in range. This suggests that at the operational and
tactical levels, multiple centers of gravity exist, a concept Boyd advocated as
early as 1989, though he evinced a preference for “vulnerability” over “center
of gravity.”#

Because of their critical nature, centers of gravity are likely to be well de-
fended. As examined above, one can attack the node and/or its connections.
Economic and informational nodes may be undefended or defended by means
other than the physical. Today’s battlefield is connected ubiquitously through
military and non-military connections, and without these connections, the dis-
parate elements cannot effectively coordinate. One does not have to destroy;
one can use the pallet of defeat mechanisms expressed in joint Planning (de-
stroy, dislocate, disintegrate, isolate, disrupt, degrade, deny, and neutralize) to
attack the connections.” For example, degrading the quality of a connection
by injecting disinformation could begin the spiral and might be well within
operational reach, even if destruction of the connection is not—for example, if
connection methods are redundant.

Engagements in today’s warfare are likely to become what Cyber Command
and Special Operations Command term as persistent.s Unlike the clashing, cli-
mactic engagements discussed by Clausewitz and Antoine-Henri de Jomini,
much conflict in today’s environment takes place across the competition con-
tinuum, as the Department of Defense terms it, competition below or hovering
just around the threshold of traditional warfighting and dominated by indepen-
dent economic and informational actors.*” Because of this persistent engage-
ment by cyber, Special Operations Forces, and informational forces, planting
the seeds to be evoked later is common practice, a part of the competition
landscape, encouraging commanders and planners to take on a wider vista and
a longer-range view of time.

All of this may be seen in the recent Russia-Ukrainian war. Various opera-
tional centers of gravity have been identified by both sides that include fielded
force concentrations, key leaders, and logistical and C2 hubs, alongside more
traditional terrestrial objectives such as cities, bridges, and key terrain features.”
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Information may be seen as the connective tissue binding centers of gravity
within and between Russia and Ukraine, along with their respective allies and
supporting partners. Economics might be seen similarly, playing an additional
crucial role in terms of stamina and resilience. Persistent presence by both West-
ern SOF forces and advisors such as the California National Guard have forged
enduring relationships while preparing Ukraine for conflict.”’ On the Russian
side, efforts to drive Ukrainian loyalists out of Crimea and the contested eastern
regions, alongside persistent presence of Spetznaz, the Federal Security Service
(ESB), Wagner Group, and other entities creates a narrative of its own as well as
direct social, cultural, and political effects. **

Using the Disruption Spiral

Following Boyd’s strategic theory, as expressed across his multiple presentations
discussed above, the objective is not to necessarily strike the enemy’s centers of
gravity directly but to attack the connections between the centers. Indeed, the
term center of gravity implies a single center, whereas in postmodern warfare any
target that may be seen may be struck with lethal and catastrophic force (for
example, the Ukrainian HIMARS strike on the Russian barracks in Makiivka,
2022). Postmodern warfare is decentralized, coupled with the ability to rapidly
synchronize and gather at the crucial place and time.

At the start of the spectrum, uncertainty can be the minimum effect one
might seek in a disruption effort, and it is prevalent in both maneuver and
moral style conflicts.”® On his “Essence of Moral Conflict” slide, Boyd wrote,
“Uncertainty—impressions or atmosphere generated by events that appear am-
biguous, erratic, contradictory, unfamiliar, chaotic, etc.”** Uncertainty draws
from the thinking of Thomas Kuhn on paradigms and Werner Heisenberg with
his uncertainty principle; injecting even just a little uncertainty into the op-
ponent’s decision cycle may result in a slight delay, which, given the nature of
observe/orient, may result in a downward spiral unless counteracted by action
taken to retrieve the initiative.”” In an environment where time compresses to-
ward Dr. Jeffrey Reilly’s “OODA point,” even a slight delay might be decisive.>

In this sense, a suboptimal action may well be better than no action—or
the perfect action taken later—since even almost any action might recover the
initiative and stop the spiral. Another word for uncertainty might be ambigui-
#y, though it is worth noting that entities and individuals have vastly different
tolerances for ambiguity, and in a mission-command environment, uncertainty
as an effect alone might yield the opposite effect, encouraging creativity, inno-
vation, and freedom of maneuver otherwise constrained by overcentralization.

Doubt is Boyd’s next condition on the spiral. Doubt causes an even longer
delay in the process of orientation, as information received or previously under-
stood is questioned. In “Patterns,” Boyd referred to it as a “moral factor,” and
he often associated it with fear and anxiety. In the section looking at success
factors for blitzkrieg-type operations, he wrote, “broad use of [the] Schwer-
punkte concept coupled with fast tempo/fluidity-of-action of armoured teams
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and air support permit blitzers to repeatedly reshape strength and rapidly shift it
against, or thru [sic], weaknesses thereby generate doubt and uncertainty which
magnify into panic and chaos.””’

Extending further down the spiral, mistrust questions the fidelity of rela-
tionships or perceptions of fact. In planning terms, this can be a useful revisit
of facts converted from assumptions, but in terms of resistance and cohesion, it
acidly chews at the bonds critical for unity of effort. On his moral conflict slide,
Boyd wrote, “Atmosphere of doubt and suspicion that loosens human bonds
among members of an organic whole or between organic wholes.”® This does
not only apply to fellow humans; it could equally apply to mistrust in key sys-
tems or processes. Osinga observed that eroding trust was a crucial element of
Boyd’s presentation of guerrillas, forcing their opponents to work in “a hostile
environment (of menace and uncertainty), which naturally breeds mistrust.”’

An entity within broken linkages leads to confusion, a state in which infor-
mation flow is significantly interrupted, requiring a reorientation and realign-
ment of key elements in order to regain cohesiveness. Boyd associated confusion
with “contradiction of feeling, indecisiveness, panic,” which he arrived at by
studying blitzkrieg tactics, Sun Tzu, and guerrilla warfare. Confusion was and is
caused not only by fast tempo but fluidity of action, challenging further orienta-
tion. The object of confusion was to bring about disorder to “shatter cohesion,
paralyze effort, and bring about adversary collapse.”®

Disorder results when confusion multiplies. The overall structure of an or-
ganization or organism begins to break down into component parts. Boyd often
connected it with confusion in his presentations directly, repeated in the phrase,
“confusion and disorder,” woven into the spiral with the goal of “present[ing]
many (fast-breaking) simultaneous and sequential happenings” that make it
hard for the enemy to respond in a “directed fashion.” In another instance,
he wrote that confusion and disorder, “impedes vigorous or directed activity,
hence, by definition, magnifies friction or entropy.”®

Fear grips individual components when the organization/organism breaks
apart, because long-established relationships and stronger bonds yield to grow-
ing disruption, and the survival instinct begins to assert itself, eclipsing other
concerns. As Osinga notes, Boyd followed J. F. C. Fuller that “a strategist should
think in terms of paralyzing, not of killing . . . a man unnerved is a highly in-
fectious carrier of fear, capable of spreading an epidemic of panic.”® Thus, fear
is an accelerant along with the spiral, leading toward panic.

Panic ensues once fear rises to a point where analysis fails to hold disruption
at bay and rational thought gives way to raw emotion. A particularly important
form of panic is paralysis, the third option in the traditional fight-or-flight con-
ception advanced by Dave Grossman in On Killing.*

Chaos reigns at the end of the spiral, where an organization (or organism)
is fully disaggregated “back inside himself” and there is no cohesive relationship
between the parts.® Chaos is the opposite of order or law; there should be no
corporate will to resist in a state of chaos, though individual components may
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still resist as their identity has fully shifted from being a part of the whole to
being an individual with fundamental survival instincts.

Using the Spiral of Disruption
One conducts operations in order to fold the adversary “back inside himself”
and “maneuver [the] adversary beyond his moral-mental-physical capacity to
adapt or endure so that he can neither divine our intentions nor focus his
efforts to cope with the unfolding strategic design or related decisive stroke
as they penetrate, splinter, isolate or envelop, and overwhelm him.”®® Boyd
relates that
unless such menacing pressure is relieved, [the] adversary will expe-
rience various combinations of uncertainty, doubt, confusion, self-
deception, indecision, fear, panic, discouragement, despair, etc., which
will further:
* Disorient or twist his mental images/impressions of what’s hap-
pening; thereby
*  Disrupt his mental/physical maneuvers for dealing with such men-
ace; thereby
*  Opverload his mental/physical capacity to adapt or endure; thereby
*  Collapse his ability to carry on.*

All of this relates fundamentally not so much to observation by the op-
ponent as it does to orientation and overwhelming not just perception but
“sense-making,” as it is often termed in JADO/JADC2. Orientation, in Boyd’s
conception, is a product of a variety of influences—cultural traditions, previous
experience, and analysis and synthesis, among others. The idea is that the weak
points are the connection points in the system, as expressed in Boyd’s expanded
OODA loop illustration.

Within the JADO construct, the idea is to present the enemy with a “con-
vergence of effects globally, across all domains, to consecutively or simultane-
ously present an adversary with multiple dilemmas . . . such dilemmas, when
presented at an operational tempo that complicates or negates an adversary’s
response, enable the joint force to operate inside an adversary’s decision cycle.”®’

As the director of the Air Force’s Joint All-Domain Strategist (JADS) con-
centration, Dr. Jeffrey Reilly has noted that JADO “recognizes temporarily lim-
ited opportunities and deliberately exploits domain interdependencies through
access or control of key segments of the domains.”®® This strongly echoes Boyd’s
intent to attack an adversary’s system at the weak points binding elements to-
gether, disrupting cohesion and leading to confusion and ultimately disaggre-
gation.

By striking connections, Boyd sought to isolate key elements of the system,
as when the Coalition air struck at C2 in the Gulf War, isolating the regime
and individual units on the battlefield, which it can be seen clearly launched a
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cycle that ended in disorder and chaos. At the very least, initiative was lost to
the defending Iraqi forces.”” Using Boyd’s spiral of disruption can be done at all
three levels of war: the tactical, operational (what Boyd termed grand tactical),
and strategic.”

Tactically, it is certainly possible to achieve destruction of a whole defend-
er. This tends to be the aim of the direct, battle-centric approach, and it can
certainly work. But, following the tenets of Basil Liddell Hart and Sun Tzu, an
indirect approach may be less costly (if slower, requiring more patience).”" In-
jecting uncertainty and doubt and leveraging Clausewitz’s concepts of fog and
friction to inject ambiguity may start the spiral of doubt and mistrust that leads
to panic/paralysis, disaggregation, and dissolution.”* The greater the volume of
uncertainty, doubt, and mistrust injected simultaneously, the greater the prob-
able rate of slide toward disorder, fear, panic, and chaos.

The larger and more complex an organism, the more likely it will be that
resilience will remain with multiple redundant connections connecting key
nodes and systems. If the culture enables mission-type command and encour-
ages creative problem solving by educated individuals, resilience will be great-
ly enhanced. At the operational level, it becomes increasingly difficult and
costly to destroy the whole entity, so attacking an entity at its key points of
connection may represent a quicker way to leap straight to disorder, injecting
more fear, resulting in panic and chaos. From Boyd’s perspective, identifying
and striking key connections is the best approach while Warden might argue
that striking key nodes is a better approach.” This strongly implies a multiple
COG model would yield the best analysis, rather than a single-center of grav-
ity approach.

In today’s world, increasingly, combined forces that multiply joint and
all-domain approaches represent a key friendly center of gravity that must be
defended. Given that trust is the key bond, the durability of long-term relation-
ships based on shared strategic goals and risk must underpin such relationships
and provide “moral strength,” in Boyd’s conception.”

At the strategic level, the scale of an organism suggests that destruction
may well be out of reach, short of a nuclear or biological strike—anathema and
fortunately likely unavailable. When dealing with an entity on a national scale,
multiple redundant pathways and nodes again suggests a multiple center of
gravity approach, underscoring the exceedingly difficult task of understanding
the opponent at a level sufficient to identify key connection vulnerabilities.

This is especially difficult given the tendency to mirror and project one’s
own perceptions and conceptions on a thinking opponent. The triangulation of
sources of subject matter expertise is one way to mitigate this risk, though it is
very hard to do given the pace of most planning teams.

In an alliance, as with combined action, eroding trust is a time-tested way
to reduce unity, as with the Iraqi efforts to inject wedges between the Arab states
and the West using Scuds in an attempt to draw Israel into the war.”
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Conclusion

The list of effects proposed by Boyd—uncertainty, doubt, mistrust, confusion,
disorder, fear, panic, and chaos—can be used as an effects spiral to create and
measure effects in the human domain.” For a relatively low cost, one can inject
uncertainty or doubt, causing mistrust and confusion and ultimately disorder,
fear, panic, and chaos. Through a deliberate combination of physical and in-
formational attacks, each condition leads to the next, serving to progressively
isolate centers of gravity so they cannot coordinate and synchronize. In the
interlocked and networked modern world, bypassing well-defended centers of
strength to strike at an enemy’s cohesion through their nodal connections may
prove both efhicient and effective. And against a peer or near-peer opponent,
they may be all that is available in a crisis, or in the case of rapidly eroded fielded
forces.

Ultimately, the point on the scale where an individual, an organization, or a
leadership team ends up will depend, in part, on the target’s resilience, as a func-
tion of culture, technology, supply, training, and education when compared to
the strength, unexpectedness, and variability of the attack. Reducing the capac-
ity and speed of decision making, or the quality of information available, can be
done through both physical and informational means. This approach is valuable
at all levels of planning and in all types of conflict, though like all tools, it must
be used appropriately; there is no one size or one solution fits all—adaptability
and tolerance for ambiguity, however, are crucial. Building an educated force,
an energized, flexible set of organizations and individuals that can tolerate am-
biguity while maximizing information superiority, is a formula for building
a force likely to survive and dominate. Emphasizing human factors alongside
technological superiority is a must; neither technology nor human factors can
dominate alone in emerging forms of warfare, where physical distances have
dramatically increased while the distance between human minds has shrunk.

Postscript: Inoculating against Uncertainty and Doubt
In Boyd’s conception, each of the above aspects represents a fundamentally hu-
man condition, though each applies also to technological proxies. As human
conditions, they are countered by aspects that yield confidence—such as train-
ing, a strong esprit de corps, and experience. The West’s professionalized armed
forces do well with these aspects. But Boyd’s spiral also suggests that a clever
opponent will try to inject ambiguity and doubt into the cycle—and while
coherence expressed through a strong organizational culture (esprit de corps)
is helpful in countering it, Western military organizations are not as good at
education. Education offers a broader set of adaptable tools and a realization
that the world is a much larger place than training normally assumes, yielding
tolerance for ambiguity and providing some inoculation of an individual or or-
ganization against uncertainty. Education prepares one for the unknown, versus
training, which prepares for what is known based on best practices, because
education tends to be open-ended and open whereas training is often a closed
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system. In Boyd’s terms, one cannot survive and adapt without openness and
change, because the world constantly changes. Education offers cross-domain
knowledge that can be exceedingly useful in developing approaches to wicked
problems.”” To realize the benefits of planning, response, and strategy, Boyd
argued:
By an instinctive see-saw of analysis and synthesis across a variety of
domains, or across competing/independent channels of information],

one must] . . . spontancously generate new mental images or im-
pressions that match up with an unfolding world of uncertainty and
change.”
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