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Abstract: The article argues that advances in biotechnology and other trans-
formations of the threat environment will increase the risk for North Atlantic
Treaty Organization (NATO) forces of being confronted with a biological, par-
ticularly a genetically modified, weapon by 2030.
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Introduction
t the beginning of the COVID-19 (coronavirus disease) pandemic,
caused by the virus SARS-CoV-2 (severe acute respiratory syndrome
coronavirus 2), the dangers posed by biological attacks or the strate-
gic effects of pandemics were discussed in national security debates. Now, one
catastrophe follows the next, and the Russian war of aggression dominates the
security agenda. In the foreseeable future, however, we will not be able to erase
new, natural biological threats from the agenda. For example, the 2022 mon-
keypox outbreak, with a first outbreak cluster in the United Kingdom, reminds
us that smaller outbreaks of transmissible diseases are a constant companion of
humanity. Nevertheless, the security dimension of pathogens has fundamental-
ly changed in the twenty-first century. It will change even more in the future.
This article explores the next generation of warfare in terms of biological
threats by the year 2030. Because of few precedents in the area of biological
warfare or biological terror and the partial look into the future, the article, and
especially its target audience and substantive focus, is broad. Because biological
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threats often involve difficult-to-control spread of germs, North Atlantic Treaty
Organization (NATO) forces were chosen as the major threatened group for
this article, rather than focusing on the U.S. Marine Corps alone. Consistent
with the U.S. Marine Corps’ Force Design 2030 and the NATO 2030 initiative,
the time horizon of 2030 was chosen. The former is a comprehensive modern-
ization and restructuring program for the U.S. Marine Corps within the 2030
time horizon. Key points of the program include modernizing equipment,
improving cooperation with the U.S. Navy, adapting tactics and strategy to
modern weapons, threats and surveillance technology, and better internal talent
management. While the Force Design 2030 report talks a lot about emerging
military technologies and hostile area denial, it does not talk about the possibil-
ity of biological methods of area denial and their countermeasures. This article
is intended to draw attention to potential threats that must also be considered
in the restructuring of the U.S. Marine Corps.'

Within the framework of the NATO 2030 initiative, an innovation and
reorientation plan comprising nine proposals, it states that NATO also wants to
defend its technological lead in the field of biotechnology. In addition, NATO’s
new Chemical, Biological, Radiological and Nuclear (CBRN) Defence Poli-
cy, which has been in place since 2022, provides a comprehensive overview of
NATO’s policy on biological threats, but it often remains comparatively vague.
This article will help to provide examples and further information on threats.?

The threats studied may stem from state actors, nonstate actors, unknown
origins, or accidents. Consequently, the research question is: “What are possible
future bioterror and biowarfare threats for NATO’s Armed Forces by 20302”
While past and current events and examples are used throughout the article, the
goal is to identify and broadly assess potential future threats. The hypothesis for
the article thus assumes that advances in biotechnology and other transforma-
tions of the threat environment will increase the risk for NATO forces of being
confronted with a biological, particularly a genetically modified, weapon by
2030. The article will show how and why the author comes to this conclusion.
In doing so, the article will attempt to demonstrate that future biological threats
by 2030 pose a serious but underestimated threat to NATO.

To provide an entry point and broad overview of the topic, the article pro-
vides a short history of biowarfare and bioterrorism and discusses the future
biological threat environment, influential megatrends, emerging and disruptive
technologies, possible biological threats by 2030, current and future means of
delivery, and possible actors. It is argued that the threat from deliberately de-
ployed biological agents will increase and change in nature by 2030. Unlike,
for example, chemical weapons, biological weapons have not been tactically or
strategically usable against humans because of their potentially uncontrolled
spread, even to unprotected friendly forces, coupled with their highly com-
plex production and stabilization outside of laboratory conditions. However,
advances in biotechnology in modifying existing pathogens and creating en-
tirely new ones now make it possible to circumvent these previous barriers and
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produce limited biological weapons for the first time. At the same time, it has
already become cheaper, easier, and safer to produce dangerous agents, even
more so by 2030. New technologies are also helping to deliver biological agents
more effectively. In dual-use terms, by 2030 numerous civilian biotechnological
successes will create a vast array of possibly ill-intentioned weapons that will
provide NATO’s hostile actors with a wide range of methods.

History of Events and Developments
Involving Potential Biological Weapons until 2022
As early as 1932, Japan engaged in a massive biological weapons program that
resulted in the deaths of at least 10,000 prisoners of war by 1945. It is esti-
mated that more than 200,000 additional civilians and soldiers were killed by
Japanese biological weapons during military field operations. Various pathogens
and means of delivery were systematically studied. After the end of the Second
World War, further nonlethal experiments with biological weapons were con-
ducted by the United States.® Particularly noteworthy are the results of a series
of ethically highly controversial experiments on unknowing civilians in Amer-
ica. At that time, about 800,000 people in San Francisco were infected with a
harmless bacterium. A ship was used to disperse the organisms in the air, but a
dispatch with airplanes is also known. In secret tests in the New York City sub-
way, there were even more estimated infections with the harmless bacteria not-
ed. Light bulbs filled with microbes were thrown onto the tracks to distribute
the bacteria. At least 239 known tests were conducted between 1949 and 1969,
demonstrating the potentially massive spread of deliberately released bacteria.*
The Soviet Union had a similarly comprehensive biological weapons program.
In 1979, four years after the Biological Weapons Convention came into force,
there was a very serious accident involving anthrax spores in a laboratory in
what is known today as Yekaterinburg, Russia. Due to a missing filter, the area
around the laboratory was contaminated and at least 66 people died.” Based on
testimony from high-level former employees of the Soviet Biopreparat Research
Agency, it can be inferred that the Soviet Union worked intensively to develop,
mass produce, and test delivery methods of highly lethal biological weapons.
Strains were repeatedly modified and improved. The goal was to create weap-
ons that avoided precautionary measures or aftertreatment and were effective
quickly and lethally.®

The first significant attack in modern history using bioweapons and de-
fined as terroristic occurred in 1984, when followers of cult leader Bhagwan
Shree Rajneesh infected 751 citizens of The Dalles, Oregon, with salmonella.
Forty-five people were hospitalized. The precipitator was the sect’s intention to
gain seats in the local county circuit court.” In 1990, another cult began more
comprehensive attempts to use biological weapons. Professor Barry Kellman
reports on Aum Shinrikyo:

In April 1990, Aum attempted to attack the Japanese parliament with

botulinum toxin aerosol. In 1992, Aum sent a mission to Zaire to assist
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in the treatment of the Ebola virus disease victims in order to find a
sample of the Ebola strain to take back to Japan for culturing purposes.
In June 1993, the cult tried to release poison at the wedding of the
Japanese crown prince. Later that month, Aum attempted to spray an-
thrax spores from the roof of a building in Tokyo. All these attacks were
unsuccessful and resulted in no casualties.®

Even though the cult’s chemical weapons program proved to be deadlier, a well-
equipped laboratory was found with various biological substances that were
used to successfully cultivate bacteria and viruses.’

Since the World Health Organization (WHO) announced the eradication
of smallpox in 1980, there has been a debate about whether the last remaining
virus strains in laboratories should be destroyed. There has also been much
discussion of the possibility of terrorist use, as humanity has become very vul-
nerable following the suspension of vaccination.'” At present, the United States
and Russia still have small stocks of smallpox strains, which are kept in highly
secure laboratories. According to the WHO, no other laboratory has official
access to the virus."" However, since the attacks of 11 September 2001 (9/11),
the general debate on chemical, biological, radiological, and nuclear (CBRN)
weapons has been broadened again to include other pathogens. This was also
strongly reinforced by the anthrax letters sent only a week after the devastating
al-Qaeda attacks. Of the 22 infected, 5 died. The perpetrator was, according to
an FBI investigation, a professional Army biological researcher with access to all
the essential materials.'? Also in 2001, the book Germs: Biological Weapons and
America’s Secret War was published only a few weeks after 9/11 and remained at
number one on the New York Times bestseller list for more than two weeks. It
contained a number of investigative novelties about the United States’ biode-
fense projects.

After 2001, it became known that al-Qaeda had already been pursuing a
practical bioweapons program since the beginning of 1998. In 1999, the ter-
rorist group recruited a Pakistani biologist to develop biological weapons in
a laboratory in Kandahar. In 2001, a biochemist from the al-Qaeda network
may have been able to isolate a lethal anthrax strain." The actual progress of al-
Qaeda’s anthrax research was more advanced than global leaders suspected, but
the group was never able to produce a viable bioweapon.'*

In 2003, there was the first case of letters filled with ricin toxin in the
United States. The perpetrator is unknown still today. Ricin toxin is a plant
material, so there is no infection and reproduction as with microbes. Al-Qaeda
terror cells in Great Britain, Spain, Italy, Turkey, Sweden, and Germany were
also planning attacks with ricin toxin in 2003. Suspects were arrested in Great
Britain, Spain, Italy, and France.” In 2004, ricin toxin contamination was de-
tected in a building in Washington, DC. Until 2009, this was the last major
incident involving material that could be used as a biological weapon, with a
potential terrorist background.
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Since then, there have been a number of incidents up to 2021 due to the
relatively easy production of ricin toxin. Most of the recorded cases have oc-
curred in the United States. The lethality of ricin toxin is illustrated by the ex-
ample of Bulgarian dissident Georgi Markov, who was killed in an assassination
in London in 1989 by only 0.2 milligram of the agent.' Significant incidents
since 2009 include ricin letters sent to American politicians in 2013, ricin tox-
in in the hands of a right-wing militia in the United States, attempted orders
via the darknet, and possession of ricin toxin in 2018 and ricin-powder-filled
letters again in 2020." The darknet is a variety of networks that are shielded or
hidden from public access. The attempt by a jihadist living in Germany in 2018
to carry out an attack with ricin toxin stands out, as he was believed to have
had contact with members of Islamic State and managed to produce potentially
lethal ricin toxin on his own. He followed internet tutorials on how to make
explosives and extract ricin toxin with rudimentary resources.'® But also, in Iraq
and Syria, the Islamic State tried to obtain functioning biological weapons. A
laptop discovered in Syria in 2014 contained many different instructions for
the construction, storage, and delivery of weapons of mass destruction.” How-
ever, the Islamic State’s focus seemed to be on chemical weapons, especially after
2014.

A study by the U.S. National Consortium for the Study of Terrorism
and Responses to Terrorism that was examining 74 nonstate actor incidents
involving biological agents from 1990-2011 concludes that use of an agent,
possession of a nonweaponized agent, and attempted acquisition are the most
common events. Other categories not recorded as often include plot, interest,
possession of a weapon, threat with possession, and attempted use of an agent.
The most common types of perpetrators involved in attacks during the period
studied are cults and lone actors.”

As in many other areas, the ongoing COVID-19 pandemic is also a turning
point in the field of bioweapons. Since 2020, there have been a number of dif-
ferent scientific papers examining the link between COVID-19 and terrorism.
Experts at University College London’s Jill Dando Institute of Security and
Crime Science found evidence as early as May 2020 that extremist groups were
calling for the virus to be deliberately spread and to infect religious or ethnic
groups particularly deemed adverse. Likewise, conspiracy theory narratives that
SARS-CoV-2 was designed as a biological weapon became established.”’ The
deliberate spread of SARS-CoV-2 was particularly discussed by parts of the
American neo-Nazi scene, who set their sights on a violent collapse of the cur-
rent system to establish a White ethno-state afterward. In right-wing Telegram
channels, for example, the door handles of non-Whites, Jews, or FBI facilities
were indicated as targets for the application of infectious saliva. Initially, the
approach was also discussed in jihadist circles, as the Western states were most
affected toward the beginning of the pandemic. In April 2020, an alleged Isla-
mist was arrested in Tunisia for planning to deliberately spread SARS-CoV-2
among local security forces. In addition, many experts agree that COVID-19
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has served as a great inspiration for various groups of different orientations that
have already considered researching or acquiring biological weapons.** Various
religious groups of different faiths see COVID-19 as a kind of revenge of God,
without actively wanting to contribute to its spread.

In summary, it can be said that, as with chemical weapons, the procurement
or attempted procurement of dual-use equipment, which could potentially be
used for biological weapons production, has increasingly shifted to the internet
since 2009. Here too, in addition to the regular online shops, the so-called
darknet is once again playing a prominent role. As a relatively easy-to-obtain
toxin, ricin toxin has played an increasingly important role since 2009, and the
motivations of nonstate actors have generally been diversified. However, ricin
is more suitable for attacking individuals or small groups, since a large-scale
attack in the open is logistically difficult and would not be very effective. A
major attack with biological weapons predicted by some analysts before 2010
was not realized until the end of 2022. Effective weaponization of SARS-CoV-2
has been partially attempted, but it has not been measurably successful, as all
attempts were under primitive conditions.

Warnings about antibiotic-resistant bacteria, vaccine resistant viruses, and
the creation of completely new pathogens (chimeras) are also not new and were
already voiced, for example, by the authors Tom Mangold and Jeff Goldberg
in 1999. In their 1999 prediction, it will take about 20 years before genetic
engineering can completely circumvent current biological countermeasures.*

The World in 2030

Clearly, the environment for an analysis of biological threats will be different
by the year 2030. The author does not attempt to draw a coherent picture
of the security world of the future, but rather to identify some factors that
are important for the future biological threat environment. One is the overall
geopolitical evolution of NATO’s relationships with other state and nonstate
actors. In a more cooperative world, the role of new treaties and their compli-
ance in dual-use research and biological agents is an important variable of the
future. In this context, the future monitoring and prevention of proliferation of
pathogens for production and distribution is also an important factor. Another
relevant factor is the political stability of countries with significant biotech-
nology research laboratories and stockpiles of potent pathogens. In the event
of insuflicient protection of the facilities or political unrest and upheaval, the
hazardous materials could fall into the wrong hands.

Other factors are additional natural pandemics through 2030 and the long-
term effects of COVID-19 on future strategic considerations within NATO, its
member states, and among potentially hostile actors. The consequences of Rus-
sia’s war of aggression, the following build-up of capabilities, shifts in foreign
policy paradigms in some NATO countries, and a potentially more uncooper-
ative international order will also play into the future of a biological threat en-
vironment. Add to this a huge number of potential black swan events, ranging
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from doomsday cults to false flag attacks to extortionist criminal groups. Equal-
ly unpredictable, of course, are future conflicts and their associated events. The
next section discusses a number of megatrends that, unlike the variables iden-
tified in this article, have already begun in the past and will continue to have a
relatively reliable impact through 2030 and beyond.

Megatrends through 2030

Climate change as a megatrend through 2030 is having a significant impact
on future biological threats. It has long been known that climate change will
lead to a further geographic spread, as well as a net increase in transmissions
of infectious diseases.”” The Euro-Atlantic area in particular will be affected by
new species emigrating from the south. The deliberate introduction of already
found pathogens or vectors to new habitats farther north might be a terrorist
method, made possible in part by climate change. At the same time, perma-
frost is thawing in many places, revealing frozen pathogens that might not be
present today. For example, a child died in Siberia in 2016 from anthrax that
was frozen in the permafrost, but smallpox and dangerous influenza strains can
also potentially thaw in the Arctic region and be transmitted to humans. Sim-
ilarly dangerous are much older and completely unknown pathogens that are
buried several meters deep in the soil and could come to the surface by 2030.%
Terrorist use is unlikely but not impossible. An additional factor, accelerated by
climate change, is that in many cases natural disasters are followed by infectious
disease outbreaks and epidemics. This is mainly due to displacement, which
is mostly negatively connected to the availability of safe water and sanitation
facilities, the degree of crowding, and the availability of health care services.”
Another impact is that due to the decrease of global animal and plant biodiver-
sity, large populations from one species potentially have advantages in dispersal
in an imbalanced manner. Thus, insects and vectors used as bioweapons can
more effectively attack plants, humans, and animals while transmitting and re-
producing diseases.

Another set of megatrends such as population growth, migration, urban-
ization, and demographic change also interact with biological threats to NATO
forces through 2030. Poor sanitary conditions in densely populated and rapidly
growing megacities make the spread of pathogens more likely. NATO nations
are experiencing steady demographic change that includes a rapidly growing
older segment of society that is more vulnerable to many transmittable diseases.

Due to ongoing globalization and worldwide trade, especially online, it can
be assumed that it will continue to be possible to order and deliver laboratory
and medical equipment online through 2030. Similarly, pathogens can spread
rapidly and potentially undetected in a short time due to the long-distance
transport of people and animals.

The next megatrends identified by the author are inequality and poverty.
However, meat consumption has often risen as a result of the greatly increased
standard of living in China, for example. While total meat production in other
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parts of the world has increased only slightly since 1990, the amount in Asia has
doubled. But individual consumption has also risen sharply in China and Brazil
since 1990, while individual consumption in many NATO member states has
declined slightly since around 2010.% It should be noted that there is a clear
link between infectious diseases and meat production.” In particular, inade-
quate hygiene and safety measures, as well as factory farming, contribute to new
zoonotic viruses and epidemics.*® Due to various reasons, including high meat
consumption, experts suspect that several and more severe pandemics will fol-
low in the future.’ However, a significant decrease in global meat consumption
is not expected. In addition, more meat consumption significantly increases
greenhouse gas emissions, which in turn increases biological hazards associated
with climate change. Local poverty and inadequate government resources will
continue to contribute to the inability to contain and prevent local outbreaks of
infectious diseases in a timely manner through 2030, potentially posing a threat
to nations far away.

The next megatrend through 2030 is briefly discussed in terms of digitaliza-
tion and technological advances. As described in more detail in the next section,
advances in biotechnology and medicine, as well as in the field of bioinformat-
ics, are already contributing to major breakthroughs in the manipulation of
bacteria, viruses, and animals. Bioinformatics is an interdisciplinary science that
uses computer-assisted methods to try to generate new findings in the fields of
biotechnology and medicine. This trend is very likely to continue by 2030 and
further breakthroughs may be recorded. In addition, the advanced methods
already known today for manipulating and producing pathogens are expected
to become cheaper, easier to use, and possibly more widespread by 2030. This
depends on whether there will be stronger regulations in this area in the future.
However, it is very likely that civilian research and genome databases with po-
tent pathogens that are freely available on the internet will be expanded by 2030
and could still be misused. The internet also facilitates recruitment and com-
munication between nonstate actors hostile to NATO. Just as today, by 2030
the internet will likely make it possible to communicate encouragement and
support for the development or terrorist deployment of bioweapons regardless
of location.

The final megatrend cluster identified by the author is hybridization and
asymmetric warfare. Both trends pose a certain threat in a world in 2030 in
which limited-use biological weapons can wreak havoc on the enemy, but not
on the enemy’s own forces. In addition, there is the possibility of concealing the
origin of, for example, a local epidemic or the possibility of biological weapons
that are not lethal to humans. In a hybrid conflict, an adversary actor could,
for example, also want to cause economic damage or supply shortages and tar-
get livestock populations or agriculture. In a hybrid conflict, it would also be
possible to use pathogens against NATO forces to incapacitate soldiers for a
longer period of time without causing them permanent harm. In a possible
future asymmetric conflict between now and 2030, it must be expected that
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the facilitated production and delivery of limited biological warfare agents will
allow a heavily outnumbered actor to pretend that it has the ability to establish
a certain balance against a perceived superior adversary.

Overall, for the complex 2030 threat environment, a broad set of import-
ant variables and longer-lasting megatrends suggest that there are several indi-
cations that by 2030 the threat of deployment may be higher and the impact
more severe. In the next section, special attention is given to emerging and
disruptive technologies through 2030 that are important for the design, pro-
duction, and delivery of potential biological weapons.

Emerging and Disruptive Technologies until 2030
This section of the article will outline how new technologies are having a major
impact on biological weapons by 2030. Before analyzing specific technologies
in more detail, however, the author first wants to point out that biological weap-
ons not only have a purely military use, but also, like other weapons of mass
destruction, have a particular impact on politics and society. With a large num-
ber of digital devices connected to the internet, online media, and the peculiar-
ities of social networks, actors could use the threat or deployment of biological
weapons to spread panic and fear. Allison E. Betus, Michael K. Jablonski, and
Anthony E Lemieux examine the important role of media in our increasingly
digitalized world as follows:
Violent acts initiate media coverage, as well as word-of-mouth trans-
mission, functioning as a gateway that draws attention to the terror
group and its messages in a manner that increases the salience of the
communication; then media provides additional information contex-
tualizing the original act. Media coverage may make the group initi-
ating the communication look more dangerous or powerful than is
warranted.’”

It is thus becoming increasingly clear that CBRN threats are not only reflected
in new hardware, but also increasingly affect the virtual information and com-
munication space, as well as the public perception of a real or perceived threat.

A research paper by the NATO Centre of Excellence Defence Against Ter-
rorism identifies a countervailing mechanism for the interaction of terrorism
and technological progress. In general, military and civilian innovations influ-
ence each other with a reciprocal push and pull mechanism. This also benefits
nonstate actors, who usually focus on adapting and refining existing and proven
dual-use technology for their own purposes.” In addition to easy obtainable
dual-use goods, high-tech equipment and material is mostly stolen from pro-
fessional armed forces, bought on the black market, or supplied by state actors.
In NATO Strategic Foresight Analysis: 2017 Report, one of six chapters is devoted
exclusively to future technologies. The report describes, among other things,
the rate of technological advances, the number of individuals with access to the
internet, the potential of adversary non-state actors” access to new technologies,
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the international interconnectedness, the amount of data collected, and an in-
crease in the number of sensors in the world. At the same time, it is becoming
more difficult for states, international organizations, or other frameworks to ef-
fectively regulate potentially dangerous technologies. This is due, among other
things, to the rise of dual-use devices, effects of globalization, an increase in the
power of the commercial sector, and the rapid pace of market maturity of new
technologies, where democratic mechanisms can often be slow to react.**

The first tangible technologies under consideration are user friendly Al ap-
plications and web scrapers, which can already easily search large amounts of
information about a certain online topic on the internet or in a database, for ex-
ample about pathogens. Al can then theoretically analyze or even interpret the
results. If no powerful computer hardware is available, capacity can be rented
via cloud services. This intersection could well be classified as digital dual-use.
The consequence is that gene combinations can be tested on the computer be-
fore they are cultivated. This saves time and resources and can be used to devel-
op pathogens with specific properties. The process of producing a large number
of molecules by combining and varying different chemical components using
modern methods also exists in chemistry.

One of the most important future technologies described in this article are
modern biological applications. These include genetic engineering, synthetic
biology, and biochemistry. Again, this is an area of dual-use research. Genetic
engineering is the direct genome manipulation of organisms, including clus-
tered regularly interspaced short palindromic repeats (CRISPR) gene editing
that is probably one of the most important scientific breakthroughs of recent
times. Especially in the field of biological weapons and nonstate actors, this is a
method that can be misused with serious consequences. The special advantage
is that, compared to prior methods, it provides easier, cheaper, and more precise
additions or removal of parts of the genome while the organism is alive. Thus, in
the future, it will be reasonably easy to turn bacteria, viruses, fungi, plants, and
humans into genetically modified organisms.” In general, this field is well re-
searched and there are many publications available, as vaccines, for example, are
also being developed using similar methods. For instance, a research paper on
the synthesis of horsepox was published in 2017. Dr. Tom Inglesby, director of
the Center for Health Security at the Johns Hopkins Bloomberg School of Pub-
lic Health, sees this as increasing the risk of smallpox synthesis.*® In the future,
it is believed that despite often grave ethical concerns and attempted political
regulation, research will continue to advance. It is often difficult to regulate and
identify dual-use applications early enough. However, strategic considerations
and scientific great-power competition also play into this technology, as China,
in particular, has recently become known for advances in genetic engineering,
which are often seen as ethically critical.””

One of the many different aims of synthetic biology is to produce synthetic
cells (i.e., synthetic life). In 2019, a synthetic bacterium was created for the first
time from an artificial sequence of genomes.*® In this way, even very dangerous
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bacteria could theoretically be created as if from a construction kit. Research
is currently being done on this with the aim of producing a synthetic drug
delivery platform.*” However, viruses can also be transported and distributed
by synthetic bacteria. Advances in synthetic virology are particularly relevant to
this study. In the future, it is expected that any virus whose DNA/RNA (deoxy-
ribonucleic/ribonucleic acid) is available can potentially be reverse engineered,
bringing viruses that have been eradicated back into circulation. Currently, the
National Library of Medicine has a large database called the National Center
for Biotechnology Information Virus (NCBI Virus), which contains the genetic
data of nearly all known viruses, as well as other microorganisms and mam-
mals.”” There is an important report by the U.S. National Academy of Sciences,
commissioned by the U.S. Department of Defense in 2018, which describes
three particularly dangerous scenarios of synthetic biology. In addition to the
already described technique of reproducing viruses with genetic code from the
internet, it also mentions the possibility of making bacteria resistant to anti-
biotics and the possibility of programming microbes in such a way that they
slowly poison people through their metabolism. The last method could lead to
death after a long time and thus disguise the crime. Much more difficult to im-
plement, but theoretically possible, is a so-called gene drive that automatically
spreads through the population, altering people’s DNA.*!

The field of biochemistry is also important, as research into, for example,
metabolism processes in cells, signal molecules, or enzymes must also be consid-
ered in the effect of biological weapons. The exact impact of this area of research
up to 2030 cannot be forecasted precisely, but it is certain that the impact will
be significant.

A new development that could potentially have an impact on chemical and
biological weapons is microreactors in the form of a continuous flow reactor.
Fundamentally, the idea is to allow chemical reactions to take place in a very
small device. Advantages compared to large reactors include scalability, on-site
and on-demand production, as well as a high reaction yield.” The small reac-
tors can be scaled up to almost any size, and expensive, large, and complicated
synthesis facilities in batch reactor design are no longer necessary, as the cult
Aum Shinrikyo once built them. A 2013 study, however, stresses that the use
of microreactors for the production of chemical weapons is limited. Neverthe-
less, future technological advances may well enable a broader range of warfare
agents.”” Advances in micro-enzymatic reactors are also expected in the field
of biology.* This could help future terrorists or state actors to produce small
quantities of toxic agents in almost any place in the world without significantly
putting themselves at risk during production. Although the implications are
not yet well understood, the cultivation of pathogens could also benefit from
the technology.

Current and future often dual-use developments in nanoscience also offer
many overlaps with biological weapons and means of delivery. But not only
potentially lethal applications are being developed; nanoscience also supports
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modern material sciences, engineering, and production. For some years now,
several armed forces have been researching machines frequently called nano-
bots. However, this often refers to insect-size unmanned aerial vehicles (UAVs),
which does not correspond to the “nano” definition. Nevertheless, these bionic
insects, which are often only 2—3 mm in size and are capable of flying, can, for
example, deliver a highly potent poison unnoticed to many locations.”” In a
swarm, technical systems could be manipulated, disrupted, or destroyed. How-
ever, real nanobots (i.e., nano-size synthetic drug carriers) are also not unlikely
in the future. For example, a group of Chinese researchers undertook the first
successful tests for targeted tumor treatment in 2018.% On the other hand,
such carriers could also be used for the targeted transport of viruses and toxins.
Bacteria have been used as drug carriers for similar applications for some time
now. Theoretically, however, it is also possible to manipulate unmodified or
transgenic insects with the help of nanotechnology, for example to increase the
effect of distributed biological warfare agents.*’

Other applications of nanotechnologies are very small computers, which
will be important for small means of delivery and monitoring of production of
biological and chemical warfare agents.®® In general, by 2030, nano-size tech-
nologies are expected to make the dual-use laboratory equipment needed for
biological weapon production, among other things, cheaper, more effective,
smaller, and more flexible.” In addition, future attacks with nanotubes may
offer entirely new possibilities for disguising origin and lethality. A researcher
at American University explains: “For example, nanotubes could be used to
deliver only the lethal parts of the anthrax virus—without the signature pro-
tein that is recognizable to the immune system.” The researcher identifies three
main dangers in linking nanoscience and potential biological weapons. First,
rudimentary nanotechnology labs are already available on the internet for under
$500 USD. Second, the technology makes it easier and cheaper to produce,
disguise, and transport biological warfare agents. And third, the technology is
not sufficiently regulated, which could lead to an asymmetric arms race that
threatens the overall strategic security of major countries.”

The dual-use problem in the CBRN sector, which has already been men-
tioned several times in this article, has been recognized for some time. For this
reason, the informal multilateral export control regime known as the “Australia
Group” has been in existence since 1985. It deals with dual-use technologies,
which can be misused for the production of chemical and biological weapons,
among other applications. The NATO countries and the European Commis-
sion are members, but Russia and China, for example, are not, which makes in-
ternational control much more difficult. Nevertheless, the group offers expertise
in identifying potential dual-use applications. Additionally, after 11 September
2001, there were great efforts to provide weaponizable research with guidelines
and, in some cases, regulations. For example, after a research report on the syn-
thetic production of a polio virus was published in 2002, the U.S. government
set up a high-level advisory body to draw up guidelines against the terrorist use
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of biological research.’® Biotechnology Research in an Age of Terrorism, a compre-
hensive work on the state of the art at that time, was published in 2004.%* In
2012, the book Innovation, Dual Use, and Security was published, in which, in
addition to the biological risks, attention was also drawn to the potential chemi-
cal risks. It contains a 300-page in-depth overview of many intersecting issues.’®
In 2016, a case came to light in which a Chinese company exported a synthetic
opioid called carfentanil unregulated to countries in the Euro-Atlantic area.
However, this chemical is so potent that it has already killed several unknowing
drug users. Terrorist use could not be ruled out.” This incident is exemplary for
several substances and devices. Furthermore, on the Chinese state level, there
have been concerns from some NATO member states in recent years. The coun-
try is pursuing civil-military integration in many scientific fields, often resulting
in dual-use goods.”® In 2021, the United States accused China of not clearly
distancing itself from weaponizable research in the biological field:

China continues to develop its biotechnology infrastructure and

pursue scientific cooperation with countries of concern. Available

information on studies from researchers at Chinese military medical

institutions often identifies biological activities of a possibly anomalous

nature since presentations discuss identifying, characterizing and test-

ing numerous toxins with potential Dual Use applications.*

Other countries that the United States accuses of a possible dual-use bi-
ological weapons program are North Korea and Iran. Russia is accused of not
having properly destroyed “BW items specified under Article 1 of its past BW
program.” An increase in civil-military dual-use research in the CBRN field
poses the risk of openly available knowledge being misused for malicious pur-
poses. The next section will take a closer look at the actual level of research in
2023 and what developments are possible by 2030.

Possible Biological Threats by 2030

Without question, the biological threats of the future are increasingly severe.
The individual threats are often incomprehensible for nonexperts, as biological
warfare can be carried out by using viruses, bacteria, fungi, insects, or plants.
Almost all animals are possible vectors, and in the far future, even mechanical
products or highly manipulated organisms could also be possible vectors. In
addition, synthetic biology, nanotechnology, and DNA manipulation open up
a whole new range of possibilities for modifying or even completely rebuild-
ing or recreating viruses and bacteria. The latter are called designer pathogens.
These technological advances were foreseeable for some time, and yet they only
came to public attention because of the global pandemic. But as complex and
diverse as the possible types of biological weapons are, so are the techniques to
enhance the efficacy of biological weapons through biological engineering. A
2013 report in the Dartmouth Undergraduate Journal of Science lists the possi-
ble techniques for weaponizing biological materials. These include the manip-
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ulation of bacteria; the aforementioned designer pathogens; the destruction or
replacement of individual genes in the context of misused gene therapy; stealth
viruses that only unfold their effect in the body after external or internal activa-
tion; host swapping diseases that, for example, specifically jump from domestic
cats to humans; designer diseases that, for example, cause artificial cancer; and
personalized biological weapons. The latter spread approximately asymptomati-
cally in the population and only have an effect on certain genetic characteristics
of a person or group of people.”®
In his 2002 contribution to 7he Counterproliferation Papers of the U.S. Air
Force Counterproliferation Center at Air University, Michael J. Ainscough de-
scribes the threats that could become reality by 2030. Based on findings of the
JASON Defense Advisory Panel in 1997, Ainscough describes six future threats.
First, he talks about binary biological weapons that can be used for extortion or
safe handling. For this, a harmless host bacterium and a virulent plasmid would
be isolated separately and threatened with the release of the associated second
component, which would then interact to produce its effect. As far as designer
genes are concerned, the researcher concludes that these have long been state
of the art with simple modifications at the time of the study. Future designer
pathogens will have far more complex capabilities and will be able to exhibit a
whole range of modified characteristics. Regarding gene therapy, he writes:
There are two general classes of gene therapy: germ-cell line (reproduc-
tive) and somatic cell line (therapeutic). Changes in DNA in germ cells
would be inherited by future generations. Changes in DNA of somatic
cells would affect only the individual and could not be passed on to
descendants. Manipulation of somatic cells is subject to less ethical
scrutiny than manipulation of germ cells.”

Already 25 years ago, viruses were used as vectors to insert genes into mam-
malian cells. This genetically engineered virus was successfully used to prevent
rabies in wildlife. Likewise, viruses were successfully used as vectors for mouse-
pox viruses 25 years ago. This allowed vaccination of mice to be circumvented,
which died shortly afterwards. The concept of stealth viruses is not new in na-
ture. In this case, an initially unnoticed virus could enter human cells and wait
for an external or internal signal. One related example are oncogenes, which
are mutated genes that cause cancer as soon as they are activated. Some viruses
have segments of DNA that mimic oncogenes. Other substances, bioregula-
tors, physical processes, or external influences such as ultraviolet light could
thus activate the virus. Ainscough also writes about host-swapping diseases and
designer diseases. In the future of 2030, it could be possible to create the suit-
able pathogens for a certain disease pattern. This would make it possible, for
example, to temporarily shut down the immune system or induce cell death in
certain cells.”’ Twenty years later, Ainscough’s prognoses are all proving to be
increasingly technically feasible. Except for complex designer pathogens and
diseases, all predictions are applicable in the year 2023.
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Although some of the possible applications mentioned have not yet been
achieved in practice, thanks to the aforementioned CRISPR-Cas9 gene-editing
technology and the general progress in the field, it is only a matter of time be-
fore the biological weapons mentioned are successfully tested within military or
civil dual-use research. Another extremely problematic aspect is that CRISPR
is not a high-tech technology that is only available in secure laboratories. At
the current rate, it is foreseeable that in the world of 2030, manipulated and
synthetic biological substances could take on an almost everyday character. But
how difficult is it really for future actors to actually develop and deploy one of
these methods themselves?

Based on the state of the art in 2015, researcher Zian Liu of the Universi-
ty of California, Berkeley, concludes that there are five potential barriers that
could prevent nonstate actors without access to professional laboratories from
creating novel biological weapons. First, it is not easy to create a properly pro-
tective research environment that will secure the actor adequately. Secondly,
although it is possible to order all the necessary materials on the internet, very
specialized equipment for very dangerous substances and many test runs cost
up to $30,000 USD. If an already dangerous bacteria or virus strain are used
as an initial substance, a screening of the person placing the order is usually
requested. However, there are sometimes great differences in this respect world-
wide. Nevertheless, there are already mechanisms that automatically subject the
online ordering of several suspicious materials to a closer examination. An ex-
ample is the code of conduct for gene synthesis published by the International
Association of Synthetic Biology in 2009. Fourth, it is often standard practice
to modify existing research for one’s own purposes. However, specific research
on modern biological weapons is of course top secret. But it is still possible to
gather information from civilian dual-use literature, but this requires a higher
degree of specialist expertise. Fifth, the actor would have to undertake poten-
tially extensive testing and adjustments prior to deployment. Such tests can
easily arouse suspicion in various ways. The author also describes that there is
already an established community of so-called biohackers in many countries
around the world. Determined nonstate actors might join such an often anon-
ymous internet hobby community to act more effectively.®!

At the same time, of course, it is also possible that such a biohacker could
lose control of a potentially dangerous agent as a result of an accident, since
generally weaker standards of safety are observed in amateur labs. Liu’s six-year-
old remarks must also be seen in the light of the fact that more advanced tech-
nologies are already available on the internet now. In the future, it will probably
be even easier to circumvent the barriers as, for example, the aforementioned
small flow reactors and CRISPR-Cas9 applications become widely marketable.

All in all, synthetic or DNA-engineered biological weapons can potentially
cause enormous damage, but a closer look reveals that, at least for nonstate
actors, production is currently not as easy as it might seem. By 2030, however,
some of the current barriers are expected to be significantly lower. Although it
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is possible to learn the fundamentals via internet courses, in most cases a solid
academic education is needed to gain practical experience with the laboratory
equipment. Compared to genetically modified agents, existing natural patho-
gens may pose an even greater danger, as slightly less experience is required to
weaponize them. There is also more publicly available research and potential
natural source sites for such pathogens. In 2014, for example, a Tunisian jihad-
ist did not even attempt to produce complicated pathogens, but instead records
were found on their laptop of how the causative pathogen of plague (Yersinia
pestis) can be isolated from infected animals and subsequently weaponized. The
chemist and physicist would presumably have had the theoretical prerequisites
for creating his own strain, but it seems the costs were too high compared to the
benefits.®? He was caught without carrying out an attack.

It would also be relatively easy for nonstate actors to take advantage of a
natural outbreak to infect themselves and then infect as many other people as
possible. Breaking an imposed quarantine during a disease outbreak for po-
litical reasons could also be classified as terrorism, as people could be killed
indirectly. Such intentions, as well as acting as a so-called superspreader, are
entirely possible, as already described in the section on SARS-CoV-2. However,
it is relatively difficult to deliberately infect oneself with a naturally occurring
virus as the first carrier. Another comparatively simple biological weapon that
could be used for attacks in the future is the mass breeding of insects. This can
lead to effective attacks on crops, but as soon as the insects are to be used as
vectors for diseases against humans, a greater effort might be required, although
it might still be much less than that of producing a synthetic pathogen. The
use of insectoid vectors proved to be very effective in the operations carried out
by the Japanese during the Second World War. Other biological agents already
used in the past, such as anthrax and ricin toxin, might also potentially be used
in the future again. Currently, the Centers for Disease Control and Prevention
lists more than 20 dangerous bioterrorism agents, which they subdivided into
three categories.®

In addition, there is the danger of developments by state actors that could
be misused for terrorist purposes by employees, fall into the hands of nonstate
actors, be released as a result of an accident, and could be used intentionally or
as part of a covert operation. The unconfirmed efforts of the People’s Republic
of China operating a disguised dual-use bioweapons program are a cause for
concern.* It is also very problematic that various states have not ratified inter-
national agreements and, in some cases, do not adhere to international stan-
dards, which could facilitate proliferation to potentially adversarial nonstate
actors. The internet, and its global expansion, will continue to play a funda-
mental role in the future through legal and illegal orders, educational courses,
and specialized biohacking communities, as well as the latest research and pub-
licly accessible DNA/RNA databases.

With a prospective application in mind, a distinction must be made be-
tween how demanding it is to produce or obtain a specific biological weapon.
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As with chemical weapons, greater effectiveness goes mostly hand in hand with
more difficult acquisition and are thus less likely to be used. This rough predic-
tion may be obsolete by 2030, as technological advances lower the threshold
for acquisition while increasing lethality. As emphasized in the introduction, it
is important to note that various current and future biotechnological develop-
ments have the potential to limit and thus to a certain degree control transmis-
sible biological weapons.

Current and Future Means

of Delivery for Biological Material

Due to the often-unstable nature of biological pathogens outside the labora-
tory, methods of dissemination are also important. In the following, current
and conceivable methods by 2030 are examined in more detail. A whole range
of bombs, including cluster bombs and balloon bombs, were developed for
use with biological weapons at the beginning of the Cold War. Many of these
developments were aimed at destroying enemy crops with plant pathogens. In
the Second World War, Japan used, among other things, ceramic bombs filled
with pathogens. While most chemical weapons can be stored for longer periods
of time in their means of delivery and can be used relatively effectively by many
methods, biological weapons usually require a much more cumbersome proce-
dure. Due to the high impact energy of nonbraked bombs and missiles, suc-
cessful dissemination of a biological agent is not likely. Parachuted bombs with
a large-scale dispersal mechanism are more likely to succeed. However, anthrax
spores are nevertheless known to survive dispersal by low-yield explosion, as
found for example in the American E61, E120 or M 143 cluster bomb submu-
nitions developed in the 1960s.° However, a careful explosive delivery system
for sophisticated bioweapons is very difficult for nonstate actors to achieve on
their own. A civilian aircraft could be bought or rented for the drop of a bomb
or cannister, but the overall cost of such a venture is very high compared to the
possible outcome.

Easy to control, maneuverable, low-cost UAVs with a comparatively high
payload designed for the civilian market have become quite popular in the last
decade and see regular combat operation, for example in the Ukraine war of
2022. In addition, camera technology is becoming smaller and smaller, batteries
come with improved storage capacity, and small and lightweight flight con-
trollers, accelerometers, and GPS (Global Positioning Systems) are becoming
increasingly widespread. Thanks to mass production, mostly in the People’s Re-
public of China, models are now available in many price ranges and payload siz-
es. In the meantime, a large market has also established itself with do-it-yourself
components with which mission-oriented UAVs can be built relatively easily.
This can be done both as a fixed-wing aircraft and as a multicopter or helicopter.
In recent years, a growing market has also emerged that specializes in profes-
sional applications and offers more expensive, but still affordable, products. In
the United States alone, almost 750,000 commercial and recreational drones
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are currently registered.®® At the same time, effective defense against these com-
mercial UAVs remains a major challenge. In practice, it is also difficult to distin-
guish between registered and legal drone flights and potential attacks.

At an event organized by the Center for Arms Control, Energy, and Envi-
ronmental Studies in 2011, some interesting points were made in relation to
UAVs. For example, a simulation was mentioned in which 900g of weapons-
grade anthrax would be released 100 meters above a large city. With appropriate
winds, about 1.5 million people would be infected and tens of thousands would
die despite strong containment measures. At the same event, the TAM-5 model
aircraft was mentioned, which flew automatically for 39 hours in 2003 and
traveled more than 3,000 km over the Atlantic.*” Since 2009, more and more
UAVs have been configured as multicopters. These models usually cannot fly as
far or as long as fixed-wing aircraft, but they are more maneuverable and usu-
ally easier to operate. Modern remote-controlled aircraft can fly far faster than
500 km/h; modern quadrocopters far faster than 200 km/h. For professional
applications, there are now drones with a payload of more than 100 kg.®® In
2016, British prime minister David Cameron warned that UAVs could disperse
radioactive material in massive quantities over cities. He is probably alluding
to the wide availability of automated crop duster UAVs, which are in fact a
low-effort, high-impact means of delivery for terrorists, especially when many
people are crowded together in the open. Instead of radioactive material, how-
ever, chemical or biological material could be effectively disseminated.®” State
actors with access to professional technologies have resources to develop further
technical solutions tailored to the agent. Manned aircraft for the deployment
of CBRN material have been little considered by nonstate actors. In the past,
Aum Shinrikyo tried to modify a Mil Mi-17 helicopter to spray toxic gas over
Tokyo.” In 2001, an al-Qaeda terrorist traveled to the United States to possibly
prepare an attack with a crop duster plane.”

In addition to aerial deployment, CBRN material can also be deployed
from the ground. The direct application of pathogens, as in the 1984 Rajneeshee
bioterror attack, can be considered a ground-based attack. The same applies to
attempts to deliberately transmit SARS-CoV-2 or other viruses to, e.g., door
handles or from person to person. This category also includes assassinations
with biological warfare agents.

A subcategory of biological warfare is entomological warfare. There are two
fields of application, because insects can be used to act directly as weapons or
to spread pathogens. But noninsectoid animals can also be used to deliberate-
ly spread pathogens. This type of warfare was first systematically studied and
applied during the Second World War. Japan was particularly involved; the
empire infected Chinese populations with plague-infected fleas and cholera-
spreading flies. This mode of transmission proved catastrophically effective. Yel-
low rats were also bred in large numbers for use as vectors.”* After the war, the
Soviet Union, among others, researched ticks as vectors. According to their
own statement, an automatic insect breeding facility was developed.” Such a
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facility was also planned in the United States, where mosquitoes and fleas were
successfully tested as vectors and were dropped from airplanes.” But nonstate
actors have also recognized the advantages of insects as biological weapons. For
example, in 1989, after a letter from a group called “the Breeders” was found,
“peculiar patterns of Mediterranean fruit fly infestation in southern California
that year” were detected.”” More recent cases have not been detected. In princi-
ple, it is easier to use insects as weapons than to successfully infect vectors with
deadly diseases without endangering oneself. Major financial damage or famine
due to crop shortfalls can be a consequence that is not directly fatal to humans.

As already indicated, the biological field is probably the most significant for
the future. The possibilities of releasing and spreading a fully developed patho-
gen are very diverse and almost impossible to prevent. In jihadist circles, for
example, one of the terrorists could be the first carrier, while other types of ter-
rorists might want to harm a specific person or group of people. From poisoned
water to public salad buffets, there are many methods. In the future, however,
genetically manipulated or even synthetic bacteria, insects, or other animals
will be particularly useful as vectors. Such animals can be bred or designed
according to the requirements at hand (e.g., to reproduce and spread particu-
larly quickly or to deliver the pathogen particularly effectively). Similarly, in the
future it will often be difficult to distinguish manipulated animals from non-
manipulated animals. Thus, the origin of the outbreak can be concealed, which
presents potential for a state attack disguised as a terrorist attack, or vice versa.

Biological means of delivery of pathogens can already be prepared with the
help of artificial hatcheries or programmed to reproduce themselves as quickly
as possible. The latter might be a logistically more effective solution, although
manual incubation requires less expertise in the field of molecular biology. In
the future, modified organisms may be able to identify and attack certain peo-
ple or groups of people on the basis of certain characteristics or infect them
specifically with the transported pathogen. Similarly, carrier animals could be
manipulated to feel comfortable in other climates or environments and attack
the local population or displace native species. Climate change would accelerate
such intentions. It is also possible that by 2030, technologies will exist that
can artificially control insects or small animals, turning them into covert weap-
ons. Currently, this already works with beetles. In this way, CBRN materials
could be delivered unnoticed to a specific target without attracting attention.
A pathogen that has a deliberately long delay to disease onset or death built in
can be used to spread unobtrusively in humans or animals before it is detected.

In addition to the ways of delivering biological material already discussed,
there are other ways that can be used to contaminate soil, water, or plants.
The perpetrator can either use one of the previously explained systems, such
as an agricultural UAV. A simpler way is to distribute the agent personally in
unguarded places. Biological agents such as anthrax are likely to contaminate
soil permanently. The two best-known examples are Gruinard Island in Scot-
land and Vozrozhdeniya Island in what is now Uzbekistan and Kazakhstan.
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Both were partially contaminated by tests with Bacillus anthracis, the cause of
anthrax; studies proved the extreme persistence of the biological weapon in soil
during initial decontamination attempts.”® To alert the public to the dangerous
situation on the island, unknown perpetrators sent two packages of soil samples
from Gruinard Island almost 40 years after the initial release of anthrax agent.
One of the packages actually contained anthrax spores.”” The island was then
thoroughly decontaminated. The former Soviet biological weapons test site in
the Aral Sea was also decontaminated in 2002 with funds from the United
States, because many anthrax cultures were not sufficiently destroyed by the
Soviets. Nevertheless, it is likely that live spores could still be found in unknown
locations on the island. Yersinia pestis, known as plague, and smallpox virus have
also been experimented with on the Soviet testing area but are not likely to have
survived until today.”®
The deliberate poisoning of water, mostly of human drinking water, has
been discussed many times in the past. In such a case, it is known as a point
source. In fact, in 1972, two teenagers tried to poison Chicago’s drinking water
with biological agents, but they did not come close to achieving their goal.”
The deliberate poisoning of plants or livestock with biological agents is a
very broad field of application that has been studied and partially applied since
before the Second World War. In the past, Germany, France, Japan, Iraq, the
United Kingdom, the United States, and the Soviet Union pursued such pro-
grams, sometimes on a large scale.®** The means of delivery are either vectors or
insects themselves, but the use of anticrop fungi and other transmissible plant
diseases has also been successfully tested. Once applied to a plant, it then serves
as both the means of delivery and the target of the weapon. As with soil con-
tamination, there are theoretically multiple motivations for terrorists to engage
in agro-terrorism. Agro-terrorism can often be closely linked to entomological
warfare methods. For more information, see the section on animals as a means
of delivery. Jonathan Ban of the Chemical and Biological Arms Control Insti-
tute lists some motivations:
Some actors may be motivated for the same reasons as other terrorist
actions—to attract attention to a cause, incite fear, disrupt society, or
demonstrate a capability with the intent of exacting political conces-
sions. Other actors may be prompted by different motives—economic
interest, sabotage, or revenge.®!

He lists several cases in which crop poisoning was threatened or carried out.
In the described cases, chemicals like mercury or cyanide were used for poi-
soning, but not self-transmitting biological weapons. Also, the alleged medfly
attacks in California in 1989 had food production, in this case mass-produced
fruits, as a target.** The Federation of American Scientists provides information
on further incidents of biowarfare against agriculture: “In 1985 and 1988, Iraq
conducted field tests of wheat cover smut to demonstrate its effectiveness as an
anti-crop agent. Iraq also produced canisters designed to disperse the fungal
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agent over Iranian wheat fields. In Sri Lanka in the early 1980s, a group of Tam-
il separatists threatened to spread non-endemic plant diseases among rubber
and tea plantations in a scheme to undermine the government.”

In the section on emerging technologies, the potential and current areas of
application of nanotechnology in the CBRN sector have already been outlined.
There is also a future field of application in the area of means of delivery. Fu-
ture systems can use the bionic advantages of real living beings and combine
them with the advantages of technical applications. Since only a few grams of
various toxins or pathogens are often needed to have a lethal effect or to start
an epidemic compared to current nuclear weapons, for example, nanorobots
are also suitable for delivering the material. Also, camouflage as, for example,
a mechanical rat or bird is possible to outsmart security measures of military
premises or essential personnel. It is unlikely that nonstate actors will be able
to build and operate such complex military high-tech means of delivery, but a
dual-use application of such technologies is not impossible by 2030.

Fully autonomous vehicles are certainly part of the future of 2030. With
autonomous UAVs, the damage of even low-quality CBRN weapons can be
increased by automatically matching and selecting between multiple detect-
ed targets. Reprogramming requires IT skills, but these can also be obtained
by terrorist groups. Deployed en masse, autonomous vehicles can carry out
many different conceivable types of attacks and cause increased panic among
the population, which is further exacerbated by the use of CBRN material.
Autonomous drones can also target, for example, crowds of people with CBRN
material, move on, and attack new identified targets. This saves CBRN material
and makes the attack more effective, as even agricultural drones have a rather
limited capacity when it comes to creating a deadly concentration of an agent
in the air.

Possible Actors

The last and final section provides an overview of possible actors up to the
year 2030. Earlier in the article, China and its dual-use biotechnology activities
were discussed in more detail. Of the potentially hostile state actors, however,
North Korea must also be mentioned, whose possible bioweapons program is
explained in two reports as well as the Russian Federation, about whose cur-
rent bioweapons allegations there is also a detailed article.* In the case of both
countries, however, there is no definitive evidence. On Iran and a possible bio-
weapons program, sources are comparatively sparse.

Starting with state actors that may have sophisticated and resource-intensive
capabilities to research, produce, and deploy biological weapons, it must never
be forgotten that former state actors, like defectors or disloyal soldiers, may also
get their hands on these biological weapons or sophisticated weapons get stolen
or lost. In today’s world and the world of 2030, there are also pseudo-nonstate
actors who ostensibly operate autonomously but are significantly supported by
a state actor. In addition to economically, religiously, and politically motivated
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actors, there are also cults that stand out from other groups in the field of non-
state actors, since their goal may well be the extermination of all human life
without limitation. Other nonstate actor groups that could theoretically plan
to use biological weapons by 2030 are ecoterrorists, extreme conspiracy theo-
rists, cyberterrorists, internal staff, renegade scientists, or laboratory security
personnel. The third major category is unintentional accidents in laboratories
or accidents involving members of the biohacker community at home. For ex-
ample, at least two accidents occurred in coronavirus laboratories in China in
2004, and the local outbreak of foot and mouth disease in the UK in 2007 was
traced to a laboratory in Surrey.® The fourth category is incidents, outbreaks,
and attacks of unknown origin, which is not unlikely in the context of possible
hybrid warfare by 2030.

Conclusion and Overall Threat Potential

In conclusion, NATO forces will find themselves in an increasingly dangerous
biological threat environment by 2030. Despite the diverse threat environment,
the alliance must credibly ensure that it can continue to operate actively in the
aftermath of biological weapons attacks. Despite the high potency of biological
agents, the issue is often treated only half-heartedly in armed forces and often
remains a secondary consideration in national security strategies, despite the
COVID-19 pandemic as an illustrative example. This article shows that there
are virtually no limits to future biological weapons. This type of weapon of mass
destruction has the potential to fundamentally change the future of warfare.
As Ainscough’s prognosis shows, this is not necessarily a new conclusion. The
hypothesis is thus confirmed, although it is clear that forecasts for the future
are always merely educated assumptions and that a large number of unknown
factors play a decisive role in the real outcome.

It is very difficult to quantify the threat of future bioweapon attacks on a
scientific basis. At the end of 2022, there is no concrete evidence that any actor
is planning or threatening to use biological weapons in the near future. Nev-
ertheless, the threat environment is evolving in a direction that fundamentally
increases biological threats. Likewise, the progress of biotechnology will sooner
or later lead to the development of limited transmissible bioweapons. So far,
uncontrolled spread has deterred actors from using transmissible bioweapons.
If, by 2030, it is possible to effectively limit biological weapons or make them
nonlethal and endow pathogens with individual capabilities and attributes as
designer pathogens, biowarfare could indeed establish itself as an alternative to
traditional types of kinetic warfare in the future.

NATO forces must work closely together to develop effective counterstrate-
gies and stay at the forefront of research to identify threats and develop effective
countermeasures, as stated in the NA7O 2030 agenda. Additionally, the U.S.
Marine Corps should address biological threats more thoroughly. At the same
time, the defensive nature and safe conduct of their own biological research
must always be made clear at the international stage and a treaty structure
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adapted to the changed conditions of our time, in particular with the People’s

Republic of China, must be sought diplomatically. It must be reliably ensured

that, despite a lower barrier, the use of biological weapons will continue to elude

the interest of any actors in the future.

For further research, the author recommends the development of effective

counterstrategies to future biological weapons attacks and an outlook on what

biotechnological advances potential adversaries could use to make their soldiers

more capable and resilient in the future.
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