UNITED STATES MARINE CORPS
MARINE CORPS UNIVERSITY
EDUCATION COMMAND
2076 SOUTH STREET
QUANTICO, VA 22134

IN REPLY REFER TO:

5510
VPBA

SEP 2 1 2020

EDUCATION COMMAND ORDER 5510.3

From: Commanding General, Education Command
To: Distribution List

Subj: FOREIGN DISCLOSURE OF CLASSIFIED MILITARY INFORMATION (CMI) AND
CONTROLLED UNCLASSIFIED INFORMATION (CUI)

Ref (a) SECNAVINST 5510.34B
(b) SECNAV M-5510.1
(c) MCO 5510.20C
(d) TECOMO 5510.2A
(¢) CG TECOM DDL to CG EDCOM dtd 03 August 2020

Encl: (1) Instructions for Foreign Visits and Foreign Disclosure
(2) Foreign Disclosure Definitions

1. Situation. In order to protect classified military information (CMI) and controlled
unclassified information (CUI} while authorizing the sharing of certain CMI and CUI, the
references require that policies and procedures be established to guide the disclosure and/or
release of information to officials of foreign governments. References (a) and (b) provide the
Department of the Navy policy for foreign disclosure. Reference (¢) provides Marine Corps
policy, procedures, authority, and responsibilities for foreign disclosure. References (d) and (e)
provide Training and Education Command policy and guidance for foreign disclosure.

2. Mission. Per the references, the Education Command (EDCOM) Foreign Disclosure Order
provides guidance, policy, procedures, and responsibilities for the disclosure and release of CMI
and CUI to officials of foreign governments.

3. Execution

a. Commander’s Intent. The purpose of this Order is to establish guidance, policy,
procedures, and responsibilities to ensure the protection of CMI and CUI, provide requisite
instructions for the authorized disclosure of information to foreign government representatives.
EDCOM supports United States foreign policy by cooperating with our allies to the fullest extent
possible. Within EDCOM, this means sharing information to the fullest extent possible with our
international military student population as well as with numerous official foreign visitors to
EDCOM throughout the academic year, while ensuring the protection of national security
information.
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b. Concept of Operations

(1) This Order establishes tasks, procedures and responsibilities for the disclosure and
protection of classified and controlled unclassified information. See enclosure (1) for
instructions for the coordination of foreign visits and foreign disclosure.

(2) To facilitate coordination and control of foreign disclosure within EDCOM, the
Commanding General, Training and Education Command (CG, TECOM) has issued a
Delegation of Disclosure Authority Letter (DDL) to the Commanding General, Education
Command (CG, EDCOM).

(3) The DDL outlines the specific methods, categories, scope, and limitations of disclosure
authority.

(4) CG, EDCOM will appoint two Foreign Disclosure Officers (FDO), one primary and
one alternate, who will serve as the central points of contact for foreign disclosure and foreign
visits with EDCOM.

c. Tasks

(1) Vice President for Business Affairs

(a) Provide oversight and supervision of the EDCOM Foreign Disclosure Program and
the EDCOM FDO.

(b) Ensure the assigned FDO meets all required criteria as outlined in the references.

(2) Foreign Disclosure Officer

(a) Manage the EDCOM Foreign Disclosure and Foreign Visits Program and serve as
CG, EDCOM’s foreign disclosure representative,

(b) Coordinate with EDCOM subordinate elements to ensure required review of
materials prior to disclosure and/or release to foreign officials,

(c) Receive, review, and coordinate all formal foreign visit requests (FVR) sent to
EDCOM by higher headquarters.

(d) Track, manage, and document all official foreign visits to EDCOM.

() Establish and maintain a Foreign Visit System (FVS) and a Foreign Visits System
Confirmation Module (FVS-CM) account.

(f) Coordinate with EDCOM directorates and schools to ensure Contact Officers (CO)
are assigned for each one-time or recurring official foreign visit.
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(g) Manage the administration of any Personnel Exchange Program (PEP) personnel
assigned to EDCOM, and ensure a CO is assigned for each PEP.

(h) Maintain a record of all foreign disclosure decisions related to the release and/or
disclosure of CMI or CUI using the Foreign Disclosure Management System (FDMS).

(1) Ensure appointed FDOs and FDRs complete the USMC Foreign Disclosure Officer
Training Course and furnish copies of the certificate with a signed copy of their appointment
letter to the TECOM Foreign Disclosure Program Manager.

(j) Provide annual training that provides a general overview of foreign disclosure to all
permanent personnel.

(k) Provide training to appointed FDOs and FDRs through site assist visits and by
disseminating information regarding courses or on-line training.

(1) Coordinate with the TECOM FDO on any matters of foreign disclosure that fall
outside of the disclosure authority granted by CG, TECOM to CG, EDCOM,

(m) In coordination with the TECOM FDO, conduct periodic reviews of EDCOM
curriculum to ensure compliance with foreign disclosure requirements.

d. Coordinating Instructions

(1) All EDCOM Directors will ensure coordination with the EDCOM FDO prior to
hosting official foreign visitors.

(2) All EDCOM directorates and schools will ensure the appropriate number of personnel
are assigned and trained as COs. A CO will be assigned for each one-time or recurring official
foreign visitor.

(3) The EDCOM FDO and FD Representatives will meet required criteria for appointment
as outlined in reference (c).

(4) EDCOM staff, faculty, and students will not disclose information to foreign officials
without first gaining the approval of the FDO.

(5) EDCOM staff, faculty and students, through coordination with the FDO, will ensure
information to be disclosed during foreign visits is properly reviewed, approved, and marked,
and that visitors meet established security assurance, and that all disclosures are properly
documented.

(6) CMI and CUI originated by other U. S. Government agencies, military services, or
other Marine Corps commands may be disclosed only with the approval of the originating
agency, service, or command.
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(7) Any personnel who witnesses the unauthorized disclosure of CMI or CUI will
immediately notify the EDCOM FDO and the EDCOM Security Manager.

4. Administration and Logistics. Recommendations regarding this Order should be forwarded to
the EDCOM FDO.

5. Command and Signal

a. Command. This Order is applicable to all personnel assigned to EDCOM.

b. Signal. This Order is effective on the date signed.

BARGERZﬁ

J. M.

Copy to:
CG TECOM (FDO)



EDCOM Instructions for Foreign Visits and Foreign Disclosure

1 Notify the EDCOM Foreign Disclosure Officer (FDO) and the EDCOM Protocol
Officer of any scheduled or planned foreign visits.

2 If required, coordinate with the Protocol Officer to develop an itinerary supporting the
foreign visit. (This step is normally required for Distinguished Visitors (DVs))

3 Notify the FDO if the official foreign visit will involve the disclosure or release of any
classified military information (CMI}* or controlled unclassified information (CUI).
This includes command briefs that have not been vetted and approved for public
release.

4 As soon as possible, and at least one week before the scheduled visit, provide to the
FDQO copies of the information to be disclosed and/or released to the foreign visitor(s).
(Note: Material that has been previously Approved for Public Release — and has been
marked as such — does not have to be provided to the FDO for disclosure or release
approval.}

5 The FDO will review, approve, appropriately mark, and return documents for
disclosure and/or release. (Note: Information approved for disclosure (show/tell) is
not necessarily approved for release (give to). Be sure to clarify intent and what is
authorized with the FDO.)

6 Ensure a Contact Officer is assigned to accompany the foreign visitor for the duration
of the visit.**

7 Inform the FDO of the arrival and departure times for each official foreign visit.

*EDCOM is rarely, if ever, involved in disclosure of CMI

** Ensure assigned Contact Officer has completed MarineNet Contact Officer Course. Prior to
the visit, ensure the assigned Contact Officer contacts the MCU FDO for visit
information/coordination.

Enclosure (1)



Foreign Disclosure Definitions

1. Classified Military Information (CMI). Information originated by or for the Department of
Defense or its Agencies or is under their jurisdiction or control and that requires protection in the
interests of national security. It is designated TOP SECRET, SECRET, and CONFIDENTIAL.
CMI may be in oral, visual, or material form and has been divided into eight categories. (See
enclosure (3) of this order for a listing of the eight categories) CMI may also be embodied in
equipment, software, firmware, databases, imagery, or other forms.

2. Communications Security (COMSEC). Measures and controls taken to deny unauthorized
persons information derived from telecommunications and ensure the authenticity of such
telecommunications. NOTE: Communications security includes crypto security, transmission
security, emission security, and physical security of COMSEC material.

3. Compromise. An unauthorized disclosure of classified information.

4. Contact Officer. A DON official designated in writing to oversee and control all contacts,
requests for information, consultations, access, and other activities of foreign nationals who are
assigned to, or are visiting, a DON Component or subordinate organization. For Defense
Personnel Exchange Program (DPEP) assignments, the host supervisor may be the Contact
Officer. (Note: USMC Contact Officers who are assigned to one-time or recurring foreign
visitors not assigned to the host activity, also called escorts, need not be appointed in writing.)

5. Controlled Unclassified Information (CUI). Unclassified information to which access or
distribution controls have been applied in accordance with national laws, policies, and
regulations. CUI is a term used to collectively describe unclassified information that has been
determined to be exempt from mandatory disclosure to the public pursuant to the Freedom of
Information Act (5 U.S.C. 552) or that is subject to U.S. export controls. Within the DoD most
of this information is marked “For Official Use Only” or “FOUQ”; however, there are
exceptions to the FOUO marking. Unclassified Controlled Nuclear Information (UCNI) is
marked as such; personnel and medical files are marked with privacy statements; contractor
information marked “PROPRIETARY” or “Business-Sensitive” will be handled as FOUO when
provided to DoD/DON; and there are special distribution and export control warning notices that
are applied by DON Components to DON documents that contain critical technology with a
military or space application.

6. Cooperative Program Personnel. Foreign government personnel, assigned to a
multinational program office that is hosted by a DON Component in accordance with the terms
of a cooperative program international agreement, who report and take direction from a DON-
appointed program manager (or program manager equivalent) for the purpose of carrying out the
multinational project or program. Foreign government representatives described in such
agreements as liaison officers or observers are not considered Cooperative Program Personnel
and are treated as Foreign Liaison Officers.

7. Counterintelligence. Information gathered and activities conducted to identify, deceive,
exploit, disrupt, or protect against espionage, other intelligence activities, sabotage,
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assassinations conducted for or on behalf of foreign powers, organizations, persons, or their
agents, or international terrorist organizations or activities.

8. Defense Articles. Weapons, weapon systems, munitions, aircraft, boats, or other implements
of war; property, installations, material, equipment, or goods used for the purposes of furnishing
military assistance or making military sales; any machinery, facility, tool, material, supply, or
other items necessary for the manufacture, production, processing, repair, servicing, storage,
construction, transportation, operation, or use of any other defense article or component or part
of any articles listed above. Defense articles do not include merchant vessels, major combatant
vessels, or as defined by the Atomic Energy Act of 1954, as amended (Title 42 U.S.C. 2011),
source material, by-product material, special nuclear material, production facilities, utilization
facilities, or atomic weapons or articles involving Restricted Data.

9. Delegation of Disclosure Authority Letter (DDL). A letter issued by the appropriate
Foreign Disclosure Officer (FDO) to a designated DON official explaining classification levels,
categories, scope, and limitations of information under a DON Component’s disclosure
jurisdiction that may be disclosed to a foreign recipient. Under no circumstances may the
contents of DDLs be disclosed or acknowledged to foreign representatives.

10. Designated Disclosure Authority (DDA). An official, designated by the Head of a DoD
Component or by the DoD Component’s Principal Disclosure Authority, who has been
delegated disclosure authority in accordance with DoD Directive 5230.11, to control disclosures
by subordinate commands or staff elements of classified information to foreign governments and
their nationals and to international organizations. (Note: DON policy also includes authority to
disclose controlled unclassified information.)

11. Documentary Information. Any information, which is recorded on paper, film,
transparency, electronic medium, or any other medium. This includes, but is not limited to
printed publications, reports, correspondence, maps, audiotapes, email, spreadsheets, databases
and graphical slides, technical drawings, software code, and information embodied in hardware.

12. Export License. The authorization issued by the State Department, Office of Defense Trade
Controls, or by the Department of Commerce, Bureau of Industry and Security, which permits
the export of ITAR or EAR controlled articles, technical data, or services.

13. Foreign Disclosure. The disclosure of CMI or CUI to an authorized representative of a
foreign government or international organization. (NOTE: The transfer or disclosure of CMI or
CUI to a foreign national who is an authorized employee of the U.S. Government or a U.S.
contractor technically is not a foreign disclosure, since the disclosure is not made to the person’s
government. For contractors, access by such persons will be handled under the provisions of the
Arms Export Control Act or Export Administration Act and the National Industrial Security
Program Operating Manual. For DON organizations, access by such persons are handled in
compliance with DoD Regulation 5200.2-R and DoD Regulation 5200.1-R implemented by
SECNAVINST 5510.36 and SECNAVINST 5510.30A.)
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14. Foreign Disclosure Officer (FDQ). An official at a DON organization (e.g., command,
agency, staff element) that has been granted a Delegation of Disclosure Authority Letter (DDL)
and that is responsible for controlling disclosures of CMI and CUI at that organization. The
delegation authority may be issued by Navy IPO, or the Commander/Commanding Officer upon
whom the DDL is issued, or a senior FDO with re-delegation authority. (Note: The
Commandant of the Marine Corps has a DDL from Navy IPO giving USMC full disclosure
authority for USMC information and authority to re-delegate.)

15. Foreign Disclosure Representative (FDR). DON officials who are appointed for the
coordination of foreign disclosure reviews and to facilitate a complete and timely response to
foreign requests for CMI or CUI representing the consolidated organization position. (NOTE: In
the USMC Government civilian or military FDRs may be granted authority to approve disclosure
of CUI, but will never have authority to disclose CMI. FDRs who are Government contractors
will not have authority to disclose CUI or CMI.)

16. Foreign Government Information (FGI). Information provided to the United States by a
foreign government or governments, an international organization, or any element thereof, with
the expectation that the information, the source of the information, or both are to be held in
confidence; produced by the United States pursuant to or as a result of a joint arrangement with a
foreign government or governments, or an international organization of governments, or any
element thereof, requiring that the information, the arrangement, or both are to be held in
confidence; or information received and treated as FGI under the terms of Executive Order
12958.

17. Foreign Liaison Officer (F1.O). A foreign government military member or civilian
employee authorized by his or her government and certified by a DoD Component to act as an
official representative of that government in its dealings with a DoD Component in connection
with programs, projects, or agreements of interest to that government. There are three types of
FLOs:

a. Security Assistance. A foreign government representative who is assigned to a DoD/DON
Component or contractor facility in accordance with a requirement that is described in a Foreign
Military Sales (FMS) Letter of Offer and Acceptance (LOA).

b. Operational. A foreign government representative who is assigned to a DoD/DON
Component in accordance with a documented requirement to coordinate operational matters,
such as combined planning or training and education.

¢. National Representative. A foreign government representative who is assigned to his or
her national embassy or delegation in the United States (e.g., an attaché), to conduct liaison
activities with the DoD and the DoD> Components.

18. Foreign Military Sales (FMS). The portion of U.S. security assistance authorized by the
Foreign Assistance Act of 1961, and the Arms Export Control Act. The recipient typically
provides reimbursement for defense articles and services transferred from the United States.
This includes cash sales from stocks (inventories, services, and training) by the DoD, sales
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implemented by contract, and authorized military assistance.

19. Foreign National. A person who is not a citizen or national of the United States.

20. Foreign Representative. A person, regardless of citizenship, who represents a foreign
interest in his or her dealings with the U.S. Government, or a person who is officially sponsored
by a foreign government or international organization. A U.S. national shall not be treated as a
foreign person except when acting as a foreign representative.

21. Foreign Visit. Any contact by a foreign representative with a DoD/DON organization or
contractor facility. Such visits are of two types, based on sponsorship:

a. Official Foreign Visit. Contact by foreign representatives under the sponsorship of their
government or an international organization with a DoD component or DoD contractor facility.
Only official visitors may have access to classified or Controlled Unclassified Information that
was previously approved by the appropriate FDO.

b. Unofficial Foreign Visit. Contact by foreign nationals with a DoD/DON command or
activity for unofficial purposes, such as courtesy calls and general visits to commands or events
that are open to the public, and without sponsorship of their government. Such visitors shall have
access only to information that has been approved for public disclosure. (Note: Foreign
nationals not sponsored by their government, visiting under the terms of a DoD/DON contract
are not considered foreign visitors and will be cleared in accordance with the National Industrial
Security Program Operating Manual Section 5, paragraph 10-507.)

22. Government-to-Government Transfer. The principle that classified information and
material will be transferred by government officials through official government channels (e.g.,
military postal service, diplomatic courier) or through other channels expressly agreed upon in
writing by the governments involved. In either case, the information or material may be
transferred only to a person specifically designated in writing by the foreign government as its
designated government representative for that purpose.

23. Imternational Organization. An entity established by recognized governments pursuant to
an international agreement which, by charter or otherwise, is able to acquire and transfer
property, make contracts and agreements, obligate its members, and pursue legal remedies. This
typically refers to the North Atlantic Treaty Organization (NATO) or one of its elements.

24. Naval Nuclear Propulsion Information (NNPI). Information, classified or unclassified,
concerning the design, arrangement, development, manufacture, testing, operation,
administration, training, maintenance, and repair of the propulsion plants of naval nuclear-
powered ships and prototypes, including the associated nuclear support facilities. Information
concerning equipment, components, or technology which are applicable to both naval nuclear
and conventional propulsion plants is not considered to be NNPI when used in reference to
conventional applications only, provided no association with naval nuclear propulsion can be
directly identified from the information in question. In cases where an association with naval
nuclear propulsion can be directly identified from the information in question, designation as
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NNPI is mandatory.

25. Oral/Visual Disclosure. To brief orally, expose to view, or permit use under U.S.
supervision to permit the transfer of knowledge or information, but not to physically transfer
documents, material, or equipment to a foreign government or its representatives. Notetaking is
not authorized under this disclosure method since notes connote a physical or permanent transfer.

26. Personnel Exchange Program (PEP). A program under which military and civilian
personnel of the Department of Defense and military and civilian personnel of the defense
ministries and/or military services of foreign governments, in accordance with the terms of an
international agreement, occupy positions with and perform functions for a host organization to
promote greater understanding, standardization, and interoperability.

27. Principal Disclosure Authority (PDA). The PDA oversees compliance with SECNAV M-
5510.34 within the DON and is the only DON official other than the Secretary or Under
Secretary of the Navy who is authorized to deal directly with the Secretary or Under Secretary of
Defense regarding such matters as DON requests for exceptions to the National Disclosure
Policy. The PDA for the DON is the Assistant Secretary of the Navy for Research, Development
and Acquisition {(ASN (RD&A)). Navy IPO has been designated by ASN (RD&A) to act on his
behalf as the PDA for the Navy.

28. Public Domain. The state of belonging or being available to the public as a whole, and
therefore not subject to copyright. The public domain consists of all the creative work to which
no exclusive intellectual property rights apply. Those rights may have expired, been forfeited,
expressly waived, or may be inapplicable.

29. Release. Release authority is inherent in a disclosure authorization unless it is specifically
limited to oral/visual only. This term is superseded in this order under the term disclosure. In
practice, a release occurs when any information that is recorded on paper, film, transparency,
electronic medium, or any other medium, is physically or electronically transferred to a foreign
government or its representatives, or a recipient of a licensed export. It includes, but is not
limited to, the transfer of printed publications, reports, correspondence, maps, audiotapes, email,
spreadsheets, databases and graphical slides, technical drawings, software code, and information
embodied in hardware.

30. Security Assurance. Written confirmation, requested by and exchanged between
governments, that contains the following elements: verification of the personnel security
clearance level of the providing government’s or international organization’s representatives; a
statement by a responsible official of the providing government or international organization that
the recipient of the information is approved by the respective government or international
organization for access to information of the security classification involved on behalf of the
government or international organization; and an obligation the government or international
organization shall ensure compliance with any security agreements or other security
requirements specified by either government or a recognized international organization.
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31. Sensitive Compartmented Information (SCI). Information and material that require
special controls for restricted handling within compartmented intelligence systems and for which
compartmentation is established.

32. Security Policy Automation Network (SPAN). A wide area computer network sponsored
by the Defense Technology Security Administration consisting of a DoD-wide Secret classified
network and a separately supported unclassified network that supports communications and
coordination among DoD activities on foreign disclosure, export control, and international arms
control and cooperation.

33. Technical Data

a. Information, other than software, which is required for the design, development,
production, manufacture, assembly, operation, repair, testing, maintenance, or modification of
defense articles. This includes information in the form of blueprints, drawings, photographs,
plans, manuals, and documentation.

b. Classified information relating to defense articles and services.
c. Information covered by an invention secrecy order.
d. Software directly related to defense articles.

e. This definition does not include information concerning general scientific, mathematical,
or engineering principles commonly taught in schools, colleges, and universities or information
in public domain. It also does not include basic marketing information on function or purpose or
general system descriptions of defense articles.

34. Technology. Information, including scientific information, which is necessary for the
research, development, design, and manufacture of end products.

35. Third Party Transfer. The retransfer of a defense article by a foreign government or
foreign entity, that was originally provided the article by the U.S. government or a U.S. entity, to
any entity not an officer, agent, or employee of that government or entity. The USG generally
limits the definition of agent to mean freight forwarders. Third party transfer includes the
retransfer of a defense article by a foreign government or foreign entity, that was originally
provided the article by the U.S. government or a U.S. entity, to a foreign government or foreign
entity of the same origin but who is not an agent/employee of the original foreign government or
entity.

36. U.S. Citizen. For the purposes of this manual, a person either naturalized as a U.S. citizen
in accordance with U.S. Immigration and Naturalization laws and regulations or a person born in
one of the following locations: any of the 50 states of the U.S., the District of Columbia, Puerto
Rico, Guam, American Samoa, Northern Mariana Islands, U.S. Virgin Islands, Panama Canal
Zone (if the father and/or mother was/were, or is/was a citizen of the U.S.), the Federated States
of Micronesia, or the Republic of the Marshall Islands.
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37. U.S. National. A citizen of the U.S. or a person who, though not a citizen of the U.S., owes
permanent allegiance to the U.S., e.g., a lawful permanent resident of the U.S. Categories of
persons born in and outside the U.S. or its possessions who may qualify as nationals of the U.S.
are listed in 8 U.S.C. §1101(a) and 8 U.S.C. §1401, subsection (a) paragraphs (1) through (7).
Legal counsel should be consulted when doubt exists as to whether or not a person can qualify as
a national of the U.S. (NOTE: A U.S. national shall not be treated as a foreign person except
when acting as a foreign representative.)
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