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Abstract: This article examines the means through which disinformation
made its way into major media outlets and the U.S. intelligence community in
the months preceding the 2003 United States-led invasion of Iraqg. Most of the
relevant literature tends to frame this period in terms of failure, directed at
either intelligence producers or consumers. Instead, this study approaches
the issue from a perspective of success—namely that of a foreign
disinformation campaign—which may reveal instructive lessons overlooked
in previous research. Despite its role in launching the Irag War (2003-11),

disinformation remained ill-defined and shallowly analyzed in the public
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sphere in the years between the end of the Cold War in 1991 and Russia’s
interference in the 2016 U.S. presidential election. As international tensions
rise and the U.S. Joint force leans more heavily on open-source information
in its operations, it is imperative that the American people, intelligence
analysts, and policymakers understand how the environment has been
exploited to build false consensus during periods of heightened political

instability.

Keywords: Irag, disinformation, intelligence, open-source intelligence,

OSINT, Operation Iraqi Freedom, OIF, misinformation

Introduction

Despite the prominent role it played in launching the 2003 United States-led
invasion of Iraqg, the word disinformation did not appear once in the 2015
National Defense Authorization Act (NDAA). However, the 2023 NDAA
mentioned the term 10 times, in addition to similar concepts such as
misinformation and propaganda.” These ideas, once consigned to Cold War
history books, now flood the current conversation on national security. From
manufactured images of Russian president Vladimir Putin in prison to
simulated war footage with lifelike realism, the power for information to
deceive has taken a turn for the worse in recent years.? Meanwhile,
exploitation of open-source intelligence (OSINT) has become the skill du jour
of the Ukrainian Army since Russia’s invasion of Ukraine in February 2022.
This form of tradecraft has consequently garnered more attention from the
U.S. defense enterprise as well.> Considering that this year marks the

twentieth anniversary of the Iraq War (2003-11), efforts to combat more
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recent trends of deception must take into consideration the role that
disinformation played in fueling that war.

The public case for Operation Iragi Freedom (OIF), not in full but
certainly in part, grew from an elaborate but still enigmatic foreign
disinformation campaign designed to build international consensus for the
removal of Iraqi president Saddam Hussein by military force. Although the
infamous source known as “Curveball” has deservedly absorbed most of the
attention in this regard, there were other forces at work with a unified
objective.* This process of persuasion began with breaking news from trusted
U.S. media sources only months after al-Qaeda’s 11 September 2001 (9/11)
terrorist attacks on the United States. Citing Iraqgi exiles with alleged insider
knowledge, these reports claimed that Hussein's regime had close ties to al-
Qaeda and was running dozens of weapons of mass destruction (WMD)
facilities throughout the country.®

What was the genesis of such reports? Why were they so appealing?
What are the lessons for intelligence analysts and strategists charged with
anticipating threats for combatant commanders and decision makers today?
The answers to these questions are essential to understanding the role of
disinformation in modern defense, but they are unclearly defined and
inadequately explored in open-source analysis of the misconceptions that led
to the Iraq War. This article offers a brief review of disinformation research in
historical context before defining the etymological divides between
misinformation and disinformation. After establishing this foundation, the
article examines how flawed information spread through trusted public

sources after the 9/11 attacks, tracks the evolution of the invasion consensus
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through the Iraqgi exile network, and explores implications for U.S. decision

makers and the analytical profession.

The State of the Art

Terms such as disinformation, active measures, and perception management
were commonly heard during the Cold War, as the Soviet Union employed
them liberally via its intelligence networks and globally dispersed Communist
International (Comintern).® The Kremlin even had a directorate on the general
staff dedicated exclusively to active measures that worked to shape the mass
consciousness of various societies.” Western universities and think tanks
flourished with research on these topics as the North Atlantic Treaty
Organization (NATO) aimed to soften the blow of Communist disinformation
in the Western world. But an abrupt end to the Cold War in 1991 brought
about a false sense of security as the specter of worldwide Communism faded
from public view.

Mark M. Lowenthal, former U.S. assistant director of central
intelligence for analysis and production, witnessed U.S. strategic intelligence
dwindle after 1991 through a process that was “somewhat unsettling for the
intelligence community as it attempted to find new focus.”® The WMD
controversy of 2003 did more to promote reflection on internal U.S. political
dysfunction than the intrigues of external actors who exploited that
environment.’ Even throughout the Global War on Terrorism, public
discussions in the United States had little to say about coordinated
disinformation campaigns and instead focused only marginally on how
violent extremist organizations used the internet to recruit lone-wolf

terrorists.'?
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That all changed with the 2016 U.S. presidential election. Russia’s
campaign to influence American public opinion during this period, no matter
how ineffective, caught the Western world's attention, particularly because it
came only two years after Russia’s shocking annexation of neighboring
Crimea." This spawned a litany of research on state propaganda and the
implications of social media misinformation.'? In other words, the Western
world had some catching up to do.

Some of the most notable updates to the literature came from Thomas
Rid, Peter Pomerantsev, Cailin O'Connor, James O. Weatherall, Moisés Naim,
Natalie Grant, and Donald A. Barclay.”®> Meanwhile, educational institutions
investigated the impact of disinformation on society. Some even erected
centers or launched journals designed to explore the subject, such as Harvard
University's Misinformation Review. A January 2023 study from the University
of Southern California (USC) found that social media platforms contribute to
the problem of disinformation by “rewarding users for habitually sharing
information,” a finding that supports calls for governments to impose stricter
controls on media giants.' Existing and emergent outlets generated
insightful primers on the supposed “post-truth” era as well.'> Established in
2001, The Journal of Information Warfare has been an authority on the subject,
but as the USC study indicates, cybersecurity and social media research have
cast a long shadow over the study of information operations.'® This places
the more exquisite aspects of high-profile misinformation by human proxy
into a somewhat niche category, considering that many post-lraq War studies
focused on internal U.S. government failure as opposed to the process of its

exploitation by external forces."”
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Few have explored how and why disinformation played a role in
molding policy through trusted sources because it undercuts the very elixir
that so many prescribe for combating disinformation—that is, putting faith in
certain information sources or individuals who can “spot” inaccuracies.'® The
precarious nature of studying disinformation—a process of separating the
wheat from the chaff—demands that one approach such work assuming one
has the capacity to identify the difference between the two. A well-crafted
disinformation campaign, however, is designed to make this complicated.
This is doubly true when a narrative originates from the enemy of one's
enemy, as was the case in 2002. Indeed, some who challenged the WMD
evidence were ridiculed, such as Mohamed EIBaradei, the then-director
general of the International Atomic Energy Agency who later won the Nobel
Peace Prize." Had social media been as prevalent then as it is now,
EIBaradei’'s claims would likely have been branded with “missing context”
warning labels if not altogether censored.?°

The advent of social media, and more recently—and perhaps notably—
the introduction of open-source generative artificial intelligence (Al) platforms
such as ChatGPT, have only exacerbated issues associated with clarity in the
information environment.?" Unfortunately, social media executives and even
governments trying to improve the veracity of their platforms do not have all
the answers. Such developments warrant further analysis of the campaigns
that penetrated Western society’'s best defenses against malign fictions.
Because disinformation draws much of its power from ambiguity, a clear
understanding of the terminology is essential to combating its harmful

effects.
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Intent + Power = Disinformation

Before examining how a distorted reality ushered the United States to war in
2003, it is necessary to first define key terms used in this article. The terms
disinformation and misinformation remain undefined in NDAAs and ill-defined
in the broader national discussion despite mounting fascination with them.??
As a result, they are often used interchangeably, which ironically laces the
conversation on disinformation with misinformation because it is not rooted
in uniform terminology.?®> Disinformation is a deliberately constructed
narrative intended to deceive, while the well-meaning carriers of that
information who believe it to be true transform it into misinformation. One
way to illustrate this relationship conclusively involves U.S. Supreme Court
precedent for libel and defamation cases.

In New York Times Co. v. Sullivan (1964), the police commissioner of
Montgomery, Alabama, L. B. Sullivan, sued The New York Times for publishing
false information about the city's treatment of civil rights protestors. The
court ruled unanimously in favor of The New York Times, writing that a charge
of libel required Sullivan to prove that the newspaper published the
information with “actual malice” and “with knowledge that it was false or with
reckless disregard for the truth.”?* In other words, the plaintiff must prove
that the defendant spread disinformation intentionally and not simply
because they were misinformed. This ruling is codified in 18 U.S. Code 8 35
under “imparting or conveying false information.”?> Several countries have
explored the idea of criminalizing the sharing of online misinformation, but
such litigation would not likely survive in U.S. courts, which makes the fight
against disinformation as much of an individual responsibility as it is a matter

of policy.?®
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Since Russia's attempts to influence the 2016 U.S. presidential election,
open-source research on disinformation has focused overwhelmingly on
foreign social media bots and online troll factories.?” But, like the civil rights
activists before they wrote for The New York Times in 1964, fringe social media
accounts lack the power and therefore the credibility to establish a narrative
with enough influence to plant the seeds that grow into a broader field of

misinformation.

Figure 1. The process of turning disinformation into misinformation
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The exploitation of trusted sources gives disinformation’s intent to deceive the
power to do so.

Source: courtesy of the author, adapted by MCUP.

Disinformation, therefore, cannot become misinformation without a

trusted source to serve as its unwitting carrier, which gives the false narrative
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its power (see figure 1). Knowing one’s audience is key to this process because
trusted sources differ based on the target. For the purposes of this article, the
term trusted sources refers to U.S. federal agencies and open sources
commonly cited by reputable news publications, scholarly journals, and
government entities because the disinformation surrounding Iragq’'s WMD
programs was designed to influence U.S. policy. In sum, the American public
was misinformed by journalists and public officials who were the targets of a
foreign disinformation campaign. This process began almost immediately
after al-Qaeda’s 9/11 attacks on the Twin Towers of the World Trade Center

in New York City and the Pentagon outside Washington, DC.

Building the Invasion Consensus
One of the first mentions of Iraq after the 9/11 attacks came from U.S. deputy
secretary of defense Paul D. Wolfowitz during a meeting at Camp David,
Maryland, just days after the Twin Towers fell.?® According to U.S. national
security advisor Condoleezza Rice, his proposal was a nonstarter among
White House officials at the time.?? The idea gained traction throughout 2002
after a slew of public reports and intelligence assessments propped up
theories that Saddam Hussein had active and maturing WMD programs in
Irag. A heavily redacted 2004 report by the U.S. Senate Select Committee on
Intelligence later disclosed the shaky foundations of this intelligence by
revealing that the Central Intelligence Agency (CIA) was “never able to gain
direct access to Irag’s WMD programs” because the agency “did not have any
WMD sources in Iraq after 1998."°

Certain Shia Iraqgi exiles—some with ties to Iran—provided a

convenient solution to this intelligence gap, and their testimonies often
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reinforced the WMD narrative.3! During a 20 September 2001 speech, one
such exile named Ahmad Chalabi urged the U.S. Defense Policy Board
Advisory Committee to stay the hand against Afghanistan and instead focus
on Iraqg.3? As various “anti-Saddam organizations began serious jockeying for
U.S. favor” once regime change entered the public discussion in the spring of
2002, Chalabi's longstanding goal of removing Saddam from power came into
alignment with U.S. policy.3 In the following months, Chalabi and others he
escorted around Washington, DC, matured the embryonic contention that
Iraq was a threat that the United States could not afford to ignore. While
Chalabi's associates worked to grow support for this yarn in the open, other
exiles such as “Curveball” built consensus secretly within Western intelligence
agencies.
Professor James J. F. Forest of the University of Massachusetts provides
a useful framework for understanding how and why these ideas took hold so
effectively. In his research on political warfare and propaganda, he outlined a
series of information requirements that the hosts of a disinformation
campaign might ask during their target research:
[11 What do they already believe about their world and/or their
place in it? [2] What do they think they know, and what are they
uncertain about? What assumptions, suspicions, prejudices, and
biases might they have? [3] What challenges and grievances . . .

seem to provoke the most emotional responses from them?34

First, U.S. policy toward the Middle East after 9/11 became rooted in
the belief that the region needed democracy and that the United States was

the only country powerful enough to deliver it to them. This mandate was
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evident in numerous public statements made by officials in the
administration of U.S. president George W. Bush between September 2001
and March 2003, but it featured perhaps most prominently during the
president’'s 2002 commencement speech at the U.S. Military Academy at West
Point, New York.®

Second, U.S. officials knew that Saddam Hussein was a bad actor who
murdered his own people and violated United Nations (UN) treaties. He had
also attempted to have U.S. president George H. W. Bush assassinated during
his April 1993 trip to Kuwait, purportedly as revenge for the Gulf War (1990-
91).3¢ The U.S. intelligence community was uncertain, however, if Hussein
posed a clear enough threat to the United States to warrant forcible regime
change through direct U.S. military intervention.

Third, in 2002 the United States was understandably experiencing one
of the most emotional moments in its history. Establishing deeper ties
between Hussein and al-Qaeda, the organization responsible for taking
nearly 3,000 American lives on 9/11, only intensified those emotions. Flawed
information furnished by Iraqi exiles to various Western officials in the
coming months fulfilled each of these information requirements.?’

Albert Weeks, a professor of international affairs at New York
University, wrote in 2010 that Chalabi's closest ties in the U.S. government
were to Paul Wolfowitz and Richard N. Perle, chairman of the Defense Policy
Board Advisory Committee—both of whom, coincidentally, were also some of
the earliest advocates for military force against Iraq after 9/11.38 Their views
were initially fringe, but they became mainstream based on the

developments to which this article now turns.

Expeditions with MCUP 11



The Externals
Ahmad Chalabi was a Massachusetts Institute of Technology- and University
of Chicago-educated mathematician who left Iraq as a teenager in 1958,
about a decade before Hussein’s rise to power.>® He headed a London-based
opposition group known as the Iragi National Congress (INC), which,
comprised mainly of exiles, sought to reform Iraqgi politics and increase Shia
representation in Sunni-run Baghdad.®® The INC rose to prominence after U.S.
president William J. “Bill” Clinton signed into law the Iraq Liberation Act of
1998, which established as U.S. policy the intent to remove Saddam Hussein
from power—legislation for which Chalabi lobbied heavily.*' The act declared
the following:
It should be the policy of the United States to support efforts to
remove the regime headed by Saddam Hussein from power in Iraq
and to promote the emergence of a democratic government to
replace that regime. .. .[The] President shall designate one or more
Iragi democratic opposition organizations that the President
determines satisfy the criteria set forth in subsection (c) as eligible

to receive assistance under section 4.42

Chalabi's INC received that designation from Clinton.*® There was
undeniable tension between officials in the U.S. Department of Defense
(DOD) on one hand and those in the CIA and the U.S. Department of State on
the other regarding externals, a term used to identify exiles and defectors
outside the Iragi government. It is well known that the CIA and Defense
Intelligence Agency (DIA) used externals as sources during this period, but the

CIA on average expressed greater suspicion in dealing with them.** The
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relevant 2004 report by the Senate Select Committee on Intelligence exposed
a wealth of dissonance between CIA and DIA assessments.

One DIA analyst detailed to the Office of the Under Secretary of
Defense for Policy in 2002 even suggested that CIA analysis of links between
Iraq and al-Qaeda “should be read for content only—and CIA's interpretation
ought to be ignored.” This friction is most evident when juxtaposing the
memoirs of two contrasting players in this story: U.S. director of central
intelligence George J. Tenet and U.S. undersecretary of defense for policy
Douglas J. Feith. Feith mentions Chalabi no less than 40 times in his memoir,
is effusive in his praise for the exiled Iraqi, and all but accuses the CIA and
Department of State of conspiring against Chalabi for political reasons.*® Feith
even goes so far as to blame failures in Iraq on other U.S. agencies’ suspicions
toward Chalabi.#’

Tenet, on the other hand, was suspect of Chalabi from the outset.
Factored into his reasoning was Chalabi's longstanding ties to Iran and his
history of duplicitous and even illegal activities. In 1995, Chalabi led a failed
effort to overthrow or assassinate Saddam Hussein, which was backed by an
aggressive CIA officer whose operation was eventually shut down. The
following year, Hussein's army captured, tortured, and executed some 150
members of the INC in response.®® The CIA discovered that Chalabi or
someone in his orbit had forged a document claiming that the U.S. National
Security Council sponsored the coup attempt, and he showed this document
to Iranian officials to elicit their support.*® Chalabi's antipathy for Hussein’s
regime brought Iran’s interests into Irag up to and after the United States-led

invasion, which culminated in one of the war’s most disastrous policies.
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In his memoirs, President George W. Bush expressed regret for the
now-infamous de-Ba‘athification policy that banned tens of thousands of
Iragis from employment: “Overseen by longtime exile Ahmad Chalabi, the de-
Ba‘athification program turned out to cut much deeper than we expected,
including mid-level party members like teachers.”? Still, Chalabi wound up
seated next to U.S. first lady Laura L. Bush at the 2004 State of the Union
Address, and one senior U.S. official reportedly considered him “the Michael
Jordan of Iraqi politics,” further demonstrating the influence that externals
had on U.S. policy toward Iraq at the time.>' Former vice chairman of the U.S.
National Intelligence Council Gregory F. Treverton considered Chalabi and his
INC key contributors of “rotten” intelligence during the period.>?

Robert U. “Bob” Woodward'’s 2004 book Plan of Attack provided deeper
insight into the INC's sway over U.S. politics, but at the time of publication very
little was known of the group’s role as a source for prominent American
journalists. In June of that year, The New Yorker chief Washington
correspondent Jane M. Mayer published a meticulously detailed investigation
of Chalabi entitled “The Manipulator,” which shed new light on the role that
externals played in building the invasion consensus through Western
government officials and news media. Author Thomas E. Ricks parsed
through some of this information and revealed the INC's additional
connections to journalists two years later in his history of the Iraq War, Fiasco:
The American Military Adventure in Iraq. Notably, a core theme of Ricks’ book
was the disproportionate influence that U.S. media reports had on political
assumptions in Washington.>® His point has merit. To convey the sense of

urgency to deal with Iraq in 2002, Doug Feith begins the chapter in his memoir
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entitled “Why Iraq” by citing a slew of news articles covering the growing

public mandate to disarm Saddam Hussein.>*

The Pitch
After 9/11, journalists and U.S. officials received a stream of false information
from Iraqi exiles offering to fill the intelligence void regarding Hussein's WMD
aspirations and connections to al-Qaeda. Some even confessed to fabricating
information based on what they saw in Western news reports.>® Perhaps the
most well-known Iraqi defector, Rafid Ahmed Alwan al-Janabi, who went by
the code name “Curveball,” proved to be a source of disinformation, but only
after his testimony wound up in U.S. secretary of state Colin L. Powell's 5
February 2003 speech to the UN Security Council in which he sold the case
for taking military action against Hussein.>®

Alwan was an Iragi chemical engineer and German Federal Intelligence
Service (BND) asset who began leaking information around the same time
that the Clinton administration passed the Iraq Liberation Act in 1998. He
provided what seemed like plausible intelligence regarding mobile biological
weapons facilities in Irag, but the BND eventually labeled him an insane
“fabricator.”’ The Los Angeles Times later reported that Alwan was a brother
to one of Chalabi's top aides, which underscores the INC network’s role as
intelligence broker leading up to 2003.°® Some have since downplayed this
connection, but George Tenet admitted that the CIA depended “heavily” on
Alwan’s information.”® A former CIA officer affirmed the INC-Alwan
connection, telling The New Yorker in 2004 that he was “positive” the INC

introduced Alwan to the German intelligence community.®® Moreover, one of
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the earliest public mentions of Irag’s WMD threat came from a Chalabi
acquaintance only three months after the 9/11 attacks.

In a New York Times article published on 20 December 2001, Judith
Miller cited Iragi defector Adnan Ihsan Saeed al-Haideri, who claimed that he
had personally worked on “secret facilities for biological, chemical and
nuclear weapons [in Iraq]” and had visited at least 20 such sites personally.®’
The fact that this testimony was completely false did not stop articles like this
from inspiring at least one Iraqi general to tell U.S. officials what he thought
they wanted to hear regarding Saddam’s supposed nuclear program.5?

Chalabi admitted to serving as al-Haideri’'s handler and introducing him
to U.S. government officials and journalists at The New York Times and The
Washington Post in December 2001.% Throughout that year, major Western
news outlets continued a pattern of citing Iraqi defectors and anonymous U.S.
officials who doubled down on reports of a sophisticated WMD architecture
in Iraq.%* Chalabi connected U.S. officials to prominent Iragi defectors when
human intelligence was severely lacking.

In 1998, Hussein had kicked UN weapons inspectors out of Iragq,
removing the CIA's WMD sources and leaving them blind in Baghdad.
Coincidentally, that same year Alwan began leaking fictional intelligence to
the BND. This made Chalabi and Alwan's supposed insider access
indispensable because it satisfied an intelligence deficit through the tyranny
of supply and demand for information related to Hussein's activities.®®> As a
result, U.S. vice president Richard B. “Dick” Cheney and U.S. secretary of
defense Donald H. Rumsfeld publicly declared their certainty that Hussein

had WMDs and intended to share them with terrorists.®®

Expeditions with MCUP 16



Later histories of the road to the Iraq War, such as Tom Basile’s Tough
Sell: Fighting the Media War in Irag, mention the INC only sparingly but highlight
that Chalabi played a role in convincing the Bush administration that Irag was
primed for a “new, secular, democratic” future once Hussein had been
removed.®” This fit the Bush administration’s well-known doctrine of
democratizing the Middle East perfectly. Colin Powell's February 2003 speech
at the UN Security Council, which presented evidence of Iraq’s biological
warfare units, provided the last nudge needed to bring doubters over to the
invasion camp.®® To his credit, Powell was skeptical. He insisted that WMD
intelligence from Chalabi or the INC be removed from his speech, but the
INC's net was so wide that this became all but impossible.®® The 2004 report
by the Senate Select Committee on Intelligence identified four human
intelligence sources who the U.S. intelligence community relied on to draw
the conclusions included in Powell's speech. Two of the sources were

redacted; the other two were Alwan and an unnamed INC source.”®

Mission Accomplished

Admittedly, every false statement from externals was not necessarily linked
to a broader, calculated plan to deceive U.S. officials. Some informants may
have been desperate for extrication from Iraq or for leniency from the United
States after the invasion began and therefore echoed to their handlers what
they read in the news and likely heard from other exiles. That said, it seems
highly unlikely that Alwan and Chalabi, with no external coordination or
sources of information, could have stitched together a narrative so convincing
that it deceived multiple Western intelligence agencies, especially considering

the degree of specificity included in some of their allegations.”” One DIA
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officer who debriefed an INC source in March 2002 believed that “the source
had been coached on what information to provide.”’? By May, the U.S.
intelligence community flagged the source as unreliable, yet his testimony still
appeared in the July 2002 National Intelligence Estimate and in Powell's speech
the following year.”?

The precise threshold that swayed the final decision to invade Iraq is
hard to pinpoint, and it certainly was not George Tenet's December 2002
“slam dunk” comment made in the Oval Office that appeared out of context
in Bob Woodward's 2004 book and ultimately prompted the CIA director to
resign.”* As for the claims by Alwan and al-Haideri, Tenet appointed former
UN weapons inspector David A. Kay to investigate the presence of WMD in
Iraq after the invasion. Kay discovered several facilities designed for chemical
and biological research that clearly violated UN Security Council Resolution
1441, but no active programs nor weapons.”> Abandoned Cold War stockpiles
of chemical munitions that U.S. servicemembers encountered in Iraq were
made public in 2014, but they did little to vindicate the intelligence used to
support the invasion.”® Former CIA officer Vincent Cannistraro put it bluntly
in 2004: “With Chalabi, we paid to fool ourselves.””’

For some reason, Alwan agreed to reveal his identity during a 60
Minutes interview with television correspondent Robert D. “Bob” Simon in
2011—the same year the United States halted combat operations in Iraq.
During the exchange, Alwan admitted to fabricating everything he told the
BND. When Simon asked Alwan if he was motivated by the idea of destroying

Saddam Hussein, Alwan responded with one word: “Exactly.”’®
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Is the West Primed for Another “Curveball”?

The gift of hindsight is a welcome privilege, but it is one not afforded to today’s
analysts as they toil to extract clarity from an increasingly broad but shallow
information environment. An October 2022 Pew Research Center survey
revealed that trust in social media information among adults under 30 years
of age was at its highest level yet, but trust in national news media within the
same demographic was at its lowest.” Disturbingly, the number of young
Americans who get their news from the Chinese-owned TikTok application
tripled from 3 percent in 2020 to 10 percent in 2022.%8° The explosion of
unrefereed blogs and other online sites posing as venues of scholarly inquiry
during the last decade contributed to this phenomenon, but newspapers are
not without fault.

Adolf Hitler, Benito Mussolini, and more recently, Sirajuddin Haggani,
one of the world’'s most wanted terrorists, all penned essays in the opinion
pages of major U.S. newspapers at pivotal moments in history.2" Haggani,
who is now a senior official in Afghanistan’s Taliban-run government, wrote a
2020 editorial for The New York Times that was laden with disinformation
intended to soften international resistance to Taliban rule in Afghanistan.
Perhaps mostironically, Hitler's 1941 editorial in The New York Times was titled
“The Art of Propaganda.”® Ubiquitous smart devices now supercharge these
trends with perpetual information dumps curated to please one's existing
biases instead of challenging one’s thinking.23 Deepfake videos and synthetic
voice audio have become so realistic that a well-timed release of fake news
using such technologies could lead to vast social destabilization before
governments or OSINT analysts can confirm its veracity.®® In such an

environment, being first has surpassed the need to be right.
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Meanwhile, OSINT is rightfully becoming more relevant to the global
intelligence community.®> From initiatives such as the OSINT Foundation to
the Ukrainian Army's lethal exploitation of the trade against Russia,
governments are realizing that a sensor-drenched world provides endless
opportunities for OSINT practitioners.85 Open-source research groups and
companies such as the Institute for the Study of War, Bellingcat, and
CrowdStrike have provided some of the most groundbreaking analysis on
topics ranging from alleged war crimes in Ukraine to foreign espionage in the
United States.®” The 2023 NDAA authorized numerous OSINT directives,
including a director of national intelligence-led pilot program for screening
foreign investments and an intelligence community working group that
reports on China's “economic and technological activities” using OSINT.88

One of the more prominent recent examples of the value of OSINT was
the U.S. intelligence community’s role in raising awareness vis a vis Russia’s
military aggression toward Ukraine in 2021-22. As a preemptive strike against
potential Russian disinformation in the weeks leading up to the February
2022 invasion, the U.S. government rapidly declassified intelligence related to
Vladimir Putin's intent to invade Ukraine. These declassifications
understandably consumed trusted media headlines and the analysis of
foreign policy experts.®? While this approach proved somewhat effective in
this case, critics such as Thomas Rid of Johns Hopkins University highlighted
the associated risk of exaggerating the impact of disinformation through
overly aggressive intelligence declassification.?® After all, injecting developing
or incomplete intelligence into the public sphere is precisely what built a false

consensus around invading Iraq in 2003. Accuracy and patience, therefore,
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are key to deterring the next “Curveball” and protecting the United States

against the growing threat of foreign disinformation.

Distilling the Problem: A Way Forward

The irony of this article is that it highlights the risk of open-source reports
while citing them as supporting evidence. This is inevitable because the use
of publicly available information to promote understanding is a necessary
function of a free society. Unfortunately, after 2016 the disinformation
conversation in the United States has been politicized at a time when it is
most critical that free societies band together in resistance to coordinated
lies.”! This makes it much harder for those studying, or tasked with
countering, disinformation to broach the topic with all strata of society
without invoking what might resemble polemically charged rhetoric.

Even so, the U.S. intelligence community and DOD could certainly do a
better job of using existing mechanisms within the U.S. education system and
news media to encourage critical thought related to information sourcing and
consumption. Such initiatives might yield greater returns on investment than
new federal bureaucracies to serve as arbiters of truth, such as the U.S.
Department of Homeland Security’s short-lived Disinformation Governance
Board.??> The core issues driving the challenges examined in this article,
however, stem from the relationship between intelligence collection, analysis,
and consumption.

After 9/11 and the WMD fiasco, the intelligence community became a
convenient punching bag for other agencies and officials looking to avoid
blame. Debate continues about whether the 2003 invasion of Iraq was a

policy vice intelligence failure, but there is no doubt that the intelligence
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community erred regarding WMDs, a fault to which George Tenet conceded.”?
The 2004 report by the Senate Select Committee on Intelligence criticized
groupthink in the analytical profession, which gave rise to soul searching
regarding best practices.?* While such criticism is fair, the problems identified
in this article are more complex than simply improving structured analytic
techniques.®

The lack of intelligence collection in Iraq after 9/11—specifically
regarding Saddam Hussein’'s WMD programs—created a house-of-mirrors
effect in which Western media and intelligence inadvertently corroborated
and amplified information related to those gaps. Iragi externals
understandably exploited that shortfall. Analysts can only process what has
been collected, and if collecting against certain requirements in Irag was not
possible or not a priority before 9/11, the intelligence community could hardly
establish the complex framework necessary to collect decisively against such
emerging requirements afterward. This speaks to the importance of a robust
presence of human sensors in peacetime—such as special operations forces
and military advisors—to maintain critical human networks and set
conditions for contingencies.®

Admittedly, improving the scope of intelligence collection and
developing superior analysts who are unmoved by headlines is not enough
because, as research analyst Peter Mattis observed in 2016, “intelligence is
not about its producers but rather its users.”’ Much has been written about
the need to divorce politics from intelligence, but this is a pipe dream.?® If
Prussian military theorist Carl von Clausewitz was correct in his observation
that war is a continuation of policy by other means, so too is intelligence.

Whether viewed through the lens of Samuel P. Huntington’'s subjective or
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objective control mechanisms, civil-military relations in the United States are
founded in civilian control of the nation's military and intelligence
apparatuses.”® Gregory Treverton's 2008 prognosis still rings true:
“intelligence will become more political even if it is not more politicized”
because U.S. presidential administrations require security estimates to
legitimize their policies.'®

This places the burden of prudence on the consumers of intelligence
as much as the producers. In the wake of 9/11, there was immense pressure
to produce suitable assessments based on the policy convictions of the
current administration—an enduring challenge that intelligence scholars
have toiled over for the last 20 years."” Emerging technologies will make
confirmation bias even more appealing in the coming years, as the resources
available to those directing collection requirements expands. Intelligence
officers owe their principals candid or even blunt counsel regarding the
limitations of intelligence, and those principals must be willing to challenge
the assumptions buttressing their policies in response. Further even, leaders
should seek out such limitations from their intelligence advisors vigorously.

In a world where societies are having a harder time discerning fact
from fiction, the danger of malign actors helping Western officials find what
they are looking for even though it might not be true is worth deeper
reflection. As war rages in Europe and tensions rise in Asia, it is crucial to
remember that nations, groups, and individuals have unique interests that
might conflict with those of the United States’ adversaries but not necessarily
coincide with the strategic interests of the United States. While the U.S. Joint
force continues to seek partners in support of Ukraine's defense and to

compete with the Chinese Communist Party, it must be cautious to avoid
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falling into similar groupthink sinkholes by recognizing that the enemy of

one’s enemy is not always one’s friend.'%?

Conclusion

The United States’ WMD controversy was a crisis of its own making that was
rooted as much in policies that preceded 9/11 as those that followed. Al-
Qaeda’s attacks on the United States merely gave enterprising actors an
opportunity to accelerate the timeline for Saddam Hussein's removal from
power, which began with the founding of the INC in 1992 and continued with
the Iraq Liberation Act of 1998 codifying regime change in Baghdad into
public law. Intelligence scarcities surrounding Irag’s WMD program sparked
the curiosity of journalists and public officials, which in turn caused Iraqi
exiles to exploit this vulnerability in pursuit of a shared objective: the
overthrow of Hussein. The Senate Select Committee on Intelligence found
that justification for the Iraq War was based on incomplete or false
intelligence, and President Bush admitted the same in 2005.7% All of these
faults did not originate from the camp of externals, but some certainly did,
and they made their way into official reports and trusted newspapers that
shaped policy.

This assessment is a sobering reminder that disinformation from
foreign media outlets and internet bots is not the only threat to
understanding in the Information Age. Misleading narratives might not
appear in a way that can be easily verified by trusted public sources or
identified by the public. Recognizing this is not akin to casting judgment on
those burdened with reporting and making policy decisions in the shadow of

9/11—an unprecedented moment in history—but it should serve as a
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reminder of truth's complexity even before the age of supercharged
disinformation.'%4

The modern information environment is now characterized by an
increased reliance on social media news, less deep reading, faster
information consumption, sophisticated deepfakes, and lifelike simulation, all
while OSINT becomes more important to how the public sees the world and
how the U.S. Joint force competes with adversaries and wages war. As the
pace of information and warfare increase concomitantly, OSINT will become
more important because it has the potential to flatten lines of communication
between friendly nations in peace and war.'® This revolution carries inherent
risk that leaders must manage, as this article indicates.

Promoting awareness of disinformation’s intricacy in academia and
Western news media could help build resiliency and encourage greater critical
thought within American society. Continuing to refine collection methods and
priorities and improve analytical methodologies are also worthy endeavors.
Most importantly, intelligence consumers must resist the urge to stretch
intelligence in support of their policies instead of crafting policies supported by
the intelligence. As OSINT becomes more prevalent and the information
environment evolves into an increasingly opaque battlefield, those entrusted
with the nation’s secrets must keep the lessons of Iraq in the forefront of their

minds. Indeed, lives depend on them doing so.
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