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Abstract:  The  legality  of  espionage—the  clandestine  collection  of  human intelligence—between  states  during  peacetime  has  not  yet  been  pacified. 
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international  espionage  through an  inductive  approach and a  bibliographic monograph  procedure.  The  Hague  Convention  of  1907  and  the  Vienna Convention on Diplomatic Relations of 1961 are analyzed. The latter prohibits a number of acts and actions that would be carried out during espionage, such as the opening of diplomatic bags and correspondence, surreptitious entry, and  data  searching  in  archives  and  documents.  The  analysis  shows  that espionage  in  peacetime  is  prohibited  against  the  diplomatic  corps,  their families,  and  their  employees.  The  absence  of  prohibition  of  espionage  in international  treaties  (with  the  exception  of  the  diplomatic  corps),  in association  with  the universal  practice  of  espionage  by  states,  leads  to  the conclusion  that  espionage  carried  out  between  states  is  legal,  even  during peacetime. Therefore, it is lawful for states to conduct espionage operations against  other  governmental  authorities,  military  personnel,  scientists, researchers, and others. The authors also concluded that the nature of the target  and  the  perpetrator  determines  the  legality,  or  lack  thereof,  of international  espionage.  Espionage  carried  out  by  or  against  a  diplomatic corps may lead to diplomatic, economic, transport, communication, or even legal sanctions. 
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Introduction 

Since the beginning of recorded history,  espionage, defined as the “intelligence activity directed towards the acquisition of information through clandestine means,”  has  been  used  in  diplomacy  and  war.1  Today,  there  are  several Expeditions with MCUP 
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disciplines  of  intelligence  collection—including  signals  intelligence  (SIGINT), open-source  intelligence  (OSINT),  imagery  intelligence  (IMINT),  geospatial intelligence (GEOINT), measurement and signature intelligence (MASINT), and human intelligence (HUMINT)—but in the past, there were no technological means for intelligence gathering, only collection by human sources.2 Indeed, HUMINT  “represents  the  oldest  and  most  elemental  form  of  intelligence activity.”3 Therefore, this article will deal solely with HUMINT. It will also use the definition of  spy adopted by the Hague Convention of 1907, which details the laws and customs of war on land (Hague IV): 

A person can only be considered a spy when, acting clandestinely or on false pretences, he obtains or endeavours to obtain information in the zone of operations of a belligerent, with the intention of communicating it to the hostile party.4 



Consequently, espionage refers to obtaining, or the attempt to obtain, information  under  false  pretenses  or  clandestinely,  with  the  intention  of communicating it to a hostile or adversary party, by human sources. In other words, it is the clandestine collection of HUMINT. 

Although the use of espionage in foreign policy is an old and universal practice,  this  topic  is  not  well  addressed  by  international  treaties.  While international  war  treaties  address  espionage,  there  are  no  treaties  for espionage  during  peace,  a  period  during  which  espionage  is  a  common phenomenon.5  Despite  the  common  occurrence  of  espionage  in  modern international  relations,  its  legal  status  remains  unclear.6  It  is  therefore  an enigma for scholars of international law.7 
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For some academics, espionage would be permitted, as “state practice and   opinio  juris  created  a  customary  exception  to  territorial  sovereignty.”8 

Others believe that “peacetime espionage can violate international law. ”9 For others still, this discussion would make no legal sense, and the question of if, when,  and  how  information  should  be  collected,  analyzed,  and  delivered would be of no importance.10 But these authors, in addressing the issue, do not focus on the nature of the target and the perpetrator—a point that may be important for analysis. 

This  doctrinal  dispute  continues  and  can  negatively  impact  the resolution  of  concrete  cases  of  international  espionage.  Discovery  of intelligence operations could lead to escalation due to states doubling down, causing  an  international  crisis  to  arise  from  an  espionage  incident.11  As international  crises  risk  turning  into  war,  there  is  concern,  especially  if  the parties  to  the  conflict  choose  or  stumble  on  the  worsening  of  relations.12 

However, a legal resolution to an espionage incident can prompt deescalation. 

International law aims to establish rules for relations between states and reduce armed conflicts between them.13 Indeed, as one scholar argues, 

“peace is the main purpose of modern international law. ”14 Advancements in the understanding of espionage in international law may favor the definitive resolution of the doctrinal controversy and the resolution of conflicts between states. 

The purpose of this study is to investigate the legality of international espionage.  Would  international  treaties  allow  espionage?  If  so,  under  what circumstances? This study presents an inductive approach, which starts from particular data, sufficiently verified, to infer a general truth. It also uses the bibliographic monograph procedure—bibliographic, as it is based on already Expeditions with MCUP 
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published material, and monographic, since it studies certain individuals to obtain  generalizations.15  Primary  sources—the  international  treaties themselves—are used.16 

This article initially presents the dual aspect of espionage and the Lotus principle.17 It then discusses the Hague Convention of 1907 and the Vienna Convention on Diplomatic Relations of 1961. The main argument highlights the absence of a prohibition on espionage in international treaties. Finally, the article  concludes  that  espionage  carried  out  between  states  is  legal,  even during peace, with an exception applied to the diplomatic corps. The authors also conclude that the nature of the target and the perpetrator determines the legality, or lack thereof, of international espionage. 

 

The Dual Aspect of Espionage18 

The  human  conduct  of  obtaining  secrets  from  a  human  source  or  asset  is considered a crime in many countries, but according to some legal scholars, such  as  Hugo  Grotius,  Thomas  Hobbes,  and  Lassa  Oppenheim,  the  use  of spies and espionage by states is not.19 The views of these legal scholars are linked to the philosophical tradition of natural law theory, and although they do not necessarily reflect current legal norms or doctrines, they have had a lasting impact on international law. 

As a rule, acts of espionage by agents occur within the victim country and are therefore subject to domestic legislation. At the international level, what applies are the customs of international law and international treaties. 

According to these scholars, this gives rise to the duality of espionage: that while agents can be punished, states cannot. 
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During  wartime,  the  penalty  for  espionage  is  usually  death,  but  in peacetime, imprisonment is more common. Spies with diplomatic coverage are usually expelled from the victim country, while the illegal ones—that is, those without diplomatic coverage—remain imprisoned. These can eventually be  exchanged  for  spies  captured  by  the  opposing  country  in  so-called  “spy swaps. ”20 

 

The Lotus Principle  

The Vienna Convention on the Law of Treaties of 1969 defines a  treaty as “an international  agreement  concluded  between  states  in  written  form  and governed by international law, whether embodied in a single instrument or in two or more related instruments and whatever its particular designation. ”21 

The  same  convention  also  establishes  that  “every  treaty  in  force  is binding upon the parties to it and must be performed by them in good faith. ”22 

This is the application of the legal principle  pacta sunt servanda (agreements are  binding  on  treaty  parties  and  must  be  kept).23  This  means  that  a  state party to a treaty is obliged to comply with it, to do what the treaty determines, and not to do what the treaty prohibits. 

The violation of a treaty may lead to diplomatic or even legal sanctions to  the  violating  state.  A  breach  of  a  treaty  may  lead  to  its  termination  or suspension, to “complete or partial interruption of economic relations and of rail, sea, air, postal, telegraphic, radio, and other means of communication,” 

or  to  diplomatic  relations  being  reduced  or  even  ceasing  altogether.24 

Although  the  severance  of  diplomatic  relations  is  a  unilateral  act, 

“international organizations may, as a measure of collective sanction, resolve that  their  members  sever  diplomatic  relations  with  a  state. ”25  Legal Expeditions with MCUP 
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consequences may also occur, as the jurisdiction of the International Court of Justice (ICJ) extends to cases submitted to it by the parties and in particular to matters  covered  by  the  Charter  of  the  United  Nations  or  by  treaties  and conventions in force.26  

If, on the one hand, what is prescribed in a treaty obliges the signatory states to comply with it, on the other hand, what is  not prescribed follows the Lotus  principle.  According  to  the  Lotus  principle,  if  there  is  no  explicit prohibition,  states  are  free  to  adopt  the  principles  they  consider  most appropriate.27 This means that restrictions on states cannot be assumed but must  be  present  in  treaties  signed  by  states  or  customary  in  international law.28 

The Lotus principle emerged in the Permanent Court of International Justice (PCIJ) during the SS  Lotus trial in 1927. A collision at sea between the French ship  Lotus and the Turkish ship SS   Bozkurt resulted in the deaths of eight  Turkish  citizens.  Turkey  tried  and  sentenced  the  French  officer commanding the  Lotus at the time of the accident. France sued Turkey in the PCIJ, claiming that Turkey did not have jurisdiction to arrest and prosecute the French officer.29 The PCIJ declared that “every state remains free to adopt the principles which it regards as best and most suitable. ”30 In other words, since there  was  no  international  rule  prohibiting  the  application  of  Turkish jurisdiction, Turkey had not violated any rule in international law. So emerged the Lotus principle, which is a fundamental part of international law.31 

In short, at the international level, a practice can only be prohibited to states if it is prohibited by customary international law or by treaty. It is now necessary to study how international treaties address espionage. 
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International Treaties Related to Espionage The Hague Convention 

The Hague Convention of 1907, which details the laws and customs of war on land (Hague IV), establishes that “the employment of measures necessary for obtaining  information  about  the  enemy  and  the  country  are  considered permissible. ”32 It also devotes an entire chapter (II) to definition and treatment of spies. Article 29 defines a  spy as someone “acting clandestinely or on false pretences,  to  obtains  or  endeavours  to  obtain  information  in  the  zone  of operations  of  a  belligerent,  with  the  intention  of  communicating  it  to  the hostile party. ”33 

The Hague Convention therefore defines and regulates espionage but does not prohibit it. According to the U.S. Department of Defense’s  Law of War Manual,  “law  of  war  treaties  that  regulate,  but  do  not  prohibit,  spying, recognize  implicitly  that  belligerents  may  use  this  method  of  warfare. ”34 

Consequently, “spying during armed conflict is not a violation of international law” by belligerents states.35 But is there a provision for the use or prohibition of  espionage  during  peacetime  in  international  treaties?  According  to  the Newport Manual on the Law of Naval Warfare,   “there is no international law rule prohibiting espionage. ”36 However, although there is no explicit prohibition, many acts of espionage are prohibited in certain situations. 

  

 The Vienna Convention 

The  Vienna  Convention  on  Diplomatic  Relations  of  1961  does  not  prohibit espionage in literal terms, but it presents a series of articles of protection and guarantees to the diplomatic mission that prevent the execution of espionage actions against it.37 
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The premises of the mission are declared inviolable by Article 22, as well as  furniture,  other  goods,  and  means  of  transport.  The  same  article  also imposes  on  the  receiving  state  the  obligation  to  protect  mission  premises 

“against  any  intrusion. ”38  Article  30  extends  the  inviolability  and  protection guaranteed to the mission premises to the private residence of the diplomatic agent.39 The guaranteed protection of premises and residences prevents the execution of surreptitious entry, an operational technique that, although high-risk,  and  even  more  so  in  the  case  of  an  embassy,  can  bring  results  to collection.40 Archives and documents are protected by Articles 24 and 30, so that their reading or copying by agents of the receiving state implies a violation of  the  treaty.41  The  official  correspondence  of  the  mission,  whether  by electronic or physical means, including the use of a courier, are also protected by the treaty, which prevents their interception.42 Finally, the diplomatic agent enjoys  inviolability,  and  it  is  the  duty  of  the  receiving  state  to  protect  and respect them, their freedom, and their dignity.43 

While  the  convention  does  not  directly  prohibit  recruiting,  it  does stipulate that the receiving state must take all necessary measures to prevent any attack on the person or on their freedom and dignity and that they must be  treated  with  due  respect.44  A  person  who  steals  information  from  their organization/country to deliver to an opposing organization/country and/or perform tasks for that adversary is obviously acting with indignity, as they are betraying the people and institutions that trusted them. This is why spies and traitors  have  been  so  despised  since  ancient  times.  The  consequences  of becoming a spy are so severe that even during war a captured spy does not have the right to be considered a prisoner of war.45 The indignity of being a spy thereby becomes evident. As a result, to recruit or propose to someone Expeditions with MCUP 
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that they become a spy is to hurt their dignity. It is therefore concluded that the treaty prohibits recruitment among the diplomatic corps by the receiving state. 

Other members of the diplomatic corps and their family members, to a greater  or  lesser  extent,  are  also  protected  by  the  treaty  and  “enjoy  the privileges and immunities.” Employees, nationals, or permanent residents of the receiving state also have immunity to the extent granted by the treaty, but in such a way that the diplomatic mission is not affected.46 

Ultimately,  the  Vienna  Convention  prohibits  a  number  of  acts  and actions that would be carried out during espionage, such as the opening of diplomatic bags and correspondence, surreptitious entry, and data searching in  archives  and  documents.  Even  though  the  convention  does  not  directly prohibit recruitment, by protecting the diplomat’s dignity and imposing due respect  on  them,  it  prevents  them  from  being  the  target  of  a  recruitment operation and other espionage acts and actions. Consequently, it is evident that  the  Vienna  Convention  indirectly  prohibits  espionage  against  the diplomatic corps, their family members, and their employees. 

It is clear, then, that the nature of the target of espionage makes all the difference. As the diplomatic corps is protected against acts of espionage, its occurrence  is  illegal,  but  because  there  is  no  similar  prohibition  for  other targets,  such  as  government  authorities,  military  personnel,  scientists,  or researchers, the use of espionage by the adverse state is legal, even if the acts of the agents themselves are illegal and punishable by the target country. 

While  the  Vienna  Convention  protects  the  diplomatic  corps,  it  also prohibits  it  from  engaging  in espionage-related  activities.  Although  there  is provision  for  the  diplomatic  functions  of  gathering  information  about  the Expeditions with MCUP 
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receiving  country,  only  legal  means  can  be  used.47  There  is  also  a  legal provision for the duty to respect the country’s laws, not to interfere in internal affairs, and not to act in a way that is incompatible with the function of the diplomatic mission.48 

Just  as  the  nature  of  the  target  of  an  act  of  espionage  makes  a difference, so too does the nature of the agent who carries it out. Prohibitions on the diplomatic corps from violating local laws and from interfering in the internal  affairs  of  the  receiving  state  implies  a  violation  of  the  treaty  if members of the diplomatic corps carry out acts of espionage. This prohibition is  relevant  and  has  a  direct  impact  on  the  way  in  which  states  carry  out espionage,  because,  according  to  Professor  Anthony  Glees,  director  of  the Centre for Security and Intelligence Studies at the University of Buckingham, 

“every embassy in the world has spies. ”49 

In accordance with traditional state practices, intelligence officers are sent abroad with or without diplomatic cover. Diplomatic coverage is gained by  holding  an  official  position  in  the  diplomatic  corps,  and  if  the  officer  is found to be violating local laws by spying, their diplomatic status guarantees immunity from criminal prosecution. Generally, the officer is declared  persona non grata and expelled from the country. But those without the protection of official  coverage  and  diplomatic  immunity  can  be  arrested  and  prosecuted under domestic criminal laws.50 Using the jargon of international espionage, 

“those  without  diplomatic  immunity  are  called  ‘illegals’  and  .  .  .  those  with diplomatic coverage are called ‘legals’. ”51 Illegals are extensively trained due to  the  risk  of  capture,  which  implies  imprisonment  or  even  the  death penalty.52  If  an  effective  ban  were  implemented  for  members  of  the diplomatic corps to spy, international espionage would change its profile. With Expeditions with MCUP 
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only  illegals  acting,  the  activity  would  be  more  dangerous  for  intelligence officers. 

Violation of the prerogatives and/or duties of the diplomatic corps may lead  to  diplomatic  or  even  legal  sanctions  to  the  violating  state.  These diplomatic  sanctions  include  the  declaration  of   persona  non  grata  and subsequent  expulsion  of  a  diplomat  involved  in  espionage  activities,  as occurred recently between Russia and the United Kingdom.53 

Legal consequences may also be illustrated by the case of United States of America v. Islamic Republic of Iran (1980) at the ICJ. The invasion of the U.S. 

embassy in Tehran by Iranian students in 1979 was denounced by the United States to the ICJ, which condemned the government of the Islamic Republic of Iran “to make reparation to the Government of the United States of America for the injury caused to the latter by the events of 4 November 1979. ”54 

While  this  analysis  shows  that  espionage  during  peacetime  is prohibited against the diplomatic corps, their families, and their employees, this article ultimately argues that in the absence of treaties prohibiting spying against other governmental authorities, it is lawful for states to conduct spying operations  against  other  governmental  authorities,  military  personnel, scientists, researchers, and others. 

This article indicates that the legality of espionage is linked to the nature of  the  target  and  the  perpetrator.  The  authors  deduce  that  international espionage is legal as long as it is not carried out by or against the diplomatic corps. 
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So What? 

In 2018, U.S. Secretary of Defense James N. Mattis declared that competition between  great  powers  such  as  Russia  and  China,  not  terrorism,  was  the primary focus of U.S. national security.55 Seven years later, Russia and China discussed  strengthening  ties  immediately  after  U.S.  president  Donald  J. 

Trump’s second inauguration.56  

In this environment of rising tensions with China and Russia, espionage will play a vital role for the United States to reduce international tension, favor sound  policy  choices,  and  counter  adversaries’  intelligence  operations.57  In such an environment, there is a growing need for information gleaned from assets, and therefore an increased need for espionage and a higher risk of discovery of operations. Studies such as this, which point out the legality of international  espionage  as  long  as  certain  conditions  are  respected, contribute to the legal and peaceful resolution of international crises that may occur. 

The results of this study recommend that espionage operations do not target members  of  the  diplomatic  corps,  their  families,  or  their  employees, and these individuals should never be considered as perpetrators. Espionage operations that respect this limitation may be understood as legal from the viewpoint of international law, and diplomatic crises resulting from discovery of these operations can be resolved peacefully. 

 

Conclusion 

Since the dawn of humanity, the use of espionage aimed at decision making on political and military actions has been a custom. The Hague Convention of 1907 established that the employment of measures necessary for obtaining Expeditions with MCUP 
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information  about  an  enemy  and/or  adversary  country  are  considered permissible  and  implicitly  recognize  the  use  of  espionage.  The  Vienna Convention  on  Diplomatic  Relations  of  1961  grants  the  diplomatic  corps  a series  of  protections  and  guarantees  that,  in  practice,  prevent  espionage against and by the diplomatic corps, even if there is no literal prohibition. 

The absence of prohibition of espionage in international treaties, with the exception of the diplomatic corps, leads to the conclusion that espionage carried out between states is legal, even during peacetime, with the exception applied  to  the  diplomatic  corps.  Espionage  carried  out  by  or  against  the diplomatic corps may lead to diplomatic or even legal sanctions, such as the total  or  partial  interruption  of  economic,  transportation,  or communication relations; the reduction or even cessation of diplomatic relations; or even a trial at the ICJ. The authors also conclud that the nature of the target and the perpetrator  determines  the  legality,  or  lack  thereof,  of  international espionage. 
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