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1. INTRODUCTION

This document is for Mac users. It provides step-by-step instructions and illustrations for
downloading the Microsoft Remote Desktop application and, if necessary, troubleshooting
installation.

2. PREREQUISITES

a. Ensure that you have all necessary DoD certificates installed on your Mac. To check,
select the search icon (top-right corner of screen), and search for “Keychain Access.”

® Chrome Fie FEdit View History Bookmarks Profles Tab Window Help

@ keychain

& key-chain

B Keychain

# Set upiCloud Keychain
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You need to make sure that your Mac is reading your comman access card (CAC)/Smart card.
Select the Apple icon, and then select About this Mac.

@ Finder File FEdit View Go Window Help

About This Mac

System Preferences...
App Store... 5 updates

Recent Items
Force Quit Finder

Sleep
Restart...
Shut Down...

Lock Screen
Log Out Rafe Croce...

c. A new window will appear. Select System Report.

Overview Displays Storage Support Service

macOS Big Sur

Version 11.1

MacBook Air (Retina, 13-inch, 2019)
Processor 1.6 GHz Dual-Core Intel Core i5
Memory 8 GB 2133 MHz LPDDR3
Graphics Intel UHD Graphics 617 1536 MB
Serial Number C02ZT063LYWJ

System Report... Software Update...
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d. A new window will appear. On the left side, navigate to Software. Expand the Software
tree, and then select SmartCards. If your Mac is reading your CAC/Smart card, your
screen should look like the screenshot below. If your Mac is NOT reading your
CAC/Smart card, the com.apple.pivtoken: field will be empty.

Readers:
801 Alcor Micro AUSEBO (ATR:{length = 15, bytes = Ox3b191800000053434537200
Resder Drivers:

#01: org.deblan.stoth. pescll deeid:1.4.32 (fusrlibexec/SmartCardServicesdrivers
Cantrolier

ostics SmartCard Drivers:
Disc Burning
Ethemet Cards L
Fibre Channel
FireWire
Graphics/Displays

i: com.apple. CryptoTokenkit. viF rameworks/CryptoTokenKit frame
Avadable SmartCards (keychain)

com.apple.setoken:

com.apple.setoken:aks:

com.apple pivioken:4D13FCCEIGFFA7449C07370A3764CAR2.

King: private RSA 2048-b
Valid from: 2023~

BEGIN CERT
A

Milfqz ngulﬂbqlnﬂl EIMACGCS0SEI0QEBCMUAMEDICAJDINVRAY TAT/ TMRGF GYDVQKEWSVLIMUIEdvd iy b Bns00AKUGNVBASTAORVRDEMAMAL
78/

RUIBSUwGQOEINIwHhCNMMuwNZyMDAWMDAW W heN)
NQSHCQYDVQQGEWIVUZEYMBYGATUECHMPVSS TLIBHb3Z
RVIUMTUZNTkyNiixOTCCASIDQYJKoZIveNAQEBB!
Ca7B7OKIIRMCEACRB? 708000 yStAESEPA3IOKD
OVKEPCnkUROVQLAZKGAG
D4\ 75KKa Y0¥ Tod2iZUKOTMEK

STV UomMkGOFTetShAION MgIQUGITY? MBS Jc
5 ¥3SLORPREVNQUINQOFINIAY S JsMAGATUGDUE!

BNVHSAEDZANIL co: X

906y7BpUIHMEYXSLING#SIQLGTP T2 A nnswnsw,ru:
FlOHMAKIG+LKWIUIZMV:
——--END CERTIFICATE

vcxrlf'yv[nrﬂ[dn NITWUB}4TI Asmsumu. ROjB=

oken appex

, Cer x3336070d020742760d55d3¢1514561721sBBe50d), Usage: Sign
00:00: NO, X508 trust: YES

ATUFCXMDUELIMAGWFGYDVQQDFWIRFT0Qg
c»nm NVBASTATBLSTET \m'mmc-mcu OVFJBQIRPUIEIMCMGATUEAYMCQ1PQOUUUKFGRSEDTOS0
JOSORRCKcHrs aykm)

NaAYIKWYBEQUHAQEEXDBAM
‘Y BEQUHCQOXBBMC!
NakEOdERARGHY
XnMRIROWLGAMIZVF 29 1pDSSIMN IAS7++IggegQNIDBKGBELIIVYT HEXIF nHILRCIXVG!

2048-5, Certficala: Jeagth » 20, ytea » Ox217c811337700082078a1e90132128004894388}, Usege: Sig
3.5 9 trus

2023-08-22 00:00:00 +0000 to: 2026-03

ol CCAD GoAiBAQIDFUCKIADGCSa0S3D0EBCRUAMEoxCIAIBNVBAYTAIVTM Rgwf

0 SNMUNMZESMIMIOTUSINIC
Language & R AR BASTCINSTREOUNU Tt TA-DSAVBAUT OREN TGOS

Logacy Softwars BOTtalRPv-++K6ne BACwA QimirOBTamemal FWOSARETsgy

Logs 79512AGAOFBNVIERhI30]+ 32NKAMGS StuoB WINTGDYS

Maneged Cllent CTUHUKRAYX3BOr20245aASSVEPOLWISssaXfO

Pratorenics Paries GHUOWMCANLKAGOCIGIMNOGHAS!

G
YMCAGCCEGAQUFBZABRKROGHRWOISYD2NZECSKa XNALIDbDAV

LLORPREIEQOFN|QUY2!
mhITHOIO
+GLXVybjed EMTNGQONFLTMIRKYINDCONCOSQzK3LTMSREEZNZUOQOFCM]

QN3GFAG7LENKCSBKS!
~-==-END CERTIFICATE

OVQKEWSVLIMulEdvedmVybm1IbnQxDDA

BnzEL MAKGAT UEBAM B

NCO5Qzk3LTMIREE2NZUOQOFCMiC: HKn)GVJ(nUM:Vn\DEILO-\L\; EPADCCAQOCREBAM]IKRWIKEA|
V0052

NBgKahkIGIOBAQSFAAOCAGE
VXG0V YT L XKRIBOXTHIBWSI 14/1354tIpnG1)okC7nCollkgAfkXe+UhBvZNEUBhUZIL!

ErwNQOPMBNME Yriy 7okl eglsDNPGIBYON7]Id SV Znt5LIPaPMISpHYQHEXY16]0Q3isdo7IbRX

BONVBALTACRYRDEMMACOAILECADUBL AR UnEWYDVOCDEWrET0O
BAGTDWuUy4gR2927% Jub EMMACGATUECXMDRGIEMOWWCEYDNOQ!

IbPADOVICRVEWIQpYiuhmdE J2DS0INUz 3ArdaLhaOtavOATlsf

IR 3nSha1gowZ2ZKCANEAASOCAYaWag CEMBBOATUGIWQYMBIAF Fadnf Tbias73Uspch6uy0IZaxSEMOCOATU

300

MAGGAIUDWES,

VX828 EoDUOPMOUOCCaTACU PEWED Dt fonVEAs800rBaEF DOcIAGHaHROCOOVLZACCIR L miphC T
BINVHSUBAISEDDAKBGhGhKGBZQMOCOBRBINYHREEW]BYOCCOCGCOSAHANY GoBSEGIQ4]OBRWY ECbCFg20aFeT

IVXDIXEpSpBPKes JPSTAUTQYKILRHFhKNCUNHPZFPMOpGATPOd4NQNINXYREJLIBVOFWT
DFx4ytBIWOYXNCZIKRNIYSSeZQF645+1947/
1531226 KZ0nmyPIIRPINAVWTWH2SAX+ImUX7 ZSpP3INGCKIAVKHON 2L U

If your Mac does NOT have the required prerequisites, seek assistance from the MCU Helpdesk

or the link below.
MCU Helpdesk Contact Information

e Email: MCUHelpdesk@usmcu.edu

e Location: 2044 South Street, Warner Hall, 3" Deck, Room 3178

e Phone Number: (703) 432-4866

MilitaryCAC Mac Install Checklist:

https://militarycac.com/macnotes.htm

MCU
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3. INSTALLATION

a. Use the link below to download the Microsoft Remote Desktop app from the AppStore.
https://apps.apple.com/us/app/microsoft-remote-desktop/id1295203466 ?mt=12
b. Install the application. Once the application finishes installing, select Open.
it ash 450 s Microsoft Remote Desktop
Categories What's New
Dpclates ZZQ“;Z;E?Z?QZZ‘M been broken when connecting from macOS Senoma due to the removal of
Preview
c. When the application opens, select the + icon, and then select Add Workspace.
MCU 4
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d. A new window will appear. Copy and paste the uniform resource locator (URL) below
into the Add Workspace window, and then select Add.

URL: https://rdweb.wvd.microsoft.com

Add Workspace

https:/jrdweb.wvd.microsoft.com

A workspace is associated with this URL.

Workspace URL:

d.microsoft.com

, PCs and files will be downloaded and automatically
e vl
Privacy settings for managed resources are preset by your organization.

Cancel Add

e. A new window will appear, prompting you to sign in. Enter your EDU email address, and
then click Next.

Microsoft Remote Desktop

B® Microsoft

Sign in

I rafe.croce.ctr@usmcu.eduy| I

©2023 Microsoft  Privacy statement
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f.

Select your CAC certificate, enter your CAC personal identification number (PIN), and

click OK.

rafe.croce.ctr@usmcu.edu

Sign in with your certificate

Your device will open a security window.

Follow the instructions to sign in.

If you are using a smart card, make sure it is inserted

correctly.

“Microsoft Remote Desktop” is trying to

authenticate user.
Enter PIN to allow this.
PIN: |

Terms of use Privacy & cookies

After signing in, your workspace will appear. To access your virtual desktop, under MCU-
EDU-PROD-AVD, double-click the computer icon. You will automatically sign in to the

virtual desktop.

Microsoft Remote Desktop

= ©Ov +v PCs Workspaces

> MCU-EDU-DEV-AVD

Vv | MCU-EDU-PROD-AVD

()

SessionDeskt

=

> WargamePhase2
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APPENDIX B ACRONYMS, ABBREVIATIONS, AND DEFINITIONS
Term Definition
CAC Common Access Card
MCU Marine Corps University
PIN Personal Identification Number
URL Uniform Resource Locator
MCU B-1



